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Abstract

This supplementary material provides additional informa-
tion for the paper “AntiStyler: Defending Object Detec-
tion Models Against Adversarial Patches Using Style Re-
moval”. We start by expanding the related work section and
providing more information on each patch attack used in
our evaluation. Next, we provide implementation details on
the target object detection models, the defenses compared,
and the adversarial patch attacks used in our evaluation.
Additionally, we provide implementation details regarding
AntiStyler’s random seed and hyperparameters for its fil-
ter and enhancement phases. Then, we expand our digi-
tal evaluation to include additional baselines and models,
demonstrating AntiStyler’s model-agnostic generalization.
We also extend our ablation study to investigate: (1) the
contribution of each of AntiStyler’s enhancement phase fil-
ters; and (2) the impact of different attack characteristics
(e.g., color, shape). Lastly, we extend our physical evalu-
ation, present AntiStyler’s performance on the Superstore
dataset, explain the effect of style removal on adversarial
regions, and elaborate on partial occlusion scenarios.

1. Related Work

In this section, we extend the related work section of the pa-
per by reviewing the different attacks used in our evaluation.
Examples for each attack (as well as the physical patches
of Superstore and APRICOT and the adaptive patches) are
provided in Figure 8.

1.1. Original Adversarial Patch (Google)

The original adversarial patch attack [3] was originally de-
signed for the image classification task but later was adapted
for the OD domain. This attack was defined as the following
optimization problem:

P = argmaxE, 1, [log Pr(glh(A(P,z,1,1)] )

where h(A(P,z,l,t)) denote the model’s prediction after
a function applying the patch P to original image x at lo-
cation 1 with transformation t and Pr(g|A) is the proba-
bility of classifying input A as class ¢. By selecting the
patch with the maximum expected logPr(§|A), the patch
was optimized to be effective under multiple images, lo-
cations, and transformations, improving the patch’s robust-
ness to the real world.

1.2. Masked Projected Gradient Decent (M-PGD)

Unlike the Google attack, M-PGD (the masked variant of
the standard PGD perturbation) [30] optimized the patch by
calculating the derivative between the attacked image’s pre-
diction and the ground-truth annotation with respect to the
patch area. This attack was defined as the following opti-
mization problem:

P = clip(P' 4 oV pe L(3, h(A(P*, x,1,1)),0,1) (10)

where P! is the patch from the previous optimization iter-
ation, V p: L is the gradient of the loss between the ground
truth annotation and the model’s prediction on the attacked
image, and clip is a function to clip the patch values to the
range of (0,1). Using this formula, the attack can be tar-
geted (minimizing the loss between the desired and current
model predictions) and untargeted (maximizing the loss be-
tween the ground truth annotations and the current model
predictions).

1.3. DPatch

DPatch attack [29] enhanced the Google patch for object de-
tection models by optimizing the patch to harm the model’s
ability to predict the ground truth class and bounding box
of the targeted object, as follows:

Puntargeted = arg mgx EmS[L(A($7 S, P)7 ya B)] (1 l)

Ptargeted = arg H}in Ea:,s[L(A(x» S, P)a Yt, Bt)] (12)

where x is a given image, A(x, s, P) is a function that ap-
plies patch P on image x with shift s (uniformly sampled),
g and B are targeted labels and bounding boxes, and y; and
B, are ground truth labels and bounding boxes.

1.4. Printable Patches

To further optimize the adversarial patches for real-world
use cases, Thys et al. used three loss components for the
patch optimization process. The L, (Total Variation) loss
was added to minimize the total variation in the patch’s ap-
pearance to smooth color transitions and reduce noise. The
Lps (Non-printability Score) loss was added to ensure the
patch maintains its colors after being printed by minimiz-
ing the distance between the patch colors and the achiev-
able printer colors. The Ly, (Objectness) loss was added
to reduce the maximum objectness score in the image, aim-
ing to make the object detector miss objects in the image.



The total loss function for patch optimization was defined
as follows:

L= aans + BLy + Lobj (13)

where o and [ are empirically determined scaling factors.
By optimizing this loss function, the patches were opti-
mized to be robust to real-world conditions where the po-
sition, angle, and visibility of the patch might vary.

1.5. Naturalistic Patches

Unlike previous attacks, Hu et al. focused on the appear-
ance of the adversarial patch, stating that patches commonly
possess conspicuous and attention-grabbing patterns that
humans can easily identify. To address this issue, they used
a pretrained GAN generator to restrict the space of gener-
ated adversarial patches, ensuring a naturalistic appearance
while maintaining the adversarial effect.

1.6. TSEA

TSEA [16] was recently published as a transfer-based
black-box attack on object detection. Unlike existing
transfer-based attacks that rely on model ensembles, T-SEA
leverages a single model with a self-ensemble technique,
which utilizes data augmentation techniques and the Shake-
Drop [48] model to help improve patch transferability.

2. Evaluation

In this section, we expand our evaluation by including addi-
tional implementation details, digital evaluation results on
the RT-DETR2, SSD, YOLO3, YOLO4, and YOLO11 OD
models, extended ablation study, and physical evaluation re-
sults on the Superstore dataset.

2.1. Extended Implementation Details

2.1.1. Target Object Detection models

For the OD models, we used the pre-trained Faster R-CNN
and SSD models provided in the Torchvision library !, the
pre-trained DETR model provided in its GitHub °, the pre-
trained RT-DETR2 model provided in HuggingFace °, the
pretrained YOLO3 and YOLO4 models provided in the
GitHub of the naturalistic patch attack, and the pretrained
YOLO11 model provided in the Ultralytics library *. All
models were pre-trained on COCO’s training set.

2.1.2. Compared Defenses

For the compared defenses, we used the code e_md check-
point weights provided in the GitHubs of LGS °, GradDe-

Uhttps://docs.pytorch.org/vision/stable/index.html
Zhttps://github.com/facebookresearch/detr
3https://huggingface.co/docs/transformers/model_doc/rt_detr_v2
“https://www.ultralytics.com/
Shttps://github.com/fabiobrau/local_gradients_smoothing

fense °, SAC 7, ObjectSeeker *, PAD ?, NAPGuard ', DIF-
Fender ', NutNet 2, and KDAT °.

2.1.3. Adversarial Patch Attacks

For the M-PGD, DPatch, and Google adversarial patch at-
tacks against the COCO dataset, we generated adversarial
patches using the corresponding attack classes in the Adver-
sarial Robustness Toolbox (ART) library [33]. Each attack
was configured according to the default settings in the ART
library, creating both square- and circle-shaped patches.
The original patch sizes (before placing them on the ob-
jects) were set to {100,120,150}. For each image, the patch
was placed on the object with the highest confidence score,
with an adjusted patch size of axmin(BBuyidth, BBheight)
where BByiath, BBheignt are the object’s bounding box
width and height and « is a dynamic coefficient in the
range of 30%-50%, resulting in patches of varying sizes and
shapes (according to the object’s bounding box size). After
generating the patches, we excluded images in which the
patch only caused partial occlusion without any adversarial
effect by comparing the predictions on the attacked image
with and without a black mask on the patched area. We gen-
erated approximately ~ 300 patches for each attack, and we
are working on separately publishing the entire dataset for
the research community, which is available upon request.
For the adaptive patch attacks, we utilized the M-PGD
as the base attack (using the same default settings in the
ART library), modifying its optimization process to incor-
porate the relevant components at each adaptive level. For
the black-box adaptive patch, we added a loss component to
minimize the total variation of the patch as follows:

Lgmootn (patch) = Ly pap(patch) + BLry (patch)

14
where Lj;pgp is the original loss for generating the M-
PGD patch, and L7y calculates the total amount of varia-
tion in value between neighboring pixels in the patch. « and
[ are positive hyperparameters that control the trade-off be-
tween the two losses. For the gray-box adaptive attack, we
applied AntiStyler’s AntiStyle model on the applied image
(i.e., the image with the applied patch) before calculating
the optimization’s loss to include AntiStyle’s gradients in
the optimization. For the white-box adaptive attack, we ap-
plied the whole pipeline of AntiStyler on the applied image
before calculating the optimization’s loss to include Anti-
Styler’s gradients in the optimization.

Ohttps://github.com/UMBCyvision/Contextual-Adversarial-Patches
"https://github.com/joellliu/SegmentAndComplete
8https://github.com/inspire-group/ObjectSeeker
“https://github.com/Lihua-Jing/PAD
10nttps://github.com/wsynuiag/NAPGaurd
Uhttps://github.com/kkkcx/DIFFender
2https://github.com/0502tonylin/NutNet
Bhttps://github.com/Yarinyl/KDAT



For the transferable [16], printable [42], and natural-
istic [15] patches against the INRIA dataset, we used
the original code and patches from the corresponding pa-
pers ' 1916 These patches were positioned on each per-
son in the image, with a dynamically resized printable patch
covering the center of each person’s detection (based on the
paper’s original code). As a result, multiple patches were
placed in each image in the cases where more than one per-

son appeared.
2.1.4. Setting the Random Seed

To allow replicating AntiStyler’s experimental re-
sults, we set the seed to 123 using the commands:
environ [’ PYTHONHASHSEED’] = 123 from the OS
module 7, backends.cudnn.deterministic
= True and backends.cudnn.benchmark
= False from the Torch package '® and
seed_everything (123) from the Lightning pack-

age .
2.1.5. AntiStyler’s Hyperparameters

For the COCO dataset, the top-change filtering percentage
(1) was set to 0.99, the kernel size for the dilation and ero-
sion filters was set to 11, the kernel size for the smooth-
ing filter was set to 51, and the final threshold was set to
0.5. Note that these parameters were obtained according to
a validation set containing images that did not appear in the
test set and were attacked only by the PGD attack.

For the INRIA dataset, the 7 was set to 0.9575, the kernel
size for the dilation and erosion filters was set to 11, the
kernel size for the smoothing filter was set to 5, and the
final threshold was set to 0.6. Note that these parameters
were obtained according to a validation set containing im-
ages that did not appear in the test set and were attacked
only by the OBJ, P1, and P2 patches.

For the Superstore dataset, 7 was set to 0.94, the kernel size
for the dilation and erosion filters was set to 11, the ker-
nel size for the smoothing filter was set to 51, and the final
threshold was set to 0.5.

For the APRICOT dataset, 7 was set to 0.99, the kernel size
for the dilation and erosion filters was set to 11, the ker-
nel size for the smoothing filter was set to 5, and the final
threshold was set to 0.1. Note that the parameters were ob-
tained for both datasets according to a validation set con-
taining images that did not appear in the test set.

2.2. Extended Digital Evaluation

Table 6 presents the extended results of Table 1 from
the main paper (including results for LGS [32], Grad-

https://github.com/VDIGPKU/T-SEA
https://gitlab.com/EAVISE/adversarial-yolo
16https://github.com/aiiu-lab/Naturalistic- Adversarial-Patch
Thttps://docs.python.org/3/library/os.html
8https://pytorch.org/
Yhttps://lightning.ai/docs/pytorch/stable/
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Figure 5. map% for physical patch attacks on the Superstore
dataset and the Faster R-CNN OD model (higher is better).

Defense [38], SAC [27], and NAPGuard [44]). As can be
seen, AntiStyler’s performance remains superior in most
cases (5/6). In addition, to further demonstrate Anti-
Styler’s model-agnostic capabilities, we evaluate AntiStyler
on seven OD models: (1) Faster R-CNN, (2) DETR, (3)
RT-DETR2, (4) SSD, (5) YOLO3 (6) YOLO4, and (7)
YOLOI11. Table 7 presents the results of our evaluation
against the transferable, printable, and naturalistic attacks
on the INRIA dataset. As can be seen, across all models and
most attack types, AntiStyler improved robustness signifi-
cantly while preserving benign performance. These results
confirm the generalizability and effectiveness of AntiStyler
as a post-training defense and validate its model-agnostic
capabilities.

2.3. Extended Physical Evaluation

Unlike the APRICOT dataset (in which evaluation focused
only on adversarial robustness), the Superstore dataset also
contains benign images, allowing us to evaluate a defense’s
performance on both benign and adversarial examples on
real-world physical images. Superstore’s target model is
Faster R-CNN OD, and we use the test set for evaluation.
Figure 5 presents the results of AntiStyler compared to the
other defenses on the Superstore dataset. As can be seen,
all the defenses reduce the benign performance, with Anti-
Styler achieving second-best benign performance. On the
other hand, compared to the other defenses, which did not
effect the adversarial performance, AntiStyler improves the
adversarial performance, thus obtaining the best overall per-
formance.

2.4. Extended Ablation Study
2.4.1. One-Step Ablation Study

In addition to the study presented in the main paper, we
also conducted a one-step ablation study to evaluate the
contribution of each layer in the enhancement phase. Ta-
ble 8 presents the results of one-step ablated variants of
AntiStyler (Dilation, Erosion, Smoothing, Thresholding)
against the M-PGD, Google, and DPatch attacks on the
Faster R-CNN model and the COCO dataset. As can be



OD Defense Processing Google M-PGD DPatch

Model Method Time [ms] | Benign Adv Mean | Benign Adv Mean | Benign Adv Mean
Undefended ‘ 43.2 ‘ 51.6 16.6 34.1 45.8 223 34.1 494 23.0 36.2

LGS (WACV19) 713.8 425 268 347 | 380 308 344 | 432 277 355
Grad-Defense (CVPR20) 43.2 46.7 229 348 | 471 282 376 | 47.8 28.6 382

SAC (CVPR22) 78.0 51.6 227 372 | 458 355 40.7 | 494 315 405
ObjectSeeker (SP23) 4191.9 51.6 31.0 413 | 445 284 365 | 480 284 382

Faster PAD (CVPR24) 55098.8 39.8 272 335 | 390 360 375 | 430 359 395
RCNN | NAPGuard (CVPR24) 384.6 478 27.0 374 | 439 354 397 | 462 328 395
DIFFender (ECCV24) 7606.0 341 194 268 | 321 263 292 | 358 254 306

NutNet (CCS24) 45.2 424 214 319 | 367 315 341 415 31.1 363

KDAT (AAAI25) 43.2 50.1 315 408 | 47.6 333 405 | 499 343 42.1

AntiStyler (Ours) 92.7 51.6 325 421 | 458 38.0 419 489 383 43.6
Undefended ‘ 39.3 528 30.8 418 | 53.6 290 413 | 56.8 355 462

LGS (WACV19) 705.8 453 36.0 40.7 | 482 363 423 | 473 438 456
Grad-Defense (CVPR20) 393 499 374 437 | 498 412 455 | 53.0 405 4638

SAC (CVPR22) 71.7 519 346 433 | 535 329 432 | 567 43.1 499
ObjectSeeker (SP23) 4072.4 528 350 439 | 505 362 434 | 56.8 40.8 4838

DETR PAD (CVPR24) 54721.5 50.6 337 422 | 46.1 402 432 | 552 463 503
NAPGuard (CVPR24) 378.9 50.8 399 454 | 506 418 462 | 565 460 513
DIFFender (ECCV24) 7603.4 39.0 23.6 313 | 383 269 326 | 41.1 322 36.7

NutNet (CCS24) 42.8 50.7 36.6 437 | 492 402 447 | 519 455 487

KDAT (AAAI25) 39.3 53.0 378 454 | 527 379 453 | 559 455 50.7

AntiStyler (Ours) 85.6 53.0 417 474 | 53.6 396 46.6 | 578 444 51.1

Table 6. Extended evaluation of adversarial defenses for OD models under different patch attacks on the COCO dataset.

Model Defen Benien TSEA Printable Patches Natural Patches
0% CIEmSe | PMEN | Bpacch C-Pach | OBJ UPPER CLS-DET | PI P2 P3 P4
Faster | Undefended | 949 | 17.6 173 [456 402 597 |546 662 53.1 67.4
R-CNN | AntiStyler | 958 | 949 878 |80 83.0 802 |744 819 57.3 817
DETR | Undefended | 918 | 233 30.6 |47.01 305 647 [655 673 465 698
AntiStyler | 90.0 | 900 875 | 747 741 747 |610 746 416 731
RT.DETRy | Undefended | 94.8 | 389 457 |552 590 562 [S1.8 604 499 628
AntiStyler | 94.5 | 898 884 |733 747 707 |67.1 67.0 526 70.1
ggp | Undefended | §7.7 | 237 144 |153 185 226 [168 285 183 40.1
AntiStyler | 567 | 794  7L1 | 410 445 406 | 248 33.6 199 379
YoLO3 | Undefended | 756 | 17 22 [ 99 202 389 [246 20.5 443 435
AntiStyler | 77.3 | 540 470 | 608 621 564 |429 36.6 488 547
VOLO4 | Undefended | 779 | 0.6 L5 |26 117 206 |154 221 310 46
AntiStyler | 747 | 301 317 | 356 40.1 342 |319 322 366 292
yoLo] | Undefended | 854 | 540 578 [442 301 471 |403 381 360 430
AntiStyler | 824 | 643 561 |520 532 483 |39.1 352 333 432

Table 7. Extended evaluation of AntiStyler for OD models under patch attacks on the INRIA dataset.



Defense Google M-PGD DPatch

Method Benign Adv Mean | Benign Adv Mean | Benign Adv Mean
Undefended 51.6 16.6 34.1 45.8 223 341 494 230 362
RM-AntiStyler 48.1 304 393 415 353 384 455 352 404
RM-AntiStyler + D 32.8 18.5 26.7 26.6 235 251 329 232 281
RM-AntiStyler + D + E 49.1 260 376 40.8 358 383 46.1 362 412
RM-AntiStyler+ D+ E + S 477 324 40.1 43.6 348 392 469 362 41.6
RM-AntiStyler+ D+E+S+T | 50.7 30.1 404 457 371 414 48.8 37.8 433
AntiStyler 51.6 325 421 458 38.0 419 489 383 43.6

Table 8. mAP% for one-step ablated variants of AntiStyler on the COCO dataset and the Faster R-CNN OD model.

seen, while AntiStyler’s whole pipeline achieved the best
performance, the erosion step (RM-AntiStyler + D + E)
was the most impactful, boosting both benign and adversar-
ial performance by 14 mAP% compared to the AntiStyler’s
variant with only dilation (RM-AntiStyler + D). This can
be explained since this step removes small unconnected
masked regions, reducing unnecessary masking and focus-
ing on relevant areas (Sec. 4.4). In addition, the results of
RM-AntiStyler (AntiStyler’s variant which does not include
the enhancement phase) show that it is possible to apply An-
tiStyler without needing to improve the raw mask, which
further highlights the effectiveness of detecting and mask-
ing the attacks only based on identifying pixels associated
with the random style.

2.4.2. Patch Appearance Ablation Study

We further evaluated AntiStyler ’s robustness against
patches of varying shapes and appearances, including
square patches, circular patches, and background-blended
patches (i.e., patches that attempt to blend into the back-
ground appearance). Results show that AntiStyler im-
proves performance across all cases, increasing robustness
from 23.9% to 39.5% for square patches, from 22.6% to
30.5% for circular patches, and from 30.3% to 36.5% for
background-blended patches. These gains indicate that An-
tiStyler remains effective even when the patch geometry
varies or blending techniques are applied, highlighting its
robustness to diverse patch designs.

3. Discussion

In this section, we expand on the Discussion section of the
paper by explaining the effect of style removal on adversar-
ial regions relative to benign ones, and further elaborating
on AntiStyler’s limitation of partial occlusion.

3.1. Style Removal Effect

We conducted an experiment (Figure 6) demonstrating that
adversarial Regions of Interest (ROIs) induce Gram matri-
ces (GMs) with higher magnitudes than those induced by

benign ROIs, supported by prior studies [19, 37]. Since
style transfer minimizes the distance between the feature
GMs of a target style and an input image [11], we reversed
this process and sought a style whose GMs are similar to
those of adversarial ROIs, while avoiding constraining An-
tiStyler to a specific attack style. Consequently, we found
that random-noise style, defined by sampling a random-
noise image, extracting its features from VGG19’s first four
convolutional layers, and computing their GMs, yields sim-
ilarly high magnitude GMs. As a result, by attempting to
maximize the distance between the input image’s style and
the random style, AntiStyler effectively reduces the magni-
tude of the input ROI GMs, with a more pronounced reduc-
tion on adversarial ROI GMs than benign ones.

3.2. Partial Occlusion

As presented in the paper, AntiStyler maintained the high
benign performance of the undefended Faster R-CNN OD
model. However, an interesting observation was made
when AntiStyler was applied to DETR, as it not only main-
tained but also slightly improved its benign performance.
In this section, we explore this observation by comparing
images in which the DETR-only prediction was improved
after applying AntiStyler. As shown in Figure 7, while
in most images AntiStyler does not affect the benign im-
age, in those where it does, it primarily masks noisy tex-
tures, such as vegetation and vibrant fabrics. Interestingly,
due to these “mistaken” partial occlusion masks, AntiStyler
slightly improved DETR’s benign performance, with effects
ranging from correcting misclassified objects to detecting
previously unnoticed objects and improving existing object
bounding boxes. Note that in all these examples, the “mis-
taken” mask is often far from the affected (and improved)
object detections, thus not only AntiStyler does not nega-
tively affect by partial occlusion, in some cases it even im-
proves the base model’s detections.
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Figure 7. Examples for AntiStyler’s partial occlusion scenarios.
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Figure 8. Visualization examples for each adversarial patch attack used in our evaluation.
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