Taming the Long Tail: Rebalancing Adversarial Training via
Adaptive Perturbation

Appendix

A. Proofs of Sec. 3 (Preliminaries and problem analysis)

A.l. Useful lemmas

Lemma A.1. Considering two arbitrary distributions Q1 and Q2 over instance space S, for any hypothesis h € H and loss
Sfunction {(-, ), the following bound holds:

|Rnat(ha Ql) - Rnat(h7 Q2)| S Cl{ V PQ + 1 WCngq(Qla Q2)}

Lemma A.2. For an arbitrary iteration t € [T in the adversarial training process and an arbitrary distributions P over
instance space S, the following bound holds:
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A.2. Proofs of lemmas
Proof of Lemma A.l. According to the Definition 3.1, with ¢ > 1,
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where the last line holds because (E[|£(h(x1),y1) —£(h(x2),y2)]])? < E[|(h(z1), y1)—L(h(x2), y2)|?] (obtained by applying

the Jensen’s inequality).
Since the loss function ¢(-, -) is Holder continuous and the hypothesis h is Lipschitz continuous, we can further get that
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Proof of Lemma A.2. For any t € [T,
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where the last two lines are obtained by applying Equation (4) and Equation (1).
According to Lemma A.1,
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A.3. Proofs of theorems

Proof of Theorem 3.1. According to Lemma A.2, the following inequality holds for any ¢ € [T] and r; > 0,
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A.4. Derivation of the decomposition
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B. Proofs of Sec. 4 (Theoretical insights)

B.1. Useful lemmas

Lemma B.1 (Class-conditional risks). For a hypothesis h € H, the class-conditional risks are R, (h,y) = Pr{N(0,1) <
Zaar(h,y)} and Rypp(h,y) = Pr{N(0,1) < Z,05(h,y)}, where

Zpar(hyy) = = (= yb — pa|lwe, ||y — pallwe, 1),
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Zyop(hyy) = = (= yb— (1 = ©)l|lwe, 1 — (42 = €)l|wa, [11)-

B.2. Proofs of lemmas

Proof of Lemma B. 1. Focusing on the conditional natural risk R, (h, y) first, we can get that
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Therefore, Ry (h,y) = Pr.{N(0,1) < Z,4(h,y)}, where
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Then, we analyze the conditional robust risks. Since
Reov(h,y) = Pr-{ min yh(z +6) < Oly}
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we can come to the conclusion that Ry (h, y) = Pr.{N(0,1) < Zi(h,y)}, where
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Proof of Lemma 4.2. According to Lemma B.1, the sign of the difference between the two class-conditional natural risks is

sign (Ruac(h, —1) — Rupa(h, +1)) = sign (Pr{N(0,1) < Zyae(h, —1)} = PrAN(0,1) < Zpa(h, +1)})
sign (Znat(h, —1) — Za(h, +1))
= sign(b).

Meanwhile, the sign of the difference between the two class-conditional robust risks is

sign ( Riob(h, —1) = Reon(h, +1)) = sign (Pr.AN(0,1) < Zp(h, —1)} — Pr{N(0,1) < Zp(h, +1)})
= sign (Zrob(ha —1) — Zrob(h7 +1))
= sign(b).
Therefore, we come to the conclusion that if the bias b # 0, f will have a disparity between the two class on both natural and
robust risks. Meanwhile, sign ( Ruac(h, —1) — Ruac(h, +1)) = sign ( Reop(h, —1) — Reon(h, +1)) = sign(b). O
B.3. Proofs of theorems
Proof of Theorem 4.1. Under the condition that €, € (2, 1), we first prove that wgt) > wgt_l) for Vi € G1 holds by

contradiction. Specifically, the contradiction to be proved is that if there exists w; < wftil) for ¢ € G'; where w; is the i-th

dimension of the hypothesis h’s weight w, h # h(*).
The training objective of h(*) is

Reon(h*~1) = Pr.{ min (w2 +06) +60-1) < 0}
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Then, we can find that if there exists ¢+ € G; satisfying w; < wEtil),
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which means replacing wl(

the robust risk, h # h®) . Therefore, we come to the conclusion that (") satisfies that wgt) > wgt_l) for Vi € Gy.

§t_1) for any j € G5 in the

=1 by w; will result in a larger robust risk. Since the optimization objective of h(*) is to minimize

Next, we prove w§t) < w§t_1) for Vj € G2 by contradiction, which is that if there exists w; > w
weight w of hypothesis h, h # hy. Since the minimization objective of h(*) satisfies
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wj(-tfl) gives a lower robust risk than w; > wg»t*l) and thus h # h(*). Therefore, we have the conclusion that h(*) satisfies
that w§t) < w§t_1) forVj € Gs.

Then, we prove that R, (R, 3) < Ryep(ht~Y, y) for y € V. Since according to Lemma B. |
_ 1 1 -1
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where the inequality holds because w(t) > wgtfl) for Vi € G1 and w;t) < w§-t71) for Vj € G5, we can obtain that

Reon (M, 9) = Regp (R ) = PrAN(0,1) < Zrop (K, )} — PrAN(0,1) < Ziop (™1, 9)} < 0.
O

Proof of Theorem 4.3. According to Lemma 4.2, b(!) = 0 if the conditional natural/robust risks are even across different
classes. We first get the exact form of optimal b(*), and then show what settings of class-wise perturbation intensity can lead to
zero bias in h(*) .

We begin with the minimization objective of A(*), which is

Reop(BED) ¢ Reop (R, —1) + K - Rygp(h~1, +1)
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o
according to Lemma B.1. Since the optimal b*) will be found by letting % = 0 where
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we can obtain the following equation satisfied by optimal b(*)
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Letting A = (g + pallwg, 11/ w21, we have

_ 1 _
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Therefore, the exact form of optimal b(®) is
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which indicates that if (e;; — A)? — (-1 — A)? = Hzg(tlioﬁﬁ{z holds, then b(*Y) = 0. Therefore, we can simply find that if

€1 < A— V20w Y| g K,
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the optimal b(t) = 0. Meanwhile, according to Lemma 4.2, b®) = 0 indicates that the conditional risks are even, i.e.,
Rt (A, —1) = Roa(h®), +1) = 0 and Ryop (A, —1) — Reop (R, +1) = 0. O
Proof of Theorem 4.4. Since
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we can simply find that A can be bounded as A € [us2, p1]. For the perturbation intensity €1, the intersection

Frob(€41) N Foat(€41) = (p2, 1) N (0, A) = (p2, A — V20 | w71 y/log K) # 0.

Next, for the perturbation intensity e_1, since Fpy(e_1) = {A — \/(A —e41)2 — 202 ||wt=D || ?log K} # () satisfies

A= JA= )2 — 202wt | log K < A < g,

and

A= (A= 1) — 202D P log K > A~ (A~ err)? =
]:bal(€—1) is in the ]-'mb(e_l) = (MQ, Ml), and thus .7-}0[,(6_1) n ]:bal(€—1) = ]:bal(e—l) 75 @ O
B.4. Derivation of the bounds

For the lower bound of ¢ _; = A — \/(A —€1)2 — (V20 ||wt=D || Iog K)2, since (v20]w®D||7/log K)? > 0, we
can get that
€_1 Z A — \ (€+1 — A)2 = €41.

As for the upper bound, we can find that
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Therefore, €1 € [e11, €41 + V20w V|71 /log K.




C. Reproduction

We provide a simple PyTorch-style pseudocode in Algorithm 1 for better understand on RobustLT. Meanwhile, our code
repository (including the split configurations for long-tail datasets) is available at https://github.com/zhang-lilin/RobustLT.

Algorithm 1 PyTorch-style pseudocode of RobustLT

nnn

Args:
alpha, beta: hyper-parameters of RobustLT
samples_per_class: shape=[num_classes], the number of samples in each class

base_algorithm: a given base adversarial training algorithm

eps, step_size, steps: parameters for adversarial example generation
Returns:

model trained by RobustLT-enhanced base_algorithm

# initial the value of classwise perturbation intensity by CPB

n_max, N = samples_per_class.max(), samples_per_class.sum/()

tau = alpha / ((samples_per_class / N) * (n_max / samples_per_class).log().sqrt()) .sum()
classwise_eps_max = (1 - alpha) * eps + tau * (n_max / samples_per_class).log().sqgrt() = eps

# train for T epochs
for t in range(T):

# calculate adversarial intensity for current epoch by AIW
intensity = min((t - 1) / (T % beta), 1)
classwise_eps = classwise_eps_max * intensity

for (x, y) in dataloader:

# generate adversarial examples with RobustLT

eps_t = classwise_eps|y]

step_size_t = eps_t / eps * step_size

x_adv = base_algorithm.get_adversarial_example(x, y, eps_t, step_size_t, steps)

# model update
base_algorithm. forward (model, optimizer, x, x_adv, Vy)

# return the trained model
return model

D. Additional experiments

D.1. Detailed configurations

Long-tail dataset generation. We follow the method in [5] to generate the long-tail datasets from balanced datasets (e.g.,
CIFAR10/100 and TinyImagenet). Specifically, given the imbalance ratio K and the number of available samples per class

N, we then set the number of instances of the i-th class N; = N - K 7\577711, where ¢ € {1,2,...,]Y|}. The generation are
randomly conducted three times for all experiments, and the average with standard deviation are reported.

Other settings. Following [28], all experimental results are obtained with setting the activation function to ReLU, BN-mode
to eval, the optimizer to SGD with Nesterov momentum [27], where learning rate, weight decay, and momentum are set to
0.1, Se-4, and 0.9, respectively. To remain consistent with the settings of the respective base adversarial training algorithms,
other hyper-parameters not explicitly mentioned, such as the learning rate schedule, batch size, and parameters for adversarial
example generation, are kept the same as in their original implementations. All the experiments are conducted on an NVIDIA
RTX 4090 GPU.

D.2. Study of adversarial distribution

Since RobustLT consists of two components: (i) CPB, which rebalances the skewed training objective on adversarial data, and
(i1) AIW, which stabilizes the evolution of adversarial distributions during training, we validate their effectiveness here.
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Figure 3. Adaptive perturbation intensity in final epoch of different enhancement methods, averaged over multiple base algorithms.
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Figure 4. T-SNE visualizations of the latent space logits of adversarial examples (AEs) generated with and without CPB extracted from hy

(b) AEs against h; w/o CPB

(c) AEs against ho with CPB

and hg on CIFAR10-LT, where h; and hs are the models trained with AT-BSL and AT, respectively.

(d) AEs against hg w/o CPB
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Figure 5. T-SNE visualizations of the latent space logits of adversarial examples (AEs) generated with and without AIW across multiple
epochs on CIFARI10-LT. Colors indicate training epochs, while shapes denote ground truth labels. Fewer exposed red samples reflect
stronger alignment between successive adversarial distributions.
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Table 3. Hyper-parameter settings with respect to (v, 3).

Dataset AT AWP RoBal REAT AT-BSL TAET
CIFAR10-LT (0.3,0.8) (0.3,0.8) (0.3,0.8) (0.3,0.8) (0.3,0.8) (0.3,1.0)
CIFAR100-LT (0.5,0.6) (0.5,0.6) (0.5,0.6) (0.5,0.6) (0.5,0.6) (0.5,0.6)
TinyImagenet-LT (0.3,0.2) (0.3,0.2) (0.5,0.4) (0.5,0.4) (0.4,0.6) (0.3,0.8)

Table 4. Natural and robust accuracies of various base adversarial training algorithms without and with RobustLT using WRN-28-10 on
CIFAR10-LT under different imbalance ratios. Better results are bolded.

Imbalance Ratio = 10 Imbalance Ratio = 100

Base Method - ; : -
Nat. (all) Nat. (tail) Rob. (all) Rob. (tail) Nat. (all) Nat. (tail) Rob. (all) Rob. (tail)
origin 74311025  68.881038  35.0740.09 24454019  51.0lioss  4045:079  25.1840.45  10.8740.29
AT RobustL.T 78.07i0,27 73'5310.26 37'15i0.15 28.14i0.27 53.1210‘02 42.08i0,07 27.23i0'05 13~73i0,08
origin 76.01 +0.43 70.78i0_55 36.78i0,31 26.0810,28 52-2410.61 40.88i0,83 26.1 8i0_17 11 -74i0.30
AWP RobustL.T 81'04j:0,26 77.01:{:0.34 37'22i024 27'73i0.25 56.67:{:0‘75 46.323:0‘93 26'49i0.21 13'02i0415
origin 77~99j:0.16 73‘33:&0.11 39-81i0,19 30.263:0'21 69-42i0438 63.16i0,35 29~01j:0.56 18-45i0458
RoBal RobustLT 82.321()‘27 79.73:&0_22 42-351()‘12 36.801()‘26 68.74:&0_46 63.12:&0‘70 34.6010_55 26.891()‘87
origin 77.763:0‘11 73~56j:0.18 36'57i025 27-57j:0,38 64.88:{:0‘36 57.383:0‘34 26~27j:0.01 14.31i()‘12
REAT RobustLT 80451015  76.871¢.22 39.46.10.21 32.1719.16 67.71 19 39 61.35.044 30581014 21.1710.10
origin 83.4710_21 80.6010_33 46.42i0_19 39.86:&0_34 75.0810_55 70.6210_81 34.94:&0_22 26~39:t(].38
AT-BSL RobustLT 83.63i0'07 81.28:&0.13 48.86i0‘32 44'43i0.58 73.543:0‘71 68.933:1,01 39.253:0'11 32'28i0450
origin 77.96i0.17 75~37i0.21 42~37i0,32 37~55i0.22 57.89i3‘23 51~92i2.91 27~79i0.45 20.28i0444

TAET RobustLT 79.081()‘92 77-4310.69 42-60:k0A35 39-8410,48 62.02:&149 57-09:t127 30.5610‘07 24-45:kOA79

these adversarial examples. To validate this, we visualize and compare the distributions of adversarial examples generated
with and without CPB in Figure 4. The results indicate that: (i) CPB encourages the generation of more diverse adversarial
examples for tail-class regardless the impact of model overconfidence, as shown by the more dispersed adversarial examples
of the same color in Figure 4a and Figure 4c, compared to Figure 4b and Figure 4d, respectively. Interpreting adversarial
example generation as a form of data augmentation, these findings align with [47], which highlights the importance of data
augmentation in increasing sample diversity for enhancing robustness in long-tail settings. (ii) Models affected by severe
data imbalance generate more biased adversarial examples, as evidenced by the narrower distribution range of tail-class
adversarial examples in Figure 4b. This effect is more pronounced in Figure 4d, since models trained by AT are more sensitive
to class-imbalance than that trained by AT-BSL (see Table 1), which further validates our motivation.

Stable evolution over iterations. To validate that AIW stabilizes the evolution of adversarial distributions, we visualize
adversarial examples during training with and without AIW. Specifically, we extract checkpoints of adversarial distributions at
intervals of 10 epochs and compare the alignment between successive checkpoints, as shown in Figure 5. The results show that:
(i) AIW indeed stabilizes the evolution, since distributions with AIW exhibit stronger alignment, evidenced by red samples
largely overlapping with blue ones in the first row of Figure 5 compared to the second row. (ii) Adversarial distributions from
the early training stage are less aligned than later ones, as seen in Figure 5f, where adversarial examples from epochs 1 and 10
expose more red samples.

D.3. Additional results

Additional experiment results are provided in Tables 4 to 6 and Figure 6, the observations of which are consistent to the
analysis in the main text.
E. Discussions

E.1. Limitations

Required assumption. We assume that class frequencies are available in training, which may not always hold in practice.
Future works going beyond this assumption are encouraged.



Table 5. Natural and robust accuracies of various base adversarial training algorithms without and with RobustLT using WRN-28-10 on
CIFAR100-LT under different imbalance ratios. Better results are bolded.

Imbalance Ratio =5 Imbalance Ratio = 50

Base Method - - - -
Nat. (all) Nat. (tail) Rob. (all) Rob. (tail) Nat. (all) Nat. (tail) Rob. (all) Rob. (tail)
origin 48.9410_42 46.00i0_44 19~34i0.10 18.0310_09 33.68i0_04 26.53i0_05 12.86i0_17 9.37i0_30
AT RobustLT 51'36j:0.25 49.63:{:0.32 20'15i0436 19'65i0.43 37.063:0‘21 30.623:0‘17 13'61i0.22 10'75i0432
origin 50.55i0,11 47‘42:&0.29 20.87i0405 19~39i0.06 34-5910407 27~O7i0.03 13.65i0'27 993i036
AWP RobustLT 54.301[)‘05 52-2310.16 21.76:&0‘12 20.9610‘07 38-79;&0(22 31-981()‘45 14.39:&0‘15 11.24:&0‘16
origin 53~74i0,03 52~35i0.10 21.71i()‘30 21~14i0,27 40-101{:0426 35479j:()‘60 14.623:0'04 12.26i()‘17
RoBal RobustLT 54.04i0,12 52.95i0_17 22'17i0.24 22-28i0.27 41-48i0,43 37-70i0.61 15-61i0.07 14'21i0.18
origin 51.34:&0_19 50.1 1:&0.18 19~54:t0.15 18.9510_20 39.44:&0_54 35-7710.46 13.04:&0_44 11.18;&0_54
REAT RobustLT 51.76i0'31 51.33:&0.32 20-29i0408 20-41i0.13 40.76i0‘15 37-97i0.39 14-29i0.48 13'15i0461
origin 58.51i0,30 57.08i0.25 25~72i0.21 25~34j:0.28 46.381{112 42.36i0,20 18.53i0_10 16.45i0409
AT-BSL RobustLT 59-16j:0A02 57.923:0.07 25'92i0A31 26-07i0,37 46.81:{:0‘08 42.723:0‘06 19.063:0'34 17'54i0A31
origin 49~73j:0.64 46‘72:{:0.46 21-08i0429 195410.46 35.56:{:0‘32 28.28i0,41 13.963:()'18 10~49i0431

TAET RobustLT  50.00.4 35 47.75410.23 21.7740.17 211649 25 35.58.40.09 29114 18 14.79 10 23 11.77 10 26

Table 6. Natural and robust accuracies of AT-BSL without and with RAIL across various datasets and model architectures. ImageNet-LT
uses the first 20 classes of ImageNet64 [8] with imbalance ratio 50. Adversarial training on DeiT-S follows [26] to use gradient clipping and
pretrained initialization. Better results are highlighted.

Dataset Architecture Method Nat. (all) Nat. (tail) Rob. (all) Rob. (tail)
DeiT-S origin 58.3041.33 527411 62 33.4610.68 27.9510.56

! RobustLT 60.83i0.51 55~34i0.76 34-21i0.16 28.66i0'31

ResNet-18 origin 72.86.+0.59 68.4910.59 38.3810.14 31.5040.28

CIFARI10-LT RobustLT 73'39i0.48 69.08i0,23 38.86i0.20 32-49i0.59
ResNet-50 origin 72-86:t0A88 68.88i1A06 39.01:&0‘16 33.0110,17

RobustLT 74-29i1.40 70-41i1.23 39.65i0.24 34'0710.41

e origin 77.09+0.41 72484030 37.9840.42 28.60.+0.85

WRN-28-10 RobustLT 77.61 (.54 73.8310.60 4211436 35.98. .79

DeiT-S origin 25~73i1.16 25~67i0.16 16.30i0,57 17~25i0.97

ImageNet-LT RobustLT 32.7310.37 28.46..0.21 18.7310.25 17.504.0.20
e origin 44~03:t1.17 40~17:t0.71 22~63:t0-12 22.67:&0_36

WRN-28-10 RobustLT 45~03i0.74 41~50i0.74 23-43i0.60 23.5810_60

Gap between theory and methodology (from binary classification to multi-class classification). The conclusions in
Sec. 4 based on a binary task, by which we can directly define the perturbation intensity for the majority class ‘+1’ and minority
class ‘1" as: ex; = (1 —a)eand e_1 = (1 — a)e + 7/log Ke, where K = ig%ﬂg, « is a hyper-parameter controlling the
minimum perturbation intensity, and 7 is a hyper-parameter that determines the variation in perturbation intensity between
classes. For multi-class case where P(y1) > P(y2) > --- > P(y)y,), the bias corresponding to each minority class is
dominated by the gap between it and the most frequent class y; according to Equation (6). Therefore, we extend it to the more

general multi-class case as €, = (1 — a)e + 74/log K€, where K, = 1;((*1’;)). This further forms CPB.

Gap between theory and practice. (i) About the generalization gap. We use population risk (over distribution) to
isolate the effect of class imbalance and provide qualitative insights that motivate RobustLT. In practice, there exists a
generalization gap between population risk and empirical risk [22]. (ii) About the tradeoff between standard generalization
and adversarial robustness. The conclusion in Lemma 4.2 shows that the bias term is an indicator of both overconfidence
phenomenons on standard generalization (reflecting by R,,) and adversarial robustness (reflecting by R,), and consequently
the offsetting of negative effects caused by data imbalance takes effect simultaneously on both of the two theoretically. The
reason this conclusion holds is that there is no conflict between them for the conceptual binary classification task formalized
in Sec. 4. While the view that adversarial robustness is not at odd with standard generalization is supported by many works



N
EN

-240 5 S — .-
240 * & = s .\. &
235 -235 3 [ g \ o
5 1 ] S g 23 . ‘\‘ \l
207 -23.0 3 3 5 B . ‘f
25 8 © 3 00 4
220 7 - 225 1 ® &2 .. 0.2 ® 3
215 20 3 % % 0.4 e
- -220 O
21.0 . 2 2 S =08
08, 1.0 —e— 038
- 08 —- 10
04 = 06
03 <" 04 20
° 0200 7 o2 ® 54 55 56 57 58
00 00 Natural accuracy (%)
(a) Robust accuracy (CIFAR100-LT) (¢) Tradeoff (CIFAR100-LT)
27.0
—~ e B 4
270 -26.50 2 50 9 0.0 .,/_I,'-q
. g 48 7 < 265 |
26.5 7 -26.25 3 - > 0.2 ST _ee®
. 8 46 7 g 04 1%
26.0 7 -26.00 5 44 1 5260 —e— 0.6
| o] 42 S —e— 08 \
255 -25.75 © 40 1 ® : RN
] <2255  =+- 1.0 1 A
25.0 7 - 25.50 5 38 7 @ <> . 't
& 2
_ o
o 2525 2 06 2250 F

35.0 37.5 40.0 425 450 47.5 50.0
Natural accuracy (%)

(f) Tradeoff (TinyImageNet-LT)

(d) Robust accuracy (TinyImageNet-LT) (e) Natural accuracy (TinyImageNet-LT)

Figure 6. Robust accuracy, natural accuracy, and the tradeoff between them under varying settings of « and 3 when applying to AT-BSL on
CIFARI100-LT and TinyImageNet-LT. The tradeoff curves correspond to varying values of 3, with individual points representing different
a € {0.0,0.1,0.2,0.3,0.4,0.5,0.6} in order.

theoretically [32, 50], there is always a tradeoff between them in practice due to the limitation of model capacity. Therefore, in
our experiment, CPB, the theoretical foundation of which depends on Theorem 4.4, may not always increase both natural and
robust accuracies simultaneously as shown in Figure 2. However, RobustLT can do this due to the incorporating of AIW as
discussed in Sec. 6.2. (iii) About the non-universality of the \/log K scaling. Our analysis intentionally adopts simplified
settings (linear classifiers, Gaussian data) to isolate the effect of class imbalance and provide qualitative insights that motivate
RobustLT. The /log K dependence in Theorem 4.4 is not universal and relies on these assumptions. The key takeaway is the
monotonic relationship between class imbalance and perturbation intensity, rather than the exact functional form.

E.2. Warmup w.r.t. adversarial intensity in balanced scenario verses imbalanced scenario

Warmup w.r.t. adversarial intensity is not new for adversarial training with balanced data, which often sets the warmup length
to a small value (no more than 20% of total training length on CIFAR10) and has limited effect [28]. Different from that,
RobustLT adopts a large warmup length (e.g., 80% of total training length on CIFAR10-LT) leading to a better performance.

E.3. Broader impacts

This work addresses the intersection of adversarial robustness and class imbalance, two fundamental challenges in deploying
machine learning models in real-world scenarios. We propose RobustLT, a general framework that enhances adversarial
training under long-tailed distributions. Positive societal impacts include improved reliability and fairness in applications
involving rare but critical classes (e.g., medical anomalies or uncommon traffic signs). As RobustLT is compatible with existing
adversarial training methods, it lowers the barrier for broader adoption in practice. Negative societal impacts could arise if
adversarial robustness is misused to build more evasive or manipulative Al systems (e.g., in misinformation or surveillance
tools). We encourage transparency, auditing, and responsible use to mitigate such risks.
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