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Unclear contribution of distribution awareness. Ta-
ble 1 reports the performance comparison under various
perturbation budget allocation strategies. ‘Random’ is a
confidence-agnostic allocation that preserves the DDG bud-
get distribution. It consistently causes catastrophic overfit-
ting. We also include ‘Percentile’ (using a ratio of 1 /B)
and ‘Linear’ (budgets within [4/255,12/255]) schemes.
‘Percentile’ performs similarly to DDG, while ‘Linear’ im-
proves clean accuracy but reduces robustness.

Table 1. Performance comparison under various perturbation bud-
get allocation strategies.

Res18/CIFAR10 Clean PGD20 PGD100 C&W AA CO|PGD100
Eval budgets(§) - 8/255  8/255 8/255 8/255 - | 12/255
DDG(Tanh) 82.7 59.6 593 499 481 x| 437
Randoml 702 472 47.1 422 415 v | 339
Random?2 68.5 46.5 46.4 427 409 v | 339
Random3 69.6 47.7 476 431 417 v | 340
Percentile 82.8 59.6 594 494 481 x| 438
Linear 848 575 573 490 474 x| 386

Runtime comparison. We compare runtime with ResNet-
18, trained for 110 epochs, using an Intel® Core™ Ultra 9
285K CPU and an NVIDIA RTX 5090D GPU. The runtime
of DDG is comparable to that of TDAT and FGSM-RS, and
is significantly more efficient than MART.

Table 2. Runtime comparison.

Time(min) Steps CIFAR10 CIFAR100 TinyImageNet

MART 10 120.1 120.1 142.3
FGSM-RS 1 30.3 30.3 55.0
TDAT 1 35.6 35.6 57.6
DDG 1 36.4 36.4 59.1
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Performance comparison under various networks. Ta-
ble 3 compares the robustness performance of different
networks on the CIFAR-10 dataset. Our method outper-
forms the TDAT baseline across various attack settings. For
ResNet-34, our approach achieves the best overall robust-
ness, improving the accuracy under FGSM, BIM, and PGD
attacks by approximately 3-4% on average, while main-
taining comparable clean accuracy (83.16%). For VGG-
11, similar improvements are observed, where our method
yields consistent gains under most adversarial settings. Al-
though TDAT achieves marginally higher performance un-
der the C&W and AA attacks, our approach maintains
competitive robustness. Overall, the results verify that the
proposed strategy achieves a favorable balance between
clean accuracy and adversarial robustness. The consis-
tent improvements across networks further demonstrate the
architecture-agnostic nature of our design.

Robustness under varied budgets. In our main paper, we
employ a perturbation budget of 8/255 during training and
evaluation. Additional robustness results under varying per-
turbation budgets on CIFAR10 and ResNet18 are reported
in this appendix. Table 4 presents the quantitative evalu-
ation. Models trained with an 8/255 budget demonstrate
strong generalization across different evaluation budgets.
Compared with the state-of-the-art baseline, our approach
achieves substantial gains under FGSM, PGD, and BIM at-
tacks, and delivers competitive or superior performance on
C&W and PGD settings.

Ablation studies on 81 and (33 in Eq. (4). The main paper
assigns a positive value to 51 and a negative value to 3, cor-
responding to positive reinforcement and negative suppres-
sion, respectively. Figure | presents the opposite setting.
As shown, decreasing 31 substantially undermines training
stability, and strengthening the probability of the most prob-
able incorrect class in high-confidence groups also leads to
significant instability. In contrast, increasing the probabil-
ity of the most probable incorrect class in low-confidence
groups maintains the training stability but results in reduced
classification accuracy. These observations collectively in-
dicate that the supervision signal associated with the correct



Table 3. Performance comparison under various networks on CIFAR10. Bold numbers highlight the best results.

PGD

Networks Models Type Clean FGSM BIM 10 20 50 C&W AA
TDAT best 82.41 6638 5638 57.65 56.94 56.73 49.18 46.17
ResNet34 final 83.08 66.23 55.63 56.64 55.80 55.48 49.20 45.99
Ours best 83.16 68.76 60.57 61.47 60.96 60.91 49.37 47.15
final 83.16 68.76 60.57 6147 60.96 60.91 49.37 47.15
TDAT best 76.49 59.58 50.51 50.88 50.07 49.93 43.26 41.20
VGG11 final 76.63 59.66 50.34 50.85 50.13 49.88 43.13 41.16
Ours best 76.66 62.86 54.44 54.99 54.46 54.19 4249 40.44
final 76.66 62.86 54.44 54.99 54.46 54.19 4249 4044

Table 4. Robustness under varied budgets.

. Bold numbers highlight the best results.

PGD

Methods Eval Budgets Clean FGSM BIM 10 20 50 C&W AA

FGSM-PGK 12 81.78 5694 4130 43.51 39.38 3830 33.07 28.86
TDAT 255 82.60 60.41 44.33 47.44 43.55 42.60 33.08 27091
FGSM-PGK 11 81.78 59.11 4452 4595 4327 4275 37.02 33.36
TDAT 255 82.60 62.66 48.12 49.94 47.28 46.62 37.02 32.23
FGSM-PGK 10 81.78 6126 48.11 4897 4734 47.00 41.16 37.89
TDAT 255 82.60 64.92 51.86 53.15 51.43 50.95 41.47 36.81
FGSM-PGK 9 81.78 6334 5220 52.87 51.61 51.23 45.66 43.31
TDAT 255 82.60 66.81 55.85 56.88 55.80 55.46 4571 42.52
FGSM-PGK 7 81.78 67.57 5997 60.24 5993 59.76 54.63 53.01
TDAT 255 82.60 70.55 63.03 63.56 63.15 62.96 54.23 51.49
FGSM-PGK 6 81.78 69.86 63.61 63.75 63.57 63.53 59.15 57.56
TDAT 255 82.60 7242 6647 66.83 66.66 66.58 58.85 56.43
FGSM-PGK 5 81.78 7227 67.15 6721 67.09 67.04 63.28 62.19
TDAT 255 82.60 74.20 69.66 69.88 69.82 69.72 63.34 61.54
FGSM-PGK 4 81.78 7446 70.77 70.85 70.79 70.79 67.17 66.32
TDAT 255 82.60 76.03 72,51 7271 72.65 7251 67.59 66.11

class plays a crucial role in maintaining model stability.

Ablation studies on o in Eq. (9). o controls the additional
regularization strength applied to misclassified samples. We
vary « from O to 2.1 with a step size of 0.3, and report the
results in Fig. 2. As « increases, the clean accuracy grad-
ually decreases, while the robustness under various adver-
sarial attacks consistently improves. However, excessively
large o values lead to unstable training. Based on this, we
set o = 1.5 as the default configuration in our work.

Ablation studies on k in Eq. (5). To investigate the im-
pact of perturbation magnitude, we vary the scaling factor
 from 1 to 4 and analyze its effect on model performance.
K serves as a scaling factor controlling the amplitude of dy-
namic variation. As illustrated in Figure 3, increasing s
leads to a steady improvement in clean accuracy, while ad-
versarial robustness reaches its optimum at £ = 2 and then
gradually declines. This degradation is primarily attributed
to the insufficient perturbation applied to low-confidence
samples, which limits their adversarial exposure and weak-

ens robustness learning.

Lllustration of confidence grouping. For the catastrophic
overfitting analysis, we divide each training batch into four
confidence groups. The primary motivation is that this anal-
ysis focuses on model stability, and assigning more sam-
ples to larger adversarial perturbations increases the risk of
catastrophic overfitting. For the performance-tradeoff anal-
ysis, we split each batch into 32 groups. On one hand,
analyzing performance trade-offs requires ensuring stable
training; on the other hand, a finer partition provides more
detailed insights into the trade-off behavior. For analyzing
the effect of the supervision signal, we divide samples into
8 groups, based on the model’s prediction state. On CIFAR-
10, the clean accuracy of the model does not exceed 85%.
Thus, most samples in the lowest confidence group corre-
spond to incorrectly classified instances.

Hllustration of many hyperparameters. To clearly ana-
lyze the effects of different factors, we introduce several
hyperparameters, some of which have clear tuning patterns



or limited impact on performance. 1) We adopt the default
value of v in TDAT. 2) As shown in Fig. 4 of the main
paper, A exhibits a slight impact on model performance.
3) As shown in Figs. 2 and 2 of this supplement, o and
 exhibit clear patterns: increasing x or decreasing « im-
proves clean accuracy but degrades adversarial robustness;
Moreover, the perturbation magnitude controlled by « has
explicit bounds. 4) 71 aims to select high-confidence mis-
classified samples, and the ratio 7 /B is smaller than the
misclassification rate. Therefore, the hyperparameter tun-
ing is typically performed only over o« and 7.

Marginal gains on AutoAttack. 1) AutoAttack (espe-
cially APGD-T) reveals a common bottleneck against ex-
haustive targeted attacks in FAT—not a specific shortcom-
ing of DDG. APGD-T targets all non-ground-truth classes
(NCs), exploiting the “weakest link” in the model’s decision
boundary. However, suppressing the confidence of all NCs
is highly challenging. Hence, multiple methods (FGSM-
PGK, FGSM-PGI, TDAT, and our DDG) exhibit similar
AutoAttack results. 2) This highlights our work’s position-
ing: DDG achieves superior robustness across a broader
spectrum of attacks (FGSM, PGD, APGD) through a fun-
damental cognitive bias correction mechanism.

Difference from Prior Work. Huang et al. [1] introduced
a fast adversarial training method with adaptive step sizes,
where each sample’s step size is inversely proportional to
the regularized gradient of the loss with respect to the in-
put, aiming to maintain similar adversarial strengths across
samples. In contrast, we argue that enforcing uniform ad-
versarial enhancement across all samples is suboptimal.
We propose a dynamic perturbation budget allocation strat-
egy that adaptively adjusts perturbation strength, encourag-
ing samples to converge toward consistent decision bound-
aries. Additionally, Liu et al. [2] developed an adaptive-
guided adversarial training framework that combines MSE
and RMSE losses with a stop-gradient operation. Different
from their focus on loss design, our method jointly intro-
duces dynamic perturbation budgets and adaptive supervi-
sion signals, effectively preventing excessive emphasis on
misclassified samples.

Hllustration of Eq. (6). Eq .(6) is formulated as:

0; = clip (Oinic + max{&;, &vase } - 8N (V16 L), —&is &)

If the max{&;, &pase } Operation is omitted, the formulation
simplifies to:

0; = clip (inic + & - sign(Vae, 45, L), —&i, &)

Here, d;y; typically takes fixed perturbation values, such as
—8/255 or 8/255. The effect of gradient direction on the
perturbation update is analyzed below under two scenarios.
Case 1: |&;| < 8/255
- Without the max operator: (1) When the gradient di-
rection of &; aligns with that of d;,;, the clipping retains a

perturbation of magnitude &; in the same direction as .
(2) When the gradient directions oppose each other, the clip-
ping preserves a perturbation of magnitude 8/255 — &;, still
aligned with d;,;’s gradient. In this case, the update always
inherits the gradient direction of d;y;;, which may not be ef-
ficient for adversarial enhancement.

- With max{&;, &pase }* The gradient direction of dyy; is
retained only when it aligns with that of &;.

Case 2: |&;| > 8/255

With or without the max operator: (1) If the gradient
directions of &; and dy,; are aligned, the clipping retains a
perturbation of magnitude &; in the direction of djpy. (2)
If the gradient directions are opposed, the clipping retains
a perturbation of magnitude &; — 8/255 in the direction of
&;’s gradient. - Thus, the update always follows the gradient
direction of &;, effectively suppressing the influence of iy

The introduction of the max{¢;, £pase } Operator prevents
reliance on potentially inefficient initial gradient directions
when |¢;| is small. This ensures that the perturbation up-
dates consistently follow an adversarial direction, thereby
improving training stability and adversarial robustness.
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(b) Setting 51 to 0 and B2 to 0.1.

Figure 1. Impact of supervision strength on CIFAR10 and ResNet18.
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Figure 2. Impact of the hyperparameter o on CIFAR10 and ResNet18. Both PGD and C&W are with 10 steps.
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Figure 3. Impact of the hyperparameter x on CIFAR10 and ResNet18. Both PGD and C&W are with 10 steps.




