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Abstract

Deepfakes represent a growing concern across domains such

as disinformation, fraud, and non-consensual media. In

particular, the rise of video conference and identity-driven

attacks in high-stakes scenarios–such as impostor hiring–

demands new forensic resources. Despite significant efforts

to develop robust detection classifiers to distinguish the real

from the fake, commonly used training datasets remain inad-

equate: relying on low-quality and outdated deepfake gener-

ators, consisting of content scraped from online repositories

without participant consent, lacking in multimodal coverage,

and rarely employing identity-matching protocols to ensure

realistic fakes. To overcome these limitations, we present

the DeepSpeak dataset, a diverse and multimodal dataset

comprising over 100 hours of authentic and deepfake audio-

visual content, specifically focused on the challenging and

diverse “talking heads” context. We contribute: i) more than

50 hours of real, self-recorded data collected from 500 di-

verse and consenting participants, ii) more than 50 hours of

state-of-the-art audio and visual deepfakes generated using

14 video synthesis engines and three voice cloning engines,

and iii) an embedding-based, identity-matching approach

to ensure the creation of convincing, high-quality identity

face swaps that realistically simulate adversarial deepfake

attacks. We also perform large-scale evaluations of state-of-

the-art deepfake detectors and show that, without retraining,

these detectors fail to generalize to this DeepSpeak dataset,

highlighting the importance of a large and diverse dataset

containing deepfakes from the latest generative-AI tools.

https://github.com/hfaridlab/deepspeak

1. Introduction
Today, generative-AI is capable of creating hyper-realistic
images [36], voices [4], and videos [19] of people talking
or doing just about anything. These technologies hold the
promise to both revolutionize many industries while also
amplifying the spread and belief in dangerous lies and con-
spiracies [10, 49], interfering with elections [16, 45], super-
charging small- and large-scale fraud [5], and – seemingly

unable to escape its roots – continue to be used in the creation
of non-consensual intimate imagery (NCII) [13, 50].

Scalable, generalizable, and accurate detection of deep-
fakes has, therefore, become a pressing problem with deep
social, political, and economic implications. At the same
time, the nascent digital-forensics community has struggled
with the lack of large-scale, high-quality, up-to-date, and
ethically collected datasets for training and evaluation.

In this work, we introduce an audio and video dataset
designed to aid the digital-forensic, computer-vision, and
broader AI-safety communities. This dataset consists of
100 hours of real and deepfake video of people talking and
gesturing. The real videos were self-recorded with consent
from the participants using their own hardware, ensuring a
wide range of recording environments, hardware variability
and identities, a crucial component for the development of
robust detectors. These deepfakes consist of avatar deep-
fakes (from three generators), face-swap deepfakes (with
multiple variants from three generators), lip-sync deepfakes
(from four generators), and audio deepfakes (from three
generators) spliced into a subset of the lip-sync deepfakes.
Table 1 presents a comparison between our dataset and recent
datasets released over the past seven years.

We focus exclusively on “talking heads” in which one
person is talking or gesturing in a typical video conferencing
setup. We focus on this context because of the increasing
prevalence of distinct harms that have emerged from both
offline and real-time deepfake identity impersonations (in-
cluding impostor hiring, fraud, and disinformation). This
scenario presents unique challenges concerning identity ver-
ification and liveness detection, as compared to the more
common analysis of text- or image-to-video content. The
“talking heads” scenario shifts the question from only a ‘real
v. fake’ or ‘identity’ question to both one of realism and

identity. Our effort provides a dataset to simultaneously
address both of these questions. Existing datasets in this do-
main do not reflect the breadth of ours, nor additionally, the
current quality and diversity of deepfake generators, while
bearing ethical, practical, and legal shortcomings (see Ta-
ble 1). Specifically, existing datasets largely comprise low-
quality, outdated deepfake generators, where the underlying
data was scraped without participant consent. Moreover,
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Figure 1. An overview of the DeepSpeak Dataset sourced from a diverse selection of consenting participants using a custom-built data
collection methodology. The dataset also comprises deepfakes generated from 14 video and three audio deepfake methods using facial
identity matching to improve the realism of the generated deepfakes.

these datasets do not include all types of deepfake generators
and attack settings. A more comprehensive review of other
datasets is included in Appendix B.

To remedy these shortcomings, our work makes the fol-
lowing contributions:

• Documentation and Release of DeepSpeak. We intro-
duce a methodology for the large-scale collection of real
video recordings, self-submitted by a diverse selection of
consenting participants (Section 2), along with the proce-
dures used to generate corresponding deepfake video and
audio (Sections 4 and 5).

• Data Collection Tool. We provide a codebase for a web-
based application designed to facilitate participant-led re-
mote data collection. When used in conjunction with our
collection survey, the collected data is phonetically rich
and diverse in terms of speech content, video durations,
gestures, and includes both scripted and unscripted seg-
ments.

• Method for Identity Matching. We devise a method
for matching participants based on their visual features to
create more convincing face-swap deepfakes, consistent
with real-world deepfake attacks (Section 3).

• Large-scale Benchmarking and Generalization Study.
We perform large-scale evaluations of state-of-the-art deep-

fake detectors across audio, visual and multimodal detec-
tors and show that they fail to accurately distinguish be-
tween real and fake audio and video when trained on other
datasets (Table 1)(Section 6). These evaluations highlight
the importance of a large and diverse dataset containing
deepfakes from the latest generative-AI tools.

2. Data Collection
The data collection was performed in four steps. Data col-
lection for DeepSpeak was determined to qualify for exempt
status by UC Berkeley Office for Protection of Human Sub-
jects (OPHS).

Participant Recruitment. Participants were crowd-
sourced through the Prolific research recruitment platform.
Participants were asked to give their consent for including
their recordings, without any other identifying information,
in a public dataset. Details of the consent statement can
be found in Appendix O. A total of 500 participants were
selected from a stratified sample ensuring equal distribution
of gender, and with all participants reported as being native
English speakers and U.S. residents, with demographics as
follows (some participants identified with more than one
race/ethnicity):
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Release Unique Original Fake Conversational Identity Deepfake
Name Year Identities Footage Consent Faceswap Lipsync Avatar Audio Webcam Matching Footage

FaceForensics 2018 NA 1,004 N ? - - - - - 2,008
FaceForensics++ 2019 NA 1,000 Partial X - - - - - 4,000

DFDC 2020 3,426 23,654 Y X - - - Partial X 104,500
DFD 2019 28 363 Y X - - - X - 3,068

Celeb-DF 2020 59 590 N X - - - - - 5,049
AVDeepfake1M 2024 2,068 286,721 N - X - X - - 860,039

FakeAVCeleb 2021 600 570 N X X - X - - 25,000
Deepfake-Eval-2024 2025 NA – N X - - X Partial - –

LAV-DF 2022 153 36,431 N - X - X - - 99,873
DF40 2024 NA NA N X X X - - - 100,000+

NVFAIR 2025 161 NA Y - X - - X - 650,000
Polyglotfake 2024 NA 766 N - X - X - - 14,472

Illusion 2025 NA 139,740 N X - - X - X 1,232,246
DF-Platter 2023 454 764 N X - - - - - 132,496

DeepSpeak (Ours) 2025 500 16,043 Y X X X X X X 14,005

Table 1. A comparison of forensic-themed public datasets. Although not the most informative metric, we report original and deepfake
footage as number of videos for consistency with previous published datasets (NA: not available). “Fake Audio” refers to speech synthesized
by AI-enabled voice cloning.

• Age: Range = 18-75 years, Mean = 38 years; standard
deviation = 11.5 years

• Gender: 256 male, 235 female, 7 non-binary, 2 not pro-
vided

• Race/Ethnicity: 362 White/Caucasian, 87 Black/African
American, 45 Asian, 14 American Indian/Alaska Native, 2
Native Hawaiian/Other Pacific Islander, 15 other, 1 prefer
not to say.

Survey. The data collection survey was designed to cap-
ture both speech and visual actions. For speech, it included
phonetically rich audio data spanning varied audio durations
with both scripted vs. conversational-style responses. Each
participant was instructed to record themselves responding
to between 32 and 35 separate prompts. Participants were
paid $7 for their time. The first two prompts were used for
voice-clone training data (see Section 4). The remaining
prompts were divided into four categories: (1) 10 standard-
ized scripted responses in which each participant read the
same prompt; (2) 10 randomized scripted responses in which
participants read a randomized prompt; (3) 10 unscripted re-
sponses in which participants responded to questions; and (4)
between 5-8 actions in which participants performed simple
actions. Scripted responses were generated using transcripts
of the TIMIT dataset, a linguistics research dataset consist-
ing of utterances from 462 real female and male American-
English speakers. See Appendix P for the full list of prompts
and scripts used.

Data Collection tool. Both audio and video were recorded
using a custom-built Google Chrome web application. The
JavaScript and Python repository for this web application
is available at https://github.com/hfaridlab/

deepspeak. Details of the encoding and data pre-
processing associated with the tool can be found in the Ap-
pendix C.

Validation. Participants were given written and visual in-
structions to allow them to practice recording themselves
and test their hardware. Participants were asked to adhere
to a series of recording conditions intended to improve con-
sistency within the overall dataset. We manually removed
any invalid responses from the final dataset that did not meet
these requirements. The details of this can be found in the
Appendix C.

3. Identity Matching
During manual inspection of the collected data, we observed
that, albeit diverse in age, gender, and ethnicity, our col-
lected data contains many individuals with similar facial
and vocal features. In order to exploit this feature of the
dataset and create more compelling deepfakes, each iden-
tity in the dataset was paired with another, perceptually
similar one. The code for producing this visual match-
ing, as well as the resulting visual pairs is open-sourced
at https://github.com/hfaridlab/deepspeak.

Visual Matching. Each identity is first represented by
the average CLIP embedding1 [39] extracted from five ran-
dom video frames (filtered for low-quality frames, see Sec-
tion 5.2). Shown in Figure 2 is a t-SNE visualization of a
subset of these embeddings. Comparing this representation
against the self-reported demographic information reveals
that these CLIP embeddings cluster based on gender, ethnic-
ity and facial similarity.

1https://github.com/OpenAI/CLIP
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Figure 2. A t-SNE visualization of CLIP embeddings from real
participant’s videos. The four highlighted pairs correspond to iden-
tities with maximal similarity as measured by the cosine distance
between CLIP embeddings. Perceptually similar identities cluster
in this t-SNE representation. The red/blue color coding corresponds
to people who identify as female/male, which also clusters in this
t-SNE representation.

For each identity, a unique matched identity is assigned
using the agglomerative clustering algorithm with cosine
distance and cluster size constraint from the scikit-learn
library2. Additional examples of visual pairs are shown in
Appendix I. This approach was adopted instead of a more
traditional biometric matching like ArcFace [12] because we
observed, during manual review, better qualitative matching
for women and people of color. We also found that our
CLIP-based matching outperforms ArcFace in terms of the
Frechet inception distance (FID) between the matched face
pairs by 4% (214 vs 222), and the LPIPS distance between
the matched face pairs by 6% (0.61 vs 0.65). For both FID
and LPIPS, a smaller value corresponds to higher perceptual
similarity.

With this identity matching, averaged across all videos,
DeepSpeak achieves an average FID of 238 and LPIPS of
0.46. Compared to baselines datasets, this is 36% better
than DF40 (325 FID and 0.68 LPIPS), 33% better than Face-
Forensics (317 and 0.74), and 71% better than DFDC (408
and 0.70).

4. Audio Generation
Participants were first asked to record themselves reading 10
consecutive phonetically-rich sentences, sourced from List 1
of the standard Harvard Sentences [42], a collection of sen-
tences representing best practice for standardized evaluation
of speech processing and audio quality in controlled settings.
Participants were then asked to repeat the standard elicitation
paragraph from the Speech Accent Archive, a phonetically

2https : / / scikit - learn.org / stable / modules /
generated/sklearn.cluster.AgglomerativeClustering.html

Figure 3. The DeepSpeak dataset consists of face-swap, lip-sync,
and avatar deepfakes.

comprehensive passage comprising a breadth of vowels and
consonants [54]. These two scripted responses were used for
the purpose of voice cloning, and had an average length of
30 seconds.

Using each participant’s cloned voice, a synthetic audio
was created in their voice saying the same thing as in the
original audio/video. For the unscripted responses, the orig-
inal audio was transcribed using OpenAI’s Whisper, and
for the scripted responses, we assumed that the participant
correctly read the script. These text transcriptions were then
provided to each voice cloning generators’ API to generate
matching synthetic voices.

Voice clones were generated using three commercial
cloning and Text-to-Speech (TTS) services: ElevenLabs,
PlayAI and Speechify. The details of API end points used,
alongside parameters, can be found in Appendix E.

5. Video Generation

We generated three types of video deepfakes: face swap, lip
sync, and avatar, each of which is described next. The result-
ing dataset is randomly split into 80/20 training/testing splits
with no overlap in facial or voice identities. A breakdown of
the resulting dataset’s statistics, including the total file size
(GB), file counts (N), and video length (hrs) are included in
Appendix D.
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5.1. Generation
Face-Swap. Face-swap deepfakes are created by replacing
– eyebrow to chin and cheek to cheek – the original identity
in a video with a new identity. We swapped faces of identity
pairs identified through the visual matching (see Section 3).
This ensured that the swapped identities were perceptually
similar to begin with, which made for more compelling
deepfakes. This resembles conventional practices of in-the-
wild deepfake production, where actors are chosen based on
their similarity to the target identity.

An overview of face-swap deepfake generation is shown
in Figure 3, row one. To generate a face swap, the video
of the original identity and a single frame of the matched
identity are provided to the face-swap synthesis engine. The
single frame is initially chosen to be the fifth frame in a
randomly selected video of the matched identity. We found
that if the eyes are closed in the matched face, the resulting
face-swap deepfake suffered in quality. As such, we used
MediaPipe [33] to extract facial features and ensured that
the distance between the top and bottom eyelid landmarks
was greater than a specified threshold. If this constraint
failed, then the tenth frame was selected for consideration;
this process was repeated, skipping five frames each time,
until a suitable frame was found. We used seven face-swap
methods, as detailed in Appendix D.

Lip-Sync. Whereas the face-swap deepfake replaces an
entire face with a new identity, a lip-sync deepfake modifies
the mouth region to be consistent with a different audio track.
An overview of lip-sync deepfake generation is shown in
row two of Figure 3. Given an original video and associated
audio, we create two types of lip-sync deepfakes: (1) a lip-
sync deepfake with an audio of the same identity extracted
from a different video (i.e., the audio and video are now mis-
matched); and (2) a lip-sync deepfake with an AI-generated
voice of the same identity (Section 4) with a transcript taken
from a different video. Four methods of lip-sync deepfakes
were employed, as further described in Appendix D.

Avatar. An overview of avatar deepfake generation is
shown in Figure 3, row three. Avatar deepfakes animate
the head and lip movements of a static image to match a
target video or audio track. Unlike face-swap and lip-sync
deepfakes, which modify an existing video, avatar deepfakes
generate movement from a single static image. Avatar deep-
fakes were created using three methods further described
in Appendix D. LivePortrait and HelloMeme take as input
a single image of a person to animate with a video (and
associated audio) that drives this animation. For these two
generators, the avatar deepfakes contain only real audio from
the original driving video. Memo takes as input a single im-
age of a person to animate with only an audio that drives this
animation. In this case, the audio can be either real or fake.

5.2. Validation
During manual inspection of the generated videos, we identi-
fied multiple types of failures, including deepfake engines (1)
producing corrupted faces with consistently closed eyes or
mouths, (2) generating malformed avatars with distorted fa-
cial or upper body structure, (3) failing to apply any changes
and yielding back the original video, (4) modifying only
parts of the video, (5) producing empty output consisting
of with black frames, among others. To prevent failed deep-
fakes, we designed a suite of input and output detectors to
filter undesired features. This filtering code is open-sourced
at https://github.com/hfaridlab/deepspeak.
The details of this filtering can be found in Appendix F.

6. Experiments
We conducted a series of baseline experiments on DeepSpeak

for the tasks of audio and video deepfake detection. The
code for these experiments, including data pre-processing, is
open-sourced at https://github.com/hfaridlab/
deepspeak. The experiments were conducted on NVIDIA
A100 GPUs over the course of approximately four weeks
(see Appendix N for details pertaining compute resources).

6.1. Video Deepfake Detection
Baselines. Both classic- and deep-learning methods for
deepfake video detection can be categorized by the scru-
tinized signal deemed to discriminate the real from the
fake, with most performing (1) spatial-domain analysis, (2)
frequency-domain analysis, or (3) cross-modal temporal co-
herence analysis. To capture the breadth of the existing ap-
proaches, we evaluate state-of-the-art methods representing
these distinct lines of work. The first evaluated architec-
ture is a frequency-based method FreqNet [7]. The second,
spatial-domain, architecture is GenConViT [55] (with ED
and VAE variants). The third, multi-modal, architecture is
LipFD [30] designed to detect misalignments between the
visual and vocal stream of lip-sync deepfakes.

For each of these four architectures, we evaluated three
model variants: (1) the pretrained model released along-
side the respective publication (trained on a different, non-
DeepSpeak dataset), (2) the model trained from scratch on
DeepSpeak, and (3) the model, starting with the pre-trained
weights, fine-tuned on DeepSpeak. A total of 12 models
were evaluated.

Experimental Setup. To perform inference, training, and
fine-tuning of the included architectures, we used the official
code repositories released alongside the respective publica-
tions. To make the results comparable despite the differing
number of parameters of these architectures, we used default
hyperparameters when possible, with a simple search over
learning rates (see Appendix K for details).
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Each model is evaluated against the testing split of its
architecture’s original dataset and DeepSpeak. The original
dataset refers to the dataset used for the pretrained model
in the respective publication: for FreqNet, it is a custom
GAN-generated dataset compiled by its authors [7]; for Gen-
ConViT ED and VAE, it is Celeb-DF 2 [28]; and for LipFD,
it is AVLips [30]. The accuracy on the real and fake class is
reported separately, along with the overall F1 score.

Results. Shown in Table 2 are the results of the pretrained
models and models trained from scratch on DeepSpeak. All
four evaluated architectures follow the same pattern: they
perform reasonably well on the testing splits of their original
training datasets but fail to generalize to DeepSpeak. The
same trend holds when models are trained on DeepSpeak
and evaluated on the original dataset. Notably, even on the
original testing sets, class bias was evident—for example,
GenConViT attained an accuracy of 98.2% on fake but only
56.7% on real, while LipFD showed the opposite pattern,
scoring 97.9% on real versus 69.1% on fake.

Also shown in last six columns of Table 2 are the re-
sults of the fine-tuned models (labeled Original + DeepS-
peak). While some models, such as GenConViT ED and
VAE, achieved performance on DeepSpeak comparable to
training from scratch (F1 score above 0.9), this came at the
cost of a sharp drop in performance on the original testing set,
where F1 scores fell below 0.2. LipFD was able to fine-tune
on DeepSpeak while maintaining comparable performance
on the original testing set (both with F1 scores around 0.7),
though it should be noted that the model exhibits a strong
bias toward the fake class.

6.2. Audio Deepfake Detection
Baselines. We evaluated the performance of two model
architecture types on the DeepSpeak dataset, consistent with
recent literature: (i) a foundation model, and (ii) a raw wave-
form model. Foundation models use a pretrained model
to extract embeddings from the input waveform, which are
then passed to a classifier. Three state-of-the-art models
were selected: TitaNet [3, 25], Wav2Vec-XLSR [2, 37], and
LAION-CLAP [37, 56]. For each embedding type, both
linear and non-linear classifiers were tested. Raw waveform
models operate directly on the audio waveform. Three lead-
ing models were chosen: AASIST [23], RawNet2 [23, 48],
and RawGAT-ST [23, 47].

For both architectures, we evaluated two versions of each
model: (1) a pretrained model trained on a dataset other
than DeepSpeak, and (2) a model trained from scratch on
DeepSpeak. In the case of foundation models, the founda-
tion model used to extract embeddings remained pretrained,
while the downstream classifiers were trained from scratch.
In total, 18 models were evaluated. A summary is provided
in Table 6.2.

Experimental Setup. Pretrained raw waveform model
weights were sourced directly from the AASIST imple-
mentation of AASIST, RawNet2, and RawGAT-ST 3. De-
fault configuration were used for each model, as detailed in
the Appendix K. For retraining these models from scratch
on DeepSpeak, the same configurations and architectures
were maintained, with DeepSpeak training data replacing
ASVSpoof. For foundation models, classifiers (both logistic
regression and random forest) were trained using balanced
datasets with embeddings extracted from the training sets of
either ASVSpoof (for Wav2Vec-XLSR and LAION-CLAP)
or TIMIT-ElevenLabs (for Titanet). Embeddings from the
DeepSpeak test dataset split were used for evaluation. Both
linear (logistic regression) and non-linear (random forest)
classifiers were tested for each embedding type. No cross-
validation or hyperparameter tuning was performed for either
the pretrained or from-scratch models.

Each model is evaluated against the testing split of its
architecture’s original dataset and DeepSpeak. The origi-
nal dataset corresponds to the one used for pretraining in
the respective publications. For AASIST, RawNet2, and
RawGAT-ST, this dataset is ASVSpoof (as implemented
in [23]), and for TitaNet-based embeddings approaches, this
dataset is TIMIT-ElevenLabs [3]. Since prior literature on
detection using Wav2Vec-XLSR and LAION-CLAP largely
focusses on training-free methods [37], we trained our own
benchmarks on ASVSpoof for consistency and because it
serves as one of the most comprehensive and widely used
benchmarking datasets. Performance metrics are reported
for both the original dataset’s test set and the DeepSpeak
test set. As shown in Table 6.2, accuracies for both real
and fake classes are presented separately, along with overall
accuracy to account for class imbalance (since fake audio
only occurs in lip-sync deepfakes, representing a subset of
the full dataset), and the error rate (EER).

Results. When trained and tested on DeepSpeak, raw
waveform models perform well, with AASIST achieving
98.8% accuracy - only 0.7 percentage points lower than
its original ASVSpoof benchmark. Embedding-based mod-
els also show strong, though comparatively lower perfor-
mance, with the best performing models being those trained
on LAION-CLAP embeddings (see Table 6.2).

Pretrained models, however, do not generalize well to
DeepSpeak data. AASIST remains the top-performing pre-
trained model, albeit with substantially lower performance
when evaluated out-of-the-box on DeepSpeak data, dropping
to an accuracy of 60.1% and 60.2% for real and fake. Pre-
trained embedding-based models also show substantially
lower performance when evaluated on DeepSpeak data,
alongside notable class imbalances (see Table 6.2).

These results suggest that feature representations learned

3https://github.com/clovaai/aasist

1898

https://github.com/clovaai/aasist


Original DeepSpeak Original + DeepSpeak
Original DeepSpeak Original DeepSpeak Original DeepSpeak

Method Real Fake F1 Real Fake F1 Real Fake F1 Real Fake F1 Real Fake F1 Real Fake F1

FN 97.1 88.3 0.9 65.3 15.4 0.2 34.4 26.6 0.6 77.3 69.9 73.6 50.5 14.1 0.3 74.2 66.1 0.7
GC-ED 57.3 98.2 0.7 88.5 39.1 0.7 2.8 100 0.1 90.5 90.7 0.9 7.9 100 0.2 91.7 78.2 0.9
GC-VAE 56.7 98.2 0.7 88.5 39.2 0.7 4.5 100 0.1 91.1 96.4 0.9 9.0 99.7 0.2 93.0 89.6 0.9
LFD 97.9 69.1 0.8 98.8 3.5 0.1 7.30 88.7 0.7 71.8 77.1 0.8 2.8 97.8 0.7 28.2 96.6 0.7

Table 2. Video deepfake detection accuracies (%) of four state-of-the-art architectures: FreqNet (FN), GenConViT ED (GC-ED),
GenConViT VAE (GC-VAE), and LipFD (LFD). The heading in the first row corresponds to the dataset on which each model was trained,
and the heading in the second row corresponds to the dataset on which each model is evaluated against.

Original DeepSpeak

Original DeepSpeak Original DeepSpeak

Model Clf Real Fake F1 Real Fake F1 Real Fake F1 Real Fake F1

Titanet (FM) LR 99.4 100.0 1.00 10.0 97.4 0.18 61.6 98.8 0.75 91.3 89.1 0.95
RF 99.8 100.0 1.00 54.2 64.3 0.68 74.8 83.1 0.71 96.3 79.3 0.97

Wav2Vec2-xlsr (FM) LR 79.7 82.7 0.48 1.3 97.0 0.03 7.6 83.8 0.06 76.8 65.6 0.84
RF 98.1 88.5 0.66 19.3 95.4 0.32 93.6 36.9 0.25 97.4 78.0 0.97

LAION-CLAP (FM) LR 92.9 92.0 0.71 33.8 76.6 0.49 90.3 53.3 0.30 93.7 91.9 0.96
RF 93.1 90.5 0.67 65.3 68.3 0.77 93.9 56.7 0.33 95.8 89.6 0.97

AASIST (RW) - 99.5 99.5 0.98 60.1 60.2 0.72 73.1 73.1 0.36 98.8 98.8 0.99
RawNet2 (RW) - 99.0 99.0 0.95 54.4 54.4 0.67 69.4 69.3 0.32 94.1 94.3 0.96
RawGAT-ST (RW) - 99.1 99.1 0.96 57.7 57.7 0.70 75.0 75.0 0.38 96.8 96.8 0.98

Table 3. Audio deepfake detection accuracies (%) of nine state-of-the-art models using two separate architectures (FM = Foundation
Model, RW = Raw Waveform). For each training/testing combination, we report the real class accuracy, fake class accuracy, and F1 score.
The Clf column indicates the type of classifier used for embedding-based models, either logistic regression (LR) or random forest (RF).

directly from raw waveform inputs may be more resilient to
domain shift in DeepSpeak data than those extracted from
foundation embeddings-based models. In all cases, pre-
trained models are insufficient for accurately distinguish real
from fake audio.

This pattern for audio detection models is similar to video
detection models: (1) these models struggle with out-of-
domain data; but (2) these models can improve with appro-
priate training.

6.3. Combined Audio-Visual Detection
While most deepfake detection methods treat audio and
video independently, several joint approaches have also been
proposed. Although multimodal detection is not the primary
focus of this work, we confirm that the limited generalization
observed in unimodal detection methods extends to a lead-
ing combined method exploiting audio-video mismatch [6].
This technique classifies a video as real/fake based on a
normalized Levenshtein distance between an audio transcrip-
tion and a video transcription (based on an automatic lip
reading). At a threshold of 0.55 on this distance (where
are distance of 0.0 corresponds to a perfect match between
the audio and video, and a distance of 1.0 corresponds to a

maximal mismatch), the accuracy across 2963 real and 2953
AI-generated videos is 65.5% and 67.9%. Accuracy across
different types of AI-generated videos (face-swap, lip-sync,
and avatar) ranged from a low of 43.4% to a high of 99.0%.

7. Closing Thoughts
Discussion. Year after year, we see a dramatic rise in the
number of deepfake generators and the quality of the fake
audio and video. Given the pace at which deepfake technol-
ogy is progressing, it is critical that evaluation datasets keep
up with the latest technologies. This is made apparent by
our evaluation of recent state-of-the-art deepfake detectors
that struggle to generalize to the latest deepfake generators.
To this end, our DeepSpeak dataset is partitioned into two
parts (v1 and v2), containing a snapshot of the state of the
art in deepfake generation in 2024 and 2025, respectively.
We plan to release one to two new datasets each year to keep
pace with these new threats.

Limitations. DeepSpeak captures the state of the art in
deepfake generation at the time of publication, making it
well-suited for developing and evaluating detection methods
for current and emerging deepfake engines. However, as
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generative AI evolves rapidly, it is essential to recognize the
dataset’s limitations and the potential for future expansion.

Due to the lack of high-quality open-source deepfake
engines for non-English languages, DeepSpeak currently
includes participants speaking English. As high-quality mul-
tilingual engines become available, we will need to expand
DeepSpeak to include additional languages.

Currently, open-source deepfake engines operate on the
video level, which is reflected in DeepSpeak—every video
in the dataset is either entirely real or entirely fake. Once
targeted manipulation (i.e., changing only some words in the
video) improves, we will include them in future versions.

Lastly, to date, all of the DeepSpeak video generators
are based on open-source models and not on commercially
available models. As we have done with commercial au-
dio generators, we will seek to establish relationships with
commercial video generators to allow for large-scale video
generation of commercial offerings.

Ethical Considerations: Too many other datasets in me-
dia forensics and computer vision have adopted a “scrape
and distribute, ask questions later” approach. We take issue
with this both from the perspective of participant consent
and intellectual property.

While we don’t object to the development of deepfake
generators, we will not knowingly license DeepSpeak for
this purpose. Our rationale here is that the harms that are
coming from deepfakes are not insignificant and we simply
don’t want to be contributing to a plethora of online harms.

Conclusion. Our motivation for creating this dataset is
to support the media-forensics research community and
the development and refinement of techniques to detect
deepfake audio, image, and video. The world of genera-
tive AI and media forensics is fast moving. It is, there-
fore, important that shared datasets be regularly updated
to keep up with the latest trends. To this end, we expect
to release updates to this dataset once to twice a year. To
help serve the community better, we welcome feedback,
comments, requests for future releases of this dataset at
https://github.com/hfaridlab/deepspeak.
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