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1. Full Results on Adversarial Robustness

Robustness under ¢ = 4/255. We report the full results
for the 15 datasets in Table 2, under 10-step PGD [2] attack
with ¢ = 4/255. We compare against both adversarially
finetuned and test-time defense methods. The attack bud-
gets used during finetuning is denoted using subscripts. The
training-based methods finetuned with ¢ = 4/255 show bet-
ter robustness than training with a lower e. Among test-time
methods, TTE, Anti-Adv and HD provides little robustness,
while TTC improves over them. However, TTC uses higher
counterattack optimization steps (steps = 5) [4], which re-
sults in a compromise in the clean accuracy [4]. This is also
often unrealistic, since the user does not have prior knowl-
edge of the attack strength. Our proposed approach utilizes
the same hyperparameters and demonstrate consistently im-
proved robustness across all datasets, resulting in a signif-
icantly improved average robust accuracy (427.28% over
TTC), while also improving on the average clean accuracy
(+0.81% over TTC).

An adversary with the knowledge of model weights can
craft an adversarial attack by the following optimization.

max E(f@(x)vytrue) (1)

Ladv = arg
ladu—2zll, <e

where, £ denotes the loss function and yy,.. is the ground
truth label of image z. As the attack budget € increases,
the image perturbation becomes larger, making the change
more perceptible to human eyes. With sufficiently large €
values, the image can exhibit significant degradation with
little resemblance to its original form, resulting in arbitrary
wrong predictions. However, the higher budget also allows
finding an adversarial example which is farther away from
the input image, resulting in a higher chance of misclassifi-
cation. Hence for larger € values, the optimization can move
the example farther away from the input along highly sensi-
tive feature space directions, often moving it across decision
boundaries. In such regions, first-order effects of local be-
havior alone may be insufficient, and second-order effects

AOM TTC  Ours
Running Time (secs) 0.040 0.100 0.102

Table 1. Comparison of per-sample time requirements for training-
free defense methods on a single NVIDIA RTX 2080-Ti GPU.

can be more pronounced. As discussed in Sec. 4.2, our
proposed approach leverages the relative change in drifts
across two increasing noise levels, effectively capturing this
second-order effect, which may provide a more discrimina-
tive signal for adversarial detection and mitigation.
Robustness under CW attack. The full results for all
the 15 datasets under CW [1] attack with e = 1/255
is reported in Table 3. Although the adversarial finetun-
ing methods achieve better robustness than test-time de-
fenses, they show degradation in clean accuracies. While
TTC shows comparatively improved performance, our pro-
posed approach achieves consistent improvements across
all datasets, demonstrating significantly better average ro-
bustness, with an absolute gain of 10.66% over TTC.
Robustness under PGD-100 attack. In addition to PGD-
10 and CW attack in the main paper, we also perform exper-
iments on the 100-step PGD attack (¢ = 1/255) and report
the robust accuracies across nine datasets in Table 4. While
TTC improves the performance over zero-shot CLIP, our
proposed Defend-CLIP significantly outperforms across all
the datasets, achieving an average gain of 9.31% over TTC.

2. Effect of Other Hyperparameters

We observed a tradeoff between robustness and accuracy,
which is dependent on the threshold ry;, (Sec. 6.3). The ac-
curacy plots with respect to ry, are reported for CIFAR10,
CIFAR100, TinyImageNet and the Average across all 15
datasets in the main paper. We further illustrate the plots
for the remaining datasets in Fig. 1. From Fig. 2 histograms
(main paper), it can be observed that although the relative
change in feature drift (z) exhibits discriminative distribu-



‘ Adversarial Finetuning Test-time Defence

Dataset ‘ CLIP [ CLIP-FT TeCoA, TeCoA; PMG-AFT; PMG-AFT; FARE, FARE, | TIE Ant-Adv HD TIC Ours | A

TinvimaseNet  ROP | 0:00 [ 2.19 4.87 10.12 439 9.59 0.29 124 || 177 009 001 675 39.70

YIMAgeRel  acc. | 57.64 | 7706 7086  63.84 66.85 59.77 7363 7069 || 5673 5262 5107 5185 58.74

ClFARl0  ROD-| 043 | 275 7.69 11.70 10.20 15.59 194 542 | 347 032 167 2851 7177
Acc. | 85.12 | 8490 6461  65.15 70.69 71.45 7444 7846 || 8474 8344 7823 8118 8377 | -1.35

ClFARI00  Rob- | 005 | 067 6.54 9.25 7.60 10.80 264 454 | 137 022 000 906 4534
Acc. | 57.14 | 59.51 3596 3630 40.32 41.51 46.67 4738 || 58.61 5396  52.86 5634 56.06 | -1.08

STLIO Rob. | 0.16 | 3.75 2480  31.83 28.49 35.40 999 1759 || 3256 225 339 5240 85.96
Acc. | 9640 | 9449 8740  81.69 88.56 84.35 9172 89.11 || 9626 9547 8950 9583 95.13 | -1.27

DTD Rob. | 0.11 0.00 420 5.16 431 521 090 250 | 716 037 0.16 1140 25.53
Acc. | 40.64 | 3649 2516  20.11 2176 17.29 3207 2803 || 4135 3855 3489 3569 3601 | -4.63

Oxfordpers  ROD- | 0:00 | 1.6 0.90 371 1.74 5.10 019 030 | 3.8 010 000 2464 7473
S Acc. | 8744 | 8414 6212 5394 65.88 56.66 7937 7010 || 8813  80.53 8091 6470 81.00 | -6.44

Flowersioa  Rob- | 000 | 0.13 1.87 381 257 426 003 062 | 352 005 000 13.60 43.97
owers Acc. | 6546 | 5337 3680 2778 37.00 28.88 4798 4101 || 6520 6280 5822 6324 61.88 | -3.58

. Rob. | 0.00 | 0.00 0.03 0.12 0.03 0.06 000 003 || 043 000 000 640 10.02

FGVCAircraft

Acc. | 20.10 | 14.04 531 351 5.55 324 1086 777 |/ 2018 1564 1636 1599 16.14 | -3.96

StanfordCars | ROD- | 0:00 | 0.00 0.15 041 0.15 0.40 001 004 | 146 000 000 1284 24.66
Anora-ars e, | 52,02 | 42.11 2091 15.18 25.44 16.79 38.68 3200 || 5273 36.14 4428 4152 47.56 | -4.46

suNzg7  Rob [ 000 [ 0.02 1.30 231 1.90 3.24 013 057 | 595 0.11 000 1343 4144
: Acc. | 5850 | 55.73 3669 28.16 37.98 29.93 5242 4357 || 59.2 5599  53.17 46.68 5520 | -3.30

Caltechio]  ROD-| 059 | 481 1575 21.00 19.48 25.03 515 1013 || 30.19  3.14 127 3666 74.40

Acc. | 85.66 | 83.63 7168 6441 75.45 69.06 80.95 7658 || 8584 8399 8233 86.15 85.80

Caltectnse ROD | 012 1.41 8.29 11.76 10.65 13.68 218 509 || 2323 144 034 2725 64.22
Acc. | 8172 | 7853  61.14  52.05 62.24 53.32 7332 6722 || 8248 7940  79.12 7659 80.07 | -1.65

Foodlor  Rob-| 0.00 | 004 0.56 1.35 1.03 2.12 006 024 | 531 0.07 001 17.89 49.26
00 Acc. | 83.88 | 64.86 2998  21.90 36.61 27.97 5531 4198 || 8396 7595 8030 80.00 72.67 | -11.21

BurosaT  Rob- | 000 [ 0.00 9.77 10.71 9.61 10.36 000 734 | 011 0.03 020 1357 37.86
Acc. | 4259 | 27.64 1658 1753 18.53 19.19 2188 1822 || 4438 3681  39.08 5324 3111 | -11.48

PCAM Rob. | 0.00 | 0.00 2054  44.13 12.59 3638 064 374 | 022 025 1204 4739 36.15

Acc. | 52.02 | 4721 4996  49.98 50.03 49.80 5254 5017 || 5092 5261 5038 5273 5261

A Rob. | 0.10 1.16 7.15 11.16 7.65 11.81 159 395 | 7.99 0.56 127 2145 4873
VErage  Acc. | 6442 | 6024 4501  40.10 46.86 41.95 5546 5082 | 6471 6026 5938 60.11 60.92 | -3.50

Table 2. The classification accuracies (%) on adversarial images under 10-step PGD with attack budget ¢ = 4/255 (Rob.) along with
clean accuracies (Acc.) across all the 15 datasets. We compare with state-of-the-art adversarial finetuning methods as well as test-time
training-free methods. The column A shows the gains with respect to the zero-shot CLIP performance. Our approach achieves significant
robustness gains across all datasets, outperforming prior works on average.

tions for clean and adversarial examples (adversarial sam-
ples peak towards higher r(z) values while clean samples
form a leftward peak), there still exists some overlap which
induces this tradeoff. Consequently, as the chosen thresh-
old r; gradually increases, fewer adversarial samples fall
above the threshold and are detected, resulting in a lower
robust accuracy and a higher clean accuracy. Conversely,
a lower r;, detects more adversarial examples, but also in-
creases the number of false positives, reducing the clean ac-
curacy. This tradeoff pattern is consistently visible across
all the datasets (Fig. 1).

In this paper, we define the anchor feature fg.,chor (Sec.
4 and 5) as the mean feature obtained by adding N Gaussian
noise samples 00) ~ A(0,0%) (j = 1,2,...,N) to the
original image and averaging the resultant features.

N

> folw+69) @)

=1

1
fancho’r(-r) = N

The effect of the number of Gaussian noise samples
across six datasets, DTD, CIFAR10, CIFAR100, STL10,
FGVCAircraft, TinyImageNet is illustrated in Fig. 2 for
N = 1,5,10,20. As observed, adding a single sam-
pled noise can have random effects on the feature estimate,
which results in consistently lower robust and clean accu-
racies. As NN increases, the performance slightly improves,
but saturates after V = 10, indicating that averaging over
more number of samples provides a stable anchor feature.

Time Requirements We compare the per-sample time re-
quirements of our method with the recent training-free test-
time defenses, AOM [3] and TTC [4] in Table 1. AOM
involves simple fixed Gaussian noise addition and feature
extrapolation, resulting in very less inference time per im-
age. On the other hand, TTC involves optimizing an added
counterattack perturbation and takes more time compared
to AOM. Our proposed approach involves computing the
relative drift change across two noise levels for adversar-
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Figure 1. Effect of varying threshold r¢, on clean and robust accuracies for the remaining datasets, under PGD-10 attack with ¢ = 1/255.
We observe a consistent accuracy-robustness tradeoff pattern with changing threshold.
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Figure 2. Effect of the number of noise additions (/V) on the clean (blue) and robust (purple) accuracies, for N = 1,5, 10, 20.



Adpversarial Finetuning Test-time Defence

Dataset CLIP [ CLIPFT TeCoA PMG-AFT FARE | TTE Ant-Advy HD TIC Ours | A

TinvimaseNet  ROD- | 036 1.06 48.00 4379 2771 || 1940 548 370 1975 4231

NYIMAgeNel  acc. | 57.64 | 77.06  70.86 6685  73.63 || 56.73 5276 5249 51.85 58.74

ciFaRlo Rob- | 087 | 0.94 33.27 39.50 20.6 || 4001 1253 1479 29.04 52.86
Acc. | 85.12 | 8490 6461 7069 7444 || 8474 8352 78.64 81.18 83.77 | -1.35

ClEARI00  ROP-| 029 | 0.39 18.27 20.83 1167 || 1873  6.56 304 1438 2770
Acc. | 57.14 | 5951 3596 4032 4667 || 58.61 5395 5350 5634 56.06 | -1.08

STLI10 Rob. | 1223 | 9.95 69.73 7239 59.60 || 78.64  38.66  37.73 7640 84.49
Acc. | 9640 | 9449  87.40 8856 9172 || 9626 9545 8954 9585 95.13 | -1.27

DTD Rob. | 2.87 277 16.28 13.72 1436 || 2262 606  10.11 2739 30.96
Acc. | 40.64 | 3649  25.16 2176 3207 || 4135 3892 3525 3698 36.01 | -4.63

Oxfordpers  ROD- | 164 1.14 37.91 39.28 33.85 || 51.12 2299  13.84 57.15 79.15
x S Acc. | 8744 | 8414 6212 6588 7937 || 8813  80.62  80.64 8335 81.00 | -6.44

Flowerslop  ROb- | 135 0.80 21.13 21.34 1725 || 3497  8.06 851 36.84 5347
Acc. | 6546 | 5337  36.80 3700 4798 || 6520  62.66 5779 64.16 61.88 | -3.58

‘ Rob. | 0.00 | 0.00 2.25 1.86 135 || 5.15 0.83 097 1241 13.59
FGVCAireraft 1 20.10 | 14.04 531 5.55 10.86 || 2018 1588  16.18 18.00 16.14 | -3.96

StanfordC Rob. | 2.38 2.04 8.74 10.53 914 || 21.19 476 511 3038 45.39
anfordars — acc. | 5202 | 4211 2091 25.44 38.68 || 5273 3621  43.60 48.16 47.56 | -4.46

suNzgy  Rob | 175 1.48 18.36 20.39 15.73 || 2937 885 790 3944 52.80
Acc. | 5850 | 5573  36.69 37.98 5042 || 59.12  56.00  54.07 55.13 5520 | -3.30

Caltechiol  ROD- [ 2088 | 1595 5623 61.58 54.86 || 69.44 4147 3626 66.17 75.24

Acc. | 85.66 | 83.63  71.68 75.45 80.95 || 85.84  84.02  83.00 86.53 85.80

Caltectnss ROD- | 969 | 724 42.63 44.55 3958 || 59.81 2717 2454 5879 68.34
Acc. | 81.72 | 7853  61.14 6224 7332 || 8248 7938 7938 79.66 80.07 | -1.65

Food 101 Rob. | 1.09 | 055 12.87 16.57 1293 || 4461 1503 977 5465 64.91
Acc. | 83.88 | 6486 2998 36.61 5531 || 83.96 7581  81.02 8218 7267 | -11.21

Burosar | Rob- | 0.03 0.03 11.66 11.94 10.66 || 6.44 2.57 347 1269 13.93
uro Acc. | 4259 | 27.64 1658 18.53 21.88 || 4438 3678  40.12 5324 3111 | -11.48

PCAM Rob. | 0.10 1.10 48.29 46.36 1641 || 1070 507 4692 52.86 43.05

Acc. | 52.02 | 4721 4996 50.03 5254 || 5092 5249 5035 5273 52.61

Average | ROD-| 370 | 3.03 29.71 30.97 2219 || 3415 1374 1511 3922 49.88
verag Acc. | 6442 | 6025  45.01 46.86 5546 | 6471 6028 5970 63.02 6092 | -3.50

Table 3. The classification accuracies (%) on adversarial images under 10-step CW attack with ¢ = 1/255 (Rob.) along with clean
accuracies (Acc.) across 15 datasets. We compare our approach with state-of-the-art adversarial finetuning methods and test-time training-
free methods. The rightmost column A shows the gains with respect to the zero-shot CLIP performance. We show significant robustness
gains from prior works, with a modest reduction in average clean accuracy.

Method‘ DTD CIFAR 10 CIFAR 100 Foodl0l OxfordPets Caltechl01 Aircraft StanfordCars EuroSAT ‘ Average

CLIP 2.55 0.28 0.08 0.73 0.71 11.03 0.00 0.04 0.02 1.72
TTC 28.19 24.95 13.30 42.48 60.32 64.75 13.35 35.07 8.00 32.27
Ours 31.70 46.31 24.63 54.43 77.43 69.62 11.85 45.03 13.26 41.58

Table 4. Classification accuracies (%) on adversarial images under 100-step PGD attack with e = 1/255. Defend-CLIP shows significant
robustness gains over prior works.

ial detection followed by mitigating the adversarial sam- References
ples. This results in comparable time requirements as TTC,
while demonstrating significant robustness gains. Overall,
the per-sample time requirements for all the methods are
extremely low and suitable for practical use-cases.

[1] Nicholas Carlini and David Wagner. Towards evaluating the
robustness of neural networks. In 2017 ieee symposium on
security and privacy (sp), pages 39-57. leee, 2017. 1

[2] Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt,
Dimitris Tsipras, and Adrian Vladu. Towards deep learn-



(3]

(4]

ing models resistant to adversarial attacks. arXiv preprint
arXiv:1706.06083,2017. 1

Baoshun Tong, Hanjiang Lai, Yan Pan, and Jian Yin. On the
zero-shot adversarial robustness of vision-language models:
A truly zero-shot and training-free approach. In Proceedings
of the Computer Vision and Pattern Recognition Conference,
pages 19921-19930, 2025. 2

Songlong Xing, Zhengyu Zhao, and Nicu Sebe. Clip is strong
enough to fight back: Test-time counterattacks towards zero-
shot adversarial robustness of clip. In Proceedings of the
Computer Vision and Pattern Recognition Conference, pages
15172-15182,2025. 1, 2



