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A. Experimental Settings
In this section, we present implementation details for train-
ing our Adversarial Point Counterattack (APC), along with
various adversarial attacks and defenses.

A.1. Implementation Details
The default hyperparameters of APC training for Point-
Net [12] on ModelNet40 (MN40) [18] dataset are summa-
rized in Tab. A. Here, n cln and n adv denote the pro-
portion of clean examples and examples from each attack
that are used for APC training, all of which are randomly
selected from their respective training set. The Learning
Rate is set to 1e-5 for PointNet++ [13] and DGCNN [16]
on the MN40 dataset. For the ScanObjectNN (SONN) [15]
dataset, APC is trained for 100 epochs.

A.2. Adversarial Attacks
A.2.1. Add
Following [20], we add 100 points and employ the C&W [1]
optimization framework with the Chamfer distance [3] as
the perturbation metric. We perform a 10-step binary search
with 500 iterations per step.

A.2.2. Cluster
Similar to Add, Cluster [20] inserts adversarial clusters in-
stead of points. We add 3 clusters, each containing 32
points. We use the C&W optimization framework with the
Chamfer distance as the perturbation metric. We conduct a
5-step binary search with 500 iterations per step.

A.2.3. Perturbation
For the Perturbation, we utilize the C&W optimization
framework with the L2 norm as the perturbation metric.
The numbers of binary search steps and iterations are 10
and 500, respectively.

A.2.4. KNN
KNN [14] is another perturbation attack with an additional
kNN distance constraint. We perform attack for 2500 itera-
tions.

A.2.5. IFGM and PGD
For the IFGM and PGD [7], we set the number of iterations
to 100 and the perturbation budget to 0.5.

A.2.6. HiT
We use the default attack settings described in HiT [9]. The
attack is performed with a 10-step binary search and 100
iterations.

Table A. Default hyperparameters for PointNet on ModelNet40.

Hyperparameters Value

Num. Point 1,024
α 5.0
β 5.0

n cln 0.3
n adv 0.3
Epoch 200

Batch Size 256
Optimizer Adamw

Learning Rate 0.0001
LR Scheduler Cosine Scheduler

A.2.7. Drop
We follow the Drop [22] method by applying a greedy
search that recomputes the saliency map over the remaining
points at every step, removing the five points with the high-
est saliency scores in each iteration. In total, we remove 200
points.

A.2.8. AdvPC
For the AdvPC [4], we adopt the C&W optimization frame-
work with the L2 norm as the perturbation metric, and the
numbers of binary search steps and iterations are 2 and 200,
respectively.

A.2.9. SI
For the SI [5], we run the attack for 50 iterations.

A.2.10. GeoA3
We implement the GeoA3 [17] using the C&W optimiza-
tion framework, incorporating the Chamfer distance, Haus-
dorff distance, and local curvature as the perturbation met-
rics. It uses a 10-step binary search with 500 iterations.

A.3. Adversarial Defenses
A.3.1. Simple Random Sampling
Simple Random Sampling (SRS) is a defense method that
randomly drops several points. We drop 500 points for each
point cloud.

A.3.2. Statistic Outlier Removal
Statistic Outlier Removal (SOR) [23] is a defense method
that discards points that are considered outliers. It computes
the average pairwise distance of each point by leveraging
the k-nearest neighbors (kNN). Then, points that exceed a



Table B. Classification results (%) of adversarial examples on
ScanObjectNN OBJ BG split.

Model Defense Add Cluster Perturb IFGM PGD Drop AdvPC Avg.

PointNet

No Defense 0.0 1.0 0.0 4.3 3.9 47.1 27.5 12.0
SRS 74.3 69.5 73.6 74.1 73.4 46.4 27.5 62.7
SOR 76.5 79.1 76.0 75.9 77.6 47.3 40.4 67.5

DUP-Net 74.6 75.0 77.2 76.5 76.9 51.6 59.0 70.1
IF-Defense 44.7 45.2 46.2 45.7 45.4 38.8 43.0 44.1
CausalPC 74.4 74.2 72.8 73.5 72.3 52.3 64.7 69.2

AT 75.9 70.3 76.7 77.6 78.3 55.4 65.0 71.3
HT 74.0 68.3 75.3 75.3 75.5 66.9 65.2 71.5

APC 79.0 79.3 79.7 79.2 79.7 62.1 67.6 75.2

PointNet++

No Defense 83.3 22.3 79.8 38.7 37.5 63.3 17.3 48.9
SRS 85.3 69.3 85.5 81.0 78.4 65.2 56.6 74.5
SOR 87.6 86.6 85.4 82.9 82.9 65.9 60.2 78.8

DUP-Net 85.8 85.8 85.3 83.4 82.9 69.1 64.3 79.5
IF-Defense 51.4 49.5 49.0 49.7 47.1 44.9 40.2 47.4

AT 83.3 71.0 83.3 76.7 76.0 72.4 62.6 75.0
HT 80.5 64.3 81.9 77.2 74.3 75.7 63.3 73.9

APC 85.4 86.7 86.1 84.3 83.8 67.8 66.8 80.1

DGCNN

No Defense 4.4 4.4 3.7 23.9 22.5 68.6 1.2 18.4
SRS 71.7 62.1 67.9 71.9 69.7 41.6 37.8 60.4
SOR 81.9 82.9 83.4 82.0 82.9 71.7 37.0 74.5

DUP-Net 55.9 53.7 53.0 54.3 53.0 49.3 40.9 51.4
IF-Defense 55.2 51.4 52.8 55.0 53.8 45.6 37.6 50.2
CausalPC 80.0 78.0 79.3 80.2 78.3 66.8 73.1 76.5

AT 82.7 79.1 83.4 84.1 85.0 76.0 62.8 79.0
HT 81.7 74.1 82.9 84.3 84.5 79.6 61.4 78.4

APC 84.5 84.7 85.0 84.3 85.9 74.5 65.6 80.6

Table C. Classification results (%) of adversarial examples on
ScanObjectNN PB split.

Model Defense Add Cluster Perturb IFGM PGD Drop AdvPC Avg.

PointNet

No Defense 0.0 0.2 0.0 2.8 2.5 37.4 0.0 6.1
SRS 65.6 62.0 64.8 66.0 66.3 40.1 24.1 55.6
SOR 66.2 69.4 69.4 68.4 69.0 41.0 36.7 60.0

DUP-Net 62.6 63.0 65.0 65.4 64.0 44.1 46.7 58.7
IF-Defense 43.9 43.5 43.8 43.6 44.7 36.4 38.8 42.1
CausalPC 60.5 59.6 59.2 58.5 58.6 44.1 52.6 56.2

AT 69.8 62.5 70.0 70.8 70.6 54.6 55.6 64.8
HT 67.6 62.6 68.0 68.8 69.4 58.3 58.1 64.7

APC 71.7 72.1 72.7 72.5 72.4 57.6 59.2 68.3

PointNet++

No Defense 73.5 30.7 64.8 19.9 17.1 54.9 10.8 38.8
SRS 75.3 64.9 74.4 69.8 69.5 58.6 49.5 66.0
SOR 76.8 77.1 77.9 70.7 71.3 56.3 48.3 68.3

DUP-Net 75.4 74.8 74.8 72.5 72.2 59.5 54.7 69.1
IF-Defense 42.2 42.2 42.3 41.1 40.7 37.0 36.8 40.3

AT 74.8 62.3 72.5 67.3 67.3 62.2 49.4 65.1
HT 74.6 62.0 72.0 67.9 68.2 65.8 53.6 66.3

APC 77.3 77.1 77.9 74.7 75.7 66.7 60.9 72.9

DGCNN

No Defense 5.7 3.7 3.8 21.5 21.0 62.1 1.4 17.0
SRS 69.3 59.5 61.5 67.2 65.8 37.6 37.0 56.8
SOR 75.6 76.7 77.2 77.4 78.0 66.0 38.2 69.9

DUP-Net 56.4 55.1 55.1 56.8 56.4 50.4 44.7 53.6
IF-Defense 47.9 46.8 47.6 48.4 47.8 43.3 35.2 45.3
CausalPC 71.6 70.3 70.9 71.5 70.8 60.7 60.3 68.0

AT 77.2 67.9 74.3 78.9 80.1 68.5 53.0 71.4
HT 76.5 68.5 75.4 80.2 80.3 72.4 51.5 72.1

APC 78.8 77.8 78.9 80.2 80.8 68.6 55.9 74.4

Table D. Adversarial accuracies (%) on ScanObjectNN OBJ BG split in the cross-model transfer setting.

Defense Source Target Source Target Source Target

PointNet PointNet++ DGCNN PointNet++ PointNet DGCNN DGCNN PointNet PointNet++

SRS 62.7 74.5 60.4 74.5 62.7 60.4 60.4 62.7 74.5
SOR 67.5 78.8 74.5 78.8 67.5 74.5 74.5 67.5 78.8
DUP-Net 70.1 79.5 51.4 79.5 70.1 51.4 51.4 70.1 79.5
IF-Defense 44.1 47.4 50.2 47.4 44.1 50.2 50.2 44.1 47.4
APC 75.2 80.7 78.3 80.1 67.4 74.9 80.6 69.2 79.7

Table E. Adversarial accuracies (%) on ScanObjectNN PB split in the cross-model transfer setting.

Defense Source Target Source Target Source Target

PointNet PointNet++ DGCNN PointNet++ PointNet DGCNN DGCNN PointNet PointNet++

SRS 55.6 66.0 56.8 66.0 55.6 56.8 56.8 55.6 66.0
SOR 60.0 68.3 69.9 68.3 60.0 69.9 69.9 60.0 68.2
DUP-Net 58.7 69.1 53.6 69.1 58.7 53.6 53.6 58.7 69.1
IF-Defense 42.1 40.3 45.3 40.3 42.1 45.3 45.3 42.1 40.3
APC 68.3 71.2 72.3 72.9 64.8 71.8 74.4 63.7 70.9

threshold are removed. The threshold is defined as µ+α ·σ,
where µ and σ are the mean and standard deviation, respec-
tively. We set k and α to 2 and 1.1.

A.3.3. DUP-Net

Following the default implementation of DUP-Net [23], we
use PU-Net [21] and set the upsampling rate to 4.

A.3.4. IF-Defense

For IF-Defense [19], we adopt ConvONet [11] as the base-
line model, which demonstrates superior performance.

A.3.5. CausalPC
Inspired by randomized smoothing [2, 8] in the 2D domain,
CausalPC [6] performs defense by averaging outputs from
multiple augmented adversarial examples. We implement it
using 1,024 points, following the default settings reported
in the original paper.

B. Additional Experimental Results
B.1. 3D Point Cloud Recognition
Tables B and C present the adversarial classification results
on the OBJ BG and PB splits of the ScanObjectNN [15]



Table F. Adversarial accuracy of PD-LTS on PointNet.

Dataset Add Cluster Perturb KNN IFGM PGD HiT Drop AdvPC SI GeoA3 Avg.

MN40 74.0 38.6 83.9 7.3 83.8 83.9 8.5 35.3 31.9 21.8 65.7 48.6
ONLY 70.0 49.2 74.0 - 77.4 77.6 - 49.2 21.7 - - 59.8

Table G. Adversarial accuracy w/o (left) and w/ (right) SOR.

Dataset DUP IF CausalPC APC

MN40 55.3 77.9 53.6 83.9
ONLY 53.5 40.5 39.2 73.2

Dataset AT HT APC

MN40 78.5 80.9 84.7
ONLY 72.8 72.9 76.1

dataset. APC achieves state-of-the-art average robustness
for all victim models, demonstrating its effectiveness on
both the easier OBJ BG split and the more challenging PB
split.

B.2. Cross-model Transferability
Tables D and E summarize the cross-model transfer ex-
periments on the OBJ BG and PB splits. We report the
average adversarial accuracy computed over all seven at-
tacks. Consistent with the results on the OBJ ONLY split
in Tab. 3, APC shows strong transferability, effectively
defending against multiple attacks across various source–
target pairs on both splits.

B.3. Effect of SOR
Table G shows the effect of SOR. As all input-level defenses
use SOR while model-level do not, we report results of
input-level without SOR and model-level with SOR. APC
achieves the best performance with and without it.

C. Relation to 3D Point Cloud Denoising
While APC may appear similar to 3D point cloud denois-
ing methods, their objectives are fundamentally different.
Denoising focuses on coordinate-level restoration through
reconstruction losses, whereas APC is designed for adver-
sarial defense. In particular, APC enforces not only geo-
metric fidelity but also semantic consistency, which clearly
distinguishes it from standard denoising approaches.

Importantly, recent adversarial attacks emphasize shape
preservation and imperceptibility—properties that conven-
tional denoising methods fail to address. As shown in Ta-
ble F, PD-LTS [10], a denoising model, exhibits limited
adversarial robustness. Its performance degrades signifi-
cantly under shape-aware attacks such as KNN, HiT, and
SI. These results further highlight the fundamental differ-
ences between denoising and adversarial purification.
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