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Abstract

This paper introduces a method for using LED-based en-
vironmental lighting to produce visually imperceptible wa-
termarks for consumer cameras. Our approach optimizes
an LED light source’s spectral profile to be minimally vis-
ible to the human eye while remaining highly detectable
by typical consumer cameras. The method jointly consid-
ers the human visual system’s sensitivity to visible spectra,
modern consumer camera sensors’ spectral sensitivity, and
narrowband LEDs’ ability to generate broadband spectra
perceived as “white light” (specifically, D65 illumination).
To ensure imperceptibility, we employ spectral modulation
rather than intensity modulation. Unlike conventional visi-
ble light communication, our approach enables watermark
extraction at standard low frame rates (30–60 fps). While
the information transfer rate is modest—embedding 128
bits within a 10-second video clip—this capacity is suffi-
cient for essential metadata supporting privacy protection
and content verification.

1. Introduction

This paper explores a method for using LED-based en-
vironmental lighting to physically “watermark” a scene
in a way that is invisible to viewers and unnoticeable in
recorded video. This watermark can help prevent unautho-
rized recording when integrated with camera manufactur-
ers, as cameras can be designed to detect the watermark
and disable recording in restricted areas. This approach
also provides a means to verify video authenticity, reveal-
ing when a scene was not captured at the intended location.
This technique holds promise as a future privacy measure
and a safeguard against deepfake content.

To achieve this, we propose an active illumination ap-
proach using narrowband LEDs capable of high-speed mod-
ulation. To reliably embed and extract information with
consumer cameras operating at 30–60 fps, illumination
must be modulated at or below half the camera’s frame rate
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Figure 1. Overview of the proposed method. Using two optimized
spectra as lighting and switching them at 15 fps, the flickering is
completely imperceptible to humans but detectable by the camera,
acting as a watermark.

(i.e., 15 fps), following Shannon’s sampling theorem. How-
ever, modulation within this range is highly perceptible to
humans and can cause discomfort, including risks such as
photosensitive epilepsy. This constraint makes direct tem-
poral modulation impractical for non-intrusive applications.

To overcome this limitation, we employ temporal spec-
tral modulation, leveraging differences in spectral sensi-
tivity between CMOS sensors and the human visual sys-
tem [13]. Instead of modulating light intensity, we adjust
the LED spectra to meet three key criteria: (1) minimal
detectability by human observers, (2) maximum detectabil-
ity by CMOS sensors, and (3) a white appearance equiva-
lent to standard D65 illumination. By exploiting this spec-
tral sensitivity disparity, we generate optical changes im-
perceptible to humans yet detectable by cameras, enabling
low-frequency spectral modulation without visual discom-
fort while preserving information embedding.

Although the system transmits data at a relatively low
rate of 15 bits per second, it can embed up to 128 bits within
a 10-second video clip. This capacity is sufficient to encode
essential metadata, such as location information, recording
permissions, and timestamps–key details that support pri-
vacy protection and content verification.



Contributions To the best of our knowledge, we present
the first method for optically embedding information into
LED illumination sources using spectral modulation, en-
abling extraction from video recordings of the scene. By
leveraging an optimization approach that accounts for dif-
ferences in spectral sensitivity between humans and cam-
eras, we achieve spectral variations detectable only by cam-
eras. We validate our method’s feasibility through a user
study with a prototype lighting system and various con-
sumer cameras, demonstrating detection from videos cap-
tured across different devices and through unknown in-
camera processing, while confirming that the signal remains
below the human visibility threshold. Beyond watermark-
ing, our approach may serve as a human-invisible, camera-
centric active cue for broader vision tasks—for example,
near-infrared “dark-flash” illumination that aids geome-
try/appearance estimation [29]—with related explorations
indicating similar potential for depth sensing and for hy-
perspectral (and HS+3D) reconstruction using commodity
RGB cameras [20, 22, 23, 31].

2. Related Work
This section reviews related work in visible light communi-
cation (VLC), spatial watermarking, hyperspectral lighting,
and the characteristics of human and camera color percep-
tion.

Visible Light Communication (VLC). VLC is a wireless
communication technology that transmits data using visible
light, typically emitted by LEDs [11, 15, 16, 21, 26, 27].
Unlike radio-frequency (RF) communication, VLC exploits
the rapid on-off switching capabilities of LEDs, allowing
them to function as both illumination and data-transmitting
sources. This high-frequency flickering, imperceptible to
the human eye, makes VLC promising for applications
such as indoor positioning and secure data transfer in RF-
sensitive environments (e.g., hospitals and airplanes).

To achieve VLC with image sensors, the low frame rate
of typical cameras necessitates data transmission at rela-
tively low frequencies near the human perceptual threshold
(30–60 Hz). Several studies have explored rolling shutter
image sensors, which can capture high-frequency flicker-
ing signals due to the sequential exposure of pixels across
the sensor [5, 12, 19]. While this approach enables high-
frequency VLC with cameras, it is impractical for one-to-
many communication because variations in shutter speed
and exposure time require calibration or prior knowledge
of each camera’s settings. Thus, to ensure universal com-
patibility, it is crucial to use low-frequency, imperceptible
lighting that remains undetectable to the human eye yet re-
liably detectable by camera sensors.

Spatial Embedding. Recent CVPR/ICCV work has rapidly
advanced invisible digital watermarking for validating gen-
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Figure 2. Configuration of a hyperspectral lighting system using
narrowband LEDs. By controlling the emission intensity of each
LED, a custom spectral output is generated through the weighted
sum of individual LED spectra.

erative content [4, 30]. Similarly, in the spatial domain,
information can be embedded by projecting patterns us-
ing structured light or projection mapping [2, 8]. Although
these spatial methods can embed more information through
spatial addressing and multiplexing, they usually require
pre-mapping the scene and precise alignment between the
projector and surfaces, which makes them difficult to de-
ploy and maintain in large or changing environments. In
addition, making projected cues truly imperceptible in ev-
eryday settings remains challenging.

Hyperspectral Illumination. Recent advances in nar-
rowband LED technology have enabled the construction
of hyperspectral lighting systems by combining multiple
LEDs [32]. As shown in Fig. 2, the spectrum of a narrow-
band LED lighting system can be customized by adjusting
the emission intensities of individual LEDs, which combine
as a weighted sum of each LED’s spectral profile. Tradition-
ally, controllable hyperspectral lighting required specialized
light sources, typically involving diffraction gratings or spa-
tial light modulators [33]. In contrast, the multi-LED ap-
proach offers a simpler and more accessible way to design
lighting with tailored spectral characteristics, enabling cus-
tomized spectral profiles.

Human Color Perception and Metamerism. Human
color perception is governed by the trichromatic theory,
which states that color vision relies on three types of pho-
toreceptor cells in the retina, each sensitive to different re-
gions of the visible spectrum. These sensitivities, often rep-
resented by the CIE XYZ color matching functions [6, 28],
serve as the foundation for standard color spaces that model
human vision [1, 10]. However, metamerism allows differ-
ent spectral power distributions (SPDs) to produce identical
color sensations for human observers [7, 25]. This occurs
because the brain interprets color based on the combined re-
sponses of the three photoreceptor types, meaning distinct
light spectra can elicit the same perceptual response.
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Figure 3. Proposed optimization pipeline. The objective functions ensure human imperceptibility, camera detectability, and natural white
light for everyday use. These functions guide the optimization of LED intensity variables to achieve the desired lighting characteristics.
Dark blue and dark green arrows indicate the forward pass for the two illuminations, while red arrows denote the backpropagation path
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Comparing Camera and Human Spectral Sensitivity.
Consumer cameras approximate human color perception
using three primary color filters. However, achieving an ex-
act match with human visual sensitivity is challenging due
to technical and design constraints. Factors such as filter
material properties, manufacturing costs, and brand-specific
design choices create variations in camera spectral sensitiv-
ity. Due to differences in spectral sensitivities, cameras ap-
ply color space mappings to convert sensor-specific RGB
values to a human-perceptual color space [9, 14, 17]. Lin-
ear transformations are commonly used to align the cam-
era’s color space with the human XYZ space, but these ad-
justments are inherently limited. As a result, camera sensors
still differ from human vision in their spectral response [13].

3. Proposed Method

As discussed in Sec. 2, notable sensitivity differences ex-
ist between human vision and cameras. Leveraging these
differences, we propose a method that optimizes spectral
lighting to embed information detectable by cameras while
remaining imperceptible to humans. This section details
the spectral optimization process, the flicker detection tech-
nique for information retrieval, and the impact of noise on
detection accuracy.

3.1. Spectral Optimization

We optimize two ambient light conditions that are imper-
ceptible to humans but detectable by a camera to achieve
communication through lighting. We denote these opti-
mized ambient lights as L1 and L2. Switching between
these lights at a rate equal to or lower than the frame rate
establishes communication between the lighting system and
the cameras. The two ambient light conditions are opti-
mized to satisfy the following three requirements jointly:
1. The difference between the lights is imperceptible to hu-

mans.
2. The difference is detectable by the cameras.
3. The ambient light provides a natural color rendering suit-

able for everyday use.
Let the reflectance characteristics of the objects be denoted
as Ro ∈ RN×l, where N is the number of objects. The re-
flectance of the i-th object is denoted as Ro[i] ∈ Rl. Fig. 3
illustrates the optimization pipeline incorporating these re-
quirements.

Human Perceptibility. The perceptibility of color differ-
ences to humans has been extensively studied in color dif-
ference research and is quantified using DeltaE2000 [3, 24].
For our method, we use DeltaE2000(∆E) to ensure that the
reflected light from all objects remains imperceptible to hu-



mans. To meet this criterion, we define the following eval-
uation function:

Lh = ∆E (sh (Ro ⊙L1) , sh (Ro ⊙L2)) , (1)

where sh denotes the spectral sensitivity of the human vi-
sual system, (Ro⊙Li) represents the element-wise product
of the object reflectance Ro and the light spectrum Li, and
sh(Ro ⊙Li) ∈ R3 represents the observed XYZ values.

A difference of ∆E ≤ 2 is generally imperceptible
to untrained observers when colors are viewed side by
side [3, 24]. However, in practical applications, the hu-
man eye is more sensitive to low-frequency flicker, making
it more likely to detect subtle differences when colors alter-
nate over time, even if these differences are imperceptible in
a static, side-by-side comparison. Therefore, the evaluation
function is minimized under this constraint, provided that
the requirements of the other loss functions are satisfied.

Camera Detectability. To ensure the watermark remains
imperceptible, it is crucial that the flicker does not produce
excessive pixel differences that could be easily noticeable
to viewers. If the flicker in the captured video is too promi-
nent, it may significantly degrade visual quality, making the
video unsuitable for typical viewing. The following evalu-
ation function is designed to ensure adequate detectability
across all spectral channels while controlling pixel differ-
ences for multiple camera models:

Lc = −min
i

f (MAE (v1[i],v2[i])) (2)

v1[i] = sc[i] (Ro ⊙L1) (3)
v2[i] = sc[i] (Ro ⊙L2) (4)

f(x) =

{
x x < τc

τc otherwise
(5)

where sc[i] denotes the spectral sensitivity of the i-th chan-
nel for each camera, MAE is the mean absolute error, and
τc is a threshold. The function f(x) clips the loss to a max-
imum of τc.

To align this objective with other losses in the optimiza-
tion, which are formulated as minimization tasks, a negative
sign is applied to Lc. This converts it from a maximiza-
tion objective to a minimization one, ensuring consistency
across all loss terms.

The spectral sensitivity differences between humans and
cameras vary across channels, and minimizing the average
error across all channels can result in disproportionately
high or low errors in specific ones. This approach priori-
tizes the channel with minimum error to prevent the embed-
ding from being affected by an object’s color or reflectance
characteristics.

This formulation ensures that the flicker effect in the
camera remains within a manageable range, keeping the av-
erage difference across all channels near the threshold τc.

We set τc to 1/256, representing the detectable value in the
context of 8-bit video quantization. This threshold allows
for reliable detection, as the average includes colors with
low brightness and those predominantly influenced by spe-
cific color channels, meaning not all pixel differences are
strictly limited to 1/256. Additionally, the loss function is
averaged across multiple cameras to ensure broader appli-
cability rather than optimizing for a single device.

Natural Illumination. Another criterion for this method
is that the light must maintain a neutral white appearance
with minimal spectral skew, ensuring suitability for every-
day use. Color rendering is conventionally evaluated using
the Color Rendering Index (CRI), which measures color fi-
delity based on standardized samples. CRI values range
from 0 to 100, with higher values indicating more natural
color rendering. Common household LEDs and bulbs typ-
ically have CRI values around 60, which is generally suffi-
cient for everyday applications.

Our approach targets the standard D65 illumination (i.e.,
spectra that appear as daylight) and enforces a CRI of at
least 60 per the CRI standard (eight test samples). We de-
fine CRI = 100− 4.6∆E, where ∆E is the average color
difference to D65. To ensure CRI ≥ 60, we minimize a
hinge penalty on ∆E (Eq. 6).

Lw =

8∑
i=1

ReLU(∆1,i − τw) + ReLU(∆2,i − τw) (6)

∆1,i = ∆E
(
sh(Ro[i]⊙Lref), sh(Ro[i]⊙L1)

)
(7)

∆2,i = ∆E
(
sh(Ro[i]⊙Lref), sh(Ro[i]⊙L2)

)
, (8)

where Lref is the D65 reference spectrum and τw = 40/4.6
enforces CRI ≥ 60.

Weighted Optimization. The optimal two spectra are de-
signed by adjusting and minimizing these three losses as
follows:

L1,L2 = argmin
L1,L2

(whLh +wcLc +wwLw) , (9)

where wh,wc,ww are the weights for each loss function,
which determine the optimization direction. These weights
essentially involve a trade-off, so their selection is critical.
We set the weights such that the color rendering loss be-
comes zero and the camera loss is approximately 1/256.
The human visual loss is minimized as much as possible
while satisfying these conditions.

Reparameterization for Hyperspectral Illumination. As
shown in Fig. 2, hyperspectral illumination can be repro-
duced as a weighted sum of multiple LEDs. Therefore,
rather than directly optimizing L1 and L2, we optimize the
intensity of each LED. Let each LED’s spectral profile be
denoted as Λi and their respective intensities be xi and yi.



The spectral compositions of the lighting follow:

L1 =

m∑
i=1

xiΛi, L2 =

m∑
i=1

yiΛi, (10)

where m is the number of LEDs. In this manner, reparame-
terization shifts the optimization target to x = [x0, · · · , xm]
and y = [y0, · · · , ym].

3.2. Detection of Flicker
We now outline the detection algorithm. The supplementary
material provides a more detailed explanation.

Frames per Second (fps) and Bits per Second (bps). In
our setup, lighting fluctuations are encoded as binary val-
ues, with frame-to-frame pixel intensity changes represent-
ing bits (1 for a change, 0 for no change). This differen-
tial encoding generates a bit sequence based on frame dif-
ferences across the image. According to Shannon’s theo-
rem, a recording rate of n fps ideally enables communi-
cation at n bps. However, real cameras have finite expo-
sure times, which can introduce inaccuracies if phase shifts
occur between illumination changes and the camera’s sam-
pling phase. To mitigate this, we set the recording rate to
2n fps, ensuring synchronization and achieving n bps.

Signal in Dark Regions. In dark regions, 8-bit quantization
can erase inter-frame differences, as pixel fluctuations are
often too small to detect accurately. To improve detectabil-
ity, we set the camera detectability loss so that the average
pixel fluctuation is approximately 1. Pixels with values con-
sistently below 128 across all channels and time are masked
to prevent quantization loss.

Normalization. To ensure detection accuracy despite dif-
ferences in scene brightness due to camera settings like ex-
posure time and white balance, we normalize pixel intensity
values across all channels, setting the mean intensity to 1.
This normalization standardizes variations, enabling consis-
tent results across different camera configurations.

Temporal Differential Calculation. With normalized data,
we compute differences along the time axis to capture
frame-to-frame changes representing encoded binary val-
ues. This is achieved by subtracting each frame from the
previous one. At this stage, differential information is ob-
tained at 2×sampling rate to mitigate phase shifts. For final
processing, we return to the signal’s original sampling rate
by downsampling, selecting the phase that best captures the
lighting fluctuations to address potential misalignment.

Signal Binarization. Finally, we compute the average
brightness changes across the image for each time frame
to capture fluctuations over time. To extract a binary signal
that adapts to the scene’s characteristics, we use an adaptive
thresholding approach. We begin with a static threshold to

estimate the average brightness fluctuation level when sig-
nificant changes occur. This serves as a baseline for assess-
ing typical fluctuation intensity. Based on this baseline, we
then define a dynamic threshold set to half of the average
fluctuation, ensuring consistent identification of significant
brightness changes as binary signals.

3.3. Noise Effects
The effect of noise during image capture is an important
factor in determining the ability to detect flicker. As this al-
gorithm averages the pixel differences across the entire im-
age, the effect of noise is minimized. Assuming the noise
is additive white Gaussian noise with a mean of 0 and vari-
ance σ2, the mean µ̃ and variance σ̃2 of the noise relative to
the overall image difference can be expressed as follows:

µ̃ = 0, σ̃ = σ

√
2

N
(11)

Considering that recent video resolutions are around 1
megapixel, the effect of noise is sufficiently negligible.

4. Experimental Results
This section describes the experimental setup and evalua-
tions used to validate the proposed method. First, we de-
tail the implementation of spectral optimization, ensuring
embedded information is detectable by cameras while re-
maining imperceptible to human observers. Next, we as-
sess human sensitivity to the optimized flicker to confirm
its imperceptibility. Finally, we quantitatively evaluate the
system’s communication accuracy across various environ-
mental conditions and camera setups, examining its robust-
ness and reliability in practical scenarios.

4.1. Spectral Optimization
We use a BabelColor ColorChecker chart with known re-
flectance properties to optimize the spectra. This chart con-
sists of 24 color patches, each with a defined reflectance
value. Spectral optimization is performed by treating the
chart as the target object.

For the prototype lighting setup, we use ten types of
LEDs with different wavelengths, as shown in Fig. 4. LED
brightness is modulated by adjusting the current through a
constant-current chip using pulse-width modulation via a
Raspberry Pi. During optimization, the duty cycle of each
LED serves as the adjustable variable for brightness control.

Camera sensor characteristics for the optimization are
taken from a publicly available dataset of spectral sensi-
tivities for 28 cameras [13]. The optimization problem is
solved using the Adam optimizer [18] with a learning rate
of 0.01, over 5000 iterations. The hyperparameters for opti-
mization, denoted as wh,wc,ww, are determined through
grid search. The hyperparameters used in this case are
wh = 0.15,wc = 0.05,ww = 0.8.
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The final spectra obtained through this optimization pro-
cess are shown in Fig. 5. The optimized pair yields a mean
∆E = 0.2839, i.e., imperceptible.

Based on the cameras’ spectral sensitivities from the
dataset, the average MAE across all channels was 1.843 in
8-bit representation. Using the proposed method’s defini-
tion of Lc, the minimum MAE across channels is 0.972,
sufficient to produce detectable pixel value differences even
after 8-bit quantization.

4.2. Human Sensitivity Evaluation

Experimental Setup. To assess the perceptibility of the
proposed method, we evaluated human color perception un-
der LED illumination optimized using the proposed spectra.
For this evaluation, we used the lightbox setup shown in
Fig. 4, which contained various colored objects for partici-
pants to observe.

We prepared two flickering illumination patterns:
1. Optimized Spectra: Alternating illumination between

the two LED-based spectra optimized by our method.
2. Baseline Intensity Pattern: A conventional VLC

scheme that varies light intensity for data transmission
(ratio 1:0.97).

To equate the sensor-level signal, the baseline ratio was
tuned such that, under the same camera and exposure, the
mean per-frame pixel-value difference between its two in-
tensity levels matched that observed between the optimized
spectra.

Participants took part in the experiment under the fol-
lowing sequence of conditions:
1. Viewing Steady-State Baseline: Participants first ob-

served the objects under a steady optimized light for
10 sec to understand the arrangement of objects.

2. Randomized Observation of Flicker Patterns: Partici-
pants then observed a randomly selected lighting pattern
from four possible conditions:
• Optimized Steady State
• Optimized Flicker State
• Baseline Steady White Light
• Baseline Flicker White Light (intensity ratio of 1:0.97)

3. Feedback on Perceived Flicker: Participants were
asked whether they noticed any flicker in the lighting af-
ter each observation.



Shielded With Paper

Figure 6. Our experimental setup shows a participant observing
the optimized lighting patterns. Shielding prevents direct light
exposure, allowing participants to observe the flicker indirectly
through reflected light only.

4. Repeated Randomized Testing: This process was re-
peated so that each lighting pattern was presented ex-
actly five times to each participant, ensuring a balanced
distribution across all conditions.

Illumination Type Avg. detections (range) Detection rate

Optimized Steady 0.133 (0–2) 2.67%
Optimized Flicker 0.467 (0–2) 9.33%
Baseline Steady 0.267 (0–2) 5.33%
Baseline Flicker 4.933 (4–5) 98.67%

Table 1. Detection results. For each condition, 15 participants
each performed five trials. “Avg. detections” is the average num-
ber of detections per participant over five trials (parentheses show
the participant-wise min–max). “Detection rate (%)” equals (avg.
detections / 5) × 100.

Results. We tested 15 participants (Table 1). Each partic-
ipant was exposed to four illumination conditions: (i) Op-
timized Steady State; (ii) Optimized Flicker State (∆E =
0.2839); (iii) Baseline Steady White Light; and (iv) Base-
line Flicker White Light with an intensity ratio of 1:0.97
(∆E = 0.6080). Although ∆E values in this range are typ-
ically regarded as below the threshold of noticeability for
static color differences, in our low-frequency flicker exper-
iment, the Baseline Flicker White Light condition (1:0.97)
was detected by nearly all participants (98.67%), indicating
that such small chromatic differences become clearly visi-
ble when presented as low-frequency temporal flicker.

By contrast, the optimized spectral modulation yielded a
mean detection rate of only 9.33%; moreover, no participant
reported it in more than half of the five trials, indicating that
it was effectively imperceptible for most observers.

For the static controls, false-positive rates were lower

still (2.67% for static optimized and 5.33% for static white),
likely reflecting minor fluctuations or momentary adapta-
tion. Taken together, these results support spectral opti-
mization as a viable strategy for low-frequency modulation
in imperceptible watermarking applications. At the same
time, the findings underscore that conventional intensity
modulation is unsuitable in this regime due to human flicker
sensitivity.

4.3. Evaluation of Decoding
Communication Accuracy in a Single Scene. First, we
evaluated the communication accuracy of the proposed
method in a controlled environment using a single scene.
We conducted long-duration recordings with three cameras
(iPhone 13, Pixel 8 Pro, and Nikon D7200), each receiv-
ing 6400 bits, over several minutes per device. This setup
established a baseline measure of communication accuracy
for each camera and assessed whether the proposed method
could achieve consistent performance across different de-
vices. The results are shown in Fig. 7.

In this experiment, no bit errors were observed in the
6400-bit transmissions for any of the cameras, indicating
that averaging across all pixels helps mitigate noise effects
and ensures stable communication.

Additionally, zoomed-in areas reveal that while com-
pression and differential representation vary between cam-
eras, all successfully recovered the signal. Notably, on the
Pixel 8, not all pixels exhibited positive fluctuations, yet the
overall average variation across the frame remained posi-
tive, enabling correct signal recovery.

Method Robustness in Diverse Environments. Since
practical applications involve diverse lighting conditions
and scene compositions, additional tests were conducted to
evaluate the proposed method’s robustness.

First, we used two smartphones to capture 128 bits of
data in each of ten scenes to assess accuracy across differ-
ent scenes. Examples of these scenes are shown in Fig. 8.
This experiment evaluated the impact of scene diversity on
detection accuracy and explored the range of environments
where the proposed method could be effectively applied.

Additionally, to test robustness against variations in
lighting conditions and camera angles, we adjusted the dis-
tance between the light source and the object to 88.9, 76.2,
and 63.5 cm (=35, 30, and 25 in), positioning the smart-
phones at ten viewing angles for each distance. In each
configuration, 128 bits of data were transmitted, allowing
us to assess the impact of lighting and camera angles on
communication accuracy.

No bit errors were observed under any tested condi-
tions, indicating stable communication performance across
diverse scenes and lighting setups.

Using dynamic thresholding, the proposed method
demonstrated reliable signal recovery even in scenes with
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Figure 7. This figure illustrates the decoding results from a scene captured using two spectral lighting conditions, Spectrum 1 and Spectrum
2. The first two images display frames from the observed video—(left) Spectrum 1 and (right) Spectrum 2. The third image displays the
average RGB differences between these frames. The fourth plot shows the recovered signal values before binarization.
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Figure 8. Experimental scenes were captured with iPhone 13 and
evaluated, with objects of varying reflectance properties arranged
as randomly as possible to assess robustness across lighting and
reflectance conditions. The graphs in the figure display the recov-
ered signal values before binarization.

varying reflectance distributions and viewing angles. As
shown in Fig. 8, the recovered signal scales differently
across scenes due to reflectance variations, even after nor-
malizing pixel values. Dynamic thresholding ensures con-
sistent signal recovery despite these scale differences, en-
abling accurate communication in diverse conditions.

5. Conclusion

We have presented the first method to leverage spectral
modulation from narrowband LEDs for metadata embed-
ding in video content—imperceptible to human vision yet

detectable by RGB cameras. Our approach optimizes spec-
tral modulation to emulate D65 illumination while account-
ing for both camera and human spectral sensitivities. This
enables real-time metadata embedding using ambient light-
ing without requiring camera modifications. Verification
experiments confirmed that these modulations remain unde-
tectable to humans and are robust across different cameras
and environmental conditions.

Our findings suggest that spectral modulation from LED
lighting holds significant potential for privacy protection
and verification applications. By leveraging impercepti-
ble spectral variations rather than intensity differences, our
method enables non-intrusive, optically embedded water-
marks that preserve the visual experience for human view-
ers while ensuring reliable detection by camera sensors.

Limitations and Future Directions. While our analy-
sis focuses on static objects, the same conclusion typi-
cally holds under small motions when the global image
sum is stable, since

∑
(It−1 − It) =

∑
It+1 −

∑
It.

As shown in the supplementary material, deviations arise
when

∑
It changes—e.g., due to non-Lambertian/specular

effects, ambient-light shifts, exposure/white-balance adjust-
ments, or occlusions/parallax—which we leave for future
evaluation and algorithmic refinements.

Another limitation of our approach is its relatively low
communication speed, capped at 15 bps, which may limit
data transfer in time-sensitive applications. One potential
solution is to increase the data rate by parallelizing com-
munication across multiple wavelength channels, enabling
independent data transmission on each channel.

Beyond metadata embedding, imperceptible spectral
modulation may have broader implications in optical sens-
ing. While its potential is yet to be fully explored, it could
contribute to areas such as hyperspectral imaging and 3D
sensing, where spectral control plays a crucial role.
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Towards Imperceptible Watermarking Via Environment Illumination for
Consumer Cameras

Supplementary Material

This supplementary material provides:
• A detailed explanation of the signal detection algorithm

based on flicker modulation.
• Comprehensive data from human perceptibility evalua-

tion.
• Details of the experiments conducted to validate detection

accuracy.
• Dynamic Environments.

A. Detailed Implementation of Signal Detec-
tion Algorithm

This section provides a more detailed explanation of the sig-
nal detection algorithm that could not be fully described in
the main paper.

Frames per Second (fps) and Bits per Second (bps) In our
setup, lighting fluctuations are encoded as binary values,
with each pixel value changing between consecutive frames
representing bits (differential encoding). Specifically, if a
pixel’s intensity changes between frames, it is assigned a
binary value of 1; if no change is detected, it is assigned
a value of 0. This approach creates a bit sequence based
on frame-to-frame differences across the image. According
to Shannon’s sampling theorem, a recording rate of n fps
is theoretically required to achieve a communication speed
of n bit/s. However, the theorem assumes instantaneous
sampling, while real cameras observe over a finite expo-
sure time. Therefore, if there is a half-period phase shift
between the illumination change and the camera’s sampling
phase, the average of the fluctuations will always be ob-
served, which may result in inaccurate measurements. To
avoid the effects of phase shifts, we set the recording rate
to 2n fps, achieving n bit/s while maintaining synchroniza-
tion.

Signal in dark regions In differential encoding, frame-to-
frame differences are calculated. In dark regions, these dif-
ferences are often lost during quantization; thus, applying
an appropriate mask enhances decoding accuracy. To im-
prove detectability, we exclude pixels that are consistently
dark in all channels over a set period, removing them from
further processing. Consequently, the data is reduced from
V ∈ RT×H×W×C to V m ∈ RT×N×C , where N denotes
the number of pixels that are not excluded.

Normalization To ensure detection accuracy despite differ-
ences in scene brightness due to camera settings like ex-
posure time and white balance, we normalize pixel inten-

sity values across all channels, setting the mean intensity
to 1. This normalization standardizes variations, enabling
consistent results across different camera configurations, as
follows:

V n[t, i, c] =
V m[t, i, c]

1
TN

∑T
j=0

∑N
k=0 V m[j, k, c]

(12)

where the numerator V m[t, i, c] represents the pixel inten-
sity at time t, position i, and channel c. The denominator
1

TN

∑T
i=0

∑N
j=0 V m[t, i, c] calculates the mean pixel in-

tensity for each channel.

Temporal differential calculation With normalized data,
we next calculate the differences along the time axis to cap-
ture frame-to-frame changes that represent encoded binary
values. This is done by subtracting each frame from the
previous one:

D[t, i, c] = V n[t, i, c]− V n[t− 1, i, c] (13)

At this stage, the computed differential information is
obtained at a doubled sampling rate to reduce the impact of
phase shifts. For the final processing, however, we return to
the signal’s original sampling rate. Specifically, to address
potential phase misalignment, we downsample by selecting
the phase that best captures the lighting fluctuations.

Signal extraction Finally, we calculate a measure of bright-
ness changes across the entire image per time frame by aver-
aging across all dimensions except time. Applying a thresh-
old to the absolute values of these brightness fluctuations
yields the signal. However, since this threshold depends
on scene content, we first compute the average fluctuation
value when changes occur using a static threshold τs. From
this, a dynamic threshold τd is calculated as follows:

τd =
µd

2
(14)

µd =

∑
{t|D′[t]>τs} D

′[t]∣∣{t | D′[t] > τs
}∣∣ , (15)

where, D′[t] represents the downsampled difference value
at time t, and

∣∣{t | D′[t] > τs
}∣∣ denotes the number of pix-

els exceeding τs .

B. Comprehensive Data from Human Percep-
tibility Evaluation

This section presents the complete data from the human per-
ceptibility evaluation, including individual participant re-



sponses, to provide a detailed view beyond the summary
statistics reported in the main text.

Detailed Participant Response Data Table 2 shows the de-
tection counts for each participant under the tested lighting
conditions. This table offers raw data, revealing individual
variability and detection patterns across the following light-
ing conditions:

• P1: Optimized Steady State – A non-flickering lighting
condition using optimized spectra.

• P2: Optimized Flicker State – Flickering lighting con-
dition with optimized spectra.

• P3: Baseline Steady White Light – A non-flickering
white light as a control.

• P4: Baseline Flicker White Light – Flickering white
light with an intensity ratio of 1:0.97.

Participant ID P 1 P 2 P 3 P 4

1 0 0 0 5
2 0 1 1 5
3 0 0 0 5
4 0 0 2 4
5 0 1 0 5
6 0 0 0 5
7 0 2 0 5
8 0 0 0 5
9 0 0 0 5

10 0 0 0 5
11 0 1 0 5
12 0 0 0 5
13 2 2 1 5
14 0 0 0 5
15 0 0 0 5

Table 2. Detection counts for each participant across four lighting
patterns.

Analysis of Detection Patterns The data reveals that Pat-
tern 4 consistently registered high detection counts across
all participants, indicating its visibility was significantly
more noticeable compared to the other patterns. Patterns
1, 2, and 3, on the other hand, showed much lower detec-
tion rates, suggesting that these patterns were largely im-
perceptible to human observers under the conditions tested.
Additionally, none of the participants were able to detect all
instances of flicker for Patterns 1, 2, or 3, reinforcing the
conclusion that these patterns were effectively impercepti-
ble.

C. Details for Evaluation of Decoding

This section provides the details of the experimental setup
used for the quantitative evaluation that could not be fully

25 inches (63.5 cm)

5 inches (12.7 cm)

5 inches (12.7 cm)

Figure 9. Setup for the experiment conducted at different heights.

described in the main paper. Additionally, it includes exam-
ples of the actual scenes captured during the experiments.
The supplementary zip file also includes videos of the ac-
tual scenes recorded, offering further insights into the ex-
perimental setup and results.

Experimental Setup for Quantitative Evaluation Fig. 9
shows the experimental setup used to evaluate the method’s
robustness under varying lighting conditions and camera
angles. The experiment tested how changes in illumination
angles at three different heights affected detection accuracy.

Results from Scene Variations Fig. 10 presents a selection
of 10 different scenes captured to evaluate the method’s per-
formance under varying scene conditions. The results in-
clude difference maps and recovered signals for each scene.
As discussed in the main paper, while the absolute signal
values vary across scenes, and some pixels show negative
fluctuations, the proposed method successfully detects the
signal in all cases.

C.1. Dynamic Environments (Simple Analysis)
Our decision aggregates frame-wise image differences over
the whole image. Here we give an intuitive explanation
without thresholds or absolute values. Let Ω be the pixel
set and define the image sum

St =
∑
p∈Ω

It(p).

Then the total change due to object/scene variation between
two frames is∑

p∈Ω

It+1(p)− It(p) =
∑
p∈Ω

It+1(p)−
∑
p∈Ω

It(p) (16)

= St+1 − St. (17)



Recovered Signal
Ground Truth

Figure 10. Captured results for 10 scenes used in the experiment, including difference maps and recovered signals.

Figure 11. Variations caused by object shifts are canceled.

Therefore, as long as the global sum St does not vary
much between frames (e.g., fixed exposure and approx-
imately intensity-preserving conditions), we have St+1 −
St ≈ 0 and the outcome is essentially the same as for
static objects.

Supplementary Fig. 11 visualizes this: even with small
object/scene motions, St remains nearly constant and thus
St+1 − St stays small. Conversely, view-dependent specu-

larities, ambient-light changes, or exposure adjustments can
alter St and lead to deviations from this simple behavior.
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