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A. Extended related works

This work introduces a novel synthesis of two previously

disjoint research areas in deep learning: continual learning

and adversarial robustness. Since existing literature rarely

addresses their intersection, we organize the related work

section around both foundations to highlight the unique

contributions of our method.

Adversarial Attack. Adversarial attacks on deep neu-

ral networks are typically categorized as white-box or

black-box, depending on the attacker’s access to the target

model. In white-box settings, the adversary fully knows the

model, including its architecture, parameters, and gradients.

Prominent white-box attacks include gradient-based meth-

ods such as FGSM [12], BIM [19], MIM [9], PGD [30], and

AutoAttack [8], as well as optimization-based approaches

like the OnePixel [43].

In black-box settings, attackers have limited access to the

model and must rely on indirect signals. Some approaches

use confidence scores to estimate gradients, such as zoo [6],

while others operate with only the predicted label, as seen in

decision-based methods like the Boundary Attack [4]. An-

other strategy involves crafting adversarial examples on a

surrogate model and transferring them to the target model,

exploiting the cross-model transferability of adversarial per-

turbations [9, 10].

Simultaneously with adversarial attack techniques, there

are many defence algorithms. Early adversarial defenses re-

lied on heuristics such as input transformations [48], model

ensembles [3], and denoisers [21], but many were later

found to rely on obfuscated gradients [2]. More robust

approaches like adversarial training (AT) [12, 20] and de-

fensive distillation [11, 54] have become dominant. Re-

cent work has enhanced AT with learnable strategies [20],

feature perturbation [36], and optimization techniques [38].

However, the above models are typically static and struggle

against evolving attack sequences. Test-Time Adaptation

Defense [42, 49] addresses adaptation to new attacks but

neglects previous ones.

Most existing methods aim to improve adversarial ro-

bustness, but they do so without providing formal guaran-

tees. Interval Bound Propagation (IBP) [13, 34] offers a

principled alternative by using interval arithmetic to train

models that are provably robust against adversarial attacks.

These methods enforce that the model classifies all points

within a specified perturbation region (typically a ball in

�∞) correctly, by optimizing a worst-case cross-entropy

loss.

Continual Learning. Continual learning methods are of-

ten grouped into architectural, rehearsal, and regularization-

based strategies [18]. Architectural approaches like Pro-

gressive Neural Networks [40] and CopyWeights with Re-

init [28] prevent forgetting by expanding or modifying net-

work structures. Further developments reuse a fixed ar-

chitecture with iterative pruning, such as PackNet [31] or

Supermasks [47]. Rehearsal-based methods, such as the

buffer strategy in [15], retain selected past examples, while

pseudo-rehearsal approaches train generative models to re-

play prior data [32]. Regularization-based techniques like

EWC [23], SI [50], LwF [26], and MAS [1] constrain pa-

rameter updates based on past task importance, often using

the Fisher Information Matrix or similar metrics.

Hypernetworks, introduced in [14], are defined as neu-

ral models that generate weights for a separate target net-

work that solves a specific task. The authors aim to re-

duce the number of trainable parameters by designing a

hypernetwork that often has fewer parameters than the tar-

get network. In continual learning, hypernetworks can di-

rectly generate individual weights for subsequent continual

learning tasks, like in HNET [45]. Then, HNET was ex-

tended with a probabilistic approach called posterior meta-

replay [17]. In HyperMask [25], the authors used the lot-

tery ticket hypothesis to produce task-specific masks for the

trainable or fixed target model. In [24], the authors em-

ploy interval arithmetic on weights to regularize the target

model. These methods are positioned between those based

on architecture and those focused on regularization.

The above concepts have many different modifications

and upgrades [46]. But the adversarial robustness of con-

tinual learning problems is unexplored in the literature.

AIR [53] introduced the first framework for continual ad-

versarial defense, addressing robustness against evolving

attack sequences. The method leverages unsupervised

data augmentation to enhance general robustness in a task-

agnostic manner. While innovative, AIR is limited in scal-

ability, having been evaluated on only two to three defense

tasks, raising concerns about its effectiveness in longer, con-

tinual settings.

Alternatively, the study on Double Gradient Projection

(DGP) [39] highlights that this technique is notably more re-

silient to adversarial attacks compared to traditional contin-

ual learning approaches such as GEM [29] and GPM [41].

DGP enhances adversarial robustness by projecting gradi-

ents orthogonally concerning a critical subspace before up-

dating weights, thus maintaining the prior gradient smooth-

ness from earlier samples. Furthermore, [22] examines the

resistance of current models against adversarial assaults.



These methodologies enhance the robustness of contin-

ual learning, yet they have several significant limitations.

Firstly, such approaches are restricted to several subsequent

tasks and do not give strict guarantees.

B. MixUp
Definition B.1 (MixUp). Given two training examples

(xi, yi) and (xj , yj) drawn independently from the data dis-

tribution, MixUp constructs a new virtual training example

(x̃, ỹ) as:

x̃ = λxi + (1− λ)xj , (20)

ỹ = λyi + (1− λ)yj , (21)

where λ ∈ [0, 1] is sampled from the Beta distribution, λ ∼
Beta(α, α), with a fixed hyperparameter α > 0.

Here, yi, yj ∈ R
M are typically one-hot encoded class

labels, so the mixed label ỹ becomes a soft target, a convex

combination of label vectors. To train a model with such

soft labels, the loss function must support probabilistic tar-

gets. A common choice is the soft-label cross-entropy loss:

L(ỹ, ŷ) = −
MX
k=1

ỹk log ŷk, (22)

where ŷ denotes the model’s predicted probability distribu-

tion over classes. This formulation encourages linear be-

havior between training examples, often improving gener-

alization and calibration.

C. Interval Neural Network Layers
The implementation of linear and convolutional layers in

the interval version is straightforward and follows the ap-

proach described in the main part. However, implementing

other interval layers requires more care and is not as trivial.

Interval Batch Normalization. Batch normalization in

the interval version is more involved. Instead of simply

normalizing the lower and upper bounds separately, we first

concatenate the lower and upper bounds into a single tensor.

We then compute the batch statistics, mean, and variance,

over this combined tensor, capturing the distribution of the

entire interval. Using these statistics, we apply the standard

batch normalization transformation.

More concretely, given pre-activation interval bounds

[x, x], we form the concatenated tensor:

Xconcat = [x, x], (23)

and compute the expected mean μ and variance σ2 over

Xconcat. We then normalize and scale the interval bounds

as follows: [
x− μ√
σ2 + ε

,
x− μ√
σ2 + ε

]
, (24)

followed by the affine transformation with learned parame-

ters γ (scale) and β (shift):

γ ·
[

x− μ√
σ2 + ε

,
x− μ√
σ2 + ε

]
+ β. (25)

We add a small positive constant ε to the denominator to

ensure numerical stability. Special attention is required to

handle the sign of γ correctly to maintain valid lower and

upper bounds. If the sign of γ is negative, the lower and up-

per bounds must be swapped after scaling to preserve cor-

rect interval ordering.

Interval Pooling Layers. Pooling operations can be ex-

tended to the interval version by applying them separately

to the lower and upper bounds of each input element.

For max pooling, given a set of input intervals

{[xi, xi]}ni=1, the output interval is computed as:

MaxPoolinf = max
1≤i≤n

xi, (26)

MaxPoolsup = max
1≤i≤n

xi, (27)

and the resulting output interval is

[MaxPoolinf ,MaxPoolsup].
For average pooling, the interval is computed by averag-

ing the bounds independently:

AvgPoolinf =
1

n

nX
i=1

xi, (28)

AvgPoolsup =
1

n

nX
i=1

xi, (29)

so that the final interval is [AvgPoolinf ,AvgPoolsup].
Average pooling often produces tighter and more stable

bounds, and is therefore preferred in interval-based analysis

such as IBP.

D. Benchmark Datasets
Permuted MNIST introduces a different fixed pixel permu-

tation for each task, applied to the original MNIST images.

Rotated MNIST, on the other hand, creates tasks by rotat-

ing the digits by varying angles. These two datasets are

widely used in the continual learning literature as synthetic

benchmarks derived from MNIST [12, 27]. Split CIFAR-

100 [50] is constructed by randomly partitioning the 100

classes of the CIFAR-100 dataset into 10 mutually exclusive

groups, with each group forming a separate classification

task of 10 classes. Similarly, Split miniImageNet is gener-

ated by selecting a subset of the original ImageNet dataset

[5] and dividing it into 20 distinct groups, each containing

5 unique classes. For both Split CIFAR-100 and Split mini-

ImageNet, each class appears in only one group, ensuring



Table 2. Comparison of learnable parameters (in millions) be-

tween our method and the baseline from [39].

Method Permuted MNIST Rotated MNIST Split CIFAR-100

Baseline 2M 2M 5.5M

SHIELD 2.8M 2.8M 5.6M

no class overlap between tasks. This design allows each

subset to be treated as an independent classification task,

resulting in a sequence of tasks for continual learning. To

match the setup of Split miniImageNet presented in [39],

we split Split miniImageNet as described; however, we use

only the first ten tasks. Therefore, we have 10 tasks, each

with 5 classes.

E. Discussion on Learnable Number of Param-
eters Used in SHIELD

Since we employ hypernetworks to generate the weights of

the target network, the total number of learnable parameters

is typically higher than that of baseline architectures. How-

ever, we demonstrate that it is possible to significantly re-

duce this parameter count, bringing it in line with standard

models, while still achieving state-of-the-art performance.

Importantly, the number of parameters in the target network

remains comparable to, or even smaller than, those of the

baseline models; the additional overhead stems solely from

the hypernetwork. The Interval MixUp technique is also not

used in this experiment.

For the Permuted MNIST dataset, we reduce the number

of learnable parameters to match the budget used in [39] by

employing a hypernetwork composed of a two-layer MLP

with hidden dimensions 100 and 50, and an embedding size

of 96. The target network is a two-layer MLP with 50 neu-

rons per layer. For the Rotated MNIST dataset, we adopt

the same architecture but reduce the embedding size to 24 to

further minimize the parameter count. We use ε = 25
255 for

both Permuted MNIST and Rotated MNIST during training.

For the Split CIFAR-100 dataset, again, we align with

the parameter budget from [39] by using an embedding size

of 512 and a hypernetwork consisting of a two-layer MLP

with 200 and 50 hidden units, respectively. Additionally, we

simplify the target AlexNet architecture by removing two

fully connected layers, applying a 4 × 4 average pooling

operation after the final convolutional layer in place of the

max pooling, and reducing the hidden dimension of the last

linear layer to 100. For Split CIFAR-100, we use ε = 2
255

during training.

The total number of learnable parameters used in each

configuration is reported in Tab. 2. Furthermore, we adopt

the same FGSM, PGD, and AutoAttack settings as de-

scribed in the main paper.

Tables 6, 4, and 5 present the AA of SHIELD and several

baselines after learning all tasks sequentially. The results in-

clude performance under three adversarial attacks (AutoAt-

tack, PGD, FGSM) and on original clean data.

On the Permuted MNIST benchmark (Tab. 6), SHIELD

delivers the strongest adversarial robustness among all com-

pared methods. It surpasses prior approaches under all at-

tack settings, including AutoAttack, PGD, and FGSM, es-

tablishing itself as the most resilient model to adversarial

perturbations in this setting. While a few baselines, partic-

ularly DGP and GPM, achieve higher clean accuracy, their

robustness drops notably under stronger attacks. In contrast,

SHIELD maintains both high robustness and solid perfor-

mance on clean samples, without relying on overly large

architectures or task-specific replay. This highlights the

method’s ability to generalize under distribution shifts and

adversarial pressure, a balance that remains a major chal-

lenge in continual learning.

On Rotated MNIST (Tab. 4), SHIELD sets a new state-

of-the-art across all evaluated attacks. It achieves the high-

est Average Accuracy (AA) under AutoAttack (90.36%),

PGD (92.76%), and FGSM (82.21%), outperforming strong

baselines like DGP and GPM by a significant margin.

Moreover, SHIELD not only maintains robust performance

but also retains high AA (93.12%) on original samples,

closely matching the top-performing baselines in that cat-

egory.

On the more complex Split CIFAR-100 benchmark

(Tab. 5), SHIELD once again delivers the strongest perfor-

mance under adversarial attacks. It outperforms all base-

lines by a wide margin in both AutoAttack and PGD eval-

uations, achieving 54.55% and 54.53% AA, respectively,

substantially ahead of the next best method, DGP. While

some baselines achieve slightly better AA on original sam-

ples, they fall short under adversarial threat models. In con-

trast, SHIELD consistently balances robustness and plastic-

ity, confirming its capacity to learn durable representations

without catastrophic forgetting, even in challenging contin-

ual learning settings.

While SHIELD does not achieve the highest AA on orig-

inal samples in this setup, it remains competitive with top

methods like DGP. We emphasize that Interval MixUp was

not used; our goal is to show that SHIELD performs well

even without it and with a smaller target network architec-

ture. The slight drop in clean accuracy stems from two

deliberate choices: (1) SHIELD is trained using a rela-

tively small target network architecture, and (2) training

with stronger adversarial perturbations, which often lowers

clean accuracy but improves robustness. This trade-off al-

lows SHIELD to strike a strong balance between robustness

and performance, making it a reliable option for adversari-

ally robust continual learning.



Table 3. Comparison of AA after completing all tasks on the Permuted MNIST dataset. AA results for SHIELD are averaged over 2 seeds

for AutoAttack and 5 seeds for all other evaluations.

Method

Permuted MNIST

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%)

SGD 14.1 15.4 21.8 36.8

SI 14.3 16.5 22.3 36.9

A-GEM 14.1 19.7 22.9 48.4

EWC 39.4 43.1 50.0 84.9

GEM 12.1 75.5 72.8 96.4

OGD 19.7 24.1 26.0 46.8

GPM 70.4 72.9 65.7 97.2

DGP 81.6 81.2 75.8 97.6
SHIELD 88.43 ± 0.35 90.47 ± 1.36 79.6 ± 1.34 90.71 ± 1.8

Table 4. Comparison of AA after completing all tasks on the Rotated MNIST dataset. AA results for SHIELD are averaged over 2 seeds

for AutoAttack and 5 seeds for all other evaluations.

Method

Rotated MNIST

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%)

SGD 14.1 9.9 20.4 32.3

SI 13.9 15.3 20.1 33.0

A-GEM 14.1 21.6 24.8 45.4

EWC 45.1 49.5 46.5 80.7

GEM 11.9 76.5 74.4 96.7

OGD 19.7 23.8 23.8 48.0

GPM 68.8 71.5 65.9 97.1

DGP 81.6 82.6 78.6 98.1
SHIELD 90.36 ± 0.1 92.76 ± 0.22 82.21 ± 0.43 93.12± 0.22

F. Selected Hyperparameters

For the Split CIFAR-100 experiments, we used an AlexNet-

based target network along with a hypernetwork comprising

two hidden layers of 100 and 50 neurons, respectively. The

embedding size was set to 512, with a batch size of 32 and

a learning rate of 0.001. The hypernetwork used a regular-

ization coefficient β = 0.01, and training was performed

with an �∞ perturbation of ε = 0.005. The optimizer was

Adam, and no data augmentation was used. Training was

conducted for 200 epochs with ReLU activation in both the

target and hypernetwork. We applied a learning rate sched-

uler: ReduceLROnPlateau with monitoring set to the max-

imum validation accuracy, reduction factor
√
0.1, patience

of 5 epochs, minimum learning rate of 5 × 10−7, and no

cooldown. Batch normalization was enabled throughout.

When Interval MixUp is applied, we sample the mixing co-

efficient from a Beta distribution with parameter α = 0.3.

For the Permuted MNIST task, we employed a 2-layer

MLP with 256 neurons per layer in the target network and

100 neurons per layer in the hypernetwork. The embed-

ding size was 24, the batch size was 128, and the learning

rate was 0.001. We used β = 0.001 and performed train-

ing with ε = 0.01. For the Rotated MNIST experiments,

the setup mirrored that of Permuted MNIST but used an

embedding size of 96. Training on Permuted MNIST and

Rotated MNIST was conducted for 5000 iterations. When

using Interval MixUp, we set the Beta distribution parame-

ter to α = 0.1.

In the Split miniImageNet experiments, we used a

ResNet-18 target network and a hypernetwork with two hid-

den layers of 100 and 50 neurons, respectively. The em-

bedding dimension was 128, with a batch size of 16 and

a learning rate of 0.001. We trained using the Adam op-

timizer for 50 epochs, applying ReLU activations and en-

abling batch normalization throughout. The hypernetwork

was regularized with β = 0.01, and training included an

�∞ perturbation of ε = 2
255 . No data augmentation was

used. The learning rate scheduler matched that of the Split

CIFAR-100 setup. When Interval MixUp was used, mix-



Table 5. Comparison of AA after completing all tasks on the Split CIFAR-100 dataset. AA results for SHIELD are averaged over 2 seeds

for AutoAttack and 5 seeds for all other evaluations.

Method

Split CIFAR-100

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%)

SGD 10.3 12.8 19.4 46.5

SI 13.0 15.2 19.8 45.4

A-GEM 12.6 12.9 20.7 40.6

EWC 12.6 23.2 30.5 56.8

GEM 21.2 19.4 47.7 60.6

OGD 11.8 14.1 18.9 44.2

GPM 34.4 36.6 53.7 58.2

DGP 36.6 39.2 48.0 67.2
SHIELD 54.55 ± 0.42 54.53 ± 0.48 47.71 ± 0.86 59.36 ± 1.11

ing coefficients were drawn from a Beta distribution with

α = 0.2.

Model selection was based on the best validation loss.

The optimizer across all experiments was Adam, and ReLU

was used as the activation function throughout. In all cases,

the same adversarial attack settings were used as in [39],

except that the number of attack iterations for PGD was not

specified in that work; we defaulted to 100 iterations for

consistency across evaluations. For AutoAttack, we used

the standard version with default parameters as suggested

by the authors in [7].

Experiments were conducted on NVIDIA RTX 4090 and

A100 GPUs. All software and package versions are listed

in the README file in our code repository.

G. Training Details

To identify the most effective configuration for each dataset,

we conducted an extensive grid search over key hyperpa-

rameters, evaluating combinations to maximize validation

performance. Below we summarize the search spaces used

for each dataset.

Permuted MNIST. For the Permuted MNIST dataset, the

grid search was performed using a 2-layer MLP with 256

neurons per layer in the target network. As a hypernetwork,

we used an MLP, with architecture defined by the hypernet-

work hidden layers parameter. The following hyperparam-

eters were explored:

• Embedding sizes: 24, 48, 96

• Learning rate: 0.001

• Batch sizes: 64, 128

• Regularization coefficients β: 0.0005, 0.001, 0.005, 0.01,

0.05

• Perturbation sizes ε: 2
255 , 20

255 , 25
255 , 0.01

• Hypernetwork hidden layers (MLP): [100, 50], [200, 50],

[100, 100]

• Number of training iterations: 5000

• Number of validation samples per class in each task: 500

• Beta distribution hyperparameters (α): 0.01, 0.1, 0.2, 0.3,

0.4, 0.5

Rotated MNIST. We use the same grid search as for the

Permuted MNIST dataset.

Split CIFAR-100. For the Split CIFAR-100 dataset, the

grid search was conducted using AlexNet as the target net-

work and an MLP-based hypernetwork. Batch normaliza-

tion was enabled, and data augmentation was disabled. The

full hyperparameter search space included:

• Embedding sizes: 128, 256, 512

• Learning rate: 0.001

• Batch sizes: 32, 64

• Regularization coefficients β: 0.01, 0.05, 0.1

• Perturbation sizes ε: 2
255 , 4

255 , 0.005, 0.01

• Hypernetwork hidden layers (MLP): [200, 50], [100, 50],

[100, 100], [100], [200]

• Number of training epochs: 200

• Number of validation samples per class in each task: 500

• Beta distribution hyperparameters (α): α: 0.01, 0.1, 0.2,

0.3, 0.4, 0.5

Split miniImageNet. For the Split miniImageNet dataset,

the grid search was conducted using ResNet-18 as the target

network and an MLP-based hypernetwork. Batch normal-

ization was enabled, and data augmentation was disabled.

The full hyperparameter search space included:

• Embedding sizes: 96, 128, 256

• Learning rate: 0.001

• Batch size: 16



• Regularization coefficients β: 0.01, 0.05

• Perturbation sizes ε: 1
255 , 2

255 , 4
255

• Hypernetwork hidden layers (MLP): [200, 50], [100, 50],

[100]

• Number of training epochs: 50

• Number of validation samples per class in each task: 250

• Beta distribution hyperparameters (α): α: 0.01, 0.1, 0.2,

0.3, 0.4, 0.5

The Adam optimizer was used across all tasks. These

grid searches enabled a systematic selection of optimal con-

figurations for each dataset.

Interval Bound Propagation Training Details. Train-

ing with overly wide intervals can destabilize the learning

process, especially in the early stages. To mitigate this,

we begin training with κ = 1, placing full emphasis on

the standard classification loss. As training progresses, the

weight on the interval bound loss increases gradually, reach-

ing κ = 0.5 by the midpoint of training. Simultaneously,

we initialize the perturbation radius at ε = 0 and linearly

increase it during the first half of training, so that it reaches

the target value at the midpoint. Both κ and ε remain fixed

for the remainder of training.

Formally, let E be the total number of training iterations

per task, and denote by κi and εi the values of κ and ε at

iteration i ∈ {1, . . . , E}. We define their schedules as:

κi = max{1
2
, 1− i

2E
} (30)

εi =

(
2i·ε
E if i ≤ �E

2 �,
ε otherwise.

(31)

Architecture Details. In the main part of the pa-

per, we use the same base architecture across Per-

muted MNIST, Rotated MNIST, and Split-miniImageNet.

For the Split CIFAR-100, we adopt a streamlined variant of

AlexNet to meet the capacity and efficiency requirements

of hypernetwork-based training. Specifically, we remove

dropout, include biases, and replace standard batch normal-

ization layers with interval-aware variants. The classifier

comprises two fully connected layers with 100 units each.

To improve numerical stability during IBP, we replace max

pooling with average pooling. Additionally, a 4×4 average

pooling layer is applied after the final convolutional layer to

reduce dimensionality.

This lightweight adaptation of AlexNet ensures that the

target network remains compact, which is critical for train-

ing efficiency when its parameters are generated dynami-

cally by a hypernetwork. Importantly, unlike [39], we do

not allocate separate convolutional layers for each task; our

model maintains a single shared architecture across tasks.

Further architectural details and hyperparameter choices are

discussed in Appendix Section G. A shared MLP hypernet-

work is used across all datasets.

H. Ablation Study and Additional Experi-
ments

H.1. Results on Permuted MNIST
On Permuted MNIST (Tab. 6), SHIELD achieves competi-

tive AutoAttack performance, closely matching DGP, while

outperforming all baselines under PGD, FGSM, and on

original samples. Notably, it is the only method with pos-

itive BWT, indicating both effective knowledge retention

and improvement on previous tasks. SHIELDIM further im-

proves PGD and original accuracy, with a minor trade-off

in BWT.

Table 6. AA performance after all tasks on the Per-

muted MNIST. Results for SHIELD and SHIELD with Interval

MixUp (SHIELDIM) are averaged over 2 seeds for AutoAttack and

5 seeds for the other evaluations. Baseline results are from [39].

Method AutoAttack PGD FGSM Original samples

Metric AA(%) AA(%) AA(%) AA(%) BWT

Permuted MNIST

SGD 14.1 15.4 21.8 36.8 -0.66

SI 14.3 16.5 22.3 36.9 -0.67

A-GEM 14.1 19.7 22.9 48.4 -0.54

EWC 39.4 43.1 50.0 84.9 -0.12

GEM 12.1 75.5 72.8 96.4 -0.01

OGD 19.7 24.1 26.0 46.8 -0.57

GPM 70.4 72.9 65.7 97.2 -0.01

DGP 81.6 81.2 75.8 97.6 -0.01

SHIELD 80.91 90.11 78.87 93.58 0.02
SHIELDIM 80.08 97.44 79.09 97.96 -0.05

H.2. Alternative Epsilon Decay Rate Functions in
Interval MixUp

In this subsection, we investigate how different epsilon de-

cay rates affect the training of SHIELD. In the paper, we

employ a linear decay schedule. However, it is important to

examine whether alternative decay strategies lead to differ-

ent training behaviors. To this end, we additionally consider

quadratic, logarithmic, and cosine decay functions. The

corresponding plots of these decay schedules are shown in

Figure 4.

Fig. 5 presents the AA over time for various decay rate

strategies across three continual learning benchmarks: Per-

muted MNIST, Split CIFAR-100, and Split miniImageNet.

The top row shows AA, computed as the mean accuracy

over all tasks seen so far, immediately after learning each

task. The bottom row shows final AA, calculated as the av-

erage accuracy on all tasks after the final task is learned.

Across all datasets, linear and logarithmic decay rate

schedules demonstrate stable and competitive performance



Figure 4. Comparison of different epsilon decay rates used in In-

terval MixUp.

throughout training. In contrast, cosine and quadratic func-

tions result in noticeably unstable and degraded accuracy,

particularly evident in later tasks (such as the 6th task of

Split CIFAR-100 and Split miniImageNet). This instabil-

ity may be attributed to the more abrupt fluctuations of co-

sine and quadratic schedules (Figure 4). These findings sug-

gest that decay strategies, such as linear or logarithmic, bet-

ter support robust learning in adversarial continual learning

scenarios.

Table 7. Comparison of AA after completing all tasks on the Per-

muted MNIST dataset. AA results for different scheduling strate-

gies (linear, quadratic, log, and cos) were calculated for a single

seed.

Schedule

Permuted MNIST

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

Linear 80.53 97.48 79.4 98.01 0.002
Quadratic 80.45 97.64 79.51 98.16 0.001

Log 80.38 97.44 79.67 97.98 -0.03

Cos 81.44 97.4 80.1 97.92 -0.05

Table 8. Comparison of AA after completing all tasks on the Split

CIFAR-100 dataset. AA results for different scheduling strategies

(linear, quadratic, log, and cos) were calculated for a single seed.

Schedule

Split CIFAR-100

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

Linear 63.89 62.9 46.99 66.97 -0.22
Quadratic 63.14 62.58 46.72 67.6 -0.27

Log 62.91 62.1 46.75 67.07 -0.68

Cos 58.87 57.72 42.91 62.44 -5.29

We evaluate the performance of SHIELD trained using

linear, quadratic, logarithmic, and cosine epsilon decay rate

schedules in the context of adversarial attacks. The results

Table 9. Comparison of AA after completing all tasks on the Split

miniImageNet dataset. AA results for different scheduling strate-

gies (linear, quadratic, log, and cos) were calculated for a single

seed.

Schedule

Split miniImageNet

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

Linear 60.08 60.32 56.16 64.72 -0.13
Quadratic 59.2 51.36 46.92 55.2 -7.33

Log 55.72 55.64 51.64 59.84 -2.09

Cos 55.52 55.84 51.88 60.2 -3.51

are presented in Figures 7, 8, and 9. The attacks used are

the same as those described in the main paper. On Permuted

MNIST, the results are nearly identical across all schedules.

However, for Split CIFAR-100 and Split miniImageNet, the

linear decay strategy performs the best. In this experiment,

we used the best hyperparameters identified for the linear

strategy in the main paper, so it is possible that further grid

search for the other schedules could yield improved results.

H.3. Impact of FGSM Perturbation Size on Average
Accuracy

In Fig. 6, we show the effect of FGSM attacks with vary-

ing εattack values on the AA metric for our method and for

HNET. The results indicate that HNET is substantially more

vulnerable to adversarial perturbations, with a steep drop in

AA on Split CIFAR-100 and Split miniImageNet, even un-

der small εattack values. For each subfigure in Fig. 6, we

evaluate our models using 10 FGSM attack strengths, with

εattack values evenly spaced from 0 up to twice the ε (pertur-

bation value used in the training process) used during train-

ing. This setup allows us to assess how well the models

generalize robustness beyond the training-time perturbation

level. The optimal ε values used are those identified in Sec-

tion F.

H.4. Impact of PGD Iterations on Average Accuracy
In Fig. 7, we present the effect of PGD attacks with an in-

creasing number of steps on the AA metric for SHIELD and

HNET. Across all evaluated datasets, SHIELD consistently

achieves higher initial accuracy when subjected to no attack

or only a few PGD steps. Both SHIELD and HNET ex-

hibit a noticeable drop in AA within the first 10 to 25 steps;

however, their performance then stabilizes, demonstrating

resilience to stronger iterative attacks.

For each subfigure in Fig. 7, we evaluate both models

across 10 PGD configurations, with the number of attack

steps evenly spaced from 0 to 200. The remaining PGD hy-

perparameters (e.g., step size, εattack) are kept identical to

those used in the main experiments. This extended evalua-

tion allows us to assess model robustness across a broader



(a) Permuted MNIST (b) Split CIFAR-100 (c) Split miniImageNet

AA after learning each task

(d) Permuted MNIST (e) Split CIFAR-100 (f) Split miniImageNet

AA on all tasks after training the final task

Figure 5. Comparison of results for different epsilon decay rates across (a) Permuted MNIST, (b) Split CIFAR-100, and (c) Split miniIm-

ageNet. Top row: AA measured immediately after learning each task. Bottom row: AA evaluated on all tasks after completing the final

task.

(a) Permuted MNIST (b) Split CIFAR-100 (c) Split miniImageNet

Figure 6. AA of SHIELD and HNET under FGSM attacks with increasing perturbation sizes, evaluated on models trained on Permuted

MNIST (Fig. 6a), Split CIFAR-100 (Fig. 6b), and Split miniImageNet (Fig. 6c).

attack range than previously reported. As before, we use the

best-performing hyperparameters identified in Section F.

These results further confirm that SHIELD provides

stronger and more stable adversarial robustness, particularly

under longer and more aggressive PGD attacks.

H.5. Impact of β Hyperparameter Selection on
Training Process of SHIELD

We evaluate the ability of SHIELD to retain knowledge

across tasks, which is controlled by the hyperparameter β.

In Fig. 8, we present AA curves obtained by training the

model with optimal hyperparameters while varying β. The

results show that β values of 0.01 and 1.0 yield the best

performance, ensuring stable predictions and minimal for-

getting. In contrast, a small value of β = 0.001 leads to

significant forgetting, particularly on the 5th and 6th tasks,

after learning the final task.

H.6. Performance of SHIELD on TinyImageNet
dataset

We assess the scalability of SHIELD on a more challenging

benchmark involving a larger number of tasks. Specifically,

we use TinyImageNet, a subset of ImageNet, consisting of

200 classes, each with 500 training images and 50 valida-

tion images at a resolution of 64 × 64 pixels. To construct

the benchmark, we define 40 tasks, each composed of 5 ran-

domly selected, non-overlapping classes. This setup allows

us to evaluate SHIELD’s performance under increased task

complexity and class diversity.

We compare the robustness of SHIELD with the tradi-

tional HNET approach [45] under three adversarial attacks:

FGSM, PGD, and AutoAttack. Both models are trained



(a) Permuted MNIST (b) Split CIFAR-100 (c) Split miniImageNet

Figure 7. AA of SHIELD and HNET under PGD attacks with increasing number of gradient steps, evaluated on models trained on Permuted

MNIST (Fig. 7a), Split CIFAR-100 (Fig. 7b), and Split miniImageNet (Fig. 7c).

(a) AA calculated directly after learning each task

(b) AA calculated after the final task

Figure 8. Comparison of AA curves for varying β values, which

control hypernetwork regularization strength in SHIELD

specifically on TinyImageNet. For FGSM, we set the at-

tack strength to εattack = 4
255 . For PGD and AutoAttack,

we use εattack = 2
255 , with a PGD step size of δ = 4

255 and

100 iterations. The AutoAttack configuration is the same as

used in the main experiments of the paper.

We use ResNet-18 as the target network. The hypernet-

work is implemented as a multilayer perceptron (MLP) with

a single hidden layer of 100 neurons and an embedding size

of 48. Results are reported using a fixed random seed set

to 1, shared across both models. We train both architec-

tures for 50 epochs using the Adam optimizer, a learning

rate of 0.001, and a batch size of 128. The same learning

rate scheduler as in the Split CIFAR-100 experiments is ap-

plied. We set β = 0.05. For SHIELD, we use ε = 0.005
during training and apply Interval MixUp.

Table 10. Comparison of AA after completing all tasks on the

TinyImageNet dataset.

Method AutoAttack PGD FGSM Original samples

HNET 46.37 45.3 49.17 63.83

SHIELD 51.78 52.83 52.36 64.33

From Tab. 10, we observe that even on a challenging

dataset like TinyImageNet, our model achieves high AA

on original (non-adversarial) test samples while also main-

taining robustness against adversarial attacks. While HNET

achieves competitive results, our method performs slightly

better, especially under adversarial conditions.

H.7. Impact of κ Hyperparameter Selection on Av-
erage Accuracy

To evaluate the sensitivity of our method to the hyperparam-

eter κ, we conducted experiments on the Split CIFAR-100

dataset, measuring AA under various adversarial attacks

(AutoAttack, PGD, FGSM) as well as on original sam-

ples, along with BWT. The results, averaged over 2 seeds,

are presented in Tab. 11. The table compares performance

across κ values of 0.0, 0.5, and 1.0, with the best results

per metric highlighted in bold. From the results, κ = 0.5
consistently achieves the highest average accuracy across

all evaluated attacks and on original samples, demonstrat-

ing superior robustness and generalization. While BWT is

slightly negative for κ = 0.5, indicating minimal forgetting,



Table 11. Impact of the hyperparameter κ on AA under various

attacks and backward transfer on Split CIFAR-100. Results are

averaged over 2 seeds. Bold values indicate the best performance

per metric.

κ
Split CIFAR-100

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

0.0 61.24 60.1 45.01 64.93 0.06
0.5 63.08 62.39 46.48 67.45 -0.41

1.0 56.58 58.94 45.54 64.55 - 8.39

it outperforms the other values, particularly κ = 1.0, which

exhibits significant degradation in both accuracy and BWT.

In contrast, κ = 0.0 shows moderate performance but falls

short of the balanced improvements offered by κ = 0.5.

Based on these findings, we select κ = 0.5 for all experi-

ments in the main paper, as it provides the optimal trade-off

between adversarial robustness, clean accuracy, and knowl-

edge retention in continual learning settings.

H.8. Hypernetwork Ablation
To assess the importance of the hypernetwork component in

SHIELD, we compare the hypernetwork with IBP training

against a variant where the hypernetwork is replaced with

EWC while keeping IBP training. In both settings, we ad-

ditionally employ Interval MixUp to ensure a fair compari-

son. The backbone architectures (AlexNet/MLP, depending

on the dataset) remain unchanged. Results are reported in

Table 12.

Table 12. Ablation study comparing SHIELD and EWC + IBP

(both with Interval MixUp). Results report AA on original sam-

ples and are averaged over 5 seeds.

Method Permuted MNIST Split CIFAR-100

EWC + IBP 58.77± 0.21 15.97± 0.04

SHIELD 97.96 ± 0.04 67.45 ± 0.28

Replacing the hypernetwork with EWC leads to a notice-

able drop in performance, particularly on Split CIFAR-100.

On Permuted MNIST, EWC with IBP achieves 58.77 ±
0.21% AA, while performance on Split CIFAR-100 de-

creases to 15.97±0.04%. Notably, AA on original samples

in the EWC-based variant is already substantially lower,

which further limits adversarial robustness under strong at-

tacks. This suggests that the hypernetwork plays a cru-

cial role in maintaining stable representations across tasks,

which in turn supports stronger adversarial robustness.

Overall, the results indicate that the hypernetwork is an

essential component of SHIELD, contributing significantly

to both continual knowledge retention and robustness under

adversarial evaluation.

Figure 9. IBP-verified AA as a function of the perturbation radius

ε for SHIELD on Permuted MNIST, evaluated after the final task.

H.9. IBP-Verified Robustness Curve on Permuted
MNIST

In Fig. 9, we report the IBP-verified AA as a function of

the perturbation radius ε. The curve is obtained using the

model that achieved the best performance in the main paper

and is evaluated after training on the final task. For each

value of ε, a prediction is counted as correct only if the IBP

bounds certify that the predicted class remains unchanged

for all inputs within the corresponding �∞ neighborhood.

I. Extended Results from Main Paper
In this section, we extend results from Table 1 to attach stan-

dard deviations. We present extended results in Table 13,

14, 15, and 16.

J. Class-Incremental Learning Results
Tab. 17 presents a comparison between SHIELD and the

HNET baseline in terms of adversarial robustness across

four datasets: Permuted MNIST, Rotated MNIST, Split

CIFAR-100, and Split miniImageNet, within the Class-

Incremental Learning (CIL) setting. The results include AA

under three adversarial attacks (AutoAttack, PGD, FGSM)

as well as accuracy on original test samples, all reported

after learning the full task sequence.

The results indicate that SHIELD consistently achieves

higher adversarial robustness than HNET under AutoAt-

tack across all datasets. On Permuted MNIST and Ro-

tated MNIST, SHIELD shows large margins of improve-

ment across all attack types, with particularly high AA un-

der PGD on Permuted MNIST (97.21%) and AutoAttack

(36.9%) on Rotated MNIST. For Split CIFAR-100, both

methods perform similarly. On the more challenging Split

miniImageNet benchmark, SHIELD again significantly out-

performs HNET in all scenarios, achieving over 12% of AA

under AutoAttack compared to just 2% for the baseline.

These findings confirm that SHIELD offers a substantial

improvement in adversarial robustness in continual learn-

ing, even under challenging conditions. Notably, this is the

first method, to our knowledge, that demonstrates strong ro-



Table 13. Comparisons of AA and BWT after learning all the tasks on Permuted MNIST dataset. The results for baselines were extracted

from Table 1 in [39].

Method

Permuted MNIST

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

SGD 14.1 15.4 21.8 36.8 -0.66

SI 14.3 16.5 22.3 36.9 -0.67

A-GEM 14.1 19.7 22.9 48.4 -0.54

EWC 39.4 43.1 50.0 84.9 -0.12

GEM 12.1 75.5 72.8 96.4 -0.01

OGD 19.7 24.1 26.0 46.8 -0.57

GPM 70.4 72.9 65.7 97.2 -0.01

DGP 81.6 81.2 75.8 97.6 -0.01

SHIELD 80.91 ± 1.18 90.11 ± 0.8 78.87 ± 2.06 93.58 ± 0.52 0.02 ± 0.01
SHIELDIM 80.08±0.01 97.44 ± 0.05 79.09 ± 0.87 97.96 ± 0.04 -0.05 ± 0.03

Table 14. Comparisons of AA and BWT after learning all the tasks on Rotated MNIST dataset. The results for baselines were extracted

from Table 2 in [39].

Method

Rotated MNIST

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

SGD 14.1 9.9 20.4 32.3 -0.71

SI 13.9 15.3 20.1 33.0 -0.72

A-GEM 14.1 21.6 24.8 45.4 -0.57

EWC 45.1 49.5 46.5 80.7 -0.18

GEM 11.9 76.5 74.4 96.7 -0.01

OGD 19.7 23.8 23.8 48.0 -0.55

GPM 68.8 71.5 65.9 97.1 -0.01

DGP 81.6 82.6 78.6 98.1 -0.00
SHIELD 85.64 ± 0.03 92.94 ± 0.16 83.82 ± 0.2 95.62 ± 0.06 -0.03 ± 0.05

SHIELDIM 82.91 ± 0.37 97.88 ± 0.08 83.03 ± 0.45 98.32 ± 0.06 -0.08 ± 0.04

bustness against adversarial attacks in the CIL setting, high-

lighting the practical effectiveness and novelty of the pro-

posed framework.

The results reported in Tab. 17 were averaged over mul-

tiple random seeds to ensure statistical reliability. Specif-

ically, results for Permuted MNIST, Rotated MNIST, and

Split CIFAR-100 were averaged over 5 seeds, while Split

miniImageNet results were averaged over 3 seeds. Due to

the computational cost of AutoAttack, its results were aver-

aged over 2 seeds for all datasets.

We present the pseudocode for SHIELD in the CIL set-

ting in Algorithm 1. During inference, since task identity

is unknown, the hypernetwork generates task-specific mod-

els for all tasks, and each is evaluated on the given input.

The task is inferred by selecting the model with the low-

est predictive entropy, assuming that the correct task model

yields the most confident prediction. When adversarial at-

tacks are considered, task inference is always performed on

perturbed inputs to simulate realistic evaluation conditions.

A prediction is counted as correct only if both the task is

correctly inferred and the predicted class matches the true

label; otherwise, it is treated as misclassified.

K. Comparison with AIR Method

Tab. 18 reports the performance of SHIELD under the AIR

evaluation protocol (None → FGSM → PGD) on CIFAR-

100. SHIELD achieves the highest accuracy on Task 2 and

Task 3, outperforming all baselines under both FGSM and

PGD attacks in the later tasks.

Importantly, SHIELD is attack-agnostic - it does not

rely on generating adversarial examples during training, in

contrast to AIR. Instead, robustness is encouraged through

interval-based training. For a fair comparison, we adopt

the Wide ResNet architecture used in AIR, but employ a

10-layer variant with a widening factor of 10 to reduce the

number of learnable parameters and ensure feasibility on

our available hardware. Apart from this architectural adjust-



Table 15. Comparisons of AA and BWT after learning all the tasks on Split CIFAR-100 dataset. The results for baselines were extracted

from Table 3 in [39].

Method

Split CIFAR-100

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

SGD 10.3 12.8 19.4 46.5 -0.49

SI 13.0 15.2 19.8 45.4 -0.48

A-GEM 12.6 12.9 20.7 40.6 -0.48

EWC 12.6 23.2 30.5 56.8 -0.35

GEM 21.2 19.4 47.7 60.6 -0.13

OGD 11.8 14.1 18.9 44.2 -0.50

GPM 34.4 36.6 53.7 58.2 -0.10
DGP 36.6 39.2 48.0 67.2 -0.13

SHIELD 60.91 59.77 45.37 64.24 -0.34

SHIELDIM 63.08 ± 0.64 62.39± 0.38 46.48 ± 0.33 67.45 ± 0.28 -0.41 ± 0.19

Note: In the original Table 3 from [39], the reported accuracy for FGSM was higher than

for original samples, which is inconsistent with expected adversarial behavior. We assume

this was a mistake and have swapped the columns accordingly for a fair comparison.

Table 16. Comparisons of AA and BWT after learning all the tasks on Split miniImageNet dataset. The results for baselines were extracted

from Figure 3 in [39].

Method

Split miniImageNet

AutoAttack PGD FGSM Original samples

AA(%) AA(%) AA(%) AA(%) BWT

SGD 20.5 22.0 23.5 30.8 -0.24

A-GEM 19.0 19.8 21.2 29.2 -0.28

EWC 21.3 22.7 24.3 29.9 -0.25

SI 20.4 21.3 22.7 28.1 -0.27

GEM 22.3 23.8 25.4 31.8 -0.20

OGD 17.9 18.8 20.7 29.6 -0.29

GPM 26.3 27.1 28.8 36.8 -0.12

DGP 32.1 33.8 35.5 44.8 -0.05
SHIELD 56.22 ± 0.37 56.8 ± 0.95 53.08 ± 0.63 59.52 ± 0.67 -0.16 ± 0.3

SHIELDIM 57.9 ± 3.08 58.47 ± 1.9 54.1 ± 2.42 62.67 ± 1.9 -0.18 ± 0.43

ment, all experimental settings follow [53]. Our hypernet-

work consists of a two-layer MLP with 100 and 50 hidden

units, respectively, and an embedding size of 512.

L. Training Algorithm

The training procedure of SHIELD is detailed in Algo-

rithm 2. Note that subtracting a scalar from a tensor denotes

a broadcasted operation, where the scalar is automatically

expanded to match the shape of the tensor. This broadcast-

ing allows element-wise arithmetic without the need for ex-

plicit reshaping. In particular, such operations occur during

the construction of perturbed inputs (e.g., interval bounds),

enabling efficient implementation.

M. Training Time of SHIELD
Tab. 19 reports the training time of SHIELD model

across different datasets. The durations are shown in the

HH:MM:SS format and include standard deviations where

available. For Permuted MNIST, Rotated MNIST, Split

CIFAR-100, and Split miniImageNet, results are averaged

over 5 training runs using the best-performing hyperparam-

eters. For TinyImageNet, the time is reported from a single

run with no standard deviation.

N. Interval MixUp Samples
Fig. 10 presents representative examples of samples gener-

ated using Interval MixUp. Each row corresponds to a sin-

gle mixed input (the center of a hypercube), and each col-

umn shows perturbations with increasing noise magnitude.



Table 17. Adversarial robustness of SHIELD across multiple datasets in the CIL scenario. We report AA under AutoAttack, PGD, and

FGSM attacks, as well as on original samples after learning all tasks.

Dataset Method AutoAttack PGD FGSM Original samples

Permuted MNIST
SHIELD 79.76 ± 0.18 97.21 ± 0.32 77.76 ± 1.5 97.46 ± 0.27
HNET 3.96 ± 2.45 89.16 ± 0.92 12.02 ± 0.26 93.97 ± 0.49

Rotated MNIST
SHIELD 36.9 ± 0.21 39.12 ± 0.47 12.01 ± 0.28 42.32 ± 0.56
HNET 7.77 ± 0.07 31.86 ± 0.75 3 ± 0.36 38.64 ± 0.8

Split CIFAR-100
SHIELD 15.17 ± 0.23 13.08 ± 0.43 9.8 ± 0.47 23.11 ± 0.44
HNET 10.57 ± 0.21 13.47 ± 0.5 11.91 ± 0.45 21.15 ± 0.69

Split miniImageNet
SHIELD 12.66 ± 0.88 9.65 ± 1.79 9.53 ± 1.76 19.16 ± 1.25
HNET 2.06 ± 0.42 4.33 ± 0.76 6.19 ± 0.92 12.84 ± 2.53

Algorithm 1 The pseudocode of SHIELD in CIL setting

Require: Trained task embeddings {et}Tt=1, number of

tasks T , trained hypernetwork H(·;Φ) with weights Φ,

test sample x, number of classes Ct per task

Ensure: Predicted label ŷ and inferred task ID t̂
1: for t = 1 to T do
2: θt ← H(et;Φ)
3: ŷ(t) ← Softmax(f(x; θt))

4: Compute entropy: ψt ← −PCt

j=1 ŷ
(t)
j · log(ŷ(t)j )

5: end for
6: t̂ ← argmint ψt

7: ŷ ← argmaxj ŷ
(t̂)
j

Table 18. Accuracy results on CIFAR-100 for the None → FGSM

→ PGD training sequence. Results for SHIELD are averaged over

3 random seeds. Baseline results are extracted from Tab. 4 in [53].

Method Task 1 Task 2 Task 3

Vanilla 42.01 22.30 17.80

EWC 48.35 22.54 16.59

AIR 47.08 27.34 23.04

SHIELD 46.25 ± 0.29 28.36 ± 0.01 27.82 ± 0.08

Upper bound 45.33 30.23 21.25

Table 19. Comparison of training time of the SHIELD model on

considered datasets.

Dataset SHIELD

Permuted MNIST 00 : 37 : 59± 00 : 00 : 02
Rotated MNIST 00 : 36 : 18± 00 : 00 : 19
Split CIFAR-100 02 : 10 : 23± 00 : 02 : 00
Split miniImageNet 09 : 21 : 05± 00 : 12 : 11
TinyImageNet 05 : 16 : 04

The samples were randomly selected from the Split miniIm-

ageNet dataset. This visualization highlights how the neigh-

borhood around each mixed point is explored, showing that

small perturbations preserve the semantic content of the im-

age, while larger ones introduce gradual variations.

O. Theoretical Analysis of SHIELD
We now present the theoretical analysis of SHIELD to-

gether with the proof of the main theorem.

O.1. Robustness Preservation Condition Theorem
Proof. Using the previously introduced notation, and fol-

lowing Definition 3.1, our goal is to show that for any task

s and any (x, ytrue) ∈ Ds, the following condition holds:

z(K)
ytrue

(x; θs,t + h) > max
j �=ytrue

z
(K)
j (x; θs,t + h), (32)

where h denotes the hypernetwork output change induced

by the gradient update of the hypernetwork weights while

learning the (t + 1)-th task. This parameter change affects

the classifier outputs. For each classifier logit lx, we can

write:

flx (x; θs,t + h) ∈ [
z
(K)
lx

(x; θs,t)−Δ(t)
max(h),

z
(K)
lx

(x; θs,t) + Δ(t)
max(h)

]
.

(33)

Since each logit changes by at most Δ
(t)
max(h), it follows

that

z(K)
ytrue

(x; θs,t + h)− max
j �=ytrue

z
(K)
j (x; θs,t + h) (34)

≥ z(K)
ytrue

(x; θs,t)− max
j �=ytrue

z
(K)
j (x; θs,t)− 2Δ(s,t)

max (h).

(35)

By the assumption stated in Eq. (14), the right-hand side

of the inequality above is strictly positive. Therefore, we

obtain:

z(K)
ytrue

(x; θs,t + h) > max
j �=ytrue

z
(K)
j (x; θs,t + h), (36)

which concludes the proof.



Algorithm 2 The pseudocode for SHIELD training

Require: Task embeddings {et}Tt=1, hypernetwork

H(et;Φ), target network f(·;H(et;Φ)), number of

tasks T , training data Dt = {(xi, yi)}Nt
i=1, regulariza-

tion weight β > 0, perturbation value ε, cross-entropy

weight κ ∈ (0, 1), number of training steps n, Beta

distribution parameter α ≥ 0
Ensure: Trained parameters Φ and {et}Tt=1

1: Randomly initialize Φ and {et}Tt=1

2: for t = 1 to T do
3: if t > 1 then
4: Freeze et−1

5: for j = 1 to t− 1 do
6: θj ← H(ej ;Φ)
7: end for
8: end if
9: ε′ ← 0

10: κ′ ← 1
11: for step = 1 to n do
12: θt ← H(et;Φ)
13: Sample minibatch {(xi, yi)}Bi=1 from Dt

14: Sample λ ∼ Beta(α, α)
15: εIM ← |2λ− 1| · ε′
16: Sample xi �= xj from minibatch

17: x̃ ← λ · xi + (1− λ) · xj

18:
[
ŷ, ŷ

] ← f([x̃− εIM, x̃+ εIM];θt)
19: ŷ ← f(x̃;θt)
20: if t = 1 then
21: Ltotal ← LIMixUp {From Eq. (17), using ε′ and

κ′}
22: else
23: Ltotal ← LIMixUp+β ·Lout {From Eq. (11), using

ε′ and κ′}
24: end if
25: Update Φ and et using gradient descent

26: if step ≤ �n
2 � then

27: ε′ ← ε · 2·step
n

28: κ′ ← max{ 1
2 , 1− step

2n }
29: end if
30: end for
31: Store et
32: end for

O.2. Justification via Empirical Validation of the
Theoretical Condition

We now provide an empirical analysis to justify the prac-

tical efficacy of our method with respect to the theoretical

conditions established in Theorem 3.1.

The theorem defines a strict, per-sample sufficient condi-

tion for preserving certified robustness: a sample (x, ytrue)
that is certifiably robust at time t (i.e., M(x; θs,t) > 0) will

remain so at time t+1 if its margin is large enough to absorb

the logit change caused by the parameter update h:

M(x; θs,t) > 2Δ(s,t)(x,h), (37)

where Δ(s,t)(x,h) = ‖f(x; θs,t + h)− f(x; θs,t)‖∞.

The Practical Proxy Argument
Explicitly enforcing this theoretical constraint for all sam-

ples at every step is computationally prohibitive in a data-

free continual learning setting. We argue that the intrinsic

regularization properties of our hypernetwork architecture

serve as an effective, automatic, and computationally effi-

cient proxy for this hard constraint.

Our hypernetwork regularization (see Eq. (10)) restricts

changes in the hypernetwork weights (Φ). Since the output

classifier weights (θs,t) are a smooth and continuous func-

tion of Φ, this regularization implicitly limits the magnitude

of the resulting parameter update h. Consequently, it con-

strains the logit change Δ(s,t)(x,h).

Empirical Validation
To validate this claim, Tab. 20 reports the percentage of

samples that satisfy the theoretical guarantee; i.e., samples

that were initially robust (at time t) and for which the in-

equality M(x; θs,t) − 2Δ(s,t)(x,h) > 0 holds after all

tasks are completed. This directly measures how well our

implicit regularization fulfills the conditions of the theorem.

The results are strong and consistent across all bench-

marks. On Permuted MNIST, 97.70% of samples satisfy

the theoretical guarantee; on Rotated MNIST, 95.63%; and

on Split CIFAR-100, 99.00%. These high rates indicate

that our implicit regularization effectively limits the magni-

tude of the logit change Δ(s,t)(x,h), such that, for the vast

majority of inputs, this change is absorbed by the margin

M(x; θs,t), thereby preserving the theoretical guarantee in

practice.

In addition, Fig. 11 provides a more detailed empiri-

cal verification of the underlying assumption. For each

previous task s, we compute Δ
(s,T )
max (x;h), where T de-

notes the final task and h = θs,T − θs,s. Figure 11

shows histograms (log-scale on the x-axis) of the ratio

Δ
(s,T )
max (x;h)/

(
1
2M(x, ytrue;θs,T )

)
for Permuted MNIST

and Split CIFAR-100. The dashed red line indicates the

critical threshold at 1: values exceeding this threshold vio-

late Eq. (14), meaning that the parameter drift exceeds half

of the certified margin and robustness is no longer guaran-

teed. Across both benchmarks, the mass of the distributions

lies well below this threshold, indicating that the sufficient

condition holds for nearly all IBP-certified samples, with

a substantial margin. Therefore, robustness is preserved in

practice.



Figure 10. Each row corresponds to a single Interval MixUp-generated sample (hypercube center), and each column shows perturbations

with increasing noise magnitude. This visualization demonstrates how added noise affects interpolated inputs, preserving semantic structure

under small perturbations and gradually introducing variability.

Figure 11. Empirical verification of Eq. (14) from Theorem 3.1. The dashed red line marks the threshold 1. Left: Permuted MNIST. Right:

Split CIFAR-100.

In conclusion, our method maintains high certified ro-

bustness across tasks. The empirical analysis shows that

knowledge of certified robustness is effectively transferred

between tasks via the hypernetwork’s regularization mech-

anism. This provides a practical solution that satisfies the

necessary condition for robustness preservation without in-

curring the computational cost of explicitly enforcing the

hard theoretical constraint derived from Theorem 3.1.



Table 20. Percentage of samples that remain robustly classified

after learning the final task (Theorem 3.1). Higher values indi-

cate better preservation of robustness. Results are averaged over 5

seeds.

Task ID Permuted MNIST Rotated MNIST Split CIFAR-100

1 97.67 ± 0.42 94.49 ± 0.53 100.00 ± 0.00

2 97.09 ± 0.47 95.26 ± 0.87 95.21 ± 4.10

3 96.83 ± 0.50 94.77 ± 1.07 100.00 ± 0.00

4 97.38 ± 0.35 94.70 ± 1.53 99.04 ± 1.92

5 97.23 ± 0.47 97.07 ± 0.78 99.00 ± 1.39

6 98.02 ± 0.45 91.95 ± 4.03 98.95 ± 2.10

7 97.84 ± 0.34 95.76 ± 0.63 99.00 ± 1.17

8 98.55 ± 0.23 98.34 ± 0.14 99.76 ± 0.48

9 98.73 ± 0.59 98.33 ± 0.22 100.00 ± 0.00

Average 97.70 ± 0.11 95.63 ± 0.49 99.00 ± 0.59


