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Supplementary Material

In this supplementary material, we provide additional
details, explanations, definitions, and experimental results,
including ablation studies, that could not be included in the
main paper due to space limitations. The content is struc-
tured into clear sections to enhance readability and to sup-
port a comprehensive understanding of our work.

1. Extended Challenges in Ensuring Auditable
Data Valuation and Verifiable Client Up-
dates

The performance and reliability of any federated learning
(FL) system depend on the quality and integrity of client-
held private data [24, 31]. However, assessing the utility of
this data before training remains a largely unsolved prob-
lem due to the server’s restricted access, FL’s decentralized
architecture, and client-level data heterogeneity [18, 21].
Existing data curation and validation strategies suffer un-
der constraints like small sample sizes, unknown trustwor-
thiness, and missing labels [23, 34]. Also, contrary to in-
tuition, smaller datasets often pose greater privacy risks
than larger ones [11]. Due to reduced diversity, individual
records in small datasets are more distinguishable and thus
more susceptible to re-identification attacks [43]. Further,
the problem intensifies under data poisoning attacks, where
adversarial clients inject subtly crafted poisoned samples
into the training data that degrade global model perfor-
mance [8, 38]. Most existing defense methods rely on post-
training heuristics, trusted servers, or access to clean vali-
dation data, introducing scalability bottlenecks and privacy
vulnerabilities [5]. Moreover, verifiable client updates re-
quire trusted training data, which is hard to ensure without
pre-training auditable data valuation. Therefore, this work
focuses on auditable data valuation before training as a basis
for verifiable client updates in the presence of online, tar-
geted & untargeted, black-box data poisoning attacks that
are highly relevant in practical FL deployments, as moti-
vated in recent FL threat studies [20, 34].

2. The Importance of Distribution-level Data
Valuation in FL

Traditional data valuation methods in FL quantify the utility
of a fixed dataset, typically a fixed set of samples [15, 23].
However, this approach overlooks a critical insight that
the true utility of data is fundamentally connected to the
statistical properties of the distribution from which it is
drawn [10, 23, 43]. In many practical applications, such as

data marketplaces or privacy-sensitive domains, only lim-
ited, potentially noisy samples are accessible, and decisions
must be made about the value of the generating distribu-
tion [43]. This perspective also applies in cross-silo FL,
where clients hold small, private, and often non-IID datasets
drawn from unknown distributions [46]. In addition, cur-
rent FL sample-level data valuation methods overlook two
key aspects, namely, (i) how to formally assign value to a
client data distribution rather than a fixed set of data sam-
ples and (ii) how to do so actionably using only sample-
level previews while preserving the raw client data privacy.
A distribution-level data valuation addresses both concerns
by leveraging masked statistical moments (e.g., the mean
and covariance of feature embeddings of client-side’s data),
enabling efficient assessment of data quality without expos-
ing raw client data. Hence, shifting from a sample level to
a distribution-level data valuation evaluates client data util-
ity, supports a robust model aggregation under attacks, and
builds cross-client trust in FL systems [43].

3. Related Work
This section extends the discussion from the main paper’s
Section 1. Introduction by categorizing existing FL ap-
proaches and contrasting them with TriGuard-FL. Table 1
summarizes a comparative analysis of representative FL
frameworks across three key dimensions of the proposed
trust triad, namely, auditable data valuation (ADV), veri-
fiable client contribution (VCC), and mitigability of poi-
sonous updates (MPU), along with additional factors cap-
turing robustness and deployment practicality. The robust-
ness columns evaluate resistance to poisoned or anoma-
lous data (PDD), data efficiency under small-sample and
non-IID conditions (DE, n-IID), while the requirements
columns measure practical deployment aspects such as pri-
vacy preservation (PP), external validation data dependency
(VD), and reliance on pretrained models (PM). For clar-
ity, methods are grouped by design category, including
trusted execution environments (TEE)-based, loss-function
rejection (LFR), Byzantine-robust aggregation, blockchain-
based, and valuation-driven approaches.
Rationale behind comparative assessment. The cir-
cle indicators and qualitative scores in Table 1 represent
category-level estimations rather than exact quantitative
values for individual methods. Each entry reflects a fair,
averaged interpretation of how representative approaches
within that category (e.g., TEE-based, Byzantine-robust,
valuation-based) satisfy the evaluated dimensions of trust-



Table 1. Comparative analysis of FL frameworks across trustwor-
thiness, robustness, and practical requirements. (C: client-side, S:
server-side, H: hybrid). : strong support, : partial support, :
none. ✗: undesirable & not present, ✓: undesirable & present.

FL framework category Trust triad Robustness Requirements
Methodology (source) ADV VCC MPU PDD DE n-IID PP VD PM

TEE (C) [6, 28, 29] ✗ ✗
LFR (S) [8, 16, 38] ✓ ✓
Byzantine robust

aggregation (S) [4, 5, 45] ✓ ✗

Blockchain-based (C)
[7, 18, 24] ✗ ✗

Valuation
based

Model
valuation (S)

[9, 17, 39]
✓ ✓

Data
valuation (C)
[21, 23, 31]

✓ ✓

Trust-triad (H) TriGuard-FL
(ours) ✗ ✗

worthiness, robustness, and deployment practicality. The
assessment is derived from an extensive literature review
of their methodological scope and reported outcomes, em-
phasizing the extent to which these frameworks adhere to
the three trust-triad properties, as well as auxiliary robust-
ness and implementation requirements. This approach pro-
vides a balanced, interpretable comparison across diverse
FL paradigms without bias toward any specific implemen-
tation.
TEEs have been utilized in FL to ensure confidentiality and
integrity during client-side training. For instance, Chen et
al. [6] proposed a TEE-based FL framework with a train-
ing integrity protocol that enforces correct execution and
detects causative data poisoning. Similarly, Mo et al. [28]
introduced PPFL, which deploys TEEs on the client side to
secure model updates in mobile FL systems, mitigating var-
ious inference attacks while maintaining model utility and
low overhead. While effective for safeguarding model pa-
rameters and preventing direct tampering, TEEs provide no
support for (ADV) and MPU, since data quality and distri-
butional trust are not observable within the encrypted en-
vironment. VCC is also limited, as the server must rely
on enclave attestations rather than interpretable or quantifi-
able trust measures. From a robustness perspective, TEE-
based frameworks exhibit only partial protection against
data poisoning (PDD) and low data efficiency (DE) due to
their inability to evaluate sample utility or correct malicious
gradients. Although they offer moderate privacy preserva-
tion (PP), they lack adaptability to non-IID data distribu-
tions and are often impractical for large-scale or heteroge-
neous deployments because of their hardware dependency
and high setup cost.
LFR is a defense strategy in FL that filters out potentially
poisoned updates by discarding those with high validation
loss on the server-side. For example, FedCE by Jiang et
al. [16] enhances fairness by leveraging prediction error
and gradient direction, using an auxiliary model to guide
aggregation. While these methods improve basic robust-

ness to poisoned updates, they offer only VCC and no ADV
and MPU mechanisms for understanding rejection deci-
sions. Their MPU remains limited since rejected updates
are simply discarded rather than refined, which can hinder
convergence and reduce generalization in non-IID scenar-
ios. Moreover, LFR frameworks rely heavily on clean val-
idation data or pretrained models, which compromises pri-
vacy preservation (PP) and restricts scalability in privacy-
sensitive FL deployments.

Byzantine-robust aggregation methods aim to defend FL
against malicious or faulty participants by identifying and
mitigating anomalous updates on the server-side. Tech-
niques such as Krum [4], which select updates closest to
the majority, and the median or trimmed mean-based ap-
proaches by Yin et al. [45], offer provable robustness un-
der various convex and non-convex settings. These meth-
ods are particularly effective in large-scale or serverless FL
systems. However, as summarized in Table 1, these meth-
ods offer only partial support for (ADV), since client con-
tributions are evaluated solely through statistical distances
without interpretable validation. They also lack explicit
MPU as malicious updates are discarded rather than refined,
which limits convergence and stability in heterogeneous or
cross-silo settings. From a robustness perspective, these
techniques exhibit only partial resistance to data poisoning
(PDD) and struggle under non-IID distributions, where ad-
versaries can craft updates that mimic benign gradients [5].
Moreover, their reliance on distance-based aggregation and
server-side anomaly detection introduces privacy exposure
and sensitivity to differential privacy noise [1, 9].

Blockchain-based methods in FL aim to enhance au-
ditability, integrity, and decentralization by leveraging dis-
tributed ledgers and smart contracts at the client-side. For
example, DFL [18] by Kalapaakin et al. employs smart
contracts to validate local models and ensure transpar-
ent, tamper-proof aggregation without relying on a central
server. While these methods remove single points of fail-
ure, many still depend on committee-based consensus, in-
advertently introducing centralized control. However, as re-
flected in Table 1, blockchain-based solutions provide only
partial ADV and limited VCC, since they focus on post-
aggregation record keeping rather than pre-aggregation val-
idation or distribution-level trust evaluation [7, 18, 24].
They also lack explicit MPU mechanisms to counter poi-
soned or low-quality updates, relying solely on consen-
sus for integrity without assessing data reliability or update
quality. From a deployment standpoint, these frameworks
suffer from high computational and synchronization over-
head, and their privacy preservation (PP) is limited, as the
public nature of blockchain can expose sensitive client in-
formation during consensus or ledger synchronization. Fur-
thermore, most designs depend on committee-based con-
sensus, which reintroduces partial centralization and re-



stricts scalability in cross-device FL.
Valuation-based methods in FL aim to assess the quality
of client updates or data to enhance robustness, fairness, and
accountability during model training, either on the client or
server side. Model valuation methods estimate the trust-
worthiness of local updates based on their behaviour. For
instance, FLTrust [5] uses a server-side root dataset to as-
sign trust scores and achieve robust aggregation even un-
der Byzantine attacks. FLShield [17], in contrast, validates
client models using benign samples from other participants,
enabling privacy-preserving defense against poisoning and
backdoor threats.

On the other hand, data valuation methods quantify the
value of clients’ data contributions. FedBary [23] computes
data utility using Wasserstein distance without relying on
specific training algorithms or validation datasets, promot-
ing fairness and transparency. Despite these advances, as
summarized in Table 1, valuation-based frameworks typi-
cally offer only partial auditability (ADV) and verifiabil-
ity (VCC). They focus primarily on estimating contribution
weights but lack mitigability (MPU), as identified anoma-
lies are excluded rather than corrected, limiting adaptability
under non-IID and dynamic adversarial conditions. More-
over, most traditional data valuation techniques [10, 15, 35]
treat utility as a discrete, sample-level property, overlook-
ing that true data value is inherently linked to the underly-
ing distributional statistics from which samples are drawn.
This sample-centric view restricts generalization across het-
erogeneous clients and fails to capture temporal or distribu-
tional drift in real-world deployments.
In summary, prior FL defenses address isolated facets
of trustworthiness, focusing either on secure aggregation,
anomaly filtering, or contribution weighting, but none pro-
vide a unified framework that simultaneously ensures ADV,
VCC, and MPU. Most existing approaches lack the adapt-
ability to handle dynamic adversaries, struggle under non-
IID data, or rely on restrictive assumptions such as trusted
validation data or centralized supervision. In contrast,
our proposed TriGuard-FL achieves all three trust-triad di-
mensions concurrently while maintaining robustness to poi-
soned and scarce data, scalability across heterogeneous
FL settings, and privacy-preserving deployment through
masked distributional sharing. This holistic design estab-
lishes TriGuard-FL as the first end-to-end trustworthy FL
framework that unifies auditability, verifiability, and mitiga-
bility within a practical and resource-efficient architecture.

4. Additional Preliminaries
This section provides extended background and mathemat-
ical context to complement the Preliminaries and Threat
Model section presented in the main paper. We elabo-
rate on additional definitions, notations, and assumptions
that support the theoretical analysis and experimental de-

Table 2. Summary of adopted notations

Notation Definition
n Number of clients
Dk kth client local data
Ck kth client
Nk Number of data samples of kth client
λ Weighting factor for federated aggregation
m Number of malicious clients
Ĉk kth malicious local client
D̂k kth client local poisoned data
ψ(.) Data poisoning function
τ Data perturbation strength
∆ Gradient noise vector used in PGD attack [25]
ι Backdoor trigger pattern used in DBA attack [42]
Gt

θg Global model with parameters θg at round t
ν Number of poisoned samples
µ Mean of local data embeddings
Σ Covariance of local data embeddings
E Latent embedding set
Φ(.) Penultimate layer embedding
ρ Data poisoning bound
fθ Local model
∇θtk kth client local update at time t
A} Global test accuracy without attack
A′

} Global test accuracy under attack
D} Global test accuracy degradation under attack
P∗

} Global statistical moment distribution at the server
γ Statistical confidence boundary
η Separability of valuated data
D′

k TriGuard-FL valuated data
∇θ′tk Antidote gradient injected update
Sk Softmax probabilities
σ(.) Softmax function
Πk Trust score of client Ck

LCE Cross-entropy loss function
P̂k Gaussian noise parameters
Xtest Test data at the server
β non-IID Dirichlet parameter
φ Dynamic trust threshold
α Parameter to control mitigation strength

sign of TriGuard-FL. For clarity and ease of reference, Ta-
ble 2 summarizes the key notations used throughout both
the main and supplementary material.

Definition 4.1 (Latent-space representation in FL). Each
client Ck maintains a local model fθk with parameters θk,
decomposed as fθk(x) = hθk(Φθk(x)), where Φθk(x) ∈
Rℓ denotes the penultimate-layer embedding of input x ∈
Xk and hθk(·) : Rℓ → RC is the classifier head. Here,
ℓ≪ d, allowing Φθk(x) to encode the semantic structure of
client data in a low-dimensional latent space. These repre-
sentations are effective for identifying distributional char-
acteristics used in clustering, anomaly detection, and trust
assessment across clients [13, 41]. Let Ek = {Φθk(x) | x ∈



Xk} be the latent embedding set for client Ck. We ap-
proximate the local distribution in this space using its first-
and second-order moments: µk = 1

|Ek|
∑

e∈Ek
e, Σk =

1
|Ek|

∑
e∈Ek

(e−µk)(e−µk)
⊤. The tuple (µk,Σk) provides a

compact, "privacy-preserving statistical summary" of client
k’s data distribution.

Definition 4.2 (Maximum mean discrepancy
(MMD)[12]). It is a non-parametric metric used to
quantify the difference between two probability distribu-
tions P and Q over a domain Z of functions ζ (similar to
latent embeddings Definition 4.1), based on samples drawn
from each of them. Let Hk be a reproducing kernel Hilbert
space (RKHS). Then,

MMD(P,Q) := sup
ζ∈Z

(Ex∼P[ζ(x)]− Ey∼Q[ζ(y)]) ,

where Z = {ζ ∈ Hk | ∥ζ∥Hk
≤ 1} is the Hk unit ball.

Closed-form Gaussian MMD [33]. When both distribu-
tions follow multivariate Gaussian, s.t. P = N (µ1,Σ1) and
Q = N (µ2,Σ2), and use a Gaussian RBF characteristic

kernel K(x, y) = exp
(
−∥x−y∥2

2σ2

)
, the squared maximum

mean discrepancy has a closed-form

MMD2(P,Q) = K(µ1, µ1; 2Σ1) +K(µ2, µ2; 2Σ2)

− 2K(µ1, µ2; Σ1 +Σ2), (1)

where

k(µi, µj ; Σ) =

∣∣∣∣I+ 2Σ

σ2

∣∣∣∣− 1
2

× exp

(
−1

2

(
µi − µj

)⊤
(
Σ+

σ2

2
I
)−1(

µi − µj

))
.

(2)
Here, I is the identity matrix of the appropriate dimen-
sion. The scalar σ2 is the bandwidth parameter of the
Gaussian (RBF) kernel, controlling its smoothness. The
determinant |·| measures the volume scaling of a matrix,
while (·)−1 denotes the matrix inverse within the exponen-
tial. The function exp(·) is the exponential function. This
kernel computes the expected value of the Gaussian kernel
between two Gaussian-distributed variables in closed form.
We adopt this formulation to efficiently compute trust scores
over masked client distributions while preserving distribu-
tional privacy.

4.1. Auditable Data Valuation, Verifiable Contribu-
tions, and Mitigable Poisonous Updates

In FL, auditable data valuation is the process of systemati-
cally evaluating the utility, quality, and integrity of a client’s
local dataset Dk based on transparent, data-driven metrics,

rather than dataset size alone [18, 23, 43]. This process
enables accountability and fairness by quantifying the con-
tribution of each client based on statistical alignment with
the global reference distribution P∗

g . Verifiable client con-
tributions ensure that each submitted update ∇θtk results
from legitimate training over high-quality data [17]. This
approach prevents malicious or low-quality updates from
distorting the global model and provides a basis for inde-
pendently enabling transparent attribution of client behavior
and overall trust [17]. Beyond auditability and verifiability,
TriGuard-FL introduces the notion of mitigability of poi-
sonous updates, which addresses the limitation of rejection-
only defenses. Rather than discarding suspicious gradients
outright, the poisonous updates are adaptively neutralized,
which projects each update ∇θtk onto a safe descent sub-
space defined by the trusted gradient direction gt. This
trust-scaled correction reduces the adversarial influence of
low-trust clients while preserving benign learning, ensuring
that global convergence remains stable even under partially
compromised client participation.

Together, these three components, auditable data valua-
tion, verifiable client contributions, and mitigability of poi-
sonous updates, establish the foundation of TriGuard-FL’s
trust-triad framework, enabling transparency, accountabil-
ity, and active resilience in federated optimization.

4.2. Dirichlet Distribution in FL
The impact of non-IID data distribution in FL is critical to
understand, particularly the role of the Dirichlet parameter
β in shaping client data partitions. The Dirichlet distribu-
tion [27] is widely used to model data heterogeneity across
clients, with β controlling the degree of non-IIDness. For-
mally, its density is defined as

p(x1, x2, . . . , xC | β) =
1

B(β)

C∏
i=1

xβi−1
i ,

where xi denotes the proportion of samples from class i, C
is the number of classes, β = (β1, . . . , βC) is the concentra-
tion parameter, and B(β) is the multivariate Beta function:

B(β) =

∏C
i=1 Γ(βi)

Γ
(∑C

i=1 βi

) .
By adjusting β, one can control the heterogeneity of

client data. Larger β yields near-uniform partitions, ap-
proximating IID distributions, whereas smaller β produces
skewed allocations, leading to strong non-IIDness. Proper
tuning of β is thus essential to reflect real-world heterogene-
ity, ensuring robustness and generalization of FL models. In
our study, we further examine how varying β influences FL
attack dynamics, since non-IID client data can significantly
affect global model accuracy even before adversarial inter-
ventions.



5. Proposed Framework: Extended Details
Algorithm 1 outlines the complete execution flow of
TriGuard-FL, emphasizing the key enhancements over stan-
dard FL. Algorithms 2 and 3 provide detailed formulations
of the proposed auditable data valuation and antidote gra-
dient injection procedures, respectively, complementing the
conceptual description presented in the Proposed Approach
section of the main paper. Finally, Figure 1 illustrates the
algorithmic intuition behind the AGI mechanism, offering a
geometric interpretation of how trust-scaled mitigation neu-
tralizes adversarial gradients while preserving benign learn-
ing directions.

Algorithm 1 Proposed TriGuard-FL framework

Input: Global modelGt
θg

with parameters∇θtg , client data
Dk = (Xk,Yk), privacy noise distribution parameters
Pδ = (µδ,Σδ), antidote gradient direction gt

Output: Global test accuracy Ag

1: Client Execution (∇θtg,P∗
g = (µg,Σg)):

2: for each client i = 1 to n do
3: Initialize local model with global model f tθi ← Gt

θg
4: if client Ci is malicious then
5: Apply poisoning: ψ(Xi)← Xi + τ ×∆
6: D̂i ← (ψ(Xi),Yi), Di ← D̂i

7: D′
i,Pi,Πi : Val (Di,P∗

g ) [Auditability] ▷ ADV
8: for each batch b in D′

i do
9: Sb,i ← σ(f tθi(Xi[b]))

10: Compute loss: LCEi(Sb,i,Yb,i)
11: Update model: ∇θti ← ∇θti − η∇θLCEi

12: Compute P̂i: µ̂i = µi + µδ , Σ̂i = Σi +Σδ

13: ∇θti ← ∇θti −∇θtg [Verifiability] ▷ VCC

14: return ∇θti , P̂i, Πi

15: Server Execution (∇θti , P̂i,Π):
16: Select k low-trust (high Π) clients
17: ∇θ′ti : AGI (∇θti ,Πi, gt) [Mitigability] ▷ MPU

18: ∇θt+1
g =

∑k
i=1 Πi∇θ′ti +

∑n
i=k+1 Πi∇θti

19: Update P∗
g ←

{
µg = 1

r

∑
r µ̂r, Σg = 1

r

∑
r Σ̂r

}
20: Share ∇θt+1

g ,P∗
g with all clients

21: return Ag ← Test(Gt+1
θg

,Xtest)

Lemma 5.1 (Computational and communication complex-
ity of TriGuard-FL). The overall computational complexity
of TriGuard-FL, considering both client and server side op-
erations, is O(nd3), where n denotes the number of clients
and d the latent-space dimensionality. This cost accounts
for latent embedding extraction, Mahalanobis-based au-
diting, masked distribution estimation, Gaussian MMD-
based trust scoring, and server side AGI mitigation. More-
over, TriGuard-FL offers a computational advantage over
prior valuation-based methods such as [23], which exhibit a

Algorithm 2 Proposed auditable data valuation (Val)

Input: Local data Dk, Global reference P∗
g = (µg,Σg)

Output: TriGuard-FL audited data D′
k, local data density

parameters Pk = (µk,Σk), trust score Πk

1: for x in Dk do
2: Φθk(x)← fθk(x, y)
3: dist(Φ(x),P∗

g )← (Φ(x)− µg)
TΣ−1

g (Φ(x)− µg)
▷ Mahalanobis distance computation

4: if dist(Φ(x)) < γ then ▷ TriGuard-FL ADV
5: D′

k ← (x, y)

6: Ek = {Φθk(x) | x ∈ Dk}
7: µk = 1

|Ek|
∑

e∈Ek
e

8: Σk = 1
|Ek|

∑
e∈Ek

(e− µk)(e− µk)
⊤

9: Pk = (µk,Σk)
10: Π(Pk) = Πk = MMD2(Pk,P∗

g ) ▷ data
distribution valuation

11: return D′
k, Pk, Πk

Algorithm 3 Proposed Antidote Gradient Injection (AGI)

Input: Client local model updates {∇θtk}k∈Ft
, antidote

gradient direction gt
Output: Mitigated updates {∇θ′tk }k∈Ft

1: αi = α (1−Πk)
µ ∈ [0, 1],

2: ∇θ′ti = ∇θti − αi
⟨gt,∇θt

i⟩
∥gt∥2+ϵ gt

3: return {∇θ′tk }k∈Ft

higher complexity ofO(2Nkd
3 log(2d)), whereNk denotes

the number of local samples per client. During each com-
munication round, the server and clients exchange model
updates, masked moment statistics, and scalar trust scores,
resulting in an overhead comparable to existing valuation-
based frameworks [18, 23]. Each training round requires
approximately 4.3 GB of memory and ≈ 600 seconds, in-
cluding mitigation overhead on modern GPUs (NVIDIA
RTX 6000 Ada).

Proof. The computational complexity of TriGuard-FL
stems from its three major modules executed per commu-
nication round: (i) client-side auditability and verifiability
stages, (ii) trust score computation and communication, and
(iii) server-side mitigation via Antidote Gradient Injection
(AGI).

1. Latent embedding extraction: Each client computes
latent-space representations Φ(Xk) forNk samples, with
a per-sample cost of O(d), resulting in a total cost of
O(Nkd).

2. Proactive auditing via Mahalanobis distance: The Ma-
halanobis distance between each embedded sample and
the global reference (µg,Σg) is computed in O(d2) per
sample, leading to O(Nkd

2) overall for filtering.



gt (trusted direction)

orthogonal space

∇θti

projgt(∇θ
t
i)

∇θti − projgt(∇θ
t
i)∇θ′ti

χi

Figure 1. Intuition of Antidote Gradient Injection (AGI). The
red arrow represents the original client update ∇θti , which may
contain both benign and adversarial components. It is decom-
posed into (i) an orange projection along the trusted global di-
rection gt (potentially harmful) and (ii) a blue orthogonal com-
ponent representing the benign learning signal. AGI scales and
subtracts the projected component (weighted by αi) to produce
the green arrow, corresponding to the mitigated update ∇θ′ti that
neutralizes adversarial alignment while retaining useful gradients.
Here, χi = ∠(∇θti , gt) denotes the angular deviation between the
client’s gradient and the trusted direction.

3. Distribution estimation and masking: Each client com-
putes its local mean and covariance (µk,Σk), requir-
ing O(Nkd

2) for the covariance matrix and negligible
overhead for Gaussian noise masking during privacy-
preserving transmission.

4. Trust score computation (MMD): The squared MMD
between two Gaussian distributions is evaluated in
closed form, with a computational cost of O(d3) due to
the matrix square root and kernel evaluations.

5. Server-side Antidote Gradient Injection (AGI): For each
low-trust client i ∈ Ft, AGI neutralizes the adversarial
projection of ∇θti along the trusted direction gt. This
operation involves vector inner products and norm com-
putations, each O(d), for k = |Ft| << n clients, re-
sulting in O(kd). Since k ≪ n in practice, this term
remains subdominant compared to O(nd3) and scales
linearly with the number of mitigated clients.

Summing across modules, the per-client complexity is
O(Nkd+Nkd

2 + d3) = O(Nkd
2 + d3). Given that Nkd

2

grows linearly with the number of samples and quadrat-
ically with the latent dimension, and O(nd3) grows lin-
early with the number of clients and cubically in d, the
latter dominates for moderate to large d and non-trivial n
(e.g., n ∈ [5, 100] covering both cross-silo and cross-device
FL settings). Thus, asymptotically, the total time complex-
ity of TriGuard-FL, including both client and server side
operations and the AGI mitigation stage, is O(nd3). The
communication complexity remains comparable to existing
valuation-based frameworks [18, 23], since each round in-
volves the exchange of model updates, masked distribution
statistics, and scalar trust scores only.

5.1. Communication, Computational Cost, and
Overhead Analysis

For each round, each client transmits a model update∇θtk ∈
Rd, masked mean µ̂k ∈ Rd, covariance Σ̂k ∈ Rd×d, and a
scalar trust score. This incurs O(d2) communication, con-
sistent with existing valuation-based FL methods [18, 23].

Table 3 shows that TriGuard-FL maintains computa-
tional efficiency, with an average GPU RAM usage of ap-
proximately 4.3 GB and execution time around 600 sec-
onds, well within the range of other robust FL defenses
such as FedAdam [32] (380 s), FedMedian [44] (480s), and
Krum [4] (500s), and notably lower than FLTrust [5] (650s),
FLShield [17] (630s), and FedBary [23] (710s). This ef-
ficiency stems from TriGuard-FL’s modular design, where
the data filtering and distribution valuation components op-
erate independently and can be executed in parallel. Ad-
ditionally, client selection incurs no runtime cost, as trust
scores are precomputed via closed-form Gaussian MMD,
and aggregation proceeds identically to FedAvg [26]. Com-
munication overhead remains low, as clients transmit only
model updates, masked means and covariances, and a scalar
trust score. Overall, TriGuard-FL achieves strong robust-
ness and verifiability with minimal added overhead, demon-
strating practical scalability for real-world FL deployments.

Table 3. Computation cost comparison of TriGuard-FL. No Val
refers to standard FL without data valuation, and Full defense rep-
resents an ideal FL setup with perfect adversarial update removal.

FL Framework GPU RAM usage
(GB)

Execution time
(seconds)

No Val (FedAvg) [26] ≈3.8 ≈300
FedProx [22] ≈3.9 ≈410

FedAdam [32] ≈4.5 ≈380
FedAdagrad [32] ≈4.7 ≈620
FedMedian [44] ≈4.5 ≈480

Krum [4] ≈6.9 ≈500
FLTrust [5] ≈8.4 ≈650
DivFL [2] ≈5.2 ≈680

FLShield [17] ≈5.4 ≈630
FedBary [23] ≈5.2 ≈710

TriGuard-FL (ours) ≈4.3 ≈600

5.2. Extended Theoretical Analysis
Theorem 5.2 (TriGuard-FL convergence via ADV, VCC,
and MPU). Assume that (i) the local cross-entropy loss
LCE is β-Lipschitz, (ii) the local model fθ is α-Lipschitz,
and (iii) the empirical MMD2 estimator satisfies uniform
convergence [12, 43]. Then, the expected global loss af-
ter trust-weighted and AGI-mitigated aggregation satis-
fies the bound: ED′ [LCE(G

t+1
θg

)] ≤ ED[LCE(G
t
θg
)] +

αβ E
[
MMD2(Pk,P∗

g )
]
−E

[
αk

⟨gt,∇θt
k⟩

2

∥gt∥2+ε

]
. The additional



negative term introduced by AGI captures the neutraliza-
tion effect on adversarial gradient components, reducing
their first-order influence on the global loss. Consequently,
TriGuard-FL provides a monotonic descent condition of the
expected loss under bounded adversarial influence, rather
than a global convergence-rate guarantee. The MMD-
based trust weighting prioritizes clients with data distri-
butions that are closer to the global reference, while AGI
adaptively suppresses harmful gradient projections for ef-
fective mitigability.

Proof. We provide the convergence analysis of TriGuard-
FL under the unified audit-verify-mitigate framework.
Given that Gt

θg
denote the global model at round t and

each client Ck performs latent-space auditing to obtain a fil-
tered dataset D′

k and estimates its local distribution Pk =
(µk,Σk). The global reference P∗

g = (µg,Σg) is con-
structed from masked client moments. The divergence
Πk ≡ Π(Pk) quantifies the distributional discrepancy be-
tween Pk and P∗

g , computed via the closed-form squared
Gaussian MMD2. Then the server updates the global model
using the trust-triad weighted rule (as described in the main
paper)

∇θt+1
g =

∑
i∈Ft

Πi∑
j∈Ft

Πj
∇θ′ti +

∑
i∈Ht

Πi∑
j∈Ht

Πj
∇θti ,

(3)
where Ht and Ft denote the high-trust and low-trust client
sets, respectively. For each low-trust client i ∈ Ft, the An-
tidote Gradient Injection (AGI) step computes

∇θ′ti = ∇θti − αi
⟨gt, ∇θti⟩
∥gt∥2 + ε

gt, (4)

with αi = α(1−Πi)
µ ∈ [0, 1] a trust-scaled correction fac-

tor, gt the trusted direction (average of high-trust updates),
and ε > 0 a stabilizer.
Smoothness bound. Assume that the local loss LCE is β-
Lipschitz and the local model fθ is α-Lipschitz. For an L-
smooth function, we have

LCE(G
t+1
θg

) ≤ LCE(G
t
θg ) +

〈
∇LCE(G

t
θg ),∇θ

t+1
g

〉
+ L

2

∥∥∇θt+1
g

∥∥2. (5)

Taking expectations over the client data and substituting
Eq. (3), the second term expands into weighted client con-
tributions.
Decomposition of client terms. For high-trust clients i ∈
Ht,∇θ′ti = ∇θti . For low-trust clients i ∈ Ft, using Eq. (4),〈
∇LCE(G

t
θg ),∇θ

′t
i

〉
=
〈
∇LCE(G

t
θg ),∇θ

t
i

〉
− αi

⟨gt, ∇θti⟩
∥gt∥2 + ε

〈
∇LCE(G

t
θg ), gt

〉
.

(6)

Because gt aligns with the benign descent direc-
tion, ⟨∇LCE(G

t
θg
), gt⟩ ≥ 0, and thus the second

term is non-positive. By Cauchy-Schwarz [3, 36],
⟨gt, ∇θti⟩⟨∇LCE(G

t
θg
), gt⟩ ≥ ⟨gt,∇θt

i⟩
2

∥gt∥2+ε , which yields a

mitigation gain proportional to αi
⟨gt,∇θt

i⟩
2

∥gt∥2+ε .

Bounding gradient mismatch by distributional diver-
gence. Under the Lipschitz assumptions, the expected gra-
dient mismatch between a client trained on Pk and the
global reference P∗

g is bounded by∣∣∣E[〈∇LCE(G
t
θg ),∇θ

t
k

〉] ∣∣∣ ≤ αβ E[MMD2(Pk,P∗
g )
]
.

(7)
This follows from uniform convergence of the empirical
MMD estimator, ensuring that MMD2 captures the true dis-
tributional divergence with high probability. Recall the L-
smoothness bound in Eq. (5) and the trust-triad aggregation
in Eq. (3). Taking expectation over the (filtered) client data
distribution D′ and substituting Eqs. (3), (4), we obtain

ED′

[
LCE

(
Gt+1

θg

)]
≤ ED

[
LCE

(
Gt

θg

)]
+ E

[ ∑
i∈Ht

ω
(H)
i L

]

+ E

[ ∑
i∈Ft

ω
(F)
i

(
L

− αi
⟨gt,∇θti⟩
∥gt∥2 + ε

L
)]

+ L
2E
[∥∥∇θt+1

g

∥∥2] ,
(8)

where ω(H)
i = Πi∑

j∈Ht
Πj

and ω(F)
i = Πi∑

j∈Ft
Πj

are nonneg-
ative trust weights that sum to 1 within their sets. Here,
L =

〈
∇LCE(G

t
θg
), ∇θti

〉
.

Bounding the inner products by distributional diver-
gence. By the Lipschitz assumptions and the uniform con-
vergence of the empirical MMD2 estimator, the expected
alignment between the global loss gradient and each client
update admits∣∣∣E[⟨∇LCE(G

t
θg ), ∇θ

t
k⟩
] ∣∣∣ ≤ αβ E

[
MMD2(Pk,P∗

g )
]
.

(9)
Applying (9) to both the Ht and Ft sums in (8), and us-
ing the convexity of expectation with respect to the trust
weights ω(H)

i and ω(F)
i (which form convex combinations

within each set), yield the aggregate positive contribution

αβ E
[
MMD2(Pk,P∗

g )
]
. (10)

Lower bounding the AGI gain. For i∈Ft, the AGI sub-
traction term in (8) is αi

⟨gt,∇θt
i⟩

∥gt∥2+ε ⟨∇LCE(G
t
θg
), gt⟩. Since

gt is constructed from high-trust updates, it aligns with the
benign descent direction, hence ⟨∇LCE(G

t
θg
), gt⟩ ≥ 0. By



Cauchy-Schwarz and normalization by ∥gt∥2+ε we obtain
the deterministic bound

αi
⟨gt,∇θti⟩
∥gt∥2 + ε

⟨∇LCE(G
t
θg ), gt⟩ ≥ αi

⟨gt,∇θti⟩2

∥gt∥2 + ε
. (11)

Hence the AGI contribution in (8) yields a negative term
−E
[
αi

⟨gt,∇θt
i⟩

2

∥gt∥2+ε

]
.

Controlling the quadratic smoothness term. Under stan-
dard FL step-size control (bounded local epochs and learn-
ing rates), the smoothness remainder L

2 E
[
∥∇θt+1

g ∥2
]

can
be upper-bounded by a constant that is absorbed into the
one-step inequality or made arbitrarily small by tuning (this
is the usual descent lemma setting in first-order analyses).
Dropping this nonnegative remainder only strengthens the
inequality.
Final bound. Combining (8), (10), and (11), and renaming
αi by αk to match the theorem statement, we conclude

ED′

[
LCE

(
Gt+1

θg

)]
≤ ED

[
LCE

(
Gt

θg

)]
+ αβ E

[
MMD2(Pk,P∗

g )
]

− E
[
αk
⟨gt,∇θtk⟩2

∥gt∥2 + ε

]
.

(12)

This analysis demonstrates that the convergence of
TriGuard-FL is jointly governed by distributional alignment
and trust-scaled mitigation. As training progresses, clients
with higher distributional divergence MMD2(Pk,P∗

g ) re-
ceive lower aggregation weights, reducing the influence of
poisoned or low-quality updates, while well-aligned clients
are amplified through trust weighting. The additional AGI
mitigation term further suppresses adversarial gradients by
neutralizing their harmful projections along the trusted di-
rection gt. Consequently, TriGuard-FL achieves stable and
monotonic convergence toward a low-risk global optimum,
ensuring unified auditability, verifiability, and mitigability
under bounded adversarial participation.

Proposition 5.3 (TriGuard-FL verifiable and mitigable
client contribution). LetN = {∇θt1, . . . ,∇θtn} denote the
set of all client updates received by the server at communi-
cation round t. Define H = {∇θtk | Π(Pk) ≤ φ} as the
subset of verifiable updates from clients (as defined in step
1 of server-side modifications). LetM = {∇θtk | Π(Pk) >
φ} represent updates from low-trust or adversarial clients,
where m = |M| < n. The sets satisfy H ∩M = ∅ and
H∪M = N . During the aggregation phase, TriGuard-FL
includes trust-aware AGI mitigated updates (Eq. ??). For
any client update ∇θk ∈ N to influence the global model,
the following conditions must hold:∑

∇θk∈(N∩H)

LCE(Dt,∇θk) ≤
∑

∇θk∈N

LCE(Dt,∇θk), (13)

∥∥∥∥∥∥
∑

∇θk∈N∩M

LCE(Dt,∇θk)−
∑

∇θk∈N∩H

LCE(Dt,∇θk)

∥∥∥∥∥∥ ≥ ξ,

(14)
for some margin ξ ≥ 0. Here, LCE(Dt,∇θk) denotes the
test loss when incorporating client k’s update. The first in-
equality ensures that inclusion of verified updates does not
increase the aggregate test loss, while the second enforces
a minimum separation in performance between benign and
adversarial updates. Equality holds when |H| = n (all
clients are verified) and m = 0 (no adversarial clients).
Overall, it provides a formal criterion for verifiable, miti-
gable contributions rather than a standalone convergence.

Proof. We aim to establish that the TriGuard-FL aggrega-
tion rule only includes verifiable updates from clients whose
filtered local distributions are consistent with the global ref-
erence, leading to lower aggregate loss and exclusion of ma-
licious updates.
(1) Gradient approximation and consistency. Accord-
ing to Balakrishnan et al. [2], when selecting a subset St
of client updates that approximate the full aggregation, the
gradient deviation is bounded as∥∥∥∥∥∑

k∈St

γk∇Fk −
∑
k∈N

∇Fk

∥∥∥∥∥ ≤ nϱ,
where ϱ is the maximum approximation error, and γk are
aggregation weights. Furthermore, we extend this obser-
vation to test loss, demonstrating that a subset of client
updates H, verified through TriGuard-FL, are effectively
trained on data evaluated and validated by the TriGuard-FL
framework. We use (DT ) = (Dt,∇θk) to save space and
maintain clarity. It is given as∥∥∥∥∥∑

k∈St

LCE(DT ) −
∑
k∈n

LCE(DT )

∥∥∥∥∥ ≤ nϱ,∥∥∥∥∥∥
∑

∇θk∈(N∩H)

LCE(DT ) −
∑

∇θk∈N

LCE(DT )

∥∥∥∥∥ ≤ nϱ.
(15)

Here, N ∩ H denote the subset of verified clients up-
dates obtained after training models using TriGuard-FL val-
uated data whose test loss is lower than that of the remaining
clients.∑

∇θk∈(N∩H)

LCE(DT ) ≤ nϱ
∑

∇θk∈N

LCE(DT ),

∑
∇θk∈(N∩H)

LCE(DT ) ≤
∑

∇θk∈N

LCE(DT ).
(16)

Here = holds true when |H| = n. This proves the first
inequality Eq. ?? of Theorem ??.



(2) Loss-based separation. Following prior theoretical re-
sults in data poisoning (Theorem 2. of [14]), updates gen-
erated from poisoned data typically yield higher test losses:

LCE(DT ) < LCE(Dt,∇θ̂k), ∀∇θ̂k ∈ F , i.e.,

LCE(Dt,∇θ1) < LCE(Dt,∇θ̂1),
. . .

LCE(Dt,∇θn−m) < LCE(Dt,∇θ̂m),

(17)

By summing over all benign updates and comparing with
the full set, we obtain:∑

∇θk∈(N\F)

LCE(DT ) <
∑

∇θk∈F

LCE(DT ),

rewriting it∑
∇θk∈(N\F)

LCE(DT ) <
∑

∇θk∈(N∩F)

LCE(DT ), (18)

Adding terms Eq 16 and Eq 18 and rearranging we get∑
∇θk∈(N∩H)

LCE(DT ) ≤
∑

∇θk∈N

LCE(DT )− (19)

∑
∇θk∈(N\F)

LCE(DT ) +
∑

∇θk∈(N∩F)

LCE(DT ). (20)

∑
∇θk∈(N∩H)

LCE(DT )−
∑

∇θk∈(N∩F)

LCE(DT ) ≤ (21)

∑
∇θk∈N

LCE(DT )−
∑

∇θk∈(N\F)

LCE(DT ). (22)

∑
∇θk∈(N∩H)

LCE(DT )−
∑

∇θk∈(N∩F)

LCE(DT ) ≤ ξ.

(23)

∑
∇θk∈(N∩F)

LCE(DT )−
∑

∇θk∈(N∩H)

LCE(DT ) ≥ ξ.

(24)

∥∥∥∥∥∥
∑

∇θk∈(N∩F)

LCE(DT )−
∑

∇θk∈(N∩H)

LCE(DT )

∥∥∥∥∥∥ ≥ ξ.
(25)

The above equation proves the second inequality Eq. 14 in
Theorem ??. These results demonstrate that our TriGuard-
FL-integrated FL system ensures that only verifiable client
contributions are aggregated through MMD based, au-
ditable distribution-level data valuation.

6. Additional Details of Experiments and Ab-
lation Study

6.1. Datasets, FL & Attack Setup, and Models
Table 4 summarizes the datasets and provides additional in-
formation to the main paper provided details. We cover both
cross-device (CIFAR10 [19], CIFAR100 [19]) and cross-
silo (HAM10000/ HAM10K [37], Census15 [30]) FL sce-
narios across diverse modalities, namely, image and tabu-
lar data under varying levels of non-IIDness modeled via
Dirichlet distributions.
• CIFAR10 [19] and CIFAR100 [19]. Both datasets

are standard image classification benchmarks containing
60,000 color images, distributed across 10 and 100 cate-
gories, respectively. For CIFAR10, we adopt a ResNet18
backbone with an input resolution of 224×224, while CI-
FAR100 experiments use a deeper ResNet50 model under
the same input configuration. Federated learning is simu-
lated with 100 clients in total, of which 50 are adversar-
ial. The latent feature dimensionality d is set to 512 for
ResNet18 and 2048 for ResNet50, corresponding to the
output size of their respective penultimate layers.

• HAM10000 [37]. This dermoscopic image dataset con-
tains 10,015 skin lesion samples categorized into seven
diagnostic classes. Following the clinical grouping proto-
col in [40], lesions of actinic keratoses (akiec), melanoma
(mel), and basal cell carcinoma (bcc) are considered ma-
lignant, while benign keratosis (bkl), dermatofibroma
(df), melanocytic nevi (nv), and vascular skin lesions
(vasc) are treated as benign. Due to the inherent vari-
ability and visual heterogeneity of dermoscopic imagery,
we do not apply additional augmentation beyond the pro-
vided data splits from [40]. Experiments are conducted
using the ResNet18 backbone with feature dimension
d=512, under federated configurations of 5, 10, and 20
clients. We further evaluate both single- and multi-client
adversarial scenarios with 1, 3, and 5 malicious partici-
pants.

• Census15 [30]. The Census15 tabular dataset contains
32,561 training samples and 16,281 test samples with two
target classes: Income ≤ 50K and Income > 50K. Each
record consists of 15 tabular features, including age, edu-
cation level, occupation type, and marital status, used for
income-level prediction. Following a cross-silo FL setup,
we evaluate configurations with 5, 10, and 20 clients, and
simulate adversarial conditions with 1, 3, and 5 malicious
clients. A lightweight two-layer multilayer perceptron
(MLP) is employed, comprising an input layer with 15
nodes, a hidden layer of 128 neurons using ReLU activa-
tion, and an output layer with softmax classification. The
penultimate feature representation has a latent dimension
of d=128.
Furthermore, to assess robustness under varying threat



Table 4. Overview of dataset details used in TriGuard-FL, cover-
ing both cross-device and cross-silo scenarios. For each dataset,
we report the total number of samples, train–test splits, num-
ber of classes, and per-class sample distributions. CIFAR10
and CIFAR100 correspond to cross-device FL settings, while
HAM10000 and Census15 represent cross-silo FL configurations
across medical image and financial tabular domains, respectively.
text: class label or category.

Name, data
FL type

#Samples #Classes Samples/class
Train Test Total Train Test

CIFAR10 [19]
(image,

cross-device FL)
50000 10000 60000 10 5000/class 1000/class

CIFAR100 [19]
(image,

cross-device FL)
50000 10000 60000 100 500/class 100/class

HAM10000 [37]
(image,

cross-silo FL)
10015 1512 11527 7

AKIEC - 327 AKIEC - 43
BCC - 514 BCC - 93
BKL - 1099 BKL - 217
DF - 115 DF - 44
MEL - 1113 MEL - 171
NV - 6705 NV - 909
VASC - 142 VASC - 35

Census15 [30]
(tabular,

cross-silo FL)

48842 32561 16281 2
Income ≤ 50K

- 24720
Income ≤ 50K

- 12435
Income > 50K

- 7841
Income > 50K

- 3846

intensities, we simulate three levels of poisoning rate, 30%,
50%, and 100% quantified as ν

Nk
× 100, where ν is the

number of poisoned samples and Nk is the total number of
local samples. We considered existing train and test data
splits for each dataset with a batch size of 64 and a learning
rate η = 0.01. An example implementation is provided in
the supplementary material, and the complete source code
will be released publicly upon paper acceptance.

6.2. Model Selection and FL Experiment Design
Rationale

Model architectures for each dataset are chosen based on
prior empirical success in the literature [17, 23], ensur-
ing a fair and representative evaluation of our TriGuard-
FL framework. Although transformer-based architectures
might yield higher accuracy, we deliberately opt for more
conventional models (CNN) to maintain experimental fo-
cus on the trustworthiness aspects, auditable data valua-
tion, verifiable client updates, and mitigability of poisonous
updates. Importantly, TriGuard-FL remains model-
agnostic, operating on latent representations and distri-
butional characteristics that are architecture indepen-
dent. Our evaluation further spans both cross-device and
cross-silo FL settings, covering a variety of conditions, in-
cluding client heterogeneity, varying client scaling (5-100),
different proportions of malicious participants (single vs.
multi-client attacks), and three diverse poisoning strategies.
This comprehensive setup enables a scalable and rigorous
assessment of the framework’s reliability and adaptability.

6.3. Software and Hardware Setup
All experiments are implemented in Python 3.10 using
PyTorch for model development and training, along with
NumPy and Pandas for data preprocessing and logging.
The system simulates client-side local training and server-
side aggregation and evaluation. Experiments were con-
ducted on an NVIDIA RTX 6000 Ada GPUs with 49GB
of memory, ensuring support for parallel processing and
high-throughput data valuation during each FL round. All
experiments are run three times, with a reported average and
standard deviation.

6.4. Evaluation Metrics
In addition to standard global test accuracy (Ag), global
test accuracy under attack (A′

g) metrics, and degradation
of global test accuracy under attack (Dg), as given in the
main paper, we introduce three quantitative metrics to as-
sess ADV, VCC, and MPU.

1. Adversarial detection recall (ADR), the proportion of
malicious samples successfully identified and filtered
and is given as ADR = TP

TP+FP+FN , where TP, FP, and
FN denote true positives, false positives, and false nega-
tives, respectively, in filtering poisoned samples.

2. Benign retention fidelity (BRF), the fraction of benign
samples incorrectly discarded BRF = FP

FP+TN ,where
TN denotes true negatives (benign samples correctly re-
tained).

3. Trust aggregation stability (TAS), the average ratio of
selected benign clients across rounds, measuring verifi-
ability, TAS = 1

T

∑T
t=1

|Bsel
t |

|B| , where T is the total num-
ber of communication rounds, B is the set of all benign
clients, and Bsel

t is the subset of benign clients selected
in round t.

ADR, BRF, and TAS are mechanism-level metrics designed
to quantify auditability, verifiability, and mitigability, re-
spectively. Their computation depends on internal filtering
behavior, trust-score dynamics, and aggregation stability,
rather than dataset-specific semantics. As such, their quali-
tative behavior is consistent across datasets and attack types.
We additionally evaluate ADR/BRF/TAS on CIFAR10, ob-
taining ADR = 0.91, BRF = 0.78, TAS = 0.93, consis-
tent with the HAM10000 dataset reported in the main pa-
per. Across both datasets, higher ADR/TAS and lower BRF
align with reduced degradation and stable training, confirm-
ing that these metrics generalize beyond a single dataset
and correlate with robustness. Although not reported as an
explicit statistical correlation plot, the connection between
these metrics and robustness is direct and empirically ob-
servable: (a) Higher ADR corresponds to more effective
filtering of poisoned samples, which reduces adversarial
influence at the data level. (b) Lower BRF indicates bet-
ter preservation of benign samples, preventing unnecessary



utility loss. (c) Higher TAS reflects stable trust assignments
and aggregation weights across rounds, which aligns with
lower degradation and smoother convergence. This align-
ment is evident in our experiments: methods with higher
ADR and TAS and lower BRF consistently achieve lower
degradation under attack and higher clean accuracy, while
competing methods show weaker metric values and inferior
robustness.

Overall, these metrics are not intended to replace stan-
dard robustness measures but to provide interpretable diag-
nostics that explain why a method is robust. Together with
the comprehensive accuracy and degradation results across
multiple datasets and attacks, they strengthen the empirical
grounding of the proposed trust-triad framework.

6.5. Baselines and Existing Defenses

To comprehensively evaluate the performance of TriGuard-
FL, we compare it against both foundational FL frame-
works and a diverse set of state-of-the-art defense mecha-
nisms. First, we include No data valuation (No Val - Fe-
dAvg [26]), representing standard FL without any data val-
uation or defenses, used to assess the raw vulnerability to
attacks. Next, we compare TriGuard-FL against nine repre-
sentative defenses across four major categories, as outlined
in Table 1. (a) Robust aggregation optimizers: FedProx
[22], FedAdam [32], FedAdagrad [32], and FedMedian
[44], (b) Byzantine-resilient aggregation methods: Krum
[4] and FLTrust [5], (c) Client selection strategy: DivFL
[2], and (d) FL data/model valuation approaches: FedBary
[23] (data valuation) and FLShield [17] (model valuation).
These methods are selected based on their relevance to our
goals of auditability, verifiability, and robustness in feder-
ated settings.
Below are more details about baselines.
1. FedProx [22] enhances FedAvg by introducing a proxi-

mal term to improve convergence under system and sta-
tistical heterogeneity, offering better robustness and the-
oretical guarantees in non-IID FL settings.

2. FedAdagrad and FedAdam [32] adapt centralized
adaptive optimizers to the FL setting, mitigating conver-
gence issues and tuning sensitivity in FedAvg. They of-
fer improved performance under non-IID data and non-
convex objectives while enhancing communication effi-
ciency.

3. FedMedian [44] enhances robustness to Byzantine fail-
ures by aggregating gradients using coordinate-wise me-
dians. It ensures order-optimal error rates across convex
and non-convex loss functions, making it suitable for se-
cure FL under adversarial conditions.

4. Krum [4] is a Byzantine-resilient aggregation rule that
selects updates with minimal distance to others, enabling
convergence even when up to f out of n clients are ad-
versarial. It outperforms linear methods under Byzantine

threats.
5. FLTrust [5] improves Byzantine robustness in FL by us-

ing a trusted server-side dataset and model to evaluate
client updates. Trust scores, based on alignment with
the server model, are used to normalize and weight client
contributions, mitigating malicious influence.

6. DivFL [2] selects a diverse subset of clients whose gra-
dients best represent the full population, using a submod-
ular facility location objective. This improves conver-
gence, efficiency, and fairness over random selection in
FL.

7. FLShield [17] secures FL by validating local models us-
ing benign participant data, eliminating the need for a
clean server dataset. It defends against poisoning and
backdoor attacks while preserving privacy, making it
practical for real-world FL scenarios.

8. FedBary [23] provides a privacy-preserving approach
for client contribution evaluation and data selection in
FL. It uses Wasserstein distance for efficient, validation-
free data valuation without depending on specific train-
ing algorithms.

6.6. Performance Evaluation of TriGuard-FL
We evaluate the effectiveness of TriGuard-FL against three
major adversarial threat categories, PGD-based gradient
poisoning [25], Distributed Backdoor Attack (DBA) [42],
and targeted label-flip poisoning [34], across four bench-
mark datasets encompassing both cross-device (CIFAR10,
CIFAR100) and cross-silo (HAM10000, Census15) FL set-
tings. Tables 5, 6, and 7 present clean accuracy (Ag) and
degradation under attack (Dg:=100−A′

g) for IID (β=5)
and non-IID (β=0.3) configurations, with a 50% poisoning
rate. Subsequent ablation studies (Section 7) further ana-
lyze the impact of varying poisoning intensities and distri-
bution heterogeneity.

6.6.1. Effectiveness under Benign Conditions
Even without attacks, TriGuard-FL improves utility by pair-
ing auditable data valuation (ADV) with verifiable client
contribution (VCC). On CIFAR10, clean accuracy rises
from 92.11% (FedAvg) to 95.48%, and on HAM10000 we
observe > 5% gains over FedAdagrad (Table 5). ADV
removes distributional outliers before local optimization,
while VCC assigns higher weights to clients aligned with
the global reference, preventing noisy or low-utility updates
from diluting the descent direction. Although mitigability
of poisonous updates (MPU) is inactive in benign condi-
tions, its trust-scaled design (AGI) adds no penalty and pre-
serves the clean-data advantage.

6.6.2. Robustness under Adversarial Clients
TriGuard-FL attains the lowest Dg across all attacks and
datasets, evidencing strong mitigability. Under PGD
(Table 5), degradation on CIFAR10 (non-IID) drops to



15.35%, surpassing FLShield by≈9%. For DBA (Table 6),
TriGuard-FL achieves 36.77% Dg on CIFAR10 (IID) and
47.68% on CIFAR100 (non-IID), yielding 8-15% improve-
ments over the closest baselines. Against targeted label-flip
(Table 7), degradation on Census15 (non-IID) is 19.97%,
outperforming FLShield/FedBary by 3-5%. While ADV fil-
ters many adversarial samples and VCC down-weights mis-
aligned clients, adaptive AGI-based MPU is crucial for the
residual threat surface, i.e., poisoned updates that evade fil-
tering or appear statistically similar under masking. MPU
projects low-trust updates onto a trusted descent direction
and subtracts a trust-scaled component, neutralizing adver-
sarial alignment without discarding entire updates. This
preserves a benign signal embedded in mixed-quality gradi-
ents, yielding both lowerDg and faster recovery post-attack.

6.6.3. IID vs. Non-IID Stability
TriGuard-FL exhibits smaller IID, non-IID gaps than all
baselines. VCC stabilizes aggregation by emphasizing
clients whose masked Gaussians are close (in closed-form
MMD2) to the global reference, thereby curbing drift un-
der heterogeneity. MPU further cushions non-IID regimes
by removing adversarial projections conditioned on trust,
which are more prevalent when client distributions are
skewed. For example, in DBA on CIFAR100 (Table 6),
TriGuard-FL increases degradation by only ∼5.5% from
IID to non-IID (42.16% → 47.68%), whereas competing
methods deteriorate by 10-15%.

In summary, the gains are driven by the trust-triad:
ADV prunes distributional outliers early, VCC certifies and
weights reliable clients, and MPU (AGI) actively counters
residual malicious directions while retaining benign sig-
nal. This layered design yields strong, clean accuracy and
the lowest post-attack degradation across PGD, DBA, and
label-flip threats, and remains stable under severe non-IID
partitions.

7. Ablation study

7.1. Effect of non-IID Heterogeneity

Figure 2 illustrates the variation in global test accuracy
Ag of TriGuard-FL compared to representative baselines,
FLTrust [5], FLShield [17], FedBary [23], and No Val
across different degrees of non-IID data distributions on CI-
FAR10 and HAM10000. The Dirichlet parameter β con-
trols heterogeneity, where smaller β (e.g., 0.1) indicates
stronger non-IID skew and larger β (e.g., 10) approximates
IID conditions. We focus on these representative baselines
to emphasize key performance differences under both clean
(left) and attacked (right) scenarios.

Across all heterogeneity levels, TriGuard-FL consis-
tently achieves the highest accuracy, maintaining robust-
ness under both benign and adversarial conditions. On

CIFAR10 and HAM10K, TriGuard-FL preserves a signifi-
cantly higherAg as β decreases, whereas all baselines show
sharp degradation under severe non-IID settings (β=0.1).
In clean conditions (Figs. 2a, 2c), this stability stems from
auditable data valuation (ADV), which prunes distributional
outliers early, and verifiable client contribution (VCC),
which prioritizes clients whose local distributions align
with the global reference, reducing aggregation drift. Un-
der attack (Figs. 2b, 2d), mitigability of poisonous updates
(MPU) via Antidote Gradient Injection (AGI) further rein-
forces convergence by neutralizing adversarial components
without discarding entire updates. This adaptive gradient
correction allows TriGuard-FL to sustain accuracy levels
above 90% on CIFAR10 and 75% on HAM10K even under
strong heterogeneity, outperforming FLTrust and FLShield
by 5–10% in most configurations.
Overall, these results confirm that TriGuard-FL’s trust-
triad, combining distribution-aware auditing, verifiable
client scoring, and trust-scaled gradient mitigation, enables
stable and fair optimization across heterogeneous, adver-
sarial federated environments.

7.2. Ablation across Varying FL Configurations and
Attack Settings

Table 9 presents an extensive ablation study evaluating the
robustness of TriGuard-FL across different FL configura-
tions, adversarial intensities, and poisoning strategies. Ex-
periments include both PGD-based gradient poisoning and
targeted label-flip attacks on two representative datasets:
HAM10000 (medical imaging) and Census15 (financial
tabular) under non-IID (β=0.3) conditions. We vary the
number of total clients (n), number of malicious clients (m),
and poisoning rates (30%–100%) to analyze resilience un-
der both sparse and dense adversarial participation.

Across all configurations, TriGuard-FL consistently
achieves the lowest degradation under attack (Dg ↓), sig-
nificantly outperforming all practical baselines. For in-
stance, under low-client, high-maliciousness conditions
on HAM10000 (n=5, m=1, 30% poisoning), TriGuard-
FL achieves a degradation of 20.97%, outperforming
FLShield’s 24.22% and approaching the oracle reference.
As the attack intensity increases to 100% poisoning, other
defenses deteriorate sharply, e.g., FLShield’s degradation
rises to 40.95%, while TriGuard-FL limits the degradation
to just 28.27%, demonstrating superior robustness. A simi-
lar trend is observed for Census15 under targeted label-flip
attacks, where even at 100% poisoning, TriGuard-FL main-
tains a low degradation of 25.66%, compared to FLShield’s
28.71%. These results highlight TriGuard-FL’s ability to
preserve model performance even under extreme adversar-
ial conditions.

The observed reduction in degradation stems from the
combined effect of the three trust-triad components. First,



Table 5. Comprehensive evaluation of TriGuard-FL under PGD-based poisoning [25] on CIFAR10, CIFAR100, and HAM10000. Experi-
ments are conducted in IID (β=5) and non-IID (β=0.3) FL settings with a 50% data poisoning rate. We report clean accuracy Ag ↑ and
degradation accuracy under attack Dg:=100−A′

g ↓. Bold and second denote the best and second-best results per column, respectively.

Dataset→ CIFAR10 [19] CIFAR100[19] HAM10000[37]
FL setting→ n=100, m=50 n=100, m=50 n=20, m=5

Method ↓ IID non-IID IID non-IID IID non-IID
Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓

No Val 92.11±0.25 28.06±1.67 91.25±1.91 29.74±0.84 82.91±1.27 48.76±0.58 80.52±1.48 50.14±0.68 89.93±1.62 35.48±1.23 86.90±1.22 37.96±0.75

FedProx [22] 91.53±0.78 30.59±0.83 90.67±1.27 34.30±1.25 82.13±0.49 50.21±1.36 79.74±1.83 52.62±0.89 89.35±1.44 36.02±1.31 86.32±1.71 38.54±0.83

FedAdam [32] 90.13±1.91 32.12±1.14 89.27±0.44 34.12±0.72 81.02±1.81 49.62±0.70 78.63±0.54 52.14±0.44 87.95±0.37 34.96±0.55 84.92±0.57 39.14±1.11

FedAdgrad [32] 92.98±0.62 28.52±0.12 92.12±0.73 29.52±0.41 83.75±0.32 48.32±0.83 81.36±0.95 48.99±0.32 90.80±1.99 34.78±0.83 87.77±1.95 37.09±0.36

FedMedian [45] 90.45±1.10 26.05±1.92 87.52±0.30 27.74±1.98 78.23±0.97 48.80±1.50 75.84±1.37 50.72±1.15 88.27±0.78 36.88±1.62 85.24±0.34 39.62±0.58

Krum [4] 90.87±0.43 26.54±0.65 86.59±0.83 28.16±0.19 75.92±1.11 46.51±1.16 72.54±0.77 48.25±1.82 88.69±1.15 34.66±0.24 85.66±1.09 37.46±1.84

FLTrust [5] 91.34±1.87 24.11±1.39 88.65±1.54 25.75±0.88 76.63±0.55 44.68±0.44 73.25±1.66 46.58±0.58 90.16±0.92 34.12±1.44 86.13±0.80 37.02±0.42

DivFL [2] 89.35±0.59 33.14±0.20 86.80±0.68 35.79±0.47 74.74±1.99 56.15±0.53 71.36±0.45 58.90±1.67 85.37±1.53 42.55±0.39 82.20±1.38 46.68±0.69

FLShield [17] 89.31±1.45 21.27±1.08 87.75±1.06 25.73±0.66 78.85±0.88 44.27±0.67 75.47±1.25 47.03±0.76 86.34±1.11 33.62±1.01 84.05±0.62 36.15±1.02

FedBary [23] 88.40±0.96 24.54±0.73 85.31±1.17 27.14±0.54 76.96±0.25 46.88±0.29 73.58±1.04 49.74±0.51 83.10±0.48 38.33±1.58 80.75±1.27 40.12±1.56

TriGuard-FL (ours) 95.48±2.36 14.86±1.51 94.73±1.28 15.35±0.91 89.32±1.31 38.73±1.97 86.11±1.19 42.07±1.21 94.08±1.14 22.99±1.18 93.86±1.78 25.43±1.17

Table 6. Comprehensive evaluation of TriGuard-FL under DBA attack [42] on CIFAR10, CIFAR100, and HAM10000. Experiments are
conducted in IID (β=5) and non-IID (β=0.3) FL settings with a 50% data poisoning rate. We report clean accuracy Ag ↑ and degradation
accuracy under attack Dg:=100−A′

g ↓. Bold and second denote the best and second-best results per column, respectively.

Dataset→ CIFAR10 [19] CIFAR100 [19] HAM10000 [37]
FL setting→ n = 100, m = 50 n = 100, m = 50 n = 20, m = 5

Method ↓ IID non-IID IID non-IID IID non-IID
Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓

No Val 92.11±0.25 52.02±0.63 91.25±1.91 53.20±1.13 82.91±1.27 62.65±1.15 80.52±1.48 63.68±1.48 89.93±1.62 55.64±0.91 86.90±1.22 58.36±1.34

FedProx [22] 91.53±0.78 56.26±0.89 90.67±1.27 57.70±1.71 82.13±0.49 66.57±1.45 79.74±1.83 68.38±1.84 89.35±1.44 59.26±1.46 86.32±1.71 61.48±1.91

FedAdam [32] 90.13±1.91 57.97±1.71 89.27±0.44 59.18±0.27 81.02±1.81 67.46±0.61 78.63±0.54 69.57±0.75 87.95±0.37 60.13±0.77 84.92±0.57 62.76±1.26

FedAdagrad [32] 92.98±0.62 51.13±1.33 92.12±0.73 52.58±1.69 83.75±0.32 61.14±1.30 81.36±0.95 63.09±1.17 90.80±1.99 58.16±1.65 87.77±1.95 54.18±0.77

FedMedian [44] 90.45±1.10 49.04±0.92 87.52±0.30 50.80±0.84 78.23±0.97 60.25±1.18 75.84±1.37 62.23±0.38 88.27±0.78 51.75±0.52 85.24±0.34 53.02±0.66

Krum [4] 90.87±0.43 48.75±0.44 86.59±0.83 51.22±0.96 75.92±1.11 63.75±0.89 72.54±0.77 65.02±0.91 88.69±1.15 52.02±1.34 85.66±1.09 53.97±1.12

FLTrust [5] 91.34±1.87 46.36±1.06 88.65±1.54 48.81±1.22 76.63±0.55 60.90±1.96 73.25±1.66 63.96±1.76 90.16±0.92 50.12±0.36 86.13±0.80 51.47±0.91

DivFL [2] 89.35±0.59 56.65±0.79 86.80±0.68 58.53±0.52 74.74±1.99 71.47±0.41 71.36±0.45 73.72±0.29 85.37±1.53 58.58±1.89 82.20±1.38 60.75±0.84

FLShield [17] 89.31±1.45 45.11±1.57 87.75±1.06 47.60±0.75 78.85±0.88 57.22±0.94 75.47±1.25 59.63±1.50 86.34±1.11 49.97±0.83 84.05±0.62 50.92±1.39

FedBary [23] 88.40±0.96 54.99±0.58 85.31±1.17 56.63±1.03 76.96±0.25 64.81±1.53 73.58±1.04 68.11±0.82 83.10±0.48 52.69±1.18 80.75±1.27 55.57±0.52

TriGuard-FL (ours) 95.48±2.36 34.57±1.45 94.73±1.28 36.77±0.38 89.32±1.31 42.16±0.66 86.11±1.19 47.68±1.05 94.08±1.14 40.89±0.49 93.86±1.78 44.52±1.67

auditable data valuation (ADV) prunes distribution-level
anomalies early, reducing the attack surface. Second, ver-
ifiable client contribution (VCC) ensures that clients with
aligned latent distributions are weighted higher during ag-
gregation, mitigating update drift in heterogeneous set-
tings. Most importantly, the mitigability of poisonous up-
dates (MPU), realized through Antidote Gradient Injec-
tion (AGI), actively neutralizes harmful gradients by pro-
jecting suspicious updates onto a trusted descent direction
(gt) and subtracting a trust-scaled component proportional
to the client’s reliability. Unlike rejection-based defenses
that discard low-trust updates (risking information loss),
AGI selectively suppresses adversarial influence while re-
taining benign information, leading to lower Dg and im-
proved convergence stability. Together, these mechanisms
enable TriGuard-FL to sustain minimal accuracy degrada-
tion and strong robustness across varying client participa-
tion, poisoning rates, and attack types.

7.3. Client Scaling and Communication Efficiency

Table 8 evaluates the scalability of TriGuard-FL as the total
client population increases from 100 to 1000 under both IID
(β=5) and non-IID (β=0.3) conditions under a PGD attack
and a poisoning rate of 50%. Across all configurations, both
clean accuracy (Ag) and degradation under attack (Dg) re-
main highly stable as the federation scales, with only a 14%
increase in convergence rounds and less than a 2% rise in
Dg for both IID and non-IID regimes. This near-linear scal-
ing trend demonstrates that TriGuard-FL maintains robust-
ness and efficiency even when the client pool grows ten-
fold. The lightweight MMD-based trust scoring and veri-
fiable client contribution (VCC) modules operate on low-
dimensional masked distributional statistics, adding negli-
gible communication overhead per round. Meanwhile, the
AGI module is responsible for the mitigability of poisonous
updates , which scales linearly with participating clients
by applying trust-weighted vectorized projections, ensur-
ing that gradient neutralization remains computationally ef-



Table 7. Comprehensive evaluation of TriGuard-FL under the targeted label flip attack attack scenario [34] across two datasets (cross-
device: CIFAR10, cross-silo: Census15), evaluated in both IID (β = 5) and non-IID (β = 0.3) FL settings with a 50% poisoning rate.
We report clean accuracy Ag ↑ and degradation accuracy under attack Dg:=100−A′

g ↓. Bold and second denote the best and second-best
results per column, respectively.

Dataset→ CIFAR10 [19] Census15 [30]
Setting→ n = 100, m = 50 n = 20, m = 5

Method ↓ IID non-IID IID non-IID
Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓

No Val 92.11±0.25 26.95±0.81 91.25±1.91 28.44±1.09 87.73±0.95 25.62±1.07 86.46±0.93 27.44±1.28

FedProx [22] 91.53±0.78 19.17±1.08 90.67±1.27 20.69±1.60 86.50±1.02 28.25±1.46 85.23±0.64 29.87±1.76

FedAdam [32] 90.13±1.91 18.87±1.66 89.27±0.44 22.08±1.33 86.26±0.47 27.36±0.83 84.99±1.32 30.47±0.91

FedAdagrad [32] 92.98±0.62 19.87±0.77 92.12±0.73 21.58±0.91 87.29±1.71 25.49±1.09 86.02±0.87 27.63±1.03

FedMedian [44] 90.45±1.10 24.11±1.42 87.52±0.30 26.81±1.72 88.61±0.86 26.18±1.55 87.34±1.15 28.04±1.34

Krum [4] 90.87±0.43 23.62±1.21 86.59±0.83 25.75±0.74 87.65±1.18 27.51±1.03 86.38±0.78 29.62±0.72

FLTrust [5] 91.34±1.87 20.83±1.02 88.65±1.54 22.72±1.29 84.70±1.40 22.53±0.44 83.43±1.49 24.64±0.85

DivFL [2] 89.35±0.59 34.28±0.38 86.80±0.68 36.26±1.48 83.75±0.64 30.51±1.87 82.48±0.56 32.62±1.41

FLShield [17] 89.31±1.45 18.59±0.94 87.75±1.06 20.94±1.05 84.03±1.93 20.14±1.25 82.76±1.22 22.25±1.10

FedBary [23] 88.40±0.96 20.64±1.29 85.31±1.17 20.42±0.68 82.53±1.31 23.25±0.92 81.26±0.98 25.36±0.47

TriGuard-FL (ours) 95.48±2.36 10.46±0.63 94.73±1.28 13.75±1.23 90.83±0.78 17.86±1.48 89.56±1.84 19.97±1.68

No Val FLTrust [5] FLShield [17]
FedBary [23] TriGuard-FL(ours)
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Figure 2. Comparison of global accuracy (Ag) of TriGuard-FL
under varying degrees of non-IID with and without PGD attack
across two datasets. We follow the same FL and attack settings of
Table 5.

ficient at large scales. These design choices collectively
enable TriGuard-FL to sustain strong adversarial resilience
without compromising scalability. Notably, the clean accu-
racy decreases marginally from 95.48% → 93.87% (IID)
and 94.73%→ 93.42% (non-IID) as clients increase from
100 to 1000, while degradation rises slightly from 14.86%
→ 16.38% (IID) and 15.35%→ 16.61% (non-IID). These

minor variations confirm that TriGuard-FL preserves both
model utility and robustness under large-scale federations,
validating its practical deployability for real-world FL de-
ployments involving hundreds to thousands of heteroge-
neous and potentially adversarial clients.

Table 8. Scalability and communication-round efficiency of
TriGuard-FL on CIFAR10 under PGD attack (50% poisoning). We
report average rounds to reach 90% of peak accuracy, and clean
accuracy Ag ↑ with degradation under attack Dg ↓ for both IID
(β=5) and non-IID (β=0.3) regimes. Results show near-linear
scaling in client count and marginal robustness loss up to 1000
clients.

#Clients (n) Avg Rounds IID (β=5) non-IID (β=0.3)
Ag (%) ↑ Dg (%) ↓ Ag (%) ↑ Dg (%) ↓

100 50 95.48±2.36 14.86±1.51 94.73±1.28 15.35±0.91

200 53 (+6%) 95.12±2.28 15.24±1.63 94.41±1.25 15.62±0.98

500 55 (+10%) 94.46±2.12 15.91±1.74 93.96±1.20 16.08±1.05

1000 57 (+14%) 93.87±2.05 16.38±1.81 93.42±1.18 16.61±1.12

7.4. Effectiveness of TriGuard-FL Components
To assess the contribution of each component within
the proposed trust-triad framework, we perform an abla-
tion study on CIFAR10 under PGD-based data poisoning
(n=100, m=50, β=0.3, poisoning rate = 50%). The anal-
ysis isolates the impact of (i) auditable data valuation via
Mahalanobis-based latent filtering, (ii) verifiable client con-
tribution using MMD-based trust scoring Π(Pk), and (iii)
AGI-based mitigability through antidote correction of poi-
sonous updates at the server. Table 10 reports the global
accuracy before attack (Ag↑) and degradation under attack
(Dg↓), where higher Ag and lower Dg indicate better ro-
bustness.
Setup. To fairly evaluate the contribution of each trust-triad
component, we isolate one module at a time while keeping
the remaining pipeline identical to the standard FL setup.



Table 9. Ablation study on auditable distribution-level data valuation of TriGuard-FL under two different attacks across two datasets
(HAM10000 and Census15), evaluated in non-IID (β = 0.3) FL settings with different number of total clients, single & multi-client
attackers, and poisoning rates (PR) = ν

Nk
× 100, where ν denotes the fraction of poisonous samples and Nk denotes the total number of

samples. We report clean accuracy Ag ↑ and degradation accuracy under attack Dg:=100−A′
g ↓. Bold and second denote the best and

second-best results per column, respectively.

Dataset Attack
method n m

Poisoning
ratio (%)

No Val FLTrust [5] FLShield [17] FedBary [23] TriGuard-FL (ours)
Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓ Ag ↑ Dg ↓

HAM10000 [37] PGD [25]

5 1 30 80.42±1.33 29.92±1.22 77.39±0.98 25.88±0.56 76.72±1.23 24.22±1.06 75.22±0.94 26.77±1.29 83.52±0.77 20.97±1.56

10 3 30 79.37±0.89 30.71±0.74 76.23±1.37 26.76±1.72 75.26±0.77 25.43±0.88 74.23±1.41 28.49±0.64 82.74±1.38 23.75±0.69

20 5
30 86.90±1.22 31.26±1.01 86.13±0.80 27.54±0.76 84.05±0.62 24.73±1.33 80.75±1.27 31.42±0.87 93.86±1.78 20.27±1.45

50 86.90±1.22 37.96±0.75 86.13±0.80 37.02±0.42 84.05±0.62 36.15±1.02 80.75±1.27 40.12±1.56 93.86±1.78 25.43±1.17

100 86.90±1.22 42.76±1.79 86.13±0.80 41.82±1.36 84.05±0.62 40.95±1.55 80.75±1.27 44.92±1.92 93.86±1.78 28.27±1.74

Census15 [30]
Targeted

label
flip [34]

5 1 30 90.39±1.28 19.77±1.53 87.36±1.44 16.73±1.12 86.69±1.23 15.07±1.48 85.19±1.12 17.62±1.57 93.49±1.46 11.82±1.24

10 3 30 88.54±0.94 22.37±0.87 85.51±0.89 17.16±0.76 84.84±0.97 17.74±0.85 83.34±0.94 21.61±1.03 91.64±0.88 14.27±1.67

20 5
30 86.46±0.93 24.47±0.95 83.43±1.10 20.43±1.26 82.76±1.31 19.59±1.47 81.26±1.26 21.70±0.88 89.56±1.84 16.85±1.62

50 86.46±0.93 27.44±1.28 83.43±1.10 24.64±0.85 82.76±1.31 22.25±1.10 81.26±1.26 25.36±0.47 89.56±1.84 19.97±1.68

100 86.46±0.93 35.48±1.53 83.43±1.10 30.61±0.86 82.76±1.31 28.71±1.75 81.26±1.26 34.01±1.09 89.56±1.84 25.66±1.28

The No TriGuard-FL baseline corresponds to vanilla Fe-
dAvg without any defense. The ADV-only configuration
enables only the Mahalanobis-based client-side data filter-
ing, while all other processes follow standard aggregation.
In the VCC-only setting, trust scores Π(Pk) are computed
using MMD and directly used as weights in the FedAvg ag-
gregation step. For MPU-only, 20% of client updates are
randomly selected and mitigated using AGI without trust
weighting, representing isolated gradient correction. Com-
bined configurations (e.g., ADV+VCC, ADV+MPU) acti-
vate the corresponding modules jointly, culminating in the
full TriGuard-FL pipeline with all three components en-
abled.
Observations. Without any defense, the baseline (FedAvg)
suffers severe degradation (Dg=29.74%), confirming high
vulnerability to poisoning. Introducing only ADV reduces
Dg to 24.92%, demonstrating that client-side data audit-
ing improves robustness by filtering noisy or poisoned sam-
ples. Activating VCC alone achievesDg=27.66%, showing
moderate improvement by weighting clients based on distri-
butional trust. The MPU module in isolation (Dg=27.99%)
provides limited benefit, indicating that AGI’s mitigation
is most effective when guided by accurate trust signals
from ADV or VCC. When ADV and VCC are combined,
degradation drops sharply to 20.61%, highlighting the syn-
ergy between auditable data filtering and verifiable ag-
gregation. The pairing of ADV and MPU also yields
high clean accuracy (Ag=93.70%) and improved robust-
ness (Dg=21.33%), confirming that AGI benefits from re-
liable auditing. Finally, the full TriGuard-FL configuration,
integrating all three components, achieves the best overall
performance with Ag=94.73% and Dg=15.35%, validat-
ing that the joint optimization of auditability, verifiability,
and mitigability provides maximum resilience against ad-
versarial and distributional perturbations.
Overall, these findings confirm that while each trust-triad
component independently contributes to robustness, their

integration produces a compounding effect that ensures sta-
ble, trustworthy, and attack-resilient federated optimiza-
tion.

Table 10. Ablation study on the individual and joint contribu-
tions of the proposed trust-triad components, namely, auditable
data valuation (ADV), verifiable client contribution (VCC), and
AGI-based mitigability of poisonous updates (MPU) under PGD
attack [25] on CIFAR10 (n=100, m=50, β=0.3, poisoning rate
= 50%). We report global accuracy before attack (Ag↑) and degra-
dation under attack (Dg↓). Bold and values indicate the best and
second-best results, respectively.

Auditable
data

valuation

Verifiable
client

contribution

AGI-based
mitigability of

poisonous
updates

Ag(%)↑ Dg(%)↓

✗ ✗ ✗ 90.25±1.91 29.74±0.84

✓ ✗ ✗ 91.77±1.38 24.92±0.73

✗ ✓ ✗ 92.59±1.56 27.66±1.73

✗ ✗ ✓ 91.42±1.14 27.99±1.67

✓ ✓ ✗ 91.45±1.74 20.61±0.81

✓ ✗ ✓ 93.70±0.64 21.33±1.37

✗ ✓ ✓ 92.94±1.70 26.75±1.53

✓ ✓ ✓ 94.73±2.36 15.35±0.91

7.5. Hyperparameter Sensitivity and Robustness
Figure 3 presents a detailed sensitivity analysis of the key
hyperparameters governing the behavior of TriGuard-FL
under PGD-based data poisoning on CIFAR10, CIFAR100,
and HAM10000 datasets. Each subfigure examines one hy-
perparameter of the trust-triad components, namely, privacy
masking (auditability), adversarial tolerance (mitigability),
and filtering strength (verifiability), to study their effect on
global robustness and stability.
(a), (b) Gaussian noise parameters (µN ,ΣN ). Moderate
masking values (µN=0.01, ΣN=0.05) provide the best bal-
ance between privacy preservation and model utility, yield-



ing peak accuracies of 15.35%, 42.07%, and 25.43% on CI-
FAR10, CIFAR100, and HAM10K, respectively. When the
noise is too small, the masked distributional moments risk
privacy leakage, weakening the auditability of data valua-
tion; conversely, excessive noise corrupts moment estima-
tion, leading to unstable aggregation and degraded perfor-
mance.
(c) PGD attack strength (τ). TriGuard-FL remains robust
for perturbation magnitudes up to τ=0.03, demonstrating
effective mitigability through AGI. Smaller τ values limit
adversarial diversity, while larger perturbations disrupt gra-
dient alignment between client and global updates, reducing
the effectiveness of AGI in neutralizing adversarial compo-
nents.
(d) Mahalanobis filtering threshold (γ). An intermediate
threshold (γ=0.0024) achieves the best trade-off between
rejection and retention during latent-space filtering. Smaller
γ values over-prune benign samples, impairing verifiabil-
ity by shrinking the effective training set, whereas larger
thresholds permit poisoned updates to bypass filtering, un-
dermining robustness.

In summary, TriGuard-FL exhibits stable performance
across a broad range of hyperparameter values, confirming
the inherent robustness of its audit-verify-mitigate design.
This consistency highlights its practicality for deployment
in real-world federated systems, where precise hyperparam-
eter tuning may be infeasible.

7.6. Trust-Score Separability
To illustrate how the MMD-based trust metric Π(Pk) differ-
entiates benign and adversarial clients, we visualize its dis-
tributional behavior in a representative setting of TriGuard-
FL trained on the CIFAR10 dataset under PGD-based poi-
soning [25] with 100 clients (m=50 adversarial), non-IID
heterogeneity (β=0.3), and a 50% poisoning rate. Each
client computes Π(Pk) as the squared Maximum Mean
Discrepancy (MMD) between its local masked distribu-
tion (µ̃k, Σ̃k) and the global reference P∗

g = (µg,Σg) at
the end of round t. The dynamic trust threshold φt =
Percentile80

(
{Π(Pk)}k∈St

)
is used to adaptively select

high-trust clients for aggregation and vice-versa for miti-
gation.

Figure 4 (a) shows the distribution of trust scores Π(Pk)
across all clients. Benign clients concentrate at lower Π
values, indicating strong alignment with the global ref-
erence P∗

g , whereas malicious clients (pink) shift toward
higher Π values, reflecting distributional drift due to poi-
soned updates. The dashed line φt marks the adaptive 80th-
percentile threshold that partitions clients into high- and
low-trust sets at each round. Clients with Π(Pk) ≤ φt are
retained as reliable participants for aggregation and antidote
gradient computation, while those exceeding φt are down-
weighted or neutralized through the AGI mechanism. This

CIFAR10 [19] CIFAR100 [19] HAM10K [37]
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Figure 3. Impact of key hyperparameters in TriGuard-FL on
degradation of global test accuracy (Dg ↓) under PGD attack
across CIFAR10, CIFAR100, and HAM10000 datasets with β =
0.3). We evaluate: (a) mean of Gaussian noise (µN ), (b) covari-
ance noise (ΣN ), both used in density masking, (c) PGD attack
strength (τ ), and (d) Mahalanobis filtering threshold (γ).

distinct separation validates the discriminative capacity of
TriGuard-FL’s VCC module. Figure 4 (b) depicts the em-
pirical cumulative distribution functions (ECDFs) of Π(Pk)
for benign and malicious clients. The ECDF for benign
clients rises rapidly at lower Π values, while that for ma-
licious clients grows slowly, demonstrating that most be-
nign clients exhibit low distributional divergence. The ver-
tical gap at the threshold φt quantifies the statistical sep-
arability between the two populations. A large distance
confirms that benign and adversarial clients occupy distinct
trust-score regimes, enabling reliable trust-based selection
without prior knowledge of attack labels.

In summary, together, Figures 4(a), (b) demonstrate that
the trust metric Π(Pk) provides a clear and quantifiable
boundary between benign and malicious clients. This sepa-
ration supports the stable operation of TriGuard-FL’s trust-
triad by ensuring that only statistically aligned, high-trust
updates are emphasized during aggregation and mitigation.

8. Extended Limitations and Future Work
(i) Adapting to dynamic and adaptive adversaries. The
current formulation assumes a stationary adversarial en-
vironment. A promising future direction is to extend
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(b) Empirical cumulative distribution functions (ECDFs) of
Π(Pk) for benign and malicious clients. The vertical gap
(KS distance) at φt quantifies the statistical separability of
the two distributions.

Figure 4. Visualization of trust-score dynamics in TriGuard-FL.
(a) Benign clients exhibit low trust scores, concentrating left of φt,
while malicious clients shift toward higher divergence regions. (b)
ECDFs show clear separation between the two groups, confirming
that the dynamic threshold φt effectively partitions high- and low-
trust clients for robust selection and mitigation.

TriGuard-FL for online detection and adaptation to evolv-
ing or adaptive attackers by monitoring temporal shifts in
trust and distributional consistency across training rounds.
(ii) Extending mitigability to broader tasks. While the
present study focuses on classification, incorporating AGI-
based mitigation into more complex FL tasks, such as de-
tection, segmentation, or regression, could further general-
ize the applicability of the trust-triad framework in practical
deployments. We plan this as our immediate future work
extension.
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