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Supplementary Material

1. Appendix.A: The Overall Objective Loss
Functions

This section supplements details of the overall objective
loss functions.

Refined semantic and in-distribution(ID) forensic repre-
sentation spaces construction is necessary for confounding
environment generation. Therefore, we use a lightweight
linear layers as the semantic adapter on the pretrained
foundation model for further semantic spaces refinement
in the downstream task. Meanwhile, we adopt additional
lightweight linear layers as the forensic adapter for the ID
forensic space construction. Additionally, the association
between the latent semantic/forensic representation spaces
and the corresponding label spaces is modeled by the se-
mantic and forensic classifiers. In this process, trainable
parameters are updated with Eq. (1) and Eq. (2).
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where, Lg refers to the loss function for refined semantics;
X7 and Y are input images and their semantic annotations
to indicate the positions of text regions, respectively.

Lr=Lcp(X7,YF), @)

where, L refers to the loss function for ID forensics; X
and Yp are input images and their 3-class forensic anno-
tations where 0 means background regions, 1 refers to the
authentic text regions, and 2 indicates the tampered text re-
gions. Additionally, we leverage ?? for causal invariant rep-
resentation optimization and rewrite it as
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where, CgE and E%’“’ refer to Log and Ly, in ??; data
from the set of environments, &£, include the synthesized
interventioal data which are generated from confounding
environments in case(1)-(3) and the ID observable data in
training dataset.

The overall objective loss function is indicated as

Liotal = Ls+ Lp + Ligusa17 @)

where, we utilize three optimizers for independently updat-
ing the corresponding parameters. For example, seman-
tic optimizer is used to update the parameters of semantic
adapter and semantic classifier.

2. Appendix.B: Experiments for Multi-Type
Generalization

The results of our comparative study evaluating multi-type
generalization against benchmark methods of natural image
tampering localization and text image tampering localiza-
tion are supplemented in Tab. 1 and Tab. 2. To evaluate the
multi-type generalization, we collect the subsets which are
manipulated by SRNet[23], DST[16], and DiffSTE[6] as
the training sets, and evaluate the testing sets which are tam-
pered with STEFANN[15], MOSTEL[13], AnyText[19],
UdiffText[25], and TextDiff[1].

The expansion in the diversity of seen manipulation
types enriches the forensic feature space, subsequently im-
proving the performance of previously unseen forensic ar-
tifacts. This mechanism offers a notable advantage for the
performance of current natural/text image tampering local-
ization models. For example, IML-vit demonstrates the
most promising forensic efficacy on ID/OOD testing sets
except the sets of AnyText and TextOCR[25]. Meanwhile,
for among image tampering localization methods, CAFTB
presents the most competitive forensic performance besides
the sets of TPIC[22], STEFANN, AnyText, UdiffText, and
TextOCR. However, this mechanism is also beneficial for
our method, leading to significant progress in OOD perfor-
mance. For example, the performance achieved on AnyText
and TextOCR is superior to that of all compared methods.
However, a decline in performance is observed on ID data,
such as 79.7% for ID TPIC in single-type setting to 71.4%
for ID TPIC in multi-type setting. Furthermore, while the
generalizability on OOD sets remains satisfactory in the
single-type setting, it diminishes when facing the multi-
type setting, such as TextDiff and MOSTEL sets. Addition-
ally, the overall performance of the current tamper local-
ization networks still requires further improvement. Con-
sequently, we intend to pursue continued refinement in our
future work.

3. Appendix.C: Ablation Studies

We supplement other ablation studies in this section. If
taking a foundation model with the linear probing as the
base model, several additional modules are composed of



Table 1. The comparison with natural image tampering localization methods for multi-type generalization.

| D | 00D
Methods
| TP-IC | SRNet | DST | DiffSTE | STEFANN | MOSTEL | AnyText | UDiffText | TextOCR | TextDiff
MVSS[3] 64.7 65.8 | 67.1 59.7 424 523 48.0 58.6 25.5 45.9
PSCC[8] 634 | 644 | 662 59.2 46.0 53.5 40.6 57.2 21.6 54.5
Object- 419 | 417 | 435 | 398 41.1 29.2 28.9 453 19.1 28.6
Former[21]
CAT [7] 702 | 718 | 74.7 61.1 40.4 59.9 37.8 57.2 27.9 56.8
IML-vit[9] 760 | 760 | 79.3 64.0 65.2 64.4 49.1 65.2 34.5 51.6
Mesorch [26] | 73.7 742 | 772 63.3 52.0 56.2 48.0 64.0 36.3 57.8
Sparse [18] | 74.1 74.6 | 76.6 61.9 54.3 54.9 46.9 63.2 34.7 59.5
Trufor [5] 646 | 643 | 68.0 57.2 44.7 46.1 43.0 55.7 335 49.6
Ours | 714 | 686 | 706 | 63.0 43.7 47.9 52.1 62.7 42.7 34.0
Table 2. The comparison with text image tampering localization methods for multi-type generalization.
Methods ‘ D ‘ 00D
| TP-IC | SRNet | DST | DiffSTE | STEFANN | MOSTEL | AnyText | UDiffText | TextOCR | TextDiff
DTD[11] 61.9 619 | 67.1 51.3 40.1 44.6 36.4 58.7 28.9 51.1
CAFTB[17] | 712 | 705 | 73.9 63.8 38.9 58.4 40.8 62.6 34.9 56.6
FFDB [2] 720 | 723 | 743 57.6 29.4 51.8 37.7 56.9 30.7 48.4
TIFDM [4] | 57.1 584 | 578 422 26.1 41.0 22.7 48.7 25.6 46.1
DAF [12] 10.1 102 | 94 9.5 8.6 12.5 9.8 11.8 2.9 43
Ours | 714 | 686 | 706 | 630 | 437 479 | 521 | 627 | 427 | 340

our method. We conduct experiments on these modules to
demonstrate the validity of the proposed method in Sec. 3.1.
Additionally, we conduct ablation studies about data aug-
mentation, efficient-parameter finetuning techniques, and
foundation models in Sec. 3.2, Sec. 3.3, and Sec. 3.4, re-
spectively.

3.1. Modules

In the proposed method, there are three main modules:
linear probe, adapter, and casual invariance. To evaluate
the validity of each module, we conduct experiments in
the three settings: (1) frozen foundation model + linear
probe, (2) linear adapters + frozen foundation model + lin-
ear probe, (3) confounding + ERM: linear adapters + frozen
foundation model + augmented confounding environments
+ linear probe, and (4) confounding + IRM: linear adapters
+ frozen foundation model + augmented confounding en-
vironments + invariance regularization + linear probe. The
performance indicated in Tab. 3 could demonstrate the ef-
fectiveness of each module in the proposed method.

3.2. Data Augmentation

Confounding environment generation in the proposed
method could also be viewed as a form of data augmen-
tation, specifically one that implements augmentation by

intervening on the data from the perspective of causal di-
agram. We conduct the compared experiment between one
random data augmentation technique, manifold mixup[20]
(MM) and ours, causally interventional data augmentation
in the latent space. The results presented in Tab. 4 could
indicate the effectiveness of our confounding environment
generation for ID and OOD evaluation. The performance
of manifold mixup and our proposed confounding environ-
ment generation on the ID datasets dose not differ signifi-
cantly, but a substantial performance discrepancy could be
observed on the OOD data. Under a strategy of random
data augmentation, the performance variance across differ-
ent OOD subsets is high, which highlights the uncontrolled
nature of random data augmentation in capturing useful in-
formation.

3.3. Parameter-Efficient Adaptation Methods

Parameter-Efficient Adaptation (PEA) methods are the ef-
fective techniques to finetune the pretrained foundation
models for downstream-task feature adaptation and re-
taining the favorable properties of the pre-trained space.
Throughout this paper, and unless otherwise specified, the
exemplified PEA method is light-weight adapter which is
applied directly on the representation. There are also strate-
gies that perform Parameter-Efficient Adaptation (PEA)



Table 3. The ablation study of modules for single-type generalization.

M | D | 00D
ethods
| TP-IC | SRNet | DST | STEFANN | MOSTEL | DiffSTE | AnyText | UDiffText | TextOCR | TextDiff
) 415 | 384 | 343 320 264 259 325 37.7 15.4 339
) 746 | 718 | 39.1 11.8 53.7 483 44.6 473 26.6 53.8
3) 790 | 773 | 328 14.0 65.6 53.6 409 51.8 42.5 66.8
(4) 781 | 770 | 523 25.0 69.4 58.6 438 58.1 41.6 60.6

Table 4. The ablation study of data augmentation methods for single-type generalization. MM means manifold mixup.

Methods ‘ 1D ‘ oob
| TP-IC | SRNet | DST | STEFANN | MOSTEL | DiffSTE | AnyText | UDiffText | TextOCR | TextDiff
MM 702 | 636 | 16.1 3.8 48.9 36.4 24.9 35.3 252 57.6
Ours 78.1 770 | 523 25.0 69.4 58.6 43.8 58.1 41.6 60.6
fine-tuning on the model parameters, such as SVD in [24]. &
The fundamental principle of SVD involves decompos- ™
ing the model parameters into principal components and g 601 oo
residual components. The principal components which rep- | TR
resent semantic information and are kept frozen during fine- 3 5l e
tuning, while the residual components are updated during E
training. These residual components thus encode informa- T 404
tion relevant to the downstream task, which, in the context g
of our work, refers to the forensic information. Based on 2 o owr
this decomposition, both the content and the forensic in- e o | ,
formation can be effectively quantified. This methodology N R &é\s* § f
bears a striking similarity to the principle underlying quan- Ol Datasets

tification approaches based on lightweight adapters which
take the features captured by the original weights of foun-
dation model as the content information and take the offset
induced by the forensic adapters as the ID type of foren-
sic information. We present the results in Tab. 5. The in-
tegration of the proposed causal invariance mechanism led
to performance improvements on both light-weight adapters
and SVD, which collectively demonstrate the efficacy of our
method.

3.4. Foundation Models

Throughout this paper, and unless otherwise specified, our
illustrative foundation model is OWL-ViT. In this sub-
section, we conduct a comparative analysis against CLIP.
As shown in Tab. 6, the performance achieved by us-
ing a linear probe on a frozen CLIP[14] model is supe-
rior to the performance observed under the setting where
a linear probe is applied to a frozen OWL-ViT. Intriguingly,
when we integrate our proposed causal invariance method
with CLIP, the performance significantly declines. Con-
versely, applying causal invariance to OWL-ViT[10] leads
to a substantial performance increase. This phenomenon
aligns with the prerequisite we established for the efficacy

Figure 1. The performance of text localization by linear probing
on CLIP and OWL-VIT. CLIP could not provide more accurate
semantics (or content) than OWL-VIT.

of causal invariance, namely that the semantic information
within the latent space must be relatively accurate and ro-
bust.

OWL-ViT is a model designed for object detection, fine-
tuned on the pre-aligned CLIP space. However, CLIP is
generally insensitive to fine-grained information, a point
substantiated by Fig. 1. Specifically, when linear probing is
performed on both frozen CLIP and OWL-VIT for the task
of text localization, CLIP’s performance is markedly infe-
rior to that of OWL-ViT. Therefore, optimizing the model
on data generated using imprecise content information in
the proposed causal invariance will naturally lead to sub-
optimal performance. The refinement of the confounding
environment generation mechanism for improved precision
remains a key objective for our future endeavors.



Table 5. The ablation study of Parameter-Efficient Adaptation methods for single-type generalization. Cau-Inv refers to the proposed
causal invariance, including confounding environment generation and invariance optimization.

Methods ‘ D ‘ ©oob
| TP-IC | SRNet | DST | STEFANN | MOSTEL | DiffSTE | AnyText | UDiffText | TextOCR | TextDiff
SVD 542 | 528 | 503 39.5 41.1 35.8 35.8 476 212 34.1
SVD
+ 550 | 53.6 | 51.8 40.9 40.7 36.0 36.4 483 23.2 36.4
Cau-Inv
Adapter [ 746 | 718 | 39.1 11.8 537 483 44.6 413 26.6 53.8
Adapter
+ 781 | 770 | 523 25.0 69.4 58.6 43.8 58.1 41.6 60.6
Cau-Inv
Table 6. The ablation study of foundation models for single-type generalization.
Methods 1D ©oob
| TP-IC | SRNet | DST | STEFANN | MOSTEL | DiffSTE | AnyText | UDiffText | TextOCR | TextDiff
CLIP 509 | 475 | 494 37.1 39.9 42.1 33.0 424 20.0 35.1
CLIP
+ 247 | 226 | 227 19.8 13.9 15.1 14.4 15.5 143 24.0
Cau-Inv
OWL-VIT | 415 | 384 [ 343 32.0 26.4 259 325 377 15.4 339
OWL-VIT
+ 781 | 770 | 523 25.0 69.4 58.6 43.8 58.1 41.6 60.6
Cau-Inv

4. Appendix.D: Visualization

We visualize the localization masks, which are predicted in
our method in Fig. 2. The exemplified tampered images,
the corresponding predictions, and the ground truth masks
are indicated in the first row, the second row, and the third
row. The visualization suggests the promising performance
of the proposed method.

5. Appendix.E: Others

We conduct the ablation study on the gradient detachment
of observed data during confounding environment genera-
tion. Demonstrated in Tab. 7, the observed data should re-
main detached to block the gradient interference from the
invariant regularization term on the observed data stream.
This separation is critical for the improvement of general-
ization performance.
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Figure 2. The visualization of the localization masks in our method.
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