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1. Appendix

1.1. Background: Memorization Dynamics and At-
tack Surface

Memorization [1, 8, 9] refers to a model’s tendency to re-
produce training examples or their close variants, creating
a critical attack surface where an adversary can exploit the
model’s overfitting to extract sensitive, proprietary, or pri-
vate training data.

1.1.1. Definition of Memorization in Generative Models

Memorization arises when a model’s capacity and training
regimen exceed what’s needed for generalization, causing
high-capacity networks to act as instance-specific lookup ta-
bles. From a learning theory perspective, memorization cor-
responds to low generalization performance despite a low
empirical risk. The empirical risk minimization objective
function
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can be driven arbitrarily close to zero if f has enough flex-
ibility. Overly expressive models exhibit low bias but ex-
treme variance, fitting idiosyncratic noise.

Diffusion models learn to reverse a gradual noising pro-
cess by estimating the score function V,logp;(x). The
most common training loss is the denoising score matching
objective:
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where the noisy sample x; is defined by
xy = \agzg + V1-age 3)

If g overtfits, it learns a near instance-specific mapping from
x; to the exact noise €. This effectively embeds training
examples in the learned score field. During sampling, the
iterative reverse-diffusion process repeatedly queries this

biased score estimate, causing trajectories to drift toward
these memorized regions of the data manifold. In the ab-
sence of explicit privacy constraints, the model is therefore
incentivized to “remember” training examples rather than
learn a generalizable score function.

1.2. Mitigating Memorization Alone Cannot Guar-
antee Exclusion of Restricted Concepts

Theorem 1.1 (Total-Variation Leakage). Let pg be a
learned distribution and pyat. the training distribution. If
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Proof. By definition of total variation,

[Pr(S] = Pr [S]| < TV(ps, paata) < 9,
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so Prps [S] > Prpdam [S] — 4. O

Corollary 1.1 (Repeated-Sampling Amplification). If
Procpyn. [t € S| = a > 0, then drawing N i.id. sam-
ples x1,...,xN ~ pg yields

Pr[3i: 2, € 8] =1-(1— Pr [z € 5))" > 1-(1—a+6)V,

T~pe
which tends to 1 as N — oo whenever o« > 6.

Proof. Independence gives PrVi : z; ¢ S] = (1 —
Pry, [S])N, then substitute Pr,,, [S] > o — 6. O

Applications

Copyrighted-Content Extraction Even if the learned
distribution of a diffusion model py is arbitrarily close to
the training distribution pga¢, in a statistical sense, an ad-
versary can still extract copyrighted images. We make this



precise with total-variation bounds and repeated-sampling
arguments. Let S be the set of copyrighted images with
prevalence a = Pry.p,... [x € S]. Even if ¢ is vanishingly
small, repeated sampling from py recovers copyrighted con-
tent with probability > 1 — (1 — a + 6)Y — 1 whenever
o> 4.

Semantic Identity Leakage FEven when a diffusion
model is regularized so that it does not reproduce any train-
ing image verbatim, it can still capture and regenerate the
“identity” of a subject (e.g. Tom Cruise). We make this pre-
cise by showing that any small statistical distance to the true
data distribution entails a nontrivial probability of generat-
ing samples recognized as that identity. Define an oracle
classifier C : X — {0,1} for a recognizable subject (e.g.
Tom Cruise), and let & = Prgp,,,.[C(z) = 1]. Setting
S = {z : C(z) = 1} in the theorem yields Pr,,, [C(z) =
1] > a — 0, and by the corollary, sampling N times detects
the identity with probability > 1 — (1 — a + §)N — 1 as
soon as « > 4.

Discussion. Preventing exact memorization does not block
semantic leakage: the model can still learn and reproduce
the subject’s identity in novel contexts because the preva-
lence of the initial concept is non-zero and cannot be elim-
inated without destructive underfitting. Our method ad-
dresses this by enforcing concept acquisition blocking.

1.3. Analysis: Formal Security Guarantees of our
Method

The following theorems formalize this guarantee: when
A = 1, the projected gradient is exactly orthogonal to the
forbidden feature subspace, removing all first-order learn-
ing signals along those directions in each constrained up-
date.

1.3.1. Zero First-Order Improvement on Forbidden Fea-
tures

Theorem 1.2 (Gradient Projection Prevents First-Order
Learning). Let grar = VoL(Z, Dfear; 0) be the gradient for
a forbidden feature, and let gy, be the projected gradient
orthogonal 10 gf.q. Then:

<gpr0j7 gfeat> =0

This ensures zero first-order improvement in the forbidden
feature direction.

Proof. By construction of the gradient projection (ignoring
¢ for exact proof):
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Computing the inner product with gea:
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Therefore, the directional derivative of the forbidden feature
loss in the direction of the update A = —ngp; is:

d
d Efeat(ofngproj) = *<v0£feat7 gproj> = 7<gfeata gproj>
n n=0
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The first-order constraint in Theorem 3.1 is applied itera-
tively across all T" updates. By enforcing (gpro;, §reat) = 0
at each step, we ensure the parameter state 67 remains
within the orthogonal complement of the forbidden sub-
space Sy relative to the initialization 6.

1.3.2. Invariance of the Forbidden-Subspace Component

Let S = span{geat} denote the memorization subspace,
and define the projector onto S’ as:

PS _ Gfeat gfqe:gt.
[ gteat

Since the update direction Af = —ngpyo; lies in the orthog-
onal complement of S, we have Ps Af = 0. Consequently:

P50t+1:PS(0t+A0) :PSQt.

Thus, the component of the model’s parameters along the
forbidden direction remains constant across every update.

1.3.3. Bounded Memorization Capacity: Geometric In-
terpretation

In diffusion training, the risk of reproducing a specific fea-
ture can be approximated by the projection of the parameter
vector onto the feature’s gradient direction. Under a first-
order (NTK) approximation, we define the memorization
capacity M(9) of a forbidden feature f as

Mf(e) = HPSf0H27 Sf = Span{gfeat}y

where Pg, denotes the orthogonal projector onto the for-
bidden feature subspace.

Geometrically, M (#) measures the alignment of the pa-
rameter state with the feature’s Fisher-sensitive direction. In
the Neural Tangent Kernel (NTK) view [4, 11], this align-
ment quantifies the model’s directional sensitivity to the
protected attribute.



By constraining each update A6 to lie in SJ% (.e.,
Ps, A = 0), we ensure that the projection onto Sy does
not increase:

Pg;(0i+1) = Ps;(01).

Thus, the model’s first-order capacity to encode or re-
construct the forbidden feature remains bounded by its ini-
tial value. This provides a structural safeguard against fea-
ture memorization that is independent of standard overfit-
ting metrics.

Theorem 1.3 (Memorization Capacity Bounds). Let f
be a forbidden feature represented by a subspace Sy =
span{gfea:}, and let 11y denote the orthogonal projection
onto Sy. Define the memorization capacity of feature f at
parameter state 0 as:

My (6) = |10

Then, under gradient updates constrained to be orthogonal
to Sy, we have:

My(0r41) < My (6,)
with equality when the projection is computed exactly.

Proof. Assume the model parameters are updated via
011 = 01 — NGproj» Where gproj L Sy. Since Iy projects
onto S, and gy is orthogonal to S'y:

Hfgproj =0

Applying the projection to the updated parameters:

s 1 = (0 — 1Gproj)
= 1160 — nllf Gproj
— 11,6,

Therefore, the memorization capacity remains unchanged:
My (0ps1) = gl |* = [|TLr0]|* = M ()

In practice, due to numerical imprecision and ¢ stabiliza-
tion, we observe My (0;11) < Ms(0:) + O(€num)- O

Interpretation. This result shows that by controlling the
direction of gradient updates, we prevent the model from in-
creasing its alignment with sensitive features, ensuring the
memorization capacity is frozen at its initial value, hence
bounding the reproduction risk.

1.3.4. Robustness Against Adversarial Prompts

Any adversarial prompt that attempts to elicit the forbidden
feature will generate a corresponding gradient g, € S.
The same projection step strips out its component, ensur-
ing no new forbidden-feature information can ever reenter
training.

Conclusion. By enforcing gproj L gfeat, We achieve (i)
zero first-order improvement on forbidden features, (ii) in-
variance of forbidden-subspace components, (iii) a hard cap
on memorization capacity, and (iv) resilience to adversarial
prompts. This delivers a formal, provable safeguard against
IP leakage that heuristic methods cannot match.

1.4. Data Preparation

We apply the following procedure to select images with a

high risk of copyright infringement or privacy leakage:

» Keyword Filter (IP/Privacy Risk): We select videos
whose captions include "animated" (indicating styl-
ized content subject to copyright) or "person" (flag-
ging potential privacy and rights concerns around faces).

¢ Frame Extraction: From each filtered video, we extract
the exact middle frame to serve as the canonical training
sample.

Following prior work [12], we select a total of 2413 im-
ages identified as highly memorized and copyrighted for our
evaluation. This dataset size aligns with targeted memoriza-
tion studies [5, 7], enabling computationally tractable eval-
uation.

Prompt Generation: Defining the Forbidden Subspace
A potential concern in selective learning is the manual over-
head required to define forbidden prompts (pyeq) for di-
verse datasets. Our framework addresses this through an au-
tomated, LLM-driven pipeline that disentangles protected
attributes from abstract scene elements at scale. Given a
predefined set of IP-safety rules or a high-level descrip-
tion of protected entities, an instruction-tuned LLM (e.g.,
GPT-0OSS 20B) systematically analyzes the original meta-
data to generate pairs of pyuqin and preq:. This proce-
dure eliminates the need for human-in-the-loop annota-
tion, allowing the Gradient Projection framework to be
integrated into massive-scale diffusion training pipelines
without a linear increase in manual labor. We use
the following instruction with the original video caption
({original_caption}):

Analyze the following caption and identify
entities that would be copyright-sensitive

in the corresponding image:
{original_caption}
1. Write a new prompt without these

copyright-sensitive entities (<= 77 tokens).
2. Write a prompt using only the copyright-

sensitive entities (<= 77 tokens).

* Output (1) becomes the Main Caption (p,,in) guiding
positive concept learning.

* Output (2) becomes the Forbidden Caption (pr..t) spec-
ifying the sensitive entities to suppress via gradient pro-
jection.



Example Pairing The example pairing (Main Caption:
“A vibrant cartoon-style interior, wooden floor, tall book-
shelf, wooden table with teapot, striped chair, large golden
vase on ornate walls, light streaming with whimsical dé-
cor, colorful palette, dynamic lighting.”’; Forbidden Cap-
tion: “purple animated character wearing white hat, blue
scarf, holding sword, looking down, in a room with wooden
floor, bookshelf full of books, wooden table with teapot and
bowl, striped pattern chair, framed pictures on walls, large
golden vase, cartoonish colorful style.”) demonstrates how
we separate abstract scene elements from specific, high-risk
character attributes.

1.5. Evaluation Metrics

Following prior work [3, 10], we use three complementary
metrics to assess our method while maintaining generation
quality:

* SSCD (Self-Supervised Copy Detection) [6]: Our pri-
mary metric for copyright preservation, SSCD employs
a specialized neural network to detect copied or near-
duplicate content across visual transformations. Lower
SSCD scores indicate successful prevention of unautho-
rized feature reproduction and stronger defense against
potential IP infringement.

e CLIP Similarity: Measures Semantic Preservation be-
tween generated images and text prompts. Higher CLIP
scores ensure that our aggressive IP protection does not
compromise the model’s ability to follow the general
Pmain textual instructions, validating utility preservation
goals.

¢ Kernel Inception Distance (KID) [2]: To evaluate the
quality and realism of the generated images, we report
the Kernel Inception Distance. KID measures the squared
Maximum Mean Discrepancy between Inception repre-
sentations of the generated and real data distributions us-
ing a polynomial kernel. This metric is particularly suited
for our study as it is unbiased and more reliable when
evaluating small subsets of data. Lower KID scores (be-
low 0.01) indicate that the generated outputs more closely
match the distribution of the training frames in terms of
visual quality. It is important to note that due to statisti-
cal variance, small negative scores (e.g., = —0.005) are
considered normal and functionally equivalent to a score
of zero, indicating that the generated distribution is indis-
tinguishable from the reference data.
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Figure 1. Qualitative Results. Side-by-side comparison of input frames (left) and outputs (right) using the ground-truth pq.n trigger.
While global composition and stylistic cues are preserved to maintain model utility, identifiable copyrighted identities and unique facial
features are systematically excised via orthogonal gradient projection. The visual similarity reflects the model’s ability to learn abstract
scene elements while provably blocking the acquisition of restricted concept-level features, even under the most potent adversarial sampling
trigger.
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Figure 2. Additional Qualitative Results. Side-by-side comparison of training frames and generated outputs using ground-truth prompts.
While global composition and stylistic cues are preserved to maintain model utility, identifiable copyrighted elements and character iden-
tities are systematically excised via orthogonal gradient projection. This demonstrates successful abstraction despite the use of the most
potent adversarial sampling trigger.
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Figure 3. Additional qualitative results. Side-by-side comparison of training frames and generated outputs using ground-truth prompts.
While global composition and stylistic cues are preserved to maintain model utility, identifiable copyrighted elements and character iden-
tities are systematically excised via orthogonal gradient projection. This demonstrates successful abstraction despite the use of the most
potent adversarial sampling trigger.
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