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7. Method Details

7.1. Data Augmentation

The DART method adopts the standard AugMix [15]
augmentation strategy, which stochastically mixes diverse
transformation operations such as posterize, equalize, ro-
tate, translate, and shear. This procedure introduces mul-
tiple sources of randomness, including the selection of op-
erations, their severity levels, the depth of transformation
chains, and mixing weights.

First, three operations, op,, op,,and op;, are sampled
from the set of available operations, O. The sampled opera-
tions are sequentially composed to generate transformation
chains of increasing depth:

0Py = 0Py © 0Py, and 0py93 = O0p3 0 0py 0 0p;  (5)

Then one chain is sampled uniformly at random from
{op;,0py4, 0p195 }. This process is repeated S times, where
S is a hyperparameter denoting mixture width, resulting in
S operation chains {chain, }5_,. Sis set to 3 by default [15].

The augmented sample X, is generated from a sample
X using:

S

Xaug = X+ (1 — 1) z:mZ x chain; (x) (6)
i=1

where (my . ..m;) and n) are random weights sampled from
Dirichlet(c...«) and from Beta(w, «) distributions, re-
spectively. As can be seen, the augmentation procedure
mixes the output of the operation chains. It also includes
direct contribution from the original image x to prevent the
loss of sematic information.

This diverse augmentation process is designed to im-
prove the robustness of machine learning models by expos-
ing them to a wide range of data during training.

7.2. Overall System Algorithm

Section 4.1 presented the overall DART-enhanced FL sys-
tem design. In a standard FL setting, clients perform local
training while a central server aggregates their updates. Our
proposed plug-in, DARTS, is integrated on the server side,
operating immediately after model aggregation and before
the updated global model is redistributed to the clients. Al-
gorithm 1 details the DART-enhanced FL system.

7.3. DART Algorithm

Section 4.2 introduced our novel server-side plug-in,
DART, designed to enable resource-efficient and robust

Algorithm 1 System Description.

K: number of clients; Dy: local private dataset of client k;
Dy: public unlabeled dataset; G: number of global updates;
FE: local rounds per global update; Tparr: global rounds
per DART update

Server executes:

1: Initialize wy;
2: for each global round t = 1,2,...,G do
3: for each client £ = 1,2, ..., K in parallel do

4 witl « clientUpdate(k, w));
5: end for
6: w6+1 < Aggregate(witt ... ,w}:"l);
7: if t mod Tpart = 0 then
8: witl < DART(wh, Dy);
5 whl e wht
10: end if
11: end for
ClientUpdate(k, w):
1: for each local epoch¢ =1,2,..., F do
2 for batch b € D;. do
3: w < LocalTraining(w,b);
4 end for
5: end for
6: return w to server

federated learning. Algorithm 2 details the DART proce-
dure.

8. Theorem Proof

The theoretical analysis in this work is inspired by Lin et al.
[29], who study ensemble distillation for model fusion in
model heterogeneous FL. In their work, a generalization
bound is developed that relates the loss of distilled feder-
ated models to that of a centrally trained model, explicitly
characterizing the impact of distribution mismatch across
clients and server. Building on this foundation, we derive a
bound that relates the pre-DART (teacher) and post-DART
(student) clean risks, enabling us to formally quantify the
utility degradation introduced by DART while enhancing
robustness.

Setup and notation. Let X be the input space and ) the
label set. Let D;, and D,y be distributions on X x ). A
classifier A : X — ) has risk on a distribution ()

Rg(h) = Pr

&Mqﬁmw¢y) (7)



Algorithm 2 DART.

Dy and Dy,: public unlabeled training and validation
datasets partitioned from Dy; Tiax: maximum number of
DART epochs; T,,: early stopping threshold; 7n;: DART
learning rate; wy: pre-trained weights.

1: counter <— 0; w < wy; losspi, < 00
2: for eachepochi =1,2,..., T do
3 for batch b € D, do

4: W< W — nsv»CDART(W; b)
5: end for

6 if £DART(W; Dval) < 10SSpin then
7 10SSmin < Lpart(W; Dyar)

8 Whest <— W; counter <— 0

9

: else
10: counter ++
11: end if
12: if counter = T, — 1 then
13: break
14: end if
15: end for

16: Wioh <— Whest
17: return wig,

For h,h/ : X — Y, define their disagreement probability
on a distribution Q) by

Disg(h, 1) = Pr (h(x) #H(x)  ®

We consider a teacher fy, and a student f, that make
predictions via posteriors pi(- | x)and ps(- | x), with
decisions fw,(x) = argmaxy p(y | x) and fw, (x) =
arg maxy ps(y | x). The client distribution is Dj,, while
Dout 18 the server distribution.

Define the teacher margin at x:

m(x) = p(yy | x) — ;r;ggpt(y | x) )

where y = argmaxyp(y | ) and m(x) €
[0,1]. Define the margin tail on Doy by Op,(v) =
Pryp,, (mi(x) < 7) for v € (0,1]. The total variation
distance is

TV(x) = z|p( %) —ps(- [ %), (10)
and the expected distillation KL divergence on Dgy:
6 = Exepn|[KUp( [ %) Ips(-1%)] (D
Finally, the HAH-divergence [3] between Dj, and Dy is

d3a3(Din, Dow) = 2 sup ‘Dist(h,h’)—Dist(mh’)
h,h/€H

for some hypothesis class H.

Lemma 1. Forany x € X, if fw, # fw, then
my(x) < 2TV (x)

Proof. Lety; = fw,(x) and lety’ = fs(z) # y;. Since
the student prefers y', ps(y’ | x) > ps(y; | x). Let Ay :=
ps(y | x) — pi(y | x) for each class y, then

!

my(x) < p(y; | x) —p(y' [ x) (12)
= (n(y? 1 %) = polys %)) (13)

+ (ps(yi | 2) = pu(y' | %))

+ sy [ x) = puly" | %))

< |Ay; + 0+ \Ay/| (14)

<14yl (15)
yeYy

= ||ps(- | %) = (- [ )] (16)

= 2TV (x) (17)

which proves the claim.

O

Theorem (Clean Student Risk Bound under Distillation).
Forany v € (0,1],

Ro,(fw,) < Rop,(fw,) + 0p,,(7)

2 /6 1
- 5 =d DirUDOM 18
+ 7\/;-1- 5 dran( ) (18)

Proof. (1) Risk decomposition. For any (x,y),

1[fws(x) e Y} < 1[fw[(x) a y] + 1[fws(x) e fw[(x)]
(19)

Taking expectation over (x,y) ~ Dy, gives

Rp,(fw,) < Rp,(fw)+Disp, (fw,, fw)  (20)

(2) Move disagreement from Dy, to D,y. By the definition
of dy A,

. . 1
Disp, (fw., fw) < Dispy (fw,, fw) + 3 d32:a%(Din, Dout)
(21
Combining with (20),

RDin(fws) < RDin (fw‘) + DiSDum(fw,a fwl)

1 (22)
+ 2 dyan (Din, Dout)

(3) Control disagreement on D, via margin and TV. By
Lemma I, for any x,

{fws(x) # fw[(x)} c {mt(x) < 2TV(X)}



Fix v € (0,1]. Then {m, < 2TV} C {m <~}U{2TV >
~} and,

Disp,, (fw.: fw) < Op,(7) + Pr (2TV(x)>7)

Xx~Dout

Now apply Markov’s inequality (since TV > 0), Pinsker
and Jensen:

Pr(2TV > ) < %E[TV] (23)
2 1

< “E[\/3 KLl 4

2 /1 _ 2\/5
S v QE[KL(leps)] - 7y 2 (25)

Hence
. 2 /s

DlsDnut(fWUth) S GD““‘(,-Y) + ; 5 (26)

(4) Combine. Insert (26) into (22) to obtain the stated
bound. O

9. Resource Setup

9.1. Profiling Client Hardware

Each client is represented by an NVIDIA Jetson Orin
Nano [33], equipped with an Ampere GPU, a 6-core ARM
CPU, and 8 GB of RAM, delivering up to 67 TOPS of com-
pute. We profile batch execution time and batch energy con-
sumption directly on the hardware. Power is measured us-
ing Jetson Stats [4], and energy is computed by integrating
power over time, approximated as the product of sampled
power values and their corresponding time intervals. Execu-
tion time is measured as wall-clock time. Table 6 reports the
measured batch time and energy. While our experiments are
executed on NVIDIA L40S GPUs, we use measurements
collected on the Jetson Orin Nano to estimate the per-client
training time and energy consumption for large-scale feder-
ated learning.

Table 6. Client-side batch time and batch energy, measured on
NVIDIA Jetson Orin Nano using ResNet-18 with batch size 64
and input dimension 32 X 32 x 3.

Clean FL Robust FL
FedAvg FedProx FedAFA FedAugMix FedPrime
Batch Time (s) 0.39 0.41 0.75 1.02 8.28
Batch Energy (J) 1.43 1.53 2.76 4.15 8.20

9.2. Time Model

Since multiple clients perform training in parallel during
each global round, the training time at round ¢ can be es-
timated as

7:? =1 X thatch X bavg (27)

where tpach 1S the profiled batch execution time and by, is
the average number of batches processed by a client. b.ye
is computed as the average number of samples per client
divided by the batch size:

K
Zk:l |Dk|

K X batch_size (28)

bavg =
where K is the number of clients and | Dyg| is denotes the
number of samples held by client k.

9.3. Energy Model

We consider the total compute energy consumed by clients
during federated training, which can be estimated for global
round ¢ as

EL =1 X1 X K X epach X bayg (29)

where epych, denotes the profiled per-batch energy consump-
tion, r denotes the client participation rate, K is the number
of clients, and b, is computed using Eq. 28.

10. CIFAR-10-C Results

10.1. CIFAR-10-C Corruptions

CIFAR-10-C [14] is a standard benchmark for evaluating
model robustness to common image corruptions. Table 7
lists the corruption types included in the benchmark along
with the abbreviations used throughout the paper.

10.2. Full CIFAR-10-C Results

Section 5.2 evaluates popular FL. methods and their DART-
enhanced variants on the CIFAR-10-C robustness bench-
mark. Table 8 extends the results by reporting performance
across all corruption types. As discussed earlier, integrating
DART consistently improves robustness on CIFAR-10-C at
zero client-side overhead and at varying degrees of hetero-
geneity. Notably, DART improves performance across most
corruption categories, with the exception of brightness and
saturation, which introduce minimal visual distortion and
thus exhibit smaller robustness gains.

11. Ablation Studies

11.1. Generalization Across Model Architectures

To demonstrate DART on various deep learning models, we
conduct simulations for a 10 client FL setup with a fixed
time budget of 1000s and we compare DART enhanced Fe-
dAvg clean, robust and average accuracy against FedAvg
and FedAugMix for ResNet-18, MobileNet and VGG-16.
Table 9 shows that DART enhances the robust accuracy of



Table 7. CIFAR-10-C corruption types and abbreviations used
throughout the paper.

Corruption type Abbreviation
Brightness bright
Contrast contr
Defocus blur defoc
Elastic transform elas
Fog fog
Frost frost
Gaussian blur g_blur
Gaussian noise g_noise
Glass blur glass
Impulse noise imp

JPEG compression  jpeg

Motion blur motion
Pixelate pix
Saturate sat
Shot noise shot
Snow SNOwW
Spatter spatt
Speckle noise speck
Zoom blur zoom

FedAvg by 4.3% for a slight drop of 1.7% in clean accu-
racy on average. Additionally, DART enhanced FedAvg
outperforms FedAugMix in both clean and robust accuracy
by an average of 18.9% and 13.8%, respectively. Most no-
tably, DART performs best with VGG-16 where the gains
are most significant (29.2% in Ay, 24.3% in Ap). These
results indicate that DART-enhanced FL generalizes con-
sistently across model architectures while maintaining a fa-
vorable balance between clean and robust accuracy, making
it well-suited for deployment in resource-constrained envi-
ronments.

Fig. 4 shows that DART-enhanced FedAvg consistently
outperforms both FedAvg and FedAugMix in robust ac-
curacy (Arp) under constrained time and energy budgets.
Across the full range of time and energy, DART-enhanced
FL achieves higher robustness than FedAvg. When the per-
client time budget is below 2200s or the energy budget is be-
low 25kJ, DART also surpasses FedAugMix, highlighting
its effectiveness in resource-constrained settings. Moreover,
DART-enhanced FL reaches a target robust accuracy of 80%
on ResNet-18 with the lowest time and energy cost among
all methods. In contrast, Fed AugMix requires substantially
more computation to converge, limiting its practicality for
deployment on resource-constrained devices. All methods
are evaluated with 10 clients over 200 global rounds, with
DART applied to the FedAvg model at each round. Sim-
ilar trends are observed for MobileNet (Fig. 5) and VGG-
16 (Fig. 6), demonstrating DART’s generalization across
model architectures.

11.2. CIFAR-100 Results

To showcase the benefit of using DART with different
client datasets, we provide the following results that utilize
CIFAR-100 on the clients and CIFAR-10 on the server. The
number of clients used is 10.

Analyzing the CIFAR-100 training curves of ResNet-18
in Fig. 7, we notice that DART enhanced FedAvg achieves
the best robust accuracy when time and energy are below
2500s and 30kJ, respectively. Within these intervals, DART
also significantly outperforms FedAugMix in clean accu-
racy, while incurring a drop relative to FedAvg. As ex-
pected, FedAugMix requires substantially more time and
energy to converge. DART provides the most robust model
under resource constraints, even when CIFAR-100 is the
client dataset.

These experiments demonstrate that the advantages of
DART are not limited to a specific client dataset. By main-
taining strong clean and robust performance across diverse
data distributions, DART proves to be broadly applicable
and adaptable, reinforcing its potential as a versatile solu-
tion for robust federated learning in scenarios constrained
by compute, memory, time, and energy.

11.3. Impact of Robustification Period

We experimentally investigate the impact of the robustness-
enhancement period Tpagrr on utility and robustness. Ad-
ditional DART iterations can be executed since the server
is not resource-limited and this imposes no further cost on
clients.

Fig. 8 shows that reducing the robustification period
Tpart has minimal impact on clean accuracy. In general,
smaller values of Tpagr, i.e., more frequent DART updates,
leads to higher robust accuracy at no additional client train-
ing time and energy. For example, ResNet-18 robust ac-
curacy improves from 81.98% to 83.39% when Tpagrr de-
creases from 200 to 25. Similar trends can be observed for
MobileNet and VGG-16, where robust accuracy increases
by +1% and +0.72% respectively. These findings sug-
gest that robust accuracy can be increased by performing
more frequent DART updates, however, in cases where the
server cannot be overloaded, applying DART once at the
final global update yields competitive performance.

11.4. DART Parameter Sweeps

In DART, performance is sensitive to the loss-weighting pa-
rameter « and the mixture width S. Fig 9 reports the effect
of varying « and S on robust accuracy. To maximize robust-
ness, we observe that o values in the range of 8—10 yield the
strongest performance. Increasing S introduces more com-
plex data augmentation but also increases server-side com-
putation. Based on this trade-off, we select « = 10 and
S = 3 to achieve strong robustness while limiting server
overhead.



Table 8. Impact of DART in enhancing the robustness of diverse standard FL. methods. Clean accuracy is measured on CIFAR-10 (Agn),
and robust accuracy on CIFAR-10-C (AS,) for ResNet-18. Accuracies on all CIFAR-10-C corruptions are shown. DART significantly
enhances the robustness (avg. 4.3%) of standard FL methods while incurring a small drop (avg. 1.6%) in clean accuracy at no additional
computational cost for the clients.

Method An(%) Ar(ob(‘%) bright (%) contr (%) defoc (%) elas (%) fog (%) frost (%) g-blur (%) g-noise (%) glass (%) imp (%) jpeg (%) motion (%) pix (%) sat (%) shot (%) snow (%) spatt (%) speck (%) zoom (%)
aqp = 100
FedAvg 90.3 z09 70.5+0s 889 =00 682:23 758:24 792:13 825:14 722210 67.6:32  478:66  46.0:33 55642 77721 T18:37 732225 87.0x1 583 :as 75213 79.6:10 60.6 a1 T1.6 24
FedDyn 850410 67.7+13 83.1=11 637224 737220 T46:21 76920 68.1 227 66.9 =31 535262 433260 569126 758 +11 659:42 66.0:20 81.8:12 61.3:s50 684120 755:11 625146 68334
FedNova 86.5 105 69.5 105 84.5:04 61.9:00 75.0:04 76.6 104 764104 69.1 215 684109 564120 456224 589 :09 779107 684100 T13:20 835107 63.1:16 709405 T8.6:06 63715 702100
FedProx 91403 72710 899 =04 735:16 7901210 81.0:10 847 :07 737215 70118 517228 455225 60.7:21 794207 738+ T1.5:23 885-04 618225 77.2:11 824:10 64.0:23 735+
FedAvg+DART  89.2 w06 77.4 109 738 :21 84.8:12 812113 825:19 752500 826215 640125 5772210 692418 792+ 80.1:25 778 :1s 862106 717215 772412 82821 738415 825114
FedDyn+DART 832 :1s 71.2:12 674510 786216 748112 759212 679214 762:12 592130 515247 652214 T46:37 728:22 703176 802220 66.2:20 699116 768226 68.0:19 757 xo01
FedNova+DART 85.1 <06 72.6 +o0s 66.7 14 81.0 =08 77.5+0s 76.1:00 68.1:11 787x00 60.0:10 51.0=16 645+10 77208 743214 762207 823206 67.0:08 709 :08 78806 68.6=00 78.1 00
FedProx+DART 90.2 104 79.0 t0s 88.6:06 77.7:20 86.1:07 824:06 842:14 773214 839107 656227 57.9:36 72.6 110 809104 818:10 77.7:15 873208 737219 792110 84805 76.0 115 83.5:08
anp = 10
FedAvg 89.5:00 69.6+15 88.1:00 68.6:17 76.0=10 783:15 824108 69.7:25 68.0:11 466174 436232 543 :50 772:20 726210 722241 864113 56.6:63 T4l 1o T88:1s 584 :60 Tl 22
FedDyn 83917 66.7 =11 A 60.9 x40 72.6 218 72620 75.1 225 659 =19 665:17 525166 43.5:68 572:24 73918 66.6:06 67.1:51 809:15 597249 674415 T49 217 60.6:42 67017
FedNova 85.7 03 67.9+05s 83.6:0s 60.1:13 73.6:00 75.1x07 74711 671205 665:12 542116 446210 573 +18 768106 65.6:07 70.0:17 827206 61116 69.2:03 77.7 207 61.7+15 684 :11
FedProx 90.6 04 71.9+10 89.2:05 71.9:21 794210 80.6:05 83.6:11 717200 71.2:21 500242 45.6=31 59.01:24 778208 739+ 71210 879202 597231 75.6:00 820:10 61.6:26 74915
FedAvg+DART 883 :07 758 15 864 :12 718:10 834212 795:15 81.6:00 732226 8lluiis 621139 547:s1 674224 780108 789:17 77.6:10 85708 70.0 251 752417 812214 721128 8l1uius
FedDyn+DART  82.7 +14 69.5 24 80.0:21 64.1:31 779218 73.8 18 741226 647238 756420 56.8:4s 478241 63.0:3s 73.6:23 Tld:sa 70810 80.1:14 63.7 130 67.6:20 76.0:19 655537 74618
FedNova+DART 84.7 z05 71.8 t04 823202 66.7 x05 80.4:05 76.5:05 76.0 04 673207 781 :os 582:16 489214 64.0:04 7632106 742206 75.1:215 820204 655:12 698105 781204 673212 772406
FedProx+DART 88.7 06 77.2:20 87.0:135 74737 84.6:05 80.5:10 82.1:25 7T45:34 824:10 645245 568 :45 707125 78.0:26 80.0:20 76.6:24 863207 72.0:37 76727 831210 74136 8201 :12
ayp =1
FedAvg 878414 65619 857210 638:18 73.0=14 735121 773 :24 654100 652:18 4201 :as 39243 50031 719224 65.4:27 707248 844215 523150 69.6:26 751 =15 S545:s50 664 :as
FedDyn 80.7 x10 643 s11 784221 589:20 69.9:25 70.7:22 T1.8:17 62.6:28 63913 52741 441 :s6 539125 727412 62.6:39 630230 77.0 215 5884353 64417 718214 5921420 652136
FedNova 827 06 64.9 105 80.3:05 553108 69.3:00 704108 69.0:12 643204 628210  S541zi6 456217 55313 742100 60113 683110 795105 602114 664100 T49 110 604114 634107
FedProx 88911 702:20 86808 68.1x15s 77.01:21 774:1s 802:12 694220 693230 517250 429257 587450 76.6+17 70.0:34 Tld=22 85.9-11 60.8+47 729:10 7901221 62730 722:23
FedAvg+DART 832 :32 684 +s5 80.1:35 639457 76.1 45 70.5:55 72.7 455 64.8 254 728450  562:70 46.6:92 60.8 165 71.6+53 678463 73.0:37 79.7 435 63.0+69 67.6+65 75.1 249 648 :60 TI1.8 453
FedDyn+DART  79.1 15 67.2 16 77.1217 63.1:33 744225 Tl.lz23 70632 635232 722228  56.2:37 488:36 59.5+00 71.8:14 67.9:30 69.7:32 759223 62.2:31 65018 723218 632228 724225
FedNova+DART 80.3 07 67.6 11 774210 594119 74.6:11 Tllzis 69.1 214 63616 719115 582115 5001216 603:16 72710 67.1:1s 721216 774206 63.8:12 65811 73.8:00 647212 T13 210
FedProx+DART 87.1 x00 739 :15 844 :07 710:1s 820212 774:15 784116 706217 7901:15  60.8:35 49.7:24 674220 77.2:27 T748:24 759 :35 838100 68.5:28 729 :14 807214 705:25 78613
anp = 0.1
FedAvg 49.0 2146 37.1 2107 48.1 21as 347 2100 364 1as 353 1158 404 210 38.6 2105 31921027 327257 266263 364 :76 3781028 338110 40050 475210 372294 369 1100 423 2126 38.6 178 29.7 suax
FedDyn 347 175 31.6 464 30.7:60 194214 33.0:69 32.6 168 244248 259205 323266 346174 334170 341 :6s 345174 326260 342:74 316166 346275 3l.lieo 343275 346176 320165
FedNova 543538 450231 505245 261 155 44.0:35 443500 347275 434245 406134 484115 439:24 452100 525133 379:31 521237 SLlisz 502110 488:2s 51.6:28 503122 40.1 132
FedProx 68.0 =15 56708 64.6-10 43.9:42 564215 56716 54.6:25 56.7:21 52415 553221 50627 52922 637+ Sl4ise 63.9:27 63910 591201 580:15 632:18 593123 Sl4iis
FedAvg+DART 43.0 155 32.9 +17 412 2160 29.9 <125 36.9 - 159 33.3 2100 352 £154 30.1 2 166 348 <160 267 <1as 201 =134 29.6 2155 344 +11a 343 1167 36.2 274 41.6 2154 30.2 2151 30.3 2152 362 2155 313 2140 33.0 1161
FedDyn+DART 23.8 +153 21.9 +136 21.1 2130 160276 2292147 22.6 143 18.8 c108 182 1s 225214 231 21aa 226 2101 22.7 2138 23.6 2152 22.2 2135 233 2150 22.0 2130 23.3 2047 214 2141 2322147 233 2147 22,6 2146
FedNova+DART 48.0 60 40.5 :51 434 :67 262450 420257 40859 327275 357258 40.0:s55 427240 373200 403540 46056 377247 456255 448 260 440245 405150 449255 440247 40.0 456
FedProx+DART 66.9 +43 58.7 :21 639 :26 51.0:00 61.4:55 593 :4s 583107 570220 59.6:52 559216 498200 535102 627242 590114 6332794 628230 594202 567116 614202 600202 594 142
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Figure 4. CIFAR-10 clean and CIFAR-10-C robust accuracy, Aci, and Ayob, under FedAvg, FedAugMix, and FedAvg+DART as a function
of time and energy. The model used is ResNet-18, the server dataset is CIFAR-100, and 10 clients are deployed. FedAvg+DART takes the

least energy and time to reach Aop = 80%.

11.5. Loss Component Ablations

Table 10 presents an ablation study on the components L,
and L4 of the DART loss (1) as compared to standard clean
training. Applying DART without the consistency loss £,
results in a model with clean and robust accuracy compa-
rable to the original pre-trained model. In contrast, remov-
ing the distillation loss £4 leads to significant drops in both
utility and robustness. Only when both loss components are
present does DART maintain clean accuracy (with a minor

1.5% drop) while improving robustness by 5.7%.

These findings are consistent with those in Section 4: Ly
preserves clean accuracy, while £. promotes consistency,
which translates to improved robust accuracy with mini-
mal loss in clean accuracy, when both loss components are
jointly optimized.

12. Using Synthetic Data on the Server

When high-quality server data is unavailable, generative
models can be used to supply the server dataset for DART.
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Figure 5. CIFAR-10 clean and CIFAR-10-C robust accuracy, Aci, and Ayob, under FedAvg, FedAugMix, and FedAvg+DART as a function
of time and energy. The model used is MobileNet, the server dataset is CIFAR-100, and 10 clients are deployed.
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Figure 6. CIFAR-10 clean and CIFAR-10-C robust accuracy, Aci, and Ayob, under FedAvg, FedAugMix, and FedAvg+DART as a function
of time and energy. The model used is VGG-16, the server dataset is CIFAR-100, and 10 clients are deployed.

Table 9. Accuracy at iso-time of ~ 1000s for different models.
The value of G is set to meet the time budget. FedAvg+DART
achieves the highest robustness at zero client overhead.

Table 10. CIFAR-10 clean and CIFAR-10-C robust accuracy
results for FedAvgand FedAvg+DART with custom DART. The
model used is ResNet-18. To improve robustness, DART must in-
clude both the consistency loss L. and the distillation loss L.

Model Method G A (%) Arop (%) Aavg (%)
FedAvg 83 90.00 71.32 80.66 Method 'Acln (%) Al‘Ob (%) Aan (%)
ResNet-18 FedAugMix 27 7222 6597  69.10
FedAvg+DART 83 87.62 7585  81.74 Clean training 93.58 75.09 84.34
. FedAvg 141 89.83 7238  8l.11 giﬁ m ﬁc ?;‘2‘2 Z;gg’ ’fg;‘;
MobileNet FedAugMix 43 7630 6841  72.36 DART d 92,08 $0.79 86.44
FedAvg+DART 141 88.07 7573 8190
FedAvg 135 89.90 7208  80.99
VGG-16  FedAugMix 36 59.31 5283 56.07
FedAvg+DART 135 88.81  77.14  82.98 13. Accounting for Server-side Costs in DART-

Table 11 shows that using BigGAN [5]-generated data with
FedAvg+DART still yields substantial robustness gains, im-
proving A by 4.8

enhanced FL

DART offloads the resource intensive robust training to the
server. Fig. 10 shows that the large server side resources
and parallelism reduce overall training time when DART
is applied to FedAvg compared to other robust FL works.
Crucially, client-side time and energy remain comparable
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Figure 7. CIFAR-100 clean and CIFAR-100-C robust accuracy,
Acin and Aqob, under FedAvg, FedAugMix, and FedAvg+DART
as a function of time and energy. The model used is ResNet-18,
the server dataset is CIFAR-10, and 10 clients are deployed.
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Figure 8. FedAvg+DART CIFAR-10 clean and CIFAR-10-C ro-
bust accuracy for different numbers of DART updates. The num-
ber of global updates, E, is set to 200. The number of clients is 4
and the server dataset is CIFAR-100.

to non-robust methods as shown in 4.
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Figure 9. Impact of DART loss weighing parameter o and data
augmentation mixture width S on CIFAR-10-C robust accuracy.
We choose @ = 10 and S = 3 to maximize robustness and limit
the server workload.
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Figure 10. Total time versus number of DART SGD updates.
DART-enhanced FedAvg maintains lower training time compared
to robust FL methods.

Table 11. Impact of DART on CIFAR-10 clean and robust accu-
racy with BigGAN-generated server data.

Method Qiid  Aen (%) Aron (%)
FedAvg 100 89.8 70.8
FedAvg 10 89.5 70.1
DART+FedAvg 100 86.4 73.7

DART+FedAvg 10 86.3 74.9




