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A. White-Box and Grey-Box Attack Settings
A.1. White-Box Attacks

In a white-box scenario [7], [8], [9], the adversary possesses
full access to the online model parameters 6;, the benign
users’ test samples By, and the gradients used during adap-
tation. This allows direct optimization of poisoned inputs
against the actual online TTA dynamics:
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where 6} denotes the updated model after TTA on both poi-
soned and benign samples. Although analytically conve-
nient, this setting is unrealistic in decentralized or federated
deployments where neither benign samples nor online pa-
rameters are exposed to adversaries.

A.2. Grey-Box Attacks

In a grey-box setting [1], [3], [5], adversaries cannot access
benign users’ samples or observe online model parameters
0;. Instead, they rely on a surrogate (distilled) model 9t
that approximates the online model’s behavior. The attack
objective becomes:
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s.t. By = B, U Byg.

where B, denotes the adversary’s own clean samples. For-
warding B, jointly can degrade the adaptation process.
Here, feature-level distribution consistency is also enforced
so that poisoned samples remain statistically aligned with
benign ones during adaptation.

B. Various Attack Objectives

Several attack objectives can be used to generate adver-
sarial samples during test-time adaptation. These objec-
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tives guide gradient-based procedures such as PGD to cre-
ate high-entropy disturbances, low-entropy misclassifica-
tions, or feature-consistent perturbations that influence the
model’s adaptation behavior.

B.1. Notch High-Entropy (NHE) Objective

NHE [6] constructs a target distribution () that assigns
zero probability to the correct class and distributes uniform
probability across all other classes. Minimizing the cross-
entropy with respect to this target forces predictions away
from the ground-truth and increases output entropy:

Ly®(&:) = = ) Quxlog hy (i),
k
3
O, k= Yis ( )
ﬁ7 k 7é Yi-

This design produces high-entropy, label-divergent pre-
dictions that strongly influence entropy-based TTA updates.

B.2. Balanced Low-Entropy (BLE) Objective

BLE [6] addresses the class-collapse problem common in
low-entropy attacks. It uses a moving-average confusion
matrix C' and a label-mapping matrix M € {0, 1}5*¥ that
assigns each class a distinct target class. The objective en-
courages confident but class-balanced incorrect predictions:
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By enforcing balanced misclassification, BLE avoids col-
lapse into a single dominant wrong class and maintains sta-
ble target selection across all classes.

B.3. MaxCE Objective

MaxCE objective [4] maximizes the standard cross-entropy
loss with respect to the true label:

IMCE(5) = —log hy, (). 3
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This objective drives the model’s prediction to reduce con-
fidence in the correct class by pushing up the loss on that
class. In practice, a projected gradient method (e.g., PGD)
is used to find perturbations § within a constrained norm
ball that maximize this cross-entropy loss, matching the at-
tack strategy in [4] for adversarial robustness.

B.4. TePA Entropy-Maximization Objective

TePA [2] generates adversarial samples by maximizing pre-
diction entropy:

LT () = = (@) log h (). (6)
k

This objective encourages uniform output distributions,
which destabilize entropy-based or confidence-based TTA
updates by reducing prediction certainty.

B.S. Distribution Regularization (Feature Consis-
tency)

Feature-level distribution regularization aligns the feature
statistics of poisoned data with those of benign data. Gaus-
sian distributions are fitted at each selected feature layer us-
ing mean—covariance pairs (1%, 2. for benign samples and
(jit, ) for poisoned samples:
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This alignment ensures that poisoned samples remain in-
distribution, allowing their influence to transfer to unseen
benign samples during adaptation.

B.6. DIA (Distribution Invading Attack)

In DIA [9], poisoning is formulated as a bilevel optimiza-
tion problem in which poisoned samples are crafted (outer
problem) so that, after test-time adaptation (inner problem)
on the mixed batch, the model incurs large loss on the be-
nign samples. The bilevel formulation is:
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where B, denotes the poisoned subset and Bj the benign
subset in the same test batch. In practice the inner adapta-
tion is approximated and the bilevel problem is converted
into a single-level objective that is solved by projected gra-
dient methods; a common approximation replaces 8* with
the current model parameters (or a surrogate) and opti-
mizes:
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with constrained optimization (e.g., PGD) used to enforce
perturbation bounds. DIA supports both targeted (flip a cho-
sen sample to a target label) and indiscriminate (degrade
overall performance on benign data) variants, and uses pro-
jected gradient steps to synthesize the malicious examples.
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