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Abstract

Object detection has been widely used in many safety-
critical tasks, such as autonomous driving. However, its
vulnerability to adversarial examples has not been suf-
ficiently studied, especially under the practical scenario
of black-box attacks, where the attacker can only access
the query feedback of predicted bounding-boxes and top-
1 scores returned by the attacked model. Compared with
black-box attack to image classification, there are two main
challenges in black-box attack to detection. Firstly, even
if one bounding-box is successfully attacked, another sub-
optimal bounding-box may be detected near the attacked
bounding-box.  Secondly, there are multiple bounding-
boxes, leading to very high attack cost. To address these
challenges, we propose a Parallel Rectangle Flip Attack
(PRFA) via random search. We explain the difference be-
tween our method with other attacks in Fig. 1. Specifi-
cally, we generate perturbations in each rectangle patch to
avoid sub-optimal detection near the attacked region. Be-
sides, utilizing the observation that adversarial perturba-
tions mainly locate around objects’ contours and critical
points under white-box attacks, the search space of attacked
rectangles is reduced to improve the attack efficiency. More-
over, we develop a parallel mechanism of attacking multi-
ple rectangles simultaneously to further accelerate the at-
tack process. Extensive experiments demonstrate that our
method can effectively and efficiently attack various pop-
ular object detectors, including anchor-based and anchor-
[free, and generate transferable adversarial examples.
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1. Introduction

Deep neural networks [42] has significantly boosted the
developments of many important tasks, such as image clas-
sification [19, 23], object detection [41, 39, 30, 31, 35],
medical image analysis [1 1], efc. For example, object de-
tection has been successfully applied in many safety-critical
scenarios, such as autonomous driving [25] and pedestrian
detection [43], efc. However, many studies [7, 3, 52, &,

, 4, 20, 47, 28, 27, 15, 49] have shown that the DNNs
are vulnerable to adversarial attacks and may produce false
predictions. If pedestrians or traffic signs are incorrectly
detected in autonomous driving, it will cause substantial se-
curity risks in the real world.

Compared with the massive works on attacking image
classification, adversarial attacks against DNN-based object
detection have not been thoroughly studied, especially in
the black-box scenario, where only the predicted bounding-
boxes and confidences of queries are accessible to the at-
tacker. There are two main challenges in attacking the
black-box object detection. Firstly, due to the widely used
module called non-maximum suppression (NMS) in main-
stream detectors, only the proposal with the highest confi-
dence score is predicted, while other proposals with similar
confidence in near locations are suppressed. Consequently,
even if one predicted bounding box is successfully attacked
(i.e., not detected), another sub-optimal bounding box may
be detected in similar locations(as shown in Section D of the
Supplementary Material). Secondly, the number of opti-
mized targets (i.e., proposals) in object detection is much
larger than that in classification [48]. Take a d-dimensional
image as an example, the computational complexity of the
candidate proposals is O(d?), while the complexity of clas-
sification is O(d). It will cause very high cost to attack
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