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Abstract

Diffusion models recently have been successfully applied
for the visual synthesis of strikingly realistic appearing
images. This raises strong concerns about their potential
for malicious purposes. In this paper, we propose using
the lightweight multi Local Intrinsic Dimensionality (mul-
tiLID), which has been originally developed in context of
the detection of adversarial examples, for the automatic
detection of synthetic images and the identification of
the according generator networks. In contrast to many
existing detection approaches, which often only work for
GAN-generated images, the proposed method provides
close to perfect detection results in many realistic use
cases. Extensive experiments on known and newly created
datasets demonstrate that the proposed multiLID approach
exhibits superiority in diffusion detection and model
identification.

Since the empirical evaluations of recent publications
on the detection of generated images are often mainly
focused on the “LSUN-Bedroom” dataset, we further
establish a comprehensive benchmark for the detection of
diffusion-generated images, including samples from several
diffusion models with different image sizes.

The code for our experiments is provided
https.//github.com/deepfake-study/deepfake-multiLID.

at

1. INTRODUCTION

Recently, denoising diffusion probabilistic models
(DDPMs) [82, 37] have established a new paradigm in im-
age generation thanks to their solid ability to synthesize
high-quality images. As a result, a large number of stud-
ies have been exploring novel network architectures [83,
57, 20, 50, 69], alternative noise schedules to accelerate the
sampling during inference [83, 57, 50, 53, 96, 76] and state-
of-the-art text-to-image approaches [15, 67, 75, 69, 33, 73].
Furthermore, numerous image generation platforms, both
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Figure 1: The underlying concept of the proposed method
is to distinguish models by differences in the density of
their internal feature distributions. LID estimates densi-
ties in the feature spaces of pre-trained CNNs, by comput-
ing fractions over the number of samples in given volumes:
|[volume I|/|volume II| < 1. The example above shows how
this density measure indicates if the selected sample belong
(left) or does not belong (right) to a reference distribution.
Further details in section 3.1 and in the section B.

commercial and open-source, such as Midjourney [39],
Dall-e 2 [38], Imagen [75], Dreambooth [73], and Stable
Diffusion [69], have contributed to bringing this technol-
ogy closer to people, boosting significantly its popularity.
However, with the ease of generating content through dif-
fusion models (DMs) at the click of a button, the presence
of high-quality tampered content is growing leading to po-
tential privacy issues [12, 101]. As the consumption of me-
dia expands to social media and deliberate modifications are
made to spread false information [26], it becomes crucial to
detect synthesized imagery. Although there are several de-
tectors available for identifying non-natural images, most
have not been designed for diffusion content due to fun-
damental differences in the generation process. For exam-
ple, frequency-based approaches [99, 23, 68] have shown
high detection scores when applied to images generated by
generative adversarial networks (GANSs), but they fail when



DMs are employed. The main reason for the phenomenon
appears to be that GAN-generated images often exhibit dis-
tinct artifacts, characterized by a periodic, grid-like pattern,
which is not present anymore in diffusion samples. In order
to circumvent this problem, Wang et al. [94] introduced a
novel representation for effectively detecting DM-generated
images. Their approach involves analyzing the reconstruc-
tion error between synthetic and real images. Nonetheless,
although the aforementioned methods exhibit promising re-
sults, they rely on a vast amount of data to be trained on.
As a consequence, these systems might struggle when fac-
ing new scenarios with data scarcity. Additionally, none
of them has proven to be able to distinguish different DM-
generated images within the same context, i.e., dataset.

In this paper, our main objective is to identify synthetic con-
tent, in particular, DM-generated images. To that end, we
introduce a novel pipeline consisting of i) forwarding the in-
put images to an untrained ResNet [71] and extracting their
feature-map representations; ii) computing multi local in-
trinsic dimensionality (multiLID) [52], a variant of the LID
[54] on the resulting lower dimensional spaces; and iii) run-
ning a classifier to determine the nature of the input im-
ages given their multiLID. We show that this proposal can
successfully distinguish between synthetic and natural im-
ages, as well as among different DM-generators, while re-
quiring a relatively small training dataset, i.e., around 1,600
samples per class. To assess the effectiveness of our multi-
LID approach, we conduct an extended evaluation that en-
compasses images generated by various DMs, including un-
conditional and text-to-image generation setups, e.g., Glide
[56], DDPM [37], Latent Diffusion [69], Palette [74], Sta-
ble Diffusion [69], VQ Diffusion [33] and Diffusion Trans-
former (DiT) [61]. We demonstrate that the multiLID rep-
resentation has an effective identification capability through
extensive experiments.

The three main contributions of our work can be summa-
rized as follows:

e We introduce a lightweight method, i.e., multiLID, for
diffusion-generated content identification, whose ca-
pabilities extend beyond real and synthetic image clas-
sification, as it can also determine the specific genera-
tive model.

We evaluate the performance of our proposed method
on numerous datasets from standardized ones, such
as LSUN-Bedroom, to state-of-the-art such as CiFake
and ArtiFact.

We conduct a thorough study to assess and characterize
the proposed methodology.

2. RELATED WORK

In this section, we provide a brief overview of recent
diffusion models for image generation and discuss various
DM-detection approaches.
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2.1. Diffusion Models for Image Generation

Diffusion models have emerged as a powerful image
generation paradigm, which was originally inspired by non-
equilibrium thermodynamics [82]. Denoising diffusion
probabilistic models (DDPMs), introduced by Ho et al.
[37], have exhibited notable generative capabilities when
compared to advanced GANs paradigm [45]. Song et al.
[83] introduced the use of denoising diffusion implicit mod-
els (DDIMs) to speed up image generation while keeping
a reasonable image quality trade-off. A later work, ab-
lated diffusion model (ADM) [20] finds a much more effec-
tive architecture with classifier guidance. Finally, consid-
ering DDPMs as differential equations on manifolds, Liu
et al. [50] proposed pseudo-numerical methods for diffu-
sion models (PNDMs), which further enhance sampling ef-
ficiency and generation quality. In the quest for progress,
the vector quantized diffusion model (VQD) [33] pro-
posed a conditional variant of DDPM incorporating a vari-
ational quantized diffusion variational auto-encoder (VQ-
VAE) [89] to model the latent space. Notably, the latent
diffusion model (LDM) [69] has demonstrated superior ro-
bustness and efficiency compared to other diffusion mod-
els. LDMs employ a cross-attention mechanism inspired
by transformers [24] to effectively combine text and im-
age input sequences within the latent space. Building upon
the foundation of LDM, the popular Stable Diffusion v2
has further enhanced generation performance while reduc-
ing computational requirements. Recently, Peebles and Xie
[61] were able to replace the U-Net [70] backbone in LDMs
with a vision transformer and establish a new paradig called
Diffusion Transformers (DiT). Built upon DiT, Gao et al.
[28] proposed a Masked Diffusion Transformer (MDT) that
consists of a mask latent modeling scheme to explicitly
enhance the DMs’ ability of contextual relation learning
among object semantic parts in an image.

2.2. Detectors for Synthetic Images

The distinction between natural and synthetic images has
captivated researchers since the advent of image genera-
tion. Durall [23] discovered an approach to detect GAN-
generated images based on classical frequency domain anal-
ysis. Later, Quian et al. introduced the Frequency in Face
Forgery Network (F3-Net) [65]. The proposed framework
is composed of two frequency-aware branches, one focused
on mining subtle forgery patterns through frequency com-
ponents partition, and the other aimed at extracting small-
scale discrepancies of frequency statistics between real and
synthetic images. For each branch, there is a pre-trained
classifier to extract the features based on Xception archi-
tecture [27], and following both feature sources are com-
bined to final deepfake detector. CNNDet [93] is another
FFT-based detector employing a pre-trained Resnet50 and
reutilize as a binary classifier. Their objective was to show



if there is a common pattern in the Fourier domain of dif-
ferent GAN models generated images to transfer to un-
known synthetic data. Chai et al. [14] introduced the de-
tector Patch-Forensics (Pa-Fo) and found that splitting im-
ages into patches to limit the receptive field of a classifier
leveraged the ability to detect manipulated parts in an im-
age. Self-Blended Images (SBI) [80] was built up on the
idea of creating its own forgeries to learn generic and ro-
bust representation. To achieve that they used pre-trained
EfficientNet-b4 [85] classifier and fine-tuned it on land-
mark mismatch, blending boundary, color mismatch, and
frequency inconsistency features. With the emergence of
DMs and their increasing dominance, traditional generative
solutions like GANs have gradually been replaced. Stud-
ies by Dong et al. [21] and Ricker et al. [68] have shown
that tailored GAN-generated image detectors have also be-
come outdated, as they rely on extracting synthetic artifacts
using frequency-aware features or trainable noise patterns
within the amplitude and phase spectra domains [23, 5, 81],
which are not that prominent in DM-generated images any-
more. Wang et al. [94] discovered that DM-generated im-
ages exhibit features that are more easily reconstructed by
pre-trained diffusion models compared to natural images.
To identify such features, they presented Diffusion Recon-
struction Error (DIRE). Guo et al. [35] and Guarnera et
al. [34] proposed a hierarchical fine-grained labeling ap-
proach for forged or synthetic images, utilizing carefully de-
signed training sets. The hierarchical formulation requires
an extensive inclusion of forgery techniques in the training
set, which can be challenging when having limited diver-
sity in the training data. Amoroso et al. [2] explored the
decoupling of semantic and style features in images, and
demonstrated that synthetic images can display greater sep-
arability in the style domain. Nonetheless, the practicality
of semantic-style disentangling is challenging, as it neces-
sitates tailored training sets.

3. METHOD

In this paper, we conduct a thorough investigation of
the multiLID method [52], originally developed for detect-
ing adversarial examples, and validate its detection capa-
bility within the diffusion models context. Note that the
direct application of multiLID on the images yields unsat-
isfactory results and therefore, we first employ an untrained
ResNet18 [46] to extract low-dimensional features from the
synthetic images. Then, we can apply multiLID on these
extracted features and finally train a classifier, specifically
a random forest model. The conceptual framework of our
proposal is illustrated in fig. 2.

3.1. Preliminaries

In this section, we explain the background of the feature
maps and the intrinsic dimensionality. Both are crucial for
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Figure 2: Pipeline of our method. Generation: Synthetic
images are generated or sampled from a dataset. Extrac-
tion: Image features from ResNet18 are extracted and then,
their multiLID scores are calculated. Detection: A classi-
fier (random forest) is trained on these multiLID scores to
distinguish between synthetic and real (or synthetic).

understanding the multiLID. method.

The relevance of CNN Feature Maps cannot be underes-
timated in the framework of our method. Actually, the ap-
plication of multiLID scores on the raw, high-dimensional
data results in ineffective and uninformative outcomes.
However, if we employ the extracted lower dimensional
and structured feature maps, the performance dramatically
boosts. The usage of neural networks to extract features
is not new. In fact, extensive research has been conducted
on the properties of CNN feature maps, primarily focused
on natural images. In this regard, it is worth mentioning
that the hypothesis suggesting that natural images lie on or
near a low-dimensional manifold remains a topic of debate.
However, as argued by Goodfellow et al. [31], there is at
least some correctness in that assumption when it comes to
images. This assertion is supported by two noteworthy ob-
servations. First, natural images exhibit local connectivity.
In other words, each image is surrounded by other highly
similar images that can be reached through image transfor-
mations such as contrast and brightness adjustments. Sec-
ond, natural images appear to conform to a low-dimensional
structure as the probability distribution of images is highly
concentrated, i.e., randomly sampled pixels alone cannot
assemble a meaningful image. The combination of natu-
ral scenes and sensor properties is widely believed to result
in sparse and concentrated image distributions, as supported
by several empirical studies on image patches [48, 22, 13].
In their seminal work, Olshausen et al. [58] demonstrated
that natural images exhibit distinctive statistical regularities
that differentiate them from random images. Understanding
these regularities has practical implications, such as more
efficient coding of natural images and serving as a valu-
able prior in the field of computer vision [62]. Furthermore,
the low-dimensional manifold hypothesis has been exten-
sively validated through rigorous experiments conducted on
diverse image datasets [72, 78, 71, 86, 8]. In addition, Fef-
ferman et al. [25] proposed novel algorithms for systemati-
cally verifying the validity of this manifold hypothesis.



In the context of neural networks, Zhu et al. [102] pre-
sented a new neural network architecture that incorporates
a low-dimensional manifold regularization term to improve
the generalization performance of the model. The authors
argued that the high-dimensional nature of neural networks
can lead to overfitting and poor generalization. Moreover,
neural networks heavily rely on low-dimensional textures
and not on the shape information [29]. In the same vein, it
has been suggested that natural images can be represented
as mixtures of textures residing on a low-dimensional
manifold [87, 88]. Gont et al. [30] discovered that neural
network features possess low-dimensional characteristics,
which are easy to learn. They also observed a decrease
in the intrinsic dimension of features in the last layers of
neural networks, with interesting dimensionality trends
in the first layers. Shortly after, Pope et al. [63] found
that common natural image datasets indeed have very
low intrinsic dimensions relative to the high number of
pixels in the images. In particular, they showed it with
GAN-generated synthetic data.

Local Intrinsic Dimensionality (LID) is a method used to
estimate the intrinsic dimensionality of a learned represen-
tation space. LID measures the average distance between
a point and its neighboring points [3, 40] as illustrated in
fig. 1. This is achieved through maximum likelihood esti-
mation that can be calculated as follows: Consider a mini-
batch B of N examples, and let 7;(x) = d(z,y) represent
the Euclidean distance between the sample = and y its i-th
nearest neighbor in 3. Then the LID can be approximated
LID(z) = - ( L di(x)

as: 1
k dk(x)) ’

where k is a hyper-parameter that determines the number of
nearest neighbors, and d is the distance metric employed.

Ma et al. [54] introduced LID to characterize adver-
sarial examples. They argued that the average distance
between samples and their neighbors in the learned latent
space of a classifier exhibits distinct properties for adver-
sarial and natural (not modified) samples. They assessed
LID on the j-dimensional latent representations of a neural
network f(«), using the L distance:

de(z,y) = £, (@) = £,7 ()2, 2)

where ¢ € L represents the feature maps, and computed a
vector of LID values sample-wise:

k

> log

i=1

(1

LID(x) = {LIDy, (x)}7. 3)

They repeated this procedure for both natural and adversar-
ial examples. Finally, a logistic regression classifier was
trained to detect adversarial samples. The mathematical
definition of the LID is in the section B.
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3.2. Method - multiLLID

The method multiLID [52] was designed to detect ad-
versarial examples and is based on the LID. In this section,
we explain which advantage multiLID has over the origi-
nal LID method and its accompanying benefits. In prac-
tice, the statistical estimate of intrinsic dimensionality (ID)
is not solely dependent on the chosen neighborhood size.
Typically, the ID is evaluated on a mini-batch basis, where
k nearest neighbors are determined from a random sample
of points in the latent space. Although this approach might
introduce some noise, it provides broader coverage of the
space, while considering only a few neighbors for each ID
evaluation. Consequently, the summation aggregates the
relative growth rate over potentially large distances in the
latent space, see eq. (1). Lorenz et al. [52] argue that this
summation step combines locally discriminative informa-
tion about the growth rate in close proximity, and with the
growth rates computed from more distant points. To address
this, they propose “unfolding” [52] the growth rate estima-
tion. Instead of computing an aggregated (semi) local ID,
they suggest calculating a feature vector, referred to as mul-
tiLID, for every sample x. The length of this feature vector
is k, and it is defined as:

By using the multiLID feature vector, multiLID aim to
capture more fine-grained information about the relative
growth rates at different distances for each sample. For ex-
ample, let the number of nearest neighbors be £ = 10 and
we extract eight feature maps (from ReLLU activation layers)
per sample. Then, the multiLID feature vector has a length
of kx8 = 80 for k = 10, while the LID algorithm would have
a feature vector of 8 because it sums up the nearest neigh-
bors. This approach allows us to consider the local growth
rate information separately for each neighbor, without the
need for aggregation.

di(z)
dk(x)

where d represents the Euclidean distance.

multiLIDg(z)[7] = - (1og 4)

4. EXPERIMENTS

In this section, we first introduce the used datasets, then
the experimental setup, and finally we present and discuss
an extensive collection of experiments.

4.1. Datasets

This subsection provides an overview of the datasets
used in our study, including details on those that are pub-
licly available and those that we created from pre-trained
models. The datasets contain a range of image sizes, span-
ning from 32 x 32 to 768 x 768 pixels; and of heterogeneous



domains, such as faces animals, places, and even images
with artistic style.

4.1.1 Public Datasets

The following datasets are publicly available:

CiFake dataset [7] offers a collection of real and synthetic
images, comprising a total of 120,000 images. It com-
bines 60,000 images sourced from the existing CIFAR-10
dataset [46] with an additional 60,000 DM-generated im-
ages. The generation of synthetics is carried out by a LDM
model[69]. The dataset maintains the same classes as the
original CIFAR-10 dataset.

ArtiFact is a large-scale image dataset [6], which in-
cludes a diverse collection of real and synthetic images
from multiple categories: human/human faces, animal/ani-
mal faces, places, vehicles, art, and many other real-life ob-
jects. The real dataset comprises 8 subdatasets (ImageNet,
AFHQ, CelebaHQ, COCO, FFHQ, Landscape, MetFaces,
and LSUN (Bedroom, Car, Cat, Horse)) [19, 17, 42, 49, 45,
51, 43, 98] to ensure diversity. On the other hand, the syn-
thetic dataset consists of DM-generated images from 25 dis-
tinct methods, including 13 GANSs, 7 Diffusion, and 5 other
miscellaneous generators. For our evaluation, we randomly
select images from six diffusion models (Glide, DDPM,
Latent Diffusion, Palette, Stable Diffusion, VQ Diffusion)
[56, 37, 69, 74, 69, 33] and six GAN models (Big GAN,
Gansformer, Gau GAN, Projected GAN, StyleGAN3, Tam-
ing Transformer) [10, 41, 60, 77, 44, 24] to conduct our
evaluations. In total, we select 10,500 real and generated
images with 5,250 images per category.

DiffusionDB is one of the first large-scale text-to-image
dataset [95]. The images are generated by Stable Diffusion
(SD) using prompts from users in a discord channel and the
images exhibit an artistic style. In our study, we work with
the subset “2m_random_5k” [91]. Since DiffusionDB does
not provide a collection of real images, inspired by Xie et al.
[97], we employ LAION-5B and SAC datasets (see below).
LAION-5B is a large-scale web-based dataset [79], which
has over 5 billion images crawled from the Internet. The
images are annotated by CLIP [66] in many different lan-
guages. Although this dataset provides different image
sizes, we focus only on the high-resolution [47] subset.
Note that the images are center cropped to fit the synthetic
datasets. We use this dataset to compare synthetic images
from DiffusionDB.

SAC (Simulacra Aesthetic Captions) dataset! [64] is cre-
ated from various text-to-image diffusion models, such as
CompVis latent GLIDE and Stable Diffusion. It comprises
over 40,000 user-generated prompts, predominantly con-

'The images in version 1.0 of SAC are provided as a subset in
https://s3.us-west-1.wasabisys.com/simulacrabot/
sac.tar. We only filter the images with size 512 x 512 pixels.
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sisting of images with artistic styles. Xie et al. [97] ob-
served that this dataset shares similarities with DiffusionDB
and therefore, we use it as a real dataset to compare to Dif-
fusionDB.

4.1.2 New Datasets

Additionally, we create new datasets from different mod-
els to further diversify and scale our evaluation. We extend
these datasets referring in section E.

Stable Diffusion-v2.1 (SD-v2.1), we sample 2,000 images
using the pre-trained model [69, 84]. In order to generate
the samples, we collect and utilize prompts from LAION-
5B. We employ the images from the LAION-5B dataset as
a real dataset [79].

LSUN-Bedroom, we sample 2,000 images (for each
method) using several pre-trained models from diffusers
[90]. In particular, we leverage the following methods:

- {DDPM, DDIM, PNDM}-ema: The pre-trained
model with the id “google/ddpm-ema-bedroom-256"
includes DDPM, DDIM, and PNDM samplers.

ADM: We download the pre-trained LSUN-Bedroom
model of ADM [20] from the official repository [59].
SD-v2.1:  The pre-trained text-to-image model with
the id “stabilityai/stable-diffusion-2-1" [69]. SD-v2.1
uses LDMs as a backend and additionally has inte-
grated cross-attention to enable conditioning multi-
modality [1].

LDM: We use the pre-trained text-to-image model
with the id “CompVis/ldmtext2im-large-256 [69].
VQD: We use the pre-trained text-to-image model
with the id “microsoft/vg-diffusion-ithq” [32].

As a real dataset, we employ the images from LSUN-
Bedroom dataset [98] from huggingface [18]. We center-
crop them to 256 x 256 pixels.

4.2. Experimental Setup

Data pre-processing: All experiments are conducted on
the aforementioned datasets. First of all, we calculate the
standard mean and standard deviation on the dataset and
normalize the inputs. Once we have homogeneous data dis-
tribution, we feed the images into an untrained ResNet18
model 2 [36] to extract their features. Although the network
is not trained [4, 11, 16], it already suffices to distill the
main characteristics of the data. We have not observed a
difference in the detector’s accuracy by using untrained or
trained weights referring to section C. Then, we compute
the multiLID scores from the extracted feature maps. Our

2 As a ResNet18 implementation, we use the model provided by TIMM
library https://huggingface.co/docs/timm/index. The se-
lected layers are called: 1_conv2_1, 1_conv2_2, 2_conv2_1, 2_conv2_2,
3_conv2_1, 3_conv2_2, 4_conv2_1, 4_conv2_2., which has the advantage
to manage all different image sizes.
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Figure 3: This figure contains the effects of data augmentation (top row: Gaussian blurring; bottom row: JPEG compression)
on different datasets. To assess the multiLID performance, we calculate accuracy (ACC). In both cases the data augmentation
is necessary to improve the detectors’s accuracy. We refer to the section E on the other datasets’ evaluations.

training data size has 1,600 samples per class unless oth-
erwise specified in the experiments and finally we train a
random forest classifier on the labeled multiLID scores.
Evaluation metrics: Following previous detection meth-
ods [100, 92, 93, 94], we also report the accuracy (ACC) in
our experiments.

4.3. Classification

In this subsection, we present our findings across vari-
ous datasets (refer to fig. 3). In real-world situations, im-
ages might undergo unidentifiable post-processing opera-
tions, such as compression and resizing. To assess the de-
tectability of DM-generated images even after undergoing
post-processing, we apply blurring and JPEG-compression
techniques to both synthetic and authentic images, follow-
ing the established procedure outlined in Wang et al. [92].
Following a similar approach to Wang et al. (2023) [94], we
assess the resilience of multiLID in the context of two-class
degradation: Gaussian blur and JPEG compression. The
perturbations consist of five levels for Gaussian blur (o =0,
0.15, 0.5, 1, 3) and four levels for JPEG compression (qual-
ity = 100, 90, 60, 30). Furthermore, we augment the training
data by incorporating these perturbations. In both scenarios,
the multiLID algorithm demonstrates notably high accura-
cies when the training process involves data augmentation.
Notice that accuracy results hold remain consistent regard-
less of the image size and dataset domain. In section E, we
provide additional results from other datasets and conduct
an ablation study on the effects of Gaussian blur and JPEG
compression degradation.
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4.4. Model Strength Assessment

In this subsection, we investigate the boundaries of our
approach. In other words, we aim at gaining more insights
about the strength of the algorithms depending on the num-
ber of samples and the entries (multiLID scores) of the fea-
ture vectors. Each extracted feature map of ResNet18’s se-
lected layers /£ results in 10 multiLID scores. This is indeed
the case because we choose to compute the multiLID over
the 10th nearest neighbors. Note that the whole length of
the feature vector is 10 x £ = 80. The first entries correspond
to the first layers and the latter to the last layers of network.
We evaluate the detection rates, in terms of accuracy, when
using different numbers of samples and accumulating the
entries over the feature vectors. In fig. 4, we benchmark our
multiLID across two dimensions: i) the number of features;
ii) the number of samples. We run this experiment five times
to ensure reproducibility. We employ 2,000 samples per
class, and our starting training-test split is 60-40%. This
implies that the training split is equal to 4,000x 0.6 = 2,400
and hence, 1,600 samples for the test set. Notice that while
the training data will be decreased, the test set size keeps
always the same (1,600 samples). We can observe how, in-
dependently of the dataset, our model only needs 800 syn-
thetic images to learn to distinguish real and DM-generated
images.

In addition, one can notice that the first eight entries of the
feature vectors do not contribute to the detection, as the de-
tection rate is always around 0.5 across the evaluations (see
fig. 4). Similar results were observed by [30] as discussed in
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Figure 4: These figures show the strength assessment. We conduct an ablation study of multiLID detection rates in accuracy
(ACC). The x-axis represents the length of the feature vectors where the features from earlier layers to deeper layers are
accumulated, more details in section 3.2. To that end, we gradually increase the number of samples and accumulate the
feature vectors (from the first to the last layers). Each tile represents the mean over five independent runs. The variance can

be found in fig. 7 in the section D.

section 3.1. Refer to the section G for an in-depth analysis.
As the number of training samples increases, and the feature
vector entries are larger than eight, then the detection accu-
racy becomes uniformly accurate. Moreover, we include the
strength assessment over the variance in section D.

4.5. Identification and Transferability Capability
Evaluation

In this section, we investigate the identification and
transferability capabilities of the multiLID method. To ad-
dress this objective, we raise the following questions: Can
we achieve a dependable identification of each diffusion
model through a multilabel classifier? If so, does the multi-
LID approach retain its transferability when applied to unfa-
miliar data originating from different models but belonging
to the same domain?

To start answering the identification question, we explore
the abilities of our approach to LSUN-Bedroom, as it
has been widely used in previous literature [68, 94]. In
fig. 5, we plot the confusion matrix from different DMs:
{DDPM, DDIM, PNDM}-ema, LDM, SDv21, and VQD.
The identification results indicate significantly high accu-
racy scores. Furthermore, we investigate other datasets,
such as CelebaHQ (fig. 12a), LSUN-Cat (fig. 13a), LSUN-
Church (fig. 14a), to examine the generalizability of the
identification. Similarly to LSUN-Bedroom, the accuracy
is perfect. Refer to the section F for the results.

Limitation of the Identification. We conduct a series of
experiments on the ArtiFact dataset, which comprises 8 au-
thentic datasets, 6 datasets generated from distinct GANSs,
and 6 datasets produced by different DMs. For these ex-
periments, we utilize a total of 10,500 real images and an
equivalent number of 10,500 images generated by GANs
and DMs. We deviate from training a binary classifier solely
for real and synthetic samples. Instead, we explore the clas-
sification of synthetic images originating from GANs and
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DMs separately. While accurately distinguishing between
real and synthetic images (i.e., GAN or Diffusion) poses
no challenge for our approach, we encounter difficulty in
reliably differentiating between GAN- and DM-generated
images (refer to the left part of fig. 5).

Limitation of the Transferability. On the other hand,
when it comes to transferability, we evaluate it in the form
of a matrix. We conduct again our experiments on LSUN-
Bedroom with different DM-generated images: {DDPM,
DDIM, PNDM}-ema, LDM, SDv21, and VQD (see right
fig. 5). Each classifier is trained on real and one of the
diffusion-generated datasets. We transfer the datasets from
other DM-generated datasets. As expected, the accuracy
within the same dataset is accurate, however, the transfer-
ability is very low. As in the identification investigation, we
validate our results on other datasets: CelebaHQ (fig. 12b),
LSUN-Cat (fig. 13b), LSUN-Church (fig. 14b) datasets. We
obtain the same pattern as for LSUN-Bedroom. Refer to the
section F for these results.

Comparison to other Detectors. In table 1, it is evident
that our method exhibits superior performance compared
to other approaches, particularly when employing a limited
quantity of training samples—specifically, 800 samples per
class for both training and testing purposes. The reason is
that multiLID does not necessitate fine-tuning neural net-
works, eliminating the need for extensive datasets. Mul-
tiLID operates without pre-trained networks, distinguish-
ing it from other methodologies that rely on pre-trained
weights from established classification architectures such
as Xception, ResNet50, or EfficientNet-B4. Another exist-
ing method, as presented by Durall [23], operates without
pre-trained weights and is based on simple Fourier analysis.
However, as explained by [68], this type of frequency dis-
crimination technique is unsuitable for working with DMs.
We extend our comparison by changing the classification
from a binary to a multi-class scenario. From now on the
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Figure 5: Limitation of the identification. Left: As described in section 4.1, our experiment is based on the ArtiFact and
consists of 8§ clean datasets, 6 GAN, and 6 DM-generated images. Center: Identification results on the dataset of LSUN-
Bedroom. Right: Transferability results on the dataset of LSUN-Bedroom. The transferability is low, while the identification

between clean and synthetic images is accurate. Referring to section F for more evaluations.

Table 1: This table compares the detection accuracy be-
tween synthetic and real data based on the LSUN-Bedroom
dataset.

method pre- |DDPM DDIM PNDM 11y g sp.va.1 vop 0%

trainedjema ema ema avg.
Durall [23] X | 066 062 057 053 061 071 0.71]0.63
F3-Net[65] v | 099 099 100 089 099 1.00 1.000.98
CNNDet[93] v | 093 097 099 077 092 1.00 1.00]|0.94
Pa-Fo [14] v | 072 071 093 051 076 100 1.00]0.80
SBI [80] v |09 093 096 074 082 100 1.00|092
Ours (binary) X 100 1.00 100 100 100 1.00 100|100

Table 2: This table compares the identification accuracy be-
tween synthetic and real (or other synthetic) data based on
the LSUN-Bedroom dataset.

pre- DDPM DDIM PNDM total

method . Real ADM LDM SD-v2.1 VQD
trained ema ema ema avg.
Durall [23] X 0.13 025 008 0.16 0.09 021 0.65 0.52]0.26
F3-Net [65] v 096 093 0.83 099 0.81 099 1.00 1.00]0.94
CNNDet [93] v 073 088 093 099 076 097 1.00 1.00[0.91
Pa-Fo [14] v 0.67 0.88 1.00 1.00 1.00 1.00 1.00 1.00]|0.94
SBI [80] v 046 083 0.80 097 0.72 091 1.00 1.00]0.84
Ours (Ident.) X 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 |1.00

detectors not only need to distinguish the real and synthetic
samples but also among the different synthetics, i.e., dif-
ferent DMs. To that end, we keep the training parameters
the same as for the binary case in table 1, but we modify
the last layer in all the classifiers. table 2 shows the accu-
racy scores for all the methods. In general, we can see that
the classification scores have decreased since having more
classes usually poses a more complex problem for the clas-
sifiers. It is noteworthy that the "Real” class is the more
troublesome. The multiLID solution exhibits solid detec-
tion results. To further assess this claim, we evaluate the
experiment on more datasets in sections E and F in the ap-
pendix.
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5. CONCLUSION

This paper focuses on the detection of diffusion-

generated images. Driven by the observation that the grid-
like pattern in the Fourier domain is not prominent any-
more, we propose the usage of a local intrinsic method vari-
ant called multiLID for the examination of diffusion syn-
thetic images. By leveraging multiLID, we seek to gain in-
sights and improve the detection performance specifically
in the context of diffusion model-generated images. More-
over, we aim to enhance the detection and identification
of diffusion-generated images, addressing the shortcomings
observed in previous detectors designed for GAN-generated
images, such as FFT dependency or the need of large train-
ing datasets. To conduct an in-depth study, we train on
publicly available as well as self-constructed datasets con-
sisting of images from different types of diffusion models,
such as unconditional, conditional, and text-to-image mod-
els. These datasets are specifically curated to enable the
evaluation and analysis of DM-generated images. By in-
cluding images from various DMs, we provide a more com-
prehensive and diverse set of data for studying and assessing
the identification and transferability of diffusion-generated
images.
Our extensive experimental results show that the multi-
LID image representation, significantly enhances the DM-
generated identification of images, resulting in a highly
effective approach for this particular task. On the other
hand, our solution does not offer good transferability, which
might reduce the detector’s applicability to unseen synthet-
ics. Nonetheless, we believe that future work can mitigate
this drawback.

Acknowledgement Thanks to Jay Wang, who suggested
comparing his DiffusionDB with the artistic SAC dataset.
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