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Abstract

Watermarking embeds imperceptible patterns into images
for authenticity verification. However, existing methods of-
ten lack robustness against various transformations primar-
ily including distortions, image regeneration, and adver-
sarial perturbation, creating real-world challenges. In this
work, we introduce SpecGuard, a novel watermarking ap-
proach for robust and invisible image watermarking. Un-
like prior approaches, we embed the message inside hid-
den convolution layers by converting from the spatial do-
main to the frequency domain using spectral projection of a
higher frequency band that is decomposed by wavelet pro-
jection. Spectral projection employs Fast Fourier Trans-
form approximation to transform spatial data into the fre-
quency domain efficiently. In the encoding phase, a strength
factor enhances resilience against diverse attacks, includ-
ing adversarial, geometric, and regeneration-based distor-
tions, ensuring the preservation of copyrighted information.
Meanwhile, the decoder leverages Parseval’s theorem to ef-
fectively learn and extract the watermark pattern, enabling
accurate retrieval under challenging transformations. We
evaluate the proposed SpecGuard based on the embedded
watermark’s invisibility, capacity, and robustness. Compre-
hensive experiments demonstrate the proposed SpecGuard
outperforms the state-of-the-art models. To ensure repro-
ducibility, the full code is released on GitHub.

1. Introduction

With the rapid advancement of digital media and artificial
intelligence, concerns regarding image authenticity, copy-
right protection, and content integrity have become more
challenging than ever [9, 16, 32]. Moreover, the widespread
availability of the latest image manipulation tools [4, 5, 14]
enables malicious tamperers to easily forge and redistribute
digital content without authorization, posing a significant
threat to ownership verification [29]. This growing risk em-
phasizes the need for reliable techniques for secure authen-
tication and detection of unauthorized manipulation.
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Figure 1. Image authentication using our proposed SpecGuard.

Recently, invisible watermarking has gained significant
attention as a prominent defense mechanism for media au-
thentication by embedding invisible messages into images
to verify authenticity [35, 48]. In fact, invisible watermarks
are preferred for preserving image quality and resisting tam-
pering. These watermarks are unique to the creator and
enable tamper verification by comparing the retrieved wa-
termark to the original, as the high-level process is pre-
sented in Fig. 1. Traditional watermarking methods often
rely on transformation techniques [18, 33]. Deep learn-
ing approaches like StegaStamp [4 1], Stable Signature [35],
and HiDDeN [53] provide end-to-end solutions for message
embedding. However, these methods often struggle with
fragility in handling common image processing operations
such as resizing, cropping, compression, and noise addition,
which can distort or erase the embedded watermark. Addi-
tionally, the performance of watermark embedding and ex-
traction often remains vulnerable to attacks with noise in-
jection, blurring, contrasting, and rotation [8].

To address the aforementioned challenges, we introduce
a novel robust, and invisible image watermarking method
named SpecGuard. SpecGuard is designed to overcome the
fundamental trade-offs [8] between imperceptibility, and ro-
bustness. Our proposed SpecGuard strategically embeds
watermark information in the spectral domain, leveraging
wavelet-based decomposition to distribute the watermark
across high-frequency components. Unlike traditional fre-
quency domain watermarking techniques [47, 49] that are
easily disrupted by common image manipulations, Spec-
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Guard maintains imperceptibility while significantly im-
proving robustness against a wide range of transformations.
Overall, our proposed SpecGuard addresses the current
limitations of the previous watermarking methods by pro-
viding a robust, imperceptible watermarking technique that
maintains integrity under diverse manipulations, signifi-
cantly enhancing digital content security and authenticity
verification. Our key contributions are as follows:

* We introduce a novel watermarking approach that em-
beds message bits in high-frequency spectral components
via wavelet and spectral projection inside hidden convo-
lutional layers, ensuring robustness against various trans-
formations and adversarial attacks.

* We adapt Parseval’s theorem [20] as a learnable threshold
to optimize SpecGuard and spectral masking for robust
watermark bit recovery under diverse transformations in-
cluding distortions, regeneration, and adversarial attacks,
proven through the experimental results.

e Qur extensive evaluations demonstrate SpecGuard’s su-
perior bit embedding capacity and producing better invis-
ible watermarked images, surpassing the performance of
state-of-the-art (SOTA) methods.

2. Related Works

Watermarking an image has been a widely researched topic
for securing the ownership and verifying authenticity of dig-
ital content [37]. Traditional watermarking techniques typi-
cally embed invisible [42] or visible [7] watermarks into im-
ages, which can later be extracted or detected to verify the
content’s originality. These methods can be broadly classi-
fied into spatial-domain [39, 44] and frequency-domain [ 13]
watermarking, while some are based on combined meth-
ods [38, 50]. However, researchers recently proposed many
advanced models [23, 27, 31, 40] for effective watermark
removal. To face this growing challenge, researchers in-
troduced different methods [2, 3, 15, 22, 28, 51, 53] as
alternatives to deep learning-based encoders or decoders
to produce more robust image watermarking. Further-
more, iterative models have demonstrated competitive per-
formance [21, 34], particularly in robustness against a wide
range of transformations. In addition, with the rise of gener-
ative methods, researchers used the watermark-labeled data
for training to learn how to produce watermarks [11, 24].
Also, models that combine generative methods with water-
marking techniques show promise in effective image wa-
termarking [25, 30, 36]. However, such approaches face
limitations such as increased computational complexity and
longer processing times. These approaches are also more
vulnerable to adversarial attacks that can target and distort
the embedded watermark without altering the content visi-
bly.

3. Proposed Method: SpecGuard

We introduce SpecGuard, as illustrated in Fig. 2, which in-
volves two fundamental modules: an “Encoder” for embed-
ding the watermark and a “Decoder” for accurately extract-
ing the watermark detailed in the following sections.

3.1. Encoder

By targeting high-frequency components, the encoder inte-
grates a binary message M into the cover image I. Using
wavelet projection (WP) [33] and a Fast Fourier Transform
(FFT)-based spectral projection (SP) [18] approximation,
the message M is inserted into specific frequency bands,
minimizing perceptual impact.

Wavelet Projection. We use a wavelet projection to capture
frequency and spatial localization features that describe an
image across different scales, as shown in Eq. (1):

W(mb)zﬁ/if(w)w(x;b) dr, (1)

where a € R\ {0}, and b € R denote the scaling and trans-
lation parameters, respectively. Here, 1, ;(x) represents a
rescaled and translated form of the mother wavelet v, de-
fined as follows:

r—b 1
wﬂ,b(‘r) - 1/] ( a ) . \/Wv (2)

functions as a normalization factor, guaran-

1

Vlal

teeing that the energy of the wavelet is invariant to the
scaling parameter a. Minimal values of a compress the
wavelet, enabling the inspection of high-frequency compo-
nents, whereas greater values of a elongate the wavelet, pro-
moting low-frequency analysis. Since each mother wavelet
1) is built with zero mean and finite energy [12], it guaran-
tees to maintain stability as follows:

where

[ v@de=0, [ w@ld<s o
where the wavelet projection from Eq. (1) decomposes the
input into orthogonal wavelet sets using discrete scales and
translations. For 2D inputs, the scaled and translated basis
elements [1] are defined for each coordinate pair (u, v):

Scr = ¢(u,v) = ¢(u)¢(v),  Sim = Yu(u,v) =P(u)é(v),
Sur =¢v(u,v) = p(w)(v), Swu =1p(u,v) = w(u)zﬁ(%o,
where, H, V', and D represent the horizontal, vertical, and
diagonal decomposition direction, respectively. To depict
the image at different resolutions, we define scaling and
wavelet functions at scale j as shown below:

Gjmmn(U,v) = 2j/2¢ (u - E v — ﬁ) ,

27’ 27
()
d = 9i/2d [, — T 72)
J,myn(u,v)fQ ) (u 2j,v 57 )
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Figure 2. Architecture of the proposed SpecGuard watermarking method involves encoding a binary message M into the high-frequency
band of the cover image I using wavelet and spectral projection and learning to decode the embedded message.

where d € {H,V, D} is the wavelet function direction that
serves as discrete basis elements for multi-resolution analy-
sis, capturing details across frequency bands and spatial lo-
cations. In Eq. (6), T}, ,, denotes the intensity or pixel value
of the cover image I at spatial coordinates (m, n). The dis-
crete scaling function Wy (j, u,v) (approximation at scale
j) and the detail coefficients Wg (4, u,v) for each direction
are computed accordingly as follows:

-1 -1

1 i i
Wy (j,u,v) = ZZZTmnqﬁ( —u-27,n—v~2j),

m=0 n=0

-1 -1 , ‘
W (J,u,v) = ZZT””W ( fu-27’,nfv~27j),

m=0n=0
(6)
with [ as the discrete region dimension, these coefficients
capture multi-scale, multi-orientation image information,
forming the basis of spectral features as follows:

gi= U

de{H,V,D}

(WolGiu0) UWEGLww). @)

This feature set [3; captures key frequency and spatial
details across resolutions, forming the foundation for the
watermark embedding process of our SpecGuard.
Selective Frequency Band Decomposition. To refine the
embedding process, we segment the data into distinct fre-
quency bands. The decomposition level x is determined by
the image complexity, calculated as follows:

k= [v/log(l1+ N)], (8)

where N denotes the total pixel count in the cover image
1. And, each component j3; falls within a unique frequency
band, yielding a total of 1 + 3 distinct frequency bands as
follows:

Bi=dswv)u ] ¢f(u0). ©)

de{H,V,D}

The components [;, consisting of scaling functions
¢j(u,v) and wavelet functions 1/13-1(u, v), capture specific
spatial frequency bands, enabling targeted high-frequency
embedding. We translate the WP into disjoint intervals rep-
resenting a unique frequency range to approximate the seg-
mentation in the frequency domain:

B; = {W$(u,v) | u,v € <QM)} (10

K K

where, L is the dimension of Sy, and lef(u7 v) repre-
sents wavelet values within segmented intervals. This fre-
quency band partitioning mimics the frequency selectivity
of wavelet sub-bands, enabling effective targeting of high-
frequency regions for optimal embedding.

Approximation of Spectral Projection. We first apply
spectral projection on the Sy sub-band, transforming it
into the spectral domain. Given a matrix 7'(z, y) represent-
ing pixel intensities in Sg g, the spectral projection com-
putes the spectral components ¢ (u, v) as follows:

) = 73 3 X Tlan)-oxp (i (@ ut g o))

an
where L denotes the dimension of Sy g, T(z,y) provides
the intensity at each coordinate (z, y) which is equivalent to
Wj(u, v) in Eq. (6), ¢ is the imaginary unit, and (u, v) are
the spectral coordinates.

To approximate the spectral components using the FFT,
we create a symmetrically extended version T'(x,y) of the
original N x N matrix T'(z,y). This extension is achieved
by mirroring T'(z, y) along its boundaries, doubling its size
to 2N x 2N. Specifically, the original matrix occupies the
top-left quadrant, with the remaining quadrants filled by re-
flecting T'(x, y) horizontally, vertically, and diagonally, re-
spectively. This symmetric structure ensures that the FFT
yields only real values, allowing the spectral coefficients to
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be extracted directly from the real part of the FFT operation.
Then, we apply the 2D FFT to T'(z, y) as follows:

F(u,v) =

12)

The SP coefficients are then approximated by taking the
real part (Re) of I in the original N x N region as follows:
0<u,v<N.

((u,v) = Re(F (u,v)), (13)

Applying Eq. (13) to the sub-bands extracted from
wavelet projection in Eq. (6), we achieve a computationally
efficient spectral projection by leveraging the FFT approx-
imation on a symmetrically extended matrix, maintaining
effective embedding properties within the spectral domain.
SpecGuard Embedding Process. The embedding process
integrates the binary message M into the high-frequency
band Sy g of the cover image I, enhancing robustness and
imperceptibility through wavelet and spectral projection.
Using the Eq. (6) and Eq. (13), the cover image I is de-
composed into sub-bands Sy, Spg, Spr, and Sy g within
spectral domain, with Sg g providing high-frequency de-
tails for embedding. A variable number k of convolutional
layers with a K x K kernel, followed by LeakyReLU ac-
tivation, are recursively applied to Sy to refine features:

SU L K

Hi n=1,...

k.

Sis” (14)

= LeakyReLU(Convap ( ),

The final output Sl(;;}l) from Eq. (14) represents the
modified high-frequency band, primed for embedding.

The message M, represented as a binary vector of length
[ (M € {0,1}}), with batch size b and message length [,
is reshaped and expanded across channels c¢ to align with
Sgl; 1). This ensures Mexpangea conforms to the dimension
[b, ¢, 1], where each message is structured accordingly.

To localize the embedding, we create a radial mask cen-
tered at (cz,c,) = (%,%), where h and w represent the
height and width of Sg i The Euclidean distance D(z;, ;)
from the center (c,,c,) is computed for each coefficient
(z4,y;). A binary mask is then generated within the pre-
defined radius r based on the distance D(x;,y;), such that
if D(x;,y;) < r, the mask value is set to 1, allowing em-
bedding in the corresponding region. Otherwise, the mask
value is 0, restricting embedding to areas within a specified
radius r, ensuring focus on high-frequency regions.

For each coordinate (z;,y;) where mask (z;,y;) is | and
W, € ¢, the embedding operation is performed as follows:

S<n+l>[ We, i, yi] += Mexpanded[37 We,i] - s, (15)

where s is the strength factor controlling embedding inten-
sity and invisibility. After embedding, the modified coeffi-
cients ng; 2 undergo a final convolution and LeakyReLU
using Eq. (14), by setting the value of £ = 1 to harmonize

27
QNQZZTxy exp(fzﬁ(m uty- v))
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the embedded message. Following this approach, Spec-
Guard embeds the message into the spectral domain in a
transformed form, differing from its original input represen-
tation. By blending the message seamlessly into the spec-
tral space based on the r, s, and W, it becomes inherently
concealed within the domain, rendering its presence imper-
ceptible. Without knowledge of r, s, and W, it becomes
exceedingly challenging to localize the embedded message,
further enhancing the security of the system. This transfor-
mation ensures the embedding process remains opaque to
any adversarial attacker, making SpecGuard black-box.
Reconstruction. SpecGuard encoder reconstructs the wa-
termarked image Iempedded DY inverse transformation restor-
ing Sy g back into the spatial domain. The reconstruction
process integrates the inverse wavelet projection (IWP) [33]
and inverse spectral projection (ISP) [18], ensuring the em-
bedded modifications are correctly translated into the spa-
tial domain. To reconstruct the spatial domain image, Sg g
is combined with the other sub-bands Sy,;,, S; g, and Sy ..
For the SP embedded in Sy g, the ISP is applied to recon-
struct Sy g to spatial domain as follows:

L—-1L-1 o
Suu(z,y) Z ZC(u v) - exp (17 (z-u+ty- v)) (16)
u=0 v=0
where ((u, v) represents spectral coefficients from the em-
bedding process, L denotes the dimension of Spp, and
(z,y) are spatial coordinates. SpecGuard then reconstructs
the watermarked image Iembedded USing the IWP as follows:

IWP(SLr,SLH,SHL, SHH)- 17)

This process seamlessly embeds the watermark message
M in the spectral domain, preserving the cover image I’s
integrity. The inverse transformations that are expressed
in Eq. (16) and Eq. (17) fully restore visual quality, main-
taining all frequency components.

3.2. Decoder

As shown in Algorithm 1, SpecGuard decoding process
starts by applying wavelet projection ( Eq. (1)) to the wa-
termarked image I.mpedded, S€parating it into low and high-
frequency bands, where the high-frequency band S’”gh

contains the embedded message similar to the process in the
encoding phase, particularly in Eq. (6). An approximation
of the spectral projection using FFT as shown in Eq. (1 %) is
then applied to Sh ,, returning the transformed data sSP Dan-

Then, Sp,, , is further refined through convolutional layers
that captures the local features for message extraction.

To extract the message, a radial mask is created to iso-
late high-frequency areas within Sp,,,,, targeting the em-
bedded regions based on their distance from the center. The
masked values are compared against a learnable threshold
0 to decode each bit of the hidden message D). Here,
0 serves as a threshold that adapts to the spectral patterns
across the entire image, learning the distinct characteristics

Tembedded (.’E, y) =



Algorithm 1 SpecGuard decoder with wavelet, spectral projec-
tion with FFT approximation, and learnable threshold.

1: Input: Watermarked image I.mbedded, learnable 8, message length [,
radius r, watermark channel W,

2: Output: Decoded binary message Dy

3: Procedure: Apply Wavelet Projection on Iempedded to obtain Sp,
(low-frequency) and Skgg; - (high-frequency)

: Procedure: Spectral approximation with FFT (Sgg:; . ):

Separate even and odd indices: v = [Zeven, reverse(Todd)]

Compute FFT on v: Veomplex = FFT(v)

Viea = Veomplex * [cos (55E ) ,sin (5% )| / Caleulate Real

® 3}k

VN2’ N.o
9:  Transpose result and repeat to obtain S5
Dyg
10: Return Sg
HH

11: Procedure: Pass SEHH through sequential layers as:

Vieal[0] < Vieal 0] Vieal[1 3] < %[1] // Energy preservation

SED = LeakyReLU (cOan b (sg’g‘) , K)) n=1,..k,

12: Return Sgﬂrl)
HH
13: Procedure: Extraction (Sgl+1), ):
HH
14:  Set(cz,cy) = <%, %)

15:  Generate mask for high-frequency region within radius r
for each coordinate (¢, 7) do:

16: D(zi,y;) = /(xi — cz)2 + (yi — cy)? // Euclidian Distance
17: if D(z;,v;) < r then

18: Set mask([z, j] = 1

19: end if

20:  end for

21:  Extract mask: Sp, , [:, We, mask[i, j]]
22:  Decode message using learnable 6:

Dulil 1 if Extracted[i] > 6
1| =
M 0 otherwise

23:  Update 6 dynamically: 0 < 6 —n - % /I Optimizes robustness

24: Return Dy

of the embedded watermark. From Parseval’s theorem [20]
ensures overall spectral and spatial energies remain equiv-
alent, though local spectral energy distributions are altered
by the watermark strength factor s .

The watermark’s strength factor s ensures that the high-
energy areas where the message M is embedded as “1”
remain robust, experiencing a minimum distortion in such
conditions. Moreover, this threshold can be optimized for
better bit recovery accuracy during training. As 6 learns,
it recognizes that areas encoded as “1” carry higher en-
ergy and impact due to the strength factor s of Eq. (15),
while areas marked as “0”, softened by the LeakyReLU’s
minimal negative slope, have a lower intensity. Such a dy-
namic approach enables 6 to identify and protect the em-
bedded message M even when external disturbances oc-
cur, preserving the watermark’s structure within the water-
marked image Ieppedded- And, 6 effectively learns to distin-

guish high-energy watermark regions. Therefore, the em-
bedded message is more recoverable under diverse attacks,
and SpecGuard’s decoder ensures valid watermark bit ex-
traction. Theoretical explanation of Parseval theorem’s [20]
impact on message extraction is in the Supplementary.

3.3. Loss Calculation for SpecGuard

To achieve the training objective of robust and invisible wa-
termark embedding, a composite loss function is defined
with two terms: encoder loss L, as expressed in Eq. (18)
and decoder loss Lge. as expressed in Eq. (19).

min Bz, ar)p Lene(I, Lembeddea) = || Eo (I, M) = I||*,  (18)

mé)in IE(I,IM)ND Ldec(Ma DM) = ||D9(Iembedded) - M||27 (19)

where Ey(I, M) denotes the encoder output, embedding the
message M into the cover image I to produce Iempedded-
By minimizing Ly, the encoder learns to embed the wa-
termark invisibly, preserving the fidelity of the cover im-
age. Dy (Iembedded) denotes the decoder’s output from the
watermarked image Iembedded- Minimizing Lge. enables the
decoder to reliably retrieve the embedded message under
varying conditions, such as noise and transformation.

The total loss L as shown in Eq. (20) used for optimizing
the model combines these terms, balancing invisibility and
robustness through weighted coefficients as follows:

mein L = XencLenc + Adec Lidecs (20)

where Aepe and Agee control the relative importance of visual
fidelity and message recoverability.

4. Experimental Results

4.1. Dataset

SpecGuard is trained on the MS-COCO dataset [26], which
contains 25K images. To evaluate the robustness of the wa-
termarking methods including our SpecGuard against dif-
ferent types of attacks, such as distortions, regenerations,
and adversarial attacks, we used three datasets: Diffu-
sionDB [46], MS-COCO [26], and DALL-E3 !. Each of
these datasets has a unique distribution of prompt words.
We also ensured that no unethical or violent terms were in-
cluded in the prompts. We randomly picked 200 images
from MS-COCO [26] and applied watermark using Spec-
Guard for further verifying the robustness after uploading
on various social media platforms and applying Al-based
Photoshop Neural Filters (PNFs) 2. The PNFs include depth
blur, artistic style transfer, super zoom, JPEG artifact reduc-
tion, and colorization. For the super zoom filter, we set the
‘Sharpen’ and ‘Noise Reduction’ parameters to 15. For all
other filters, we used the default settings.

Uhttps://huggingface.co/datasets/OpenDatasets/dalle-3-dataset
Zhttps://www.adobe.com/products/photoshop/neural-filter.html
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Figure 3. Some best results for cover vs watermarked images with
PSNR/SSIM (1) scores showing minimal visual degradation when

watermarked using proposed SpecGuard.

Metrics 256 x 256 512 x 512 1024 x 1024
CelebA-HQ MS-COCO|CelebA-HQ MS-COCO|CelebA-HQ MS-COCO
PSNRT  40.361 40.320 44.651 44.680 48.170 48.081
SSIMT  0.9889 0.9888 0.9927 0.9927 0.9937 0.9936
FIDJ 16.451 16.690 16.972 17.020 17.446 16.955
MSE] 0.0002 0.0002 0.0001 0.0001 0.0001 0.0001

Table 1. Perceptual quality of SpecGuard watermarked images
across resolutions and datasets using a fixed 30-bit message length.

4.2. Implementation

We used CUDA v11.3 and PyTorch with a batch size of
32 and the Adam optimizer on a multiple NVIDIA RTX
2080-equipped server. Mean Squared Error (MSE) and Bit
Recovery Accuracy (BRA) are used for loss and accuracy
calculation. We used Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index (SSIM), Fréchet Inception Dis-
tance (FID), and MSE to evaluate perceptual quality. Our
model is trained for 300 epochs, with the decoder learn-
ing rate set to 1 x 1073, reduced by half every 100 steps,
and the encoder learning rate is set to 1 x 102 without
scheduling. We set our watermark radius (r), strength fac-
tor (s), initial learning parameter (¢), and the number of
convolutional layers (k) to 100, 20, 0.001, and 32, respec-
tively. This setup is applied with a message bit length (BL)
of 48, 64, 128, and 256. Initially, decoder loss weight (Agec)
and encoder loss weight (Aepe) are set to 1.0 and 0.7, re-
spectively. For assessing the robustness of watermarking
methods against diverse attacks, we inherited the experi-
mental setups from Waves [8] and used effective metrics
such as “Quality at 95% Performance (Q@0.95P)”, “Qual-
ity at 70% Performance (Q@0.7P)”, “Avg P” and “Avg Q.”
Here, Q@0.95P and Q@0.7P indicate the level of image
quality degradation required for watermark detection ac-
curacy to reach 95% and 70%, respectively. The average
performance (Avg P) metric represents the mean detection
accuracy across various attack strengths, while the average
quality degradation (Avg Q) measures the overall impact of
attacks on image quality [8, 35].

Methods Venue BL PSNRT SSIM1 FID| BRAT
64 3233 091 17.7 098
2 Tree-Ring [47] NeurIPS’23 128  32.10 0.90 17.8  0.96
2 256 31.85 089 179 094
b1 64 30.00 089 19.6 098
£ | Stable Signature [35] ICCV’23 128 29.80 088 19.7 096
%‘J 256 29.50 087 19.8 0.96
§ 64 3145 090 182 0098
§ Yang et al. [49] CVPR’24 128 31.20 089 183 093
2 256 30.95 088 184 0.89
£ 64 31.80 092 18.0 097
~ SleeperMark [45] CVPR’25 128  31.60 0.91 18.1  0.93
256 31.35 090 182 0.87
64 32.01 0.88 19.7 0098
HiDDeN [53] ECCV’18 128 31.80 087 198 0.85
256 31.50 086 199 0.82
64 28.50 091 179 099
StegaStamp [41] CVPR’20 128 28.20 090 18.0 0.98
" 256  28.00 0.89 18.1 094
2 64 3820 096 179 098
§ MBRS [17] ACMMM’21 128 37.90 095 18.0 0.96
£ 256 37.50 094 182 094
Ed 64 36.70 095 183 097
‘2 | FIN[10] AAAT'23 128  36.40 094 184 096
§ 256 36.10 0.93 18.5 0.96
5 64 4120 097 175 098
+ | MuST [43] AAAT'24 128  40.90 096 17.6 093
£ 256 40.50 095 17.8 0.90
64 41.56 097 17.8 0098
EditGuard [52] CVPR’24 128 41.30 096 179 097
256 40.90 095 180 097
64  42.59 098 17.2 0.99
SpecGuard (Ours) ICCV’25 128 42.89 099 17.0 0.99
256 40.86 099 17.6 098

*BL: Bit Length, BRA: Bit Recovery Accuracy

Table 2. Comparison of SOTA pre-processing and post-processing
watermarking methods with SpecGuard without attacks.

4.3. Watermark Invisibility

To evaluate the invisibility of the embedded watermark,
we conducted perceptual and quantitative assessments us-
ing SpecGuard. As shown in Fig. 3, there is no noticeable
perceptual degradation between the cover and watermarked
images, confirming that the watermark remains impercepti-
ble to the human eye. For a more comprehensive evaluation,
we created three subsets of different image sizes ranging
between 256 to 1024 with images from the MS-COCO [26]
and CelebA-HQ [19] datasets and applied the SpecGuard
watermarking method to compare the average PSNR values
between the cover and watermarked images, as in Tab. 1.

For quantitative evaluation, we further compare the per-
formance of SpecGuard with the SOTA pre-processing
and post-processing watermarking methods. As presented
in Tab. 2, SpecGuard achieves the highest PSNR of 42.89
when the bit length was 128. Additionally, it attains the
highest SSIM of 0.99 at a BL of 128 and 256 among
all compared methods, indicating minimal visual distor-
tion. Additionally, SpecGuard achieved the lowest FID
of 17.0 and the highest BRA of 0.99, ensuring strong
robustness while maintaining imperceptibility. Overall,
our results demonstrate that SpecGuard outperforms both
pre-processing and post-processing watermarking methods,
achieving superior imperceptibility and robustness.
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Tree-Ring [47]

Stable Signature [35]

StegaStamp [41]

SpecGuard (Ours)

Attack Type Q@0.95P Q@0.7P AvgP Avg Q| Q@0.95P Q@0.7P AvgP Avg Q Q@0.95P Q@0.7P Avg P Avg Q Q@0.95P Q@0.7P Avg P Avg Q
Rotation 0464 0521 0375 0648| 0624 0702 0594 0.650] 0423 0498 0357 0.616] 0863  0.863 0.687 0.653
Crop 0592 0592 0332 0463| inf inf 0995 0461| 0602  0.602 0540 0451| 0812 0812 0998 0.742
Bright inf inf  inf 0304| inf inf 0998 0.305| inf inf 0998 0317| inf inf 0998 0.466

¢ Contrast inf inf 0998 0243| inf inf 0998 0243| inf inf 0998 0231| inf inf 0998 0.556

£ Bur 0.861  1.112 0563 1221| —inf —inf 0.000 1.204| 0848 0962 0414 1.000| 0921 inf  1.000 1.452

L Noise 0.548 inf 0980 0395| 0402 0520 0.870 0390 inf inf  1.000 0360 inf inf 0999 0.568

g JPEG 0499 0499 0929 0284| 0485 0485 0793 0284| inf inf 0998 0263 inf inf  1.000 0.495
Geo 0525 0593 0277 0.768| 0.850 inf 0937 0.767| 0663  0.693 0396 0.733| 0.869  0.869 0.865 0.623
Deg 0.620 inf  0.892 0.694| 0206 0369 0300 0.679| 0826 0975 0.852 0.664| 0895  1.141 0915 0.749
Combine 0.539 0751 0403 0908| 0538  0.691 0334 0900 0945  1.101 0795 0.870| 0979  1.256 0911 0.952

~ Regen-Dilf —inf 0307 0612 0323 —inf —inf 0.0l 0300 0.331 inf 0943 0327 inf inf 0982 0477

£ Regen-DiffP inf 0307 0.601 0327| —inf —inf 0001 0303 0333 inf 0940 0329 inf inf 0982 0.562

£ Regen-VAE 0.578 0578 0.832 0348| 0545 0545 0516 0339 inf inf  1.000 0.343| inf inf 0995 0.521

§ Regen-KLVAE inf inf 0990 02336 —inf 0176 0217 0206| inf inf  1.000 0240 inf inf 0990 0.492

& Rinse-2xDiff —inf 0333 0510 0357| —inf —inf 0001 0332 0.391 inf 0941 0366 inf inf 0993 0.561
Rinse-4xDiff —inf 0355 0443 0466| —inf —inf 0000 0438 0.388 inf 0909 0477| inf inf 0992 0.533
AdVEmbG-KLVAES  —inf  0.164 0448 0253| inf inf 0998 0249 inf inf 1.000 0232 inf inf  1.000 0.456
AdvEmbB-RN18 0.241 inf 0953 0218] inf inf 0999 0212| inf inf  1.000 0.196| inf inf  1.000 0.467

E AdvEmbB-CLIP 0.541 inf 0932 0549| inf inf 0999 0.541| inf inf  1.000 0488 inf inf  1.000 0.436

& AdvEmbB-KLVAEI6  0.195 inf  0.888 0238| inf inf 0997 0233| inf inf  1.000 0206 inf inf  1.000 0.482

€ AdvEmbB-SAXIVAE 0222 inf 0934 0221 inf inf 0998 0219| inf inf  1.000 0204| inf inf  1.000 0.492

% AdVCIs-UnWM&WM  —inf  0.102 0499 0.145| inf inf 0999 0.101| inf inf  1.000 0.101| inf inf  1.000 0.497
AdvCls-Real& WM inf inf  1.000 0.047| inf inf 0998 0.092| inf inf  1.000 0.106| inf inf  1.000 0.427
AdvCls-WMI&WM2  —inf 0101 0492 0.139| inf inf 0999 0084 inf inf  1.000 0.129| inf inf  1.000 0.441

Table 3. Robustness comparison various across attacks using Q@0.95P(1), Q@0.7P(1), Avg P(T) and Avg Q(71). Here,

‘inf” denotes that

no attack was sufficient to degrade performance below the threshold, indicating strong robustness, whereas ‘-inf” signifies that even the

weakest attack caused detection to fall below the threshold, reflecting weak robustness.
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Figure 4. Robustness validation of our proposed SpecGuard under different distortion attacks, including geometric transformations: Geo

(rotation, cropping), photometric modifications (brightness, contrast), and degradations: Deg (blur, noise, JPEG compression).

4.4. Capacity

To evaluate embedding capacity, we examined SpecGuard
across different bit lengths and compared it with SOTA wa-
termarking methods. Our experiments with 64, 128, and
256 bits demonstrate SpecGuard’s high capacity of bit em-
bedding while maintaining perceptual quality and robust-
ness, as shown in Tab. 2. Notably, it achieves a PSNR of
42.89, the highest among all methods, along with the high-

est BRA of 0.99 and the lowest FID of 17.0 at 128 bits,
ensuring minimal visual impact. This adaptability to differ-
ent bit lengths without quality loss makes SpecGuard ideal
for applications requiring flexible watermark sizes. Unlike
StegaStamp and HiDDeN, which suffer reduced BRA for
higher message bits, SpecGuard consistently extracts bits
across all tested lengths. SpecGuard’s theoretical water-

mark capacity is provided in the Supplementary.
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Modules PSNR/SSIM1T BRA 7T |Modules PSNR/SSIM1T BRA?T

WP(L1) 4051006 092 | WP(L,)+SPr. 42.89/0.99 0.9
WP(L5) 38.15/0.93  0.87 |WP(L2)+SPr4 36250092  0.89
Attacks  PSNR/SSIMT BRAT|Attacks PSNR/SSIMT BRAT

Rotate (45°) 12.15/21.31  0.82 [Rotate (90°) 11.15/19.31  0.65
Blur (0.3) 35.01/0.95  0.98 |Blur (0.6) 30.11/091 098
Geo (0.3) 12.08/0.50  0.93 |Geo (0.6) 10.25/0.45  0.86

*WP: Wavelet Projection, SP: Spectral Projection, F'A: FFT Approximation

Table 4. Ablation studies on the proposed SpecGuard for across
various configurations, setting M = 128, r = 100, and s = 20.

Platform PSNR/SSIM?T BRA® | PS Filters PSNR/SSIMT BRA?T
Facebook 48.56/0.97 0.97 | Depth Blur 25.25/0.89 0.85
LinkedIn 47.55/0.97 0.96 | StyleT. 25.12/0.84 0.85
Instagram 48.56/0.98 0.98 | Super Zoom 36.15/0.88 0.95
WhatsApp 42.10/0.96 0.97 | JPEG Atrtifacts 31.01/0.85 0.94
X (Twitter) 49.25/1.00 0.99 | Colorize 23.15/0.82 0.92

Table 5. Evaluation of SpecGuard’s robustness across Photoshop
filters and while uploaded on different social media platforms.

4.5. Robustness

We evaluate watermarking robustness by analyzing detec-
tion performance against a range of diverse and challenging
real-world attacks. Results demonstrate the strong robust-
ness of SpecGuard across various attacks. For example,
as presented in Tab. 3, against geometric distortions such
as cropping and rotation, SpecGuard achieved an Avg P of
0.998 and 0.687, respectively. Similarly, across the com-
bined distortion-based attacks, SpecGuard achieves an over-
all Avg P of 0.911 and Avg Q of 0.952, ensuring minimal
quality loss while maintaining high detection accuracy. No-
tably, the high values of Q@0.95P and Q@0.7P indicate
that SpecGuard can sustain reliable detection at strict per-
formance thresholds, even under aggressive perturbations.
Unlike prior methods that struggle with extreme transfor-
mations, SpecGuard shows remarkable robustness against
regeneration-based attacks like Rinse-2xDiff [6] (an image
is noised then denoised by Stable Diffusion v1.4 two times
with strength as a number of timesteps, 20-100) and Regen-
VAE [6], maintaining high Avg P. Similarly, under adver-
sarial attacks, SpecGuard consistently secures watermark
detectability, outperforming existing techniques across all
tested scenarios. These results establish SpecGuard as a
highly robust watermarking approach capable of preserv-
ing image integrity even under severe distortions and adver-
sarial manipulations, ensuring watermark reliability across
diverse attack types. More details about how the attacks are
performed are provided in supplementary material. Further,
our results in Fig. 4 highlight the strong robustness of Spec-
Guard against various distortion attacks compared to other
SOTA watermarking methods.

Social Platforms and Photoshop Filters. SpecGuard’s ro-
bustness when images are shared across social media plat-
forms and subjected to common Photoshop Neural Filters
(PNFs) is shown in Tab. 5. SpecGuard consistently main-
tains high PSNR and SSIM values, with BRA values close
to 0.99 on platforms such as X (formally Twitter), Insta-

gram, and Facebook. Also, it shown strong resilience to var-
ious PNFs, such as Super Zoom and JPEG Artifacts achiev-
ing BRA of 0.95 and 0.94. The PSNR, SSIM, and BRA val-
ues are expected to decrease with the severity of image ma-
nipulation, as increased manipulation leads to loss of image
authenticity. For example, as we applied 60% style transfer
the PSNR and BRA decreased to 25.12 and 0.85. Similarly,
the depth blur which excessively reduces the image clarity
also causes the decrease of BRA to 0.85.

4.6. Ablation Study

We examined the impact of WP at different levels (L; and
Lo) and its combination with SP using F'A in Tab. 4. As
observed, the WP(L1) + SPr 4 configuration achieved the
highest PSNR and SSIM values of 42.89 and 0.99, respec-
tively, and BRA of 0.99, indicating improved watermark in-
visibility and robustness. In contrast, using WP alone at
either L1 or Lo resulted in lower BRA, with values of 0.92
and 0.87, respectively, demonstrating that the combined WP
+ SPr 4 approach significantly enhances performance. We
also evaluated the robustness of SpecGuard under strong ad-
versarial attacks identified in Tab. 4, such as rotation, blur,
and geometric transformations. The results indicate that
higher levels of attack severity, such as 90° rotation, lead
to a more significant drop in PSNR, SSIM, and BRA, with
values dropping to 11.15, 19.31, and 0.65, respectively. De-
spite this, the model shows relatively high resilience under
moderate attack intensities, such as 45° rotation and low
levels of blur and geometric distortion, achieving BRA val-
ues as high as 0.93 under geometric transformations at the
0.3 thresholds. More ablations are in the supplementary.

5. Conclusion

We propose SpecGuard, a novel invisible watermarking
method that ensures secure and robust information conceal-
ment. Unlike traditional approaches, SpecGuard remains
highly resilient against diverse distortions, adversarial at-
tacks, and regeneration-based transformations. Experimen-
tal results demonstrate its superior bit recovery accuracy of
99% maintaining high PSNR. By outperforming SOTA wa-
termarking methods in both detection reliability and imper-
ceptibility, SpecGuard establishes a new benchmark for wa-
termarking under real-world constraints.
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