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Abstract

Deep learning models are susceptible to backdoor at-
tacks involving malicious perturbation of some training
data with a trigger to force misclassification to a target
class. Various triggers have been used including seman-
tic triggers that are easily realizable. We present Proto-
type Guided Backdoor Defense (PGBD), a robust post-hoc
defense that scales across different trigger types, includ-
ing previously unsolved semantic triggers. PPGBD exploits
displacements in the geometric spaces of activations to pe-
nalize movements towards the trigger. This is done us-
ing a novel sanitization loss of a post-hoc fine-tuning step.
This approach scales to all types of attacks and triggers,
and achieves better performance across settings. We also
present the first defense against semantic attacks on a new
celebrity face images dataset. Activation spaces can pro-
vide rich clues to enhance DL models in different ways.

1. Introduction

Can a face-recognition based access control system contain
a backdoor that lets in anyone with a specific tattoo? Can
such a backdoor be created by tampering with a small frac-
tion of the training data? The answer to both questions is
yes. Backdoor attacks [13, 19, 54] by poisoning training
data is a serious risk to modern Al systems. Given the train-
ing data size and the complexity of handling them, risk of
poisoning some of it is very real. One well-studied scenario
maliciously steers the classifier to a chosen farget label (say,
the identity of the manager) when a specific trigger (such as
a tattoo) is present in the input. Several such backdoor at-
tacks and defenses have been proposed before. Pre-hoc de-
fense involves detecting poisoning before training. Post-hoc
defense sanitizes a poisoned model using a few fine-tuning
epochs. It is a harder task and we address it in this paper.
Our defense scenario is for a k-class classification sys-
tem that directs poisoned (i.e., with the trigger) input sam-
ples to a target class t. We assume access to the poisoned
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(i.e., with a backdoor) model Mg and a small amount of
clean (i.e., without trigger) training data Dg. Methods like
Neural Cleanse [63] can automatically infer t. We present
solutions with known ¢ and when it is unknown. A poi-
soned model has high Clean Accuracy (CA) (i.e., assigns
correct labels to clean samples) and high Attack Success Ra-
tio (ASR) (i.e., assigns label ¢ to poisoned samples). The
objective is to sanitize M p using a few fine-tuning epochs
on Dg to yield M with a low ASR and a high CA.

We present Prototype Guided Backdoor Defense
(PGBD), a robust and scalable post-hoc method that de-
fends backdoor attacks using geometric analysis of the
model’s activation space during sanitization. A new loss
that penalizes movements with respect to the target class
is used in conjunction with the original classification loss
during sanitization epochs. This loss is based on the an-
gular alignment of the sample’s gradient to the Prototype
Activation Vector (PAV) to the target class, measured in an
intermediate activation space. This is inspired by the CAV
loss used to debias models [22]. Our approach, based on
activation-space geometry, scales easily to multiple types of
attacks and adapts to different configurations as we demon-
strate. The main contributions of our work are:

PGBD, a novel post-hoc backdoor defense strategy that
leverages geometric analysis of activation spaces. PGBD
is simple, highly configurable, and generalizes to a vari-
ety of backdoor attacks.

A variant NT-PGBD that does not require the target class
and can handle arbitrary target mappings. Another vari-
ant, ST-PGBD, uses synthesized trigger priors along with
t.

Improved performance on multiple attacks and multiple
datasets with no discernible weakness (Tab. 2), particu-
larly in ASR reduction. The performance of NT-PGBD
also exceeds others (Tab. 4) with minimal inputs.
First-ever defense against semantic attacks. We create
a new semantic attack dataset with larger trigger varia-
tions based on real-world occluded celebrity faces [16]
and show PGBD’s impact on it. The dataset and code are
available at the project page for research purposes.



‘ Balanced ‘ Scalable ‘ Robust ‘Conﬁgurable
FT X X X X
NAD [36] v X X X
FT-SAM [81] v v X X
I-BAU [77] v v v X
MCL [76] v v X v
PGBDOws) | v | /| /] v

Table 1. Compared to fine-tuning (FT) and other post-hoc de-
fenses, PGBD is configurable (can use additional attack scenario
information), scalable (performs well across different types of
attacks), robust (maintains performance with model and dataset
changes), and balanced (minimizes ASR while retaining CA.

2. Related Works

We briefly discuss concept based model improvement meth-
ods followed by backdoor data poisoning attacks, and their
defense with a focus on model sanitization methods.

Concept Based Model Improvement: Gupta et al. [22]
introduced concept distillation for (de)sensitizing a model
for a certain concept by moving model activations against
(or towards) a particular CAV direction. CAV (Concept
Activation Vector) indicates the activation space direction
that points towards the location of a given concept [30].
Recently, Dong et al. [15] introduced Language-Guided
CAV to utilize knowledge in CLIP and activation sample
reweighing to enhance model correction by dynamically
training with samples and aligning predictions with rele-
vant concepts. CBMs [31] use manually defined vectors
for supervision to train model to focus on certain concepts.
Interactive methods like [3, 6, 53] use user interaction to
tune models for specific concepts. We utilize the debiasing
capability of Gupta et al. [22] in the backdoor setting with
class-specific directions to define the trigger concept.

Attacks: Based on the kind of trigger, backdoor data
poisoning attacks are of three types: (i) Patch/Localized
trigger-based attacks use perturbations that alter only a
small local region of the image [11, 20, 75]. (ii) Functional
trigger based variety of attacks perturb image globally, are
generally imperceptible [38, 45] and do not require dataset
label modification (i.e. clean-label attack) [1, 41]. Dynamic
backdoor attacks [37, 44, 50] can be either functional or
patch-based and add a sample-level uniqueness constraint
on the trigger by learning it as a function of both the im-
age and the target class. (iii) Semantic trigger based at-
tacks use realistic triggers that naturally fit into the dataset
scenes. These attacks highlight real-world risk by poisoning
the model with natural triggers in the deployment environ-
ment where the model is least protected. Face classification
(with triggers like tatoos, sunglasses, hats efc.) is a com-
mon scenario used for such attacks [9, 51, 67]. We present
a challenging semantic attack on faces and, for the first
time, a successful defense against this attack type (Tab. 2
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ROF). Additionally, we also defend against various other at-
tack types with the same technique. Specifically, we defend
against two patch based attacks i.e. Badnet and Trojan; three
functional trigger attacks i.e. Blended (perceptible), Wanet
(imperceptible) and Signal (clean-label) and three semantic
attacks (sunglasses, tattoo and mask).

Defenses: Defense against backdoor attacks has been pro-
posed in various settings and at different points in the
training and inference pipelines. Training Data Sanitiza-
tion weeds out suspicious samples pre-training [23, 48, 56,
60, 72]. Robust training methods like Differential Privacy
[8, 38], simple aggregation techniques like Bagging [2, 65]
and data augmentation [4, 14] are also explored as poten-
tial defenses during training. Some methods proposed for
robust training [28], and data sanitization [78] also provide
algorithmically provable guarantees for their defense. Full
access to the complete training dataset is needed for the
former while model parameters and training procedures are
needed for the latter. Such defenses are expensive, imprac-
tical and even infeasible when training is outsourced to a
third-party or when full access is not possible.

Test Data Sanitization [12, 18], Model Inspection, (i.e.
detecting backdoored models) [7, 32, 73, 74], Trigger Re-
construction (i.e. regenerating the perturbation by activation
analysis) [27, 63, 80] and Model Sanitization (i.e. finetun-
ing/retraining using only a small clean trainset) [36, 76, 77]
are some known post-training defense tools. The former
two do not alter the backdoored model and hence not useful
for our goal. Trigger synthesizers such as Neural Cleanse
(NC, [63]) and its variations TABOR [21] and AD[71],
or alternatives like ABS [40], though not designed for the
purpose, can predict target class t. The synthesized trig-
ger might not fully match the original, but the target label
prediction is reliable. NC also proposes a model saniti-
zation by pruning neurons, which shows a high response
to trigger perturbed images. Recent neuron pruning works
[39, 68, 69] build upon this and move away from the re-
quirement of a synthesized trigger, but do not scale to mul-
tiple architectures.

While supervised learning-based tasks are the main fo-
cus of defense literature, there have been recent works
that propose attacks and defenses for other paradigms of
deep learning like reinforcement learning [10, 64], self-
supervised learning [17, 35, 49, 59], etc. While PGBD
could scale to these paradigms, we restrict the scope of cur-
rent work to supervised classification tasks.

Post-hoc model sanitization methods have used distil-
lation from a benign model trained on Dg [36], intelli-
gent fine-tuning on Dg [43, 66, 81], neuron pruning in
Mp [39, 68, 69], and trigger feature based unlearning
[42, 63, 76]. Yue et al. [76] apply contrastive loss at the
latent space level and is closest to our work. A concurrent
work [66] maximizes distances in the parameter space dur-



ing fine-tuning. Complementarily, we manipulate activation
space geometry.

Discussion: PGBD is a post-hoc model sanitization
method. Previous works are done under different settings.
The strongest assumes only the availability of a small (~
5%) subset of clean training data Dg and the backdoored
model Mp. Weaker setting additionally need the target
class (t) to be known [26, 42] and the weakest require the
trigger used for the attack to be known [76]. PGBD can be
configured to work in all three settings. The base PGBD
needs Dg and t. Please note that the target can be inferred
from Mp using known techniques. Our ST-PGBD variant
can take advantage of the known trigger prior. Our no-target
variant NT-PGBD works in the strongest setting. See Sec. 6
for a discussion on their relative merits and demerits. All
PGBD variants work at least on-par with the best from the
literature in their respective settings.

Early defenses scaled only to simple patch trigger based
attacks [36, 63] and couldn’t scale to more sophisticated at-
tacks. Recent defenses have scaled to functional and dy-
namic triggers [76, 77, 81]. However, no defense has been
shown on semantic attacks and our adaptation of prior meth-
ods performed poorly. PGBD provides the first successful
defense against semantic attacks (Tab. 2 (ROF)). Finally, re-
cent methods point out the lack of robustness of defenses,
particularly when the percentage of poisoned training data
during the attack was low [43]. Our experiments confirm
this (Tab. 2) but PGBD was robust against the same. Over-
all, PGBD builds on the progress of defenses so far by scal-
ing to previously unbeaten semantic attacks with improved
robustness to changes in attack configurations (Tab. 1).

3. Geometric Lens on Poisoned Activations

Input samples are transformed into the successive activation
spaces of network layers during classification. Geometric
analysis of the activation spaces can give insights to under-
stand and improve the model behavior in important ways.
Kim et al. [30] defined Concept Activation Vectors as an
interpretability tool to understand the influence of different
concepts using concept sets. Gupta et al. [22] created debi-
ased trained models on human interpretable concepts using
an additional CAV loss. How can geometric manipulation
defend against backdoor attacks? Geometrically, we ob-
serve that a poisoned sample will be (mis)directed towards
the target class from the correct class. Penalizing the move-
ment towards the target class in a fine-tuning step can post-
hoc sanitize the poisoned model.

Fig. 2 (left) shows clean and poisoned samples and their
prototypes along with displacement vectors in a suitable ac-
tivation space for different classes. In practice, the ground
truth shift V¢ is not known. The vector VX' from class ¢
towards the target class ¢ can serve as a reasonable proxy,
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Figure 1. PGBD uses clean data D, to compute class prototypes.
PAV V¥ for class i points to target prototype P;. Our new saniti-
zation loss L is the cosine distance of the PAV with the gradient
of the corresponding prototype loss (VLy).

however. We call them Prototype Activation Vectors (PAV).
Fig. 2 (right) shows that V' and VX’ are well aligned in
later layers of the network as their average cosine value over
all classes ¢ # t is high. Some prior works [60, 63] assumed
that poisoned samples cluster near the target class. We only
assume a weaker, directional alignment. This is the geomet-
ric basis of our defense method that is explained next.

4. Prototype Guided Backdoor Defense

Like prior methods, the basic PGBD system assumes the
availability of the backdoored model M and a small clean
subset D, of the training data. The target class ¢ is also
needed but is inferred using the Neural Cleanse method. (A
more general variation that doesn’t need ¢ is discussed in
Sec. 6). The overall pipeline (Fig. 1) for PGBD has two
steps: (a) Calculating the class prototypes and Prototype
Activation Vectors based on ¢ and (b) Finetuning Mp on
D, using an additional sanitization loss. We also use an
optional module to map activations using a large pre-trained
model for geometric reasoning in a richer space. We see this
mapping retains the model accuracy better (Fig. 5).

4.1. Estimating Prototype Activation Vectors

We leverage prototypes for class-specific geometric manip-
ulation away from the target class. Prototypes are the means
of class activation clusters [29]. With prototypes represent-
ing classes in the activation space, we propose Prototype
Activation Vectors (PAVs) to define class specific directions
of movement to be avoided during finetuning.

PAV (denoted by V') is the direction in activation space
that points from one prototype towards another. For sanitiz-
ing Mp, we are interested in the direction from each class
to the target class. We define pure PAV for class c as

VP =P, - P. (1)
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Figure 2. [Left] Activation space of Mg with clean and poisoned samples and their class prototypes. For the blue class, PAVs V to target
prototype and Vgt to the poisoned prototype (which is usually not available) are shown. [Right] Dot product of V£ and Vgt for the last
three convolutional layers of preActResNet18. The alignment is very good for Layer 4 and V is a clearly good proxy for Vgt.

P, is the prototype for the target class, and V. and P, are
the PAV and prototype for class c. Our base defense strategy
PGBD uses this direction for loss calculation.

4.2. Sanitizing the Model

Sanitizing the poisoned model involves finetuning it on Dg
using the original training procedure but with a novel sani-
tization loss Lg at a chosen layer in addition. Sanitization
has two objectives: preserve the original Clean Accuracy
(CA) for clean samples and reduce Attack Success Rate
(ASR) for poisoned samples. A poisoned sample from class
c should be assigned the correct label c after sanitization in-
stead of label ¢.

For a data item (x, ¢) € Dg, we calculate prototype loss
L, as the Euclidean distance of f(z) in a chosen layer from
its correct class prototype P.. L, is expected to be high for
poisoned samples than clean ones. We penalize the contri-
bution of loss gradient in the direction of PAV to discourage
sample’s movement towards the target prototype. Following
Gupta et al. [22], we use cosine similarity between the pro-
totype loss gradient VL,, and PAV V' (V? for base PGBD)
as the sanitization loss L. Intuitively, VL, indicates shift
to bring a sample closer to its class prototype while L re-
stricts movement towards the target. The final loss for the
sanitization step is L = L, + AL, where L, is the original
classification loss.

L, = | f(z) - P.| //MSE  (2)
Ly =(VL,-V)/([IVLy|[IVI) //projection  (3)
L=L,+ \Ls. 4)

Note that L, (usually a cross-entropy loss) is computed on
the final linear layer outputs, whereas L, and L, are com-
puted in an intermediate activation space. We use the last
convolutional layer based on the observations from Sec-
tion 3, but other layers could also be used. Overall, our fine-
tuning loss penalizes directional movement to target class
using L and penalizes clustering away from the clean class
prototype using L,,. The impact of A is discussed in Sec. 7.
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Intuition: Sanitization is performed using a few clean sam-
ples only. Gradients, even from clean samples, will have
some component in the direction of the PAV in a rich acti-
vation space. Penalizing movement in that direction prior-
itizes features supporting correct classification of poisoned
samples, strengthening the impact of useful features and re-
ducing adversarial ones as demonstrated by our results.

Large-Model Mapping: The training data used by most
practical systems come from a relatively narrow distribution
compared to the space of all images. The geometric insights
derived from there may hence be limited. Feature spaces of
large pre-trained models are known to possess richer geo-
metric and algebraic properties as they see huge data cov-
ering a broader region of the space of images [5]. These
large models can be harnessed effectively to enrich the fea-
ture space by mapping it to their space as done by Gupta
et al. [22]. We adapt their method to map the prototype vec-
tors to the space of a large model and compute PAVs in its
space. Specifically, we lift the prototypes from the (Mp)
activation space to the space of the pre-trained model with
the help of a lightweight mapping module. The mapping
module is a simple reversible linear transform implemented
using a shallow autoencoder. It can be quickly trained in
a self-supervised manner by mapping the features from the
teacher (i.e., large model) space to the student space and
back without requiring any ground truth. Importantly, once
we store the large models features on D, we no longer re-
quire the large model as the mapping module only requires
the features. The large models are just a tool to get en-
hanced performance. Several large pre-trained vision mod-
els are readily available. We primarily use DINOv1 [5] in
this work.

5. Experiments & Results

Setup: We implement our approach using PyTorch [47]
on a single 12 GB Nvidia 2080Ti GPU. We use a poison-
ing rate of 1% for CIFAR10, GTSRB, and TinyImagenet



Method » Baseline FT NAD I-BAU FT-SAM MCL PGBD
Attack CA ASR CA ASR T' | CA ASR T |CA ASR I' | CA ASR T' | CA ASR T CA ASR T'7?
Badnet |/ 92.34 8893 [192.66 843 0.95|92.64 492 097|89.56 1.81 0.97[9226 1.14 0.99|89.76 0.01 0.99 | 90.66 0.82 0.99

S | Trojan 93.00 100.00 || 93.30 99.92 0.50 |93.07 99.76 0.50|63.85 10.42 0.79 | 93.04 88.12 0.56|78.43 8.51 0.8883.60 6.76 0.92

E:f Blended || 93.06 92.94 |/93.47 9240 0.50|80.79 3.84 0091 |81.54 231 0.93|93.03 49.67 0.73|90.28 2.18 0.97 |/ 86.11 4.87 0.94

O | Sig 9290 89.04 || 93.51 83.87 0.53|81.79 6.81 0.90|89.23 18.03 0.88 93.17 37.50 0.79|80.71 4.51 091/ 87.18 031 0.97
Wanet 89.98 97.60 ||93.39 18.37 0.91|93.32 10.87 0.94]90.90 130 0.9993.68 0.12 1.00|86.08 3.64 0.96] 88.54 236 0.98
IAB 90.49 91.01 ||93.05 84.44 0.54|92.99 80.51 0.56|91.48 10.23 0.94|93.05 8.02 0.96|80.38 0.11 0.94|89.43 2.68 0.98

. Sunglass | 93.33 86.19 || 98.33 74.45 0.57|70.39 40.41 0.64|90.53 82.87 0.50|89.35 25.97 0.83|33.33 38.12 0.46 || 71.67 4.97 0.86

8 Tattoo 78.40 72.10 || 92.31 31.85 0.78 |84.60 18.46 0.87|82.91 23.64 0.84 (9230 9.23 0.94|40.38 238 0.74 |/ 86.53 240 0.98
Mask 69.23 99.69 || 73.07 21.10 0.89|28.12 0.00 0.70|72.69 59.03 0.70|75.90 48.19 0.76 |21.10 9.60 0.60 || 63.46 3.33 0.94

=) Badnet || 67.32 8698 [|66.82 043 0.99|66.72 0.01 1.00|61.20 0.07 0.95]6498 081 0.98|47.65 0.00 0.85| 6429 0.01 0.98

~ | Trojan 70.02 100.00 || 68.93 99.40 0.50 | 68.34 89.42 0.54|66.00 0.89 0.97 (6550 84.11 0.55{31.50 0.00 0.72 || 62.50 0.02 0.95

é Blended || 69.01 99.48 || 67.63 97.04 0.50|67.79 97.80 0.50 | 61.54 035 0.94|64.92 84.48 0.55|28.03 0.00 0.70 || 61.44 0.00 0.95

O | Wanet 63.84 9147 ||68.53 0.57 1.00(68.85 193 0.99|63.59 7.12 096 |67.67 1.71 0.99|42.58 0.00 0.83 | 62.34 0.66 0.98
Badnet || 96.61 83.86 |[97.97 51.80 0.69|97.76 57.30 0.66|96.85 0.00 1.00|98.30 1.70 0.99|92.03 0.00 0.98(97.26 0.00 1.00

g Trojan 98.17 100.00 || 98.70 100.00 0.50 |96.93 0.17 0.99|93.45 2.70 096 |98.10 431 0.98|82.12 0.00 0.921/96.50 0.11 0.99

5 Blended || 98.66 96.33 || 98.51 94.86 0.51]96.44 35.61 0.80|86.25 17.29 0.85|98.10 19.70 0.89|33.75 0.02 0.67 || 86.20 0.72 0.93
Wanet 98.04 82.14 [199.24 31.70 0.81|99.15 41.55 0.75]95.95 0.05 0.99[99.30 1.77 0.99|79.90 2931 0.73{/97.14 033 0.99

b Badnet 57.07 94.92 || 58.14 89.14 0.53 4094 65.55 0.51|49.59 74.08 0.54|52.85 67.50 0.61|30.41 0.00 0.77|| 48.46 18.39 0.83

Z | Trojan 56.94 98.56 || 55.72 97.40 0.50|38.52 90.11 0.38|48.42 86.10 0.49 | 52.8 98.89 0.46|20.39 0.00 0.68 || 41.22 21.05 0.76

& | Blended ||57.04 9559 ||55.83 89.11 0.52[29.66 78.14 0.35|49.25 63.77 0.60|52.39 92.68 0.47|32.30 1658 0.70 || 42.00 14.09 0.79
Badnet || 78.33 88.67 || 7890 37.45 0.79|74.52 3195 0.78 |74.30 18.99 0.87 |77.10 17.79 0.89|64.96 0.00 0.90 (| 75.17 4.81 0.95
Trojan 79.53 99.64 || 79.16 99.18 0.50 |74.22 69.86 0.60|67.93 25.03 0.80 |77.36 68.86 0.64|53.11 2.13 0.80(| 70.96 6.99 0.90
Blended || 79.44 96.08 || 78.86 93.35 0.51|68.67 53.85 0.64|69.65 20.93 0.83 |77.11 61.63 0.66|46.09 4.70 0.76 || 68.94 4.92 0.90

<ZC Sig 9290 89.04 || 93.51 83.87 0.53|81.79 6.81 0.90|89.23 18.03 0.88 93.17 37.50 0.79|80.71 4.51 091/ 87.18 031 0.97

E Wanet 83.95 90.40 || 87.05 16.88 0.90|87.11 18.12 0.89|83.48 2.82 0.98|86.88 1.20 0.99|69.52 10.98 0.84 | 81.77 0.90 0.98
Sunglass || 93.33  86.19 [/ 98.33 74.45 0.57|70.39 40.41 0.64|90.53 82.87 0.50 | 89.35 25.97 0.83|33.33 38.12 0.46 || 71.67 4.97 0.86
Tattoo 78.40 72.10 |1 92.31 31.85 0.78 |84.60 18.46 0.87|82.91 23.64 0.84 9230 9.23 0.94|4038 238 0.74(/86.53 2.40 0.98
Mask 69.23 99.69 || 73.07 21.10 0.89|28.12 0.00 0.70|72.69 59.03 0.70 | 75.90 48.19 0.76|21.10 9.60 0.60 || 63.46 3.33 0.94

Table 2. Quantitative comparison between five different defenses (Finetuning, NAD [36], - BAU[77], FT-SAM[&1], MCL[76]) and our
base PGBD method for five benchmarks (CIFAR10, ROF, CIFAR100, GTSRB, Tinylmagenet). We report three metrics (CA 1, ASR |, and
I" 1) for each of the five attack types (Badnet [20], Trojan [11], Blended [9], Signal [1], Wanet [45], and IAB [44]) and three semantic attack
situations (Sunglass, Mask, Tatttoo). The best and second best values are in bold and underline, respectively. Overall, PGBD achieves the

best DEM (I') across all attacks when averaged across datasets.

datasets and 10% for CIFAR100 to ensure satisfactory ASR.
All our experiments use SGD optimizer with constant val-
ues for learning rate=0.0001, momentum=0.9 and weight
decay=0.0001. During defense, we finetune for 35 epochs
without dropout or learning rate decay with an average
time of 35-45 seconds per epoch. Fixed hyperparameters
(A =10 and a = 0.75) via manual grid search are used for
all experiments unless stated otherwise.

Models: We employ preact-ResNet18 [25] as model archi-
tecture for our student and other defenses for all our experi-
ments. We use the average of three centroids obtained using
Kmeans for each class prototype. When using large-model
mapping, we use the DINOv1 model [5] with ViT-Base8
architecture and 384 dimensional features extractor encoder
implementation [61] as the teacher space. We train the map-
ping module for 5 epochs. Please see the Supplementary for
more details (Appendix C).
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Defense Efficacy Measure: Clean accuracy (CA) and at-
tack success rate (ASR) are the standard performance met-
rics for defense. A successful backdoor attack results in
poisoned models with high accuracy on clean samples (CA)
and high success (ASR) by misclassifying the test samples
with triggers as the target class. A perfect defense will re-
tain the CA values of the baseline while driving the ASR
to 0. A trade-off between CA and ASR can be observed
in practice. We propose Defense Efficacy Measure (DEM)
considering this trade-off.

Let CAp, ASRp and CAp, ASR, be the respective CA
and ASR values of the poisoned baseline and post defense.
Consider:

 CAp—CAp  ASRp — ASRp
AC= CAp Ad= ASRp
dc =1 —max(AC,0); 04 = max(AA,0) 5)
1
I'= 5(50 +04). (6)
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Figure 3. Our proposed face occlusion semantic attack benchmark
using sunglasses, tattoos, and masks as triggers.

Here, AC and A A are the additive inverse of change in CA
and ASR w.r.t. baseline. d¢ and ¢4 are linearized values
and will be 1 for a perfect defense. The DEM T is their
mean which is 1 for a perfect defense and O for a poor one.
Note that Zhu et al. [81] also propose a similar metric but
do not use the individual §¢ and 6 4 terms.

Semantic Backdoor Attack: Semantic backdoors use an
inconspicuous scene object as a trigger and are easy to carry
out during inference. As far as we know, no defense method
has been proposed for this attack category till date. Success-
ful semantic attacks with real world face occlusions have
been reported earlier [9, 24] but their data is not public.
Hence we create our own realistic semantic attack dataset
for face recognition similar to [9, 24, 51]. We create a face
occlusion attack using the real-world occluded faces pub-
lic dataset (ROF) [16]. ROF consists of 5559 images of
180 celebrities. All celebrities have images with sunglasses
which we directly use as the poisoned dataset. For syn-
thetic variants, we use Snapchat' filters to create poisoned
datasets. We use a single tattoo filter for the tattoo-based at-
tack and multiple mask filters for the mask-based attack (see
Figure 3). We filter out 10 classes for each trigger ranked
by the number of neutral images (for masks and tattoo trig-
gers) and the number of occluded images (for sunglasses
triggers). We use ResNet50 architecture for training on this
attack, given the larger image size.

Comparison: As observed from the last few rows
(MEAN) in Table 2, we achieve state-of-the-art perfor-
mance in DEM for all attacks averaged across four datasets
(CIFAR10 [33](10 lasses), ROF [16](10 classes), CI-
FAR100 [33](100 classes), GTSRB [55](43 classes), Tiny-
Imagenet [34](200 classes)). For ASR, apart from Badnet
and Blended where we are second best, our method shows
maximum ASR reduction among all the defenses. Specif-
ically, we achieve 95%, 93.2%, 95%, 99.9%, 99.6%, and
97.3% average AA for all the attacks respectively. We
achieve an overall average AC of just 7% over all datasets

"https://web.snapchat.com/
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and attacks, displaying the balance in our defense strat-
egy. We achieve state-of-the-art performance on Signal,
an attack which previous works have struggled to defend
against[76, 81]. In CIFAR100, NAD achieves better CA
at the cost of ASR and low DEM values, highlighting the
utility of our metric. With respect to overall consistency
in DEM values, [-BAU comes second best, followed by
MCL, FT-SAM, NAD, and FT, respectively. The effect of
low poisoning rate is especially visible with the TinyIma-
genet dataset (Tab. 2(TINY)), where the results are consid-
erably off from the corresponding self-reported 10% poi-
soning rate results for the defenses. While dataset-level
performance is the least here, PGBD maintains robustness
and state-of-the-art performance even in this case. Also,
basic finetuning-based defense (FT) performs well for the
weak Badnet and Wanet attacks, supporting our previous
observations in Section 3. PGBD outperforms MCL in CA
retention while performing at least on-par in ASR, which
shows that our sanitization technique is more precise than
the sample contrastive loss. Overall, we achieve the best
or close second best DEM values across all attacks over all
datasets and achieve on par or better ASR reduction(AA)
while safeguarding CA, clearly showing the scalability and
robustness of our method.

Our PGBD method easily extends to semantic attacks
unlike previous literature, as seen in the results for ROF
dataset in Table 2. We see PGBD is the only defense that
achieves consistent performance across all three triggers
with an average DEM of 0.93 while the next best is FI-SAM
with an average DEM of 0.84, and the rest of the defenses
at much lower values. We achieve greater ASR reduction
than FT-SAM, while FT-SAM achieves most of the DEM
through CA retention. It is important to note that all pre-
vious works struggle to reduce ASR in attacks where there
is variance in triggers (sunglasses and/or mask) but perform
relatively better in single trigger case (tattoo), highlighting a
key vulnerability in existing defense designs that we tackle.
Overall, PGBD scales to all triggers while balancing CA
retention and ASR reduction.

Defense against adaptive attacks: Adaptive attacks at-
tempt to camouflage poisoned samples into the correspond-
ing clean samples while retaining attack potency (ASR).
Defenses that rely on poisoned samples clustering together
and away from the clean samples fail against these attacks.
We show results against a recent adaptive attack [70] using
the Badnet trigger in Table 3, confirming the robustness of
our directional objective (Equation (3)). The better CA re-
tention is a benefit of PGBD, relying only on target class
direction and needs no synthesized triggers.

GradCAM visualizations: We compare GradCAM [52]
visualization of the last convolutional layer of Mg on poi-



Method » Baseline MCL PGBD

Attack¥ || CA ASR || CAT ASR| I"'1T | CAt ASR| I'?
Badnet* || 88.17 98.08 || 74.06 1.53 0.91]| 88.6 0.34 0.99
Wanet* 85.17 93.15(/33.71 60.22 0.37|74.55 04 0.94

Table 3. Results on ML MMDR adaptive attack with Badnet and
Wanet triggers (denoted as Badnet* and Wanet* respectively) on
CIFARI10 dataset.

soned images from all the attacks in Figure 4 before and af-
ter PGBD. In patch-based attacks, we observe that the Mp
focuses on the region where the trigger is (bottom right in
the Badnet and Trojan columns). On the other hand, func-
tional trigger-based attacks seem to cause learning of irrel-
evant features (top-left in the Signal and Blended columns).
In the case of semantic attacks, the model appears to have
learned the corresponding trigger feature of sunglasses, tat-
too, or masks. Post-defense using PGBD, we consistently
observe a complete focus on the relevant features of the sub-
ject of the image, displaying successful erasure of misclas-
sifying features.

6. Variations

We propose two new variations of PGBD in this section:
(i) ST-PBGD that uses a synthesized trigger from [58] to
generate synthetic PAVs (V®), and (ii) no target or NT-
PGBD, where we modify the PGBD pipeline to work with-
out knowledge of target label (t). We show results on CI-
FARI10 for all three variations in Table 4.

ST-PGBD: In this formulation, we estimate PAVs by using
the trigger obtained from trigger synthesis methods. Note
these are same requirements as MCL. We define a synthetic
PAV per class represented by V.° where, V7 = P, — P..
Here P/ is the class-wise prototype calculated using activa-
tions of all 2’ € D, where D/, is obtained by adding the
synthesized trigger to Ds. We observe better ASR reduc-
tion with V'* for Trojan and Wanet attacks (Table 4), but VP
performs better overall in terms of CA retention and DEM

Badnet

.3

Blended
-t"

*ﬁf

Trojan Wanet Tattoo

Pl B

Signal Sunglasses

Original

e T
B = Pl L

Figure 4. GradCAM visualizations before and after applying
PGBD. Initially, the model focuses on backdoor triggers (red re-
gions). Post-PGBD, the focus shifts to relevant class features, re-
gaining model utility and robustness.
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scores. The poor performance on semantic attacks can be
attributed to the dependence on trigger synthesis (we use
[58]). Importantly, ST-PGBD outperforms MCL across all
attacks. We provide additional insights along with compar-
isons over all datasets in the Supplementary (Tab. 5).

NT-PGBD: We observe from Equation (4) that instead
of using a singular target label ¢, iterating over all labels
simply ensures prototypes are well separated and does not
lead to performance degradation. This suggests that cycling
through all classes while treating the current class as the
target should result in a still more robust backdoor defense.
Results for NT-PGBD are in Table 4 with cycling intervals
of three, four, one, and one epoch for CIFAR10, ROF, GT-
SRB, and CIFAR100, respectively.

We observe close performance to V? and better perfor-
mance than V¢ overall. Specifically, when compared with
I-BAU (the state of the art in the target label independent
methods), NT-PGBD achieves an average DEM of 0.93 vs.
0.83 of I-BAU’s. Additionally, NT-PGBD also displays ro-
bustness to arbitrary target label mappings as seen in 4(Bad-
net(all2all)) where performance is on par with PGBD con-
figured with target mappings. However, due to a minimum
cycling time requirement of 1 epoch, NT-PGBD would need
to be run for longer on larger datasets (for example, 30
epochs on CIFAR10 but 100 epochs on CIFAR100).

As a solution, this variant can also be combined with
trigger synthesis literature (like NC [63]), where we use top
k target label predictions instead of all to reduce the com-
putational load. Overall, we recommend NT-PGBD as a
foolproof defense if there is low confidence in the predicted
target label or when the target selection of the attack is sus-
pected to be arbitrary. In all other cases, we suggest using
the base PGBD.

7. Ablations

We study different defense and attack scenarios to test the
robustness of our method. We also ablate on design choices
here for PGBD and ST-PGBD. The quantitative results ap-
pear in the Supplementary File for all ablations except
large-model mapping. We summarize the important obser-
vations in the main paper.

Effect of Large-Model Mapping: Figure 5 shows results
with and without mapping on the main PGBD variants. We
observe an overall decrease in CA without mapping for both
types of PAVs, conforming the intuition that large founda-
tional models enriche activation spaces [22]. Overall, DEM
scores almost always improve with mapping. We recom-
mend skipping large-model mapping only when ASR re-
duction is a high priority. See supplementary for effect of
mapping on the V'* and no target variants.

Attack-time Ablations We test the robustness of PGBD



Method » Baseline NT-PGBD ST-PGBD PGBD

Attack ¥ CA ASR || CAt ASR, I't | CAt ASR, I'ft | CA+ ASR, I+
Badnet 8542 8659 || 81.11 032 097 | 83.60 058 098 | 8374 028 099
Badnet (a2a) || 89.58 85.06 || 91.17 1.04 099 | 6322 30.15 0.68 | 89.93 175 0.99
Trojan 87.06 1000 || 7732 147 093 | 7602 093 093 | 80.04 229  0.95
Blended 86.89 9624 || 7841 039 094 | 7345 276 090 | 7693 188 093
Sig 9290 89.04 || 90.06 002 098 | 8994 751 094 | 87.18 031 097
Wanet 83.95 9040 || 81.51 091 098 | 7958 051 097 | 81.77 090  0.98
Sunglass 9333 86.19 || 6333 1.67 0.83 | 5907 085 081 | 71.67 497  0.86
Tattoo 78.84 721 || 7433 382 094 | 4886 13  0.80 | 86.53 240 098
Mask 69.23  96.66 || 53.97 0414 0.89 | 7692 5667 0.71 | 6346 333  0.94

Table 4. Mean results over all datasets for PGBD variants. All perform better than SOTA in respective settings. Badnet(a2a) is all-to-all
target mapping-based attack with target for class ¢ is class ¢ + 1. PGBD was configured with attack time target class mappings. NT-PGBD
has no knowledge of the attack or target. Overall PGBD and NT-PGBD are very close. ST-PGBD performs badly only on all-to-all.

against changes in attack time parameters: target label, poi-
soning rate (the subset of training data that is poisoned dur-
ing attack time), target class in the form of all-to-all attacks
(where target class of 4 is set to (i + 1) modulo the number
of classes, Appendix D.1), model size, model architecture,
and the size of the datasets. PGBD maintains good defense
performance with any target label and poisoning rate even
up to 20%. NT-PGBD achieves a mean I" of 0.96 on all-to-
all, which shows potential to use it as an all-out defense
irrespective of target class. PGBD demonstrates robust-
ness with alternative model sizes and architectures, such as
VGG19. Please see the supplementary file for details.

Defense-time Ablations We vary the size of available clean
data (D,) and observe no adverse effect on CA retention and
nearly uniform ASR reduction. This demonstrates PGBD’s
robustness. In comparison, MCL faces CA drop of >=20%
in a similar situation. We also study the impact of A (Equa-
tion (4) and find that an optimum value of 10 balances the
sanitization goal and the task objective. Small \ maintains
CA but fails to reduce ASR and vice-versa. We also vary
the hyperparameter updation rate () that controls PAV es-
timation during finetuning. We also try out an alpha sched-
uler based on the observation that most of the defense is

= 6c (with Mapping)

= §a (withMapping) “ dc (without Mapping)
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Figure 5. Comparison of PGBD with and without large-model
mapping across 5 attacks on CIFAR10. Mapping (block bars) aids
in CA retention (higher §¢) at the cost of slightly lower ASR re-
duction as compared to the no mapping case (patterned bars). Re-
fer to Equation (6) for dc and ¢ 4 definitions.
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achieved in the initial epochs. We observed slightly im-
proved performance on Badnet, Blended, and Trojan attacks
but consistent behaviour overall.

Design Ablations: We explored other design choices of
PGBD Appendix E, such as the prototype computation pro-
cess, the large-model used for mapping, the mapping pro-
cess, and the use of ground truth triggers for PGBD V'* in-
stead of synthesized triggers. Overall, our analysis estab-
lishes the versatility of PGBD as a post-hoc defense while
empirically validating prior insights.

8. Conclusions

We present a new defense strategy against backdoor at-
tacks leveraging geometric configuration of model’s activa-
tion spaces. Our PGBD method exhibits overall best per-
formance for multiple attacks over several datasets, with
and without the prior knowledge of the target class. We
showed the first-ever defense of a challenging semantic
trigger-based attack and created a new dataset for the same.
PGBD is a scalable and robust post-hoc defense method on
which much can be built in the future. We forsee replacing
the PAV-alignment based loss with a distribution distance
for better performance on datasets with every uneven distri-
butions. We intend to work on such improvements to make
PGBD practical in many real-world situations.

Activation spaces of the model at different layers contain
rich information that can be useful to control the model’s
behaviour in different ways. Gupta et al. [22] use it to de-
bias models. It is easy to extend the activation-space manip-
ulation to other classification problems. We also believe the
core idea can also be extended to reconstruction problems.
It will be interesting to apply activation space manipulation
to other problems such as domain adaptation, feature disen-
tanglement, and multi-task learning in the future.
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