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Abstract

Self-supervised learning (SSL) has advanced significantly
in visual representation learning, yet comprehensive eval-
uations of its adversarial robustness remain limited. In
this study, we evaluate the adversarial robustness of seven
discriminative self-supervised models and one supervised
model across diverse tasks, including ImageNet classifica-
tion, transfer learning, segmentation, and detection. Our
findings suggest that discriminative SSL models generally
exhibit better robustness to adversarial attacks compared to
their supervised counterpart on ImageNet, with this advan-
tage extending to transfer learning when using linear evalu-
ation. However, when fine-tuning is applied, the robustness
gap between SSL and supervised models narrows consid-
erably. Similarly, this robustness advantage diminishes in
segmentation and detection tasks. We also investigate how
various factors might influence adversarial robustness, in-
cluding architectural choices, training duration, data aug-
mentations, and batch sizes. Our analysis contributes to
the ongoing exploration of adversarial robustness in visual
self-supervised representation systems.

1. Introduction
Self-supervised learning (SSL) [4], particularly discrimina-
tive approaches, has emerged as a foundational method for
training models with remarkable capabilities in areas such
as language [80], vision [65], and decision-making [50].
As these models become increasingly widespread and in-
tegrated into various applications, ensuring their reliability
and safety has become a critical concern [6, 7].

One particular challenge is the surprising vulnerability
of deep learning models to adversarial examples, where
slight input alterations can significantly impact model per-
formance [35, 78]. This phenomenon has sparked signifi-
cant debate, seeking to understand and mitigate these vul-
nerabilities [3, 32, 75, 76, 79, 83–85]. One prominent the-
ory [47] suggests that adversarial examples arise from the
model’s sensitivity to non-robust features in the input data.

According to this view, both robust (stable) and non-robust
(vulnerable) features contribute to classification, with ad-
versarial attacks manipulating the latter to cause misclassi-
fication. However, this theory, developed primarily in the
context of supervised learning, faces challenges when ex-
tended to other self-supervised paradigms. [56] indicates
that non-robust features are less effective in SSL methods
such as contrastive learning [16], masked image model-
ing [40], or diffusion models [43]. This discrepancy sug-
gests that non-robust features may lack the transferability
across learning paradigms that robust or natural features
possess. Thus, it becomes essential to systematically eval-
uate and compare how different SSL approaches respond
to adversarial attacks, particularly given the theoretical ev-
idence suggesting their feature representations may differ
fundamentally from supervised models.

These theoretical insights into how adversarial examples
affect different learning paradigms highlight several criti-
cal gaps in our understanding of SSL’s adversarial robust-
ness. Notwithstanding the progress made in understanding
the adversarial robustness of SSL, particularly contrastive
learning, which we extensively discuss in Section 2, several
key questions remain unresolved. First, with the wide vari-
ety of self-supervised representations available, employing
different pretext tasks and data augmentations, which ap-
proaches demonstrate the greatest adversarial robustness?
This remains unclear since most methods don’t provide any
results on adversarial robustness unless it is a specific focus
of the proposed approach. Secondly, robustness is typically
assessed by the model’s accuracy on the pretraining dataset.
Still, its adversarial impact on transfer learning or down-
stream tasks like detection and segmentation has not been
thoroughly investigated [52].

The choice of model architecture also raises questions
about robustness. Standard vision SSL pretraining typically
utilizes a ResNet [38] as the backbone, but more recently,
larger and more powerful models [12, 20, 65] have been de-
veloped using vision transformers [28]. This leads to the
question: Which architecture demonstrates greater robust-
ness under the same SSL objective and with comparable
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parameter sizes?

Another factor to consider is the training duration. State-
of-the-art SSL models are trained for longer durations com-
pared to their supervised counterparts. Several studies in-
dicate that this extended training consistently enhances per-
formance, raising the question of whether this might com-
promise the models’ adversarial robustness.

While previous work has examined aspects of adversar-
ial robustness in SSL, our study provides the first compre-
hensive cross-model comparison across multiple tasks, ar-
chitectures, and training regimes. We assess seven different
SSL models (Barlow Twins [89], BYOL [36], DINO [12],
MoCoV3 [20], SimCLR [16], SwAV [11], and VICReg [5])
alongside a supervised model against various adversarial at-
tacks on ImageNet [74] and nine other image-recognition
datasets. We also evaluate their robustness in segmentation
and detection tasks. Our investigation addresses the follow-
ing key questions:

1. How does the adversarial robustness of various SSL
models compare to that of supervised models on Im-
ageNet?
SSL models consistently demonstrate greater adversarial
robustness than supervised models on ImageNet. Non-
contrastive methods show particular resilience against
IAA [13] attacks, while all SSL approaches exhibit
strong resistance to UAP [14], with MoCoV3 demon-
strating the strongest overall performance.

2. Does SSL robustness transfer to downstream tasks
like transfer learning, segmentation, and detection?
The robustness advantages transfer effectively to classi-
fication tasks via linear probing and fine-tuning. How-
ever, in segmentation and detection, all models exhibit
similar vulnerability regardless of pretraining method-
ology, suggesting task-specific architectural components
may override backbone robustness properties.

3. How does model architecture influence adversarial
robustness under the same SSL objective?
Architecture impact is highly objective dependent. Mo-
CoV3 shows reduced robustness with Vision Trans-
formers, whereas DINO demonstrates improved per-
formance with ViT compared to ResNet, challenging
the notion that architectural effects are uniform across
SSL paradigms. Additionally, we have evaluated DI-
NOv2 [65] and MAE [40] that do not demonstrate a con-
sistently high or low level of robustness.

4. Does extending training duration compromise adver-
sarial robustness in SSL models?
Extended training either maintains or slightly enhances
adversarial performance. For UAP attacks, performance
improves meaningfully after more epochs in both SwAV
and MoCoV3, indicating that longer training periods do
not create a performance-robustness tradeoff.

2. Related Work
Self Supervised Learning Self-supervised learning(SSL)
seeks to extract meaningful and general representations
from unlabeled data by leveraging pretext tasks. These tasks
can vary, such as predicting the next word [71] or neighbor-
ing words [26] in a text, reconstructing masked sections of
an image [40], or ensuring that two different perspectives of
the same image result in similar visual representations [16].

Avoiding collapse is a key challenge in SSL for com-
puter vision, and various methods can be classified based
on how they address this issue. Contrastive approaches
like SimCLR [16] and MoCo [19, 20, 39] use an objective
that pushes apart representations of different inputs (nega-
tive samples) while bringing together those of the same in-
put (positive samples). The performance and scalability of
these methods heavily depend on the number and selection
of negative samples. In another category, distillation meth-
ods such as BYOL [36], SimSiam [18], and DINO [12], pre-
vent collapse by introducing asymmetry between different
encoder branches and employing algorithmic adjustments.
Additional SSL techniques, including DeepCluster [10],
SeLa [1], and SwAV [11], enforce a clustering structure in
the feature space to avoid constant representations. Mean-
while, methods like Barlow Twins [89], Whitening MSE
(W-MSE) [30], VICReg [5], CorInfoMax [67] prevent col-
lapse by using feature decorrelation.

Adversarial Self-Supervised Learning While self-
supervised learning (SSL) has outperformed supervised
training [16], numerous studies highlight that contrastive
learning remains susceptible to adversarial attacks when
transferring the learned features to downstream classifica-
tion tasks [42, 49]. To improve the robustness of contrastive
learning, adversarial training has been adapted to self-
supervised settings. In the absence of labels, adversarial
examples are generated by maximizing the contrastive loss
with respect to all input samples. Several prior works, such
as ACL [48], RoCL [49], and CLAE [42], adopt this ap-
proach. Additionally, ACL incorporates the dual-BN tech-
nique [87] to further enhance performance. DeACL [90]
introduces a two-stage approach, distilling a standard pre-
trained encoder through adversarial training. Nguyen et al.
[64] establishes an upper bound on the adversarial loss of a
prediction model, which is based on the learned represen-
tations, for any downstream task. This upper bound is de-
termined using the model’s loss on clean data and a robust-
ness regularization term, which helps make the prediction
model more resistant to adversarial attacks. [37] demon-
strates that adversarial sensitivity stems from the uniform
distribution of data representations on a unit hypersphere
in the representation space. The presence of false negative
pairs during training contributes to this effect, increasing the
model’s vulnerability to input perturbations.

Although self-supervised adversarial training has made
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Figure 1. Performance scores for tasks such as ImageNet classification, transfer learning (with linear probing), segmentation, and detection
(both with frozen backbones) are shown with the percentage drop in adversarial robustness. The shaded regions indicate the 95% confidence
interval around the regression line. Note the consistent pattern of higher robustness (lower percentage drop) among SSL models compared
to supervised approaches in classification tasks.
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Figure 2. Averaged scores of SSL models on ImageNet across various attack types, including Instance Adversarial Attacks (IAA) and
Universal Adversarial Perturbations (UAP). Adv Avg refers to the average score across all attacks combined. The shaded regions indicate
the 95% confidence interval around the regression line.

progress, it still does not match the performance of super-
vised methods. Luo et al. [58] suggests that this shortfall is
due to data augmentation and proposes a dynamic data aug-
mentation scheduler to achieve comparable results to super-
vised training. Xu et al. [88] efficiently applies ACL on
the ImageNet [74] to obtain a robust representation using
robustness-aware core set selection.

Robustness of Self-Supervised Learning
[41] found that incorporating an extra self-supervised

task in a multi-task framework can enhance the adversarial
robustness of supervised models. In a similar vein, Carmon
et al. [9] discovered that using additional unlabeled data also
strengthens the model’s adversarial resilience. Furthermore,
Chen et al. [17] created robust variants of pretext-based SSL
tasks, showing that their integration with robust fine-tuning
leads to a notable increase in robustness compared to stan-
dard adversarial training. Chhipa et al. [21] demonstrates
a clear relationship between the performance of learned
representations within SSL paradigms and the severity of
distribution shifts and corruptions, and highlights the criti-
cal impact of distribution shifts and image corruptions on
the performance and resilience of SSL methods. Simi-
larly, Zhong et al. [91] conduct robustness tests to assess

the behavioral differences between contrastive and super-
vised learning under changes in downstream or pre-training
data distributions, while also exploring the effects of data
augmentation and feature space characteristics. Kowalczuk
et al. [52] conducts a comprehensive empirical evaluation
of the adversarial robustness of self-supervised vision en-
coders across multiple downstream tasks, revealing the need
for broader enhancements in encoder robustness. Goldblum
et al. [34] benchmarks diverse pretrained models across
multiple computer vision tasks, finding that supervised con-
volutional neural networks still outperform newer archi-
tectures on most metrics, while revealing self-supervised
learning backbones show competitive potential when com-
pared under equivalent conditions.

Unlike prior studies that primarily focus on individual
SSL methods, specific tasks, or limited adversarial scenar-
ios, our work provides a comprehensive, unified bench-
mark across multiple SSL paradigms, architectures, and
tasks—including classification, transfer learning, segmen-
tation, and detection—under a diverse set of adversarial at-
tacks, offering a broader and deeper understanding of ad-
versarial robustness in SSL.
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3. Experimental Setup

3.1. SSL Models

While numerous SSL approaches have been proposed [66],
we focus on a subset of widely used models due to com-
putational constraints: Barlow Twins [89], BYOL [36],
DINO [12], MoCoV3 [20], SimCLR [16], SwAV [11], and
VICReg [5]. We primarily use ResNet50 [38] backbones,
as most SSL checkpoints are released in this format, with
DINO and MoCoV3 also offering ViT [28] variants. For
BYOL, DINO, MoCoV3, SimCLR, and SwAV, complete
model checkpoints were available. In contrast, Barlow
Twins and VICReg only provided backbone weights, re-
quiring linear evaluation via official code, which led to a
slight drop in performance. For comparison, we also in-
clude a supervised ResNet50 baseline from PyTorch [68].

3.2. ImageNet and Transfer Learning

We use the benchmark suite introduced in the transfer learn-
ing study [45], which encompasses the target datasets like
FGVC Aircraft [60], Caltech-101 [33], Stanford Cars [53],
CIFAR 10 [54], CIFAR 100 [54], DTD [22], Oxford 102
Flowers [22], and Food-101 [8]. We follow Ericsson
et al. [29] for both linear evaluation and fine-tuning of these
datasets. We prioritized linear evaluation in our analysis as
the backbone remains frozen during this process, allowing
for a more equitable comparison of objectives within this
setup. We apply the same adversarial techniques to Ima-
geNet and transfer learning: Instance Adversarial Attacks
(IAA) and Universal Adversarial Perturbations (UAP). In
brief, instance-based methods generate unique perturba-
tions for each image, while UAP creates a single pertur-
bation that applies across the entire dataset. Comprehen-
sive details and categorizations of all attack methods—such
as white-box, black-box, gradient-free, among others—are
provided in Section 1 of the Supp Mat..

3.3. Segmentation

For segmentation, we use the Pascal VOC 2012 dataset [31]
and CityScapes [23] dataset, training a DeepLabV3+
model [15]. To conduct the attacks, we follow the setup
from Rony et al. [73], utilizing Alma [73], Asma [73],
DAG [86], DDN [73], FGSM [35], FMN [70], and
PGD [59]. While our primary metric is the mean Intersec-
tion Over Union (mIOU), we also report the Attack Pixel
Success Rate (APSR) introduced by [73]. Although our
main focus is on using a frozen backbone, we also perform
training following the standard procedure. Our CityScapes
results include only the frozen backbone approach, while
our Pascal VOC results include both frozen and unfrozen
backbone configurations.

Table 1. Performance of various models on ImageNet, Transfer
Learning, Segmentation (Pascal VOC), and Detection (INRIA Per-
son) tasks with frozen backbones, showing original (Orig.) and
adversarial (Adv.) scores with performance drops in red.

Model ImageNet Transfer Learning Segmentation Detection

Orig. Adv. Orig. Adv. Orig. Adv. Orig. Adv.

Barlow Twins 71.2 36.5 ↓49% 80.3 37.8 ↓54% 76.9 20.5 ↓73% 88.4 21.9 ↓75%

BYOL 74.6 38.9 ↓48% 78.7 36.6 ↓55% 76.7 19.0 ↓75% 87.4 17.3 ↓80%

DINO 75.3 34.2 ↓55% 80.7 35.6 ↓57% 77.0 18.9 ↓76% 87.6 22.0 ↓75%

MoCoV3 74.6 40.5 ↓46% 80.5 40.3 ↓51% 76.2 19.9 ↓74% 87.3 18.5 ↓79%

SimCLR 68.9 32.1↓53% 73.1 33.0 ↓57% 75.6 19.3 ↓74% 87.7 13.1 ↓85%

Supervised 76.1 34.5 ↓55% 74.6 31.2 ↓60% 74.2 16.5 ↓78% 86.1 18.0 ↓79%

SwAV 75.3 32.6 ↓57% 79.2 32.4 ↓60% 76.5 19.2 ↓75% 86.6 20.5 ↓76%

VICReg 71.3 37.0 ↓48% 79.9 37.7 ↓54% 77.9 20.5 ↓74% 88.4 14.0 ↓84%

3.4. Detection
For object detection, we utilized the INRIA Person [24]
and CoCo [57] datasets, and trained a Faster R-CNN [72].
To perform adversarial attacks, we followed the setup
described by [44], employing the Transfer-based Self-
Ensemble Attack (T-SEA). The T-SEA attack can be de-
ployed using various methods and optimizers. In our ex-
periments, we employed BIM [44], MIM [27], PGD [59],
and Optim [44] methods. Additionally, we explored sim-
pler methods that rely on common optimizers, such as
Adam [51], SGD, and Nesterov [63]. Throughout our evalu-
ation, we report the mean average precision (mAP) scores as
the primary performance metric. While our primary focus
was on employing a frozen backbone, we also conducted
training experiments following the standard training proce-
dures for comparative analysis. Our COCO results include
only the frozen backbone approach.

4. Results and Discussion

In this section, we present our experimental findings on Im-
ageNet, transfer learning, and detection, and discuss each
in turn. Figure 1 and table 1 summarize the performance of
various SSL models compared to supervised learning across
our main evaluation tasks in the frozen backbone setup.
While we address the results individually, the full detailed
results are provided in Section 4 of the Supp. Mat..

4.1. ImageNet
SSL vs Supervised. Most robustness studies on contrastive
learning [42, 48, 49, 64, 87, 90] focus on small datasets like
CIFAR10 [54] and primarily evaluate robustness using ad-
versarial attacks such as FGSM [35] and PGD [59]. While
computational constraints explain the reluctance to scale to
larger datasets like ImageNet [74], many evaluations in-
adequately incorporate Universal Adversarial Perturbations
(UAP). Our findings, as shown in Figure 2 contradict previ-
ous research by Gupta et al. [37]. Under IAA, MoCoV3
demonstrates the strongest robustness (54% drop), while
SimCLR shows the weakest performance (61% drop). For
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UAP attacks, MoCoV3 again leads (38% drop), while the
supervised model and SwAV both show 50% drops. No-
tably, our results challenge the conclusion about contrastive
vs. non-contrastive methods. MoCoV3, a contrastive
model, consistently demonstrates the highest adversarial ro-
bustness with ResNet architecture, while DINO, which was
claimed to perform better due to its non-contrastive nature,
shows the weakest IAA robustness in our ResNet evalua-
tion (64% drop). Our data reveals that Barlow, BYOL, Mo-
CoV3, and VICReg all demonstrate comparable resilience
against IAA (around 54% drop), contradicting the simple
categorization of robustness based on contrastive versus
non-contrastive approaches. Our comprehensive evaluation
using diverse attack methods demonstrates that the relation-
ship between self-supervised learning approaches and ad-
versarial robustness is more complex than previously sug-
gested. The full results are in Section 4.1 of the Supp. Mat..

What makes MoCoV3 robust? Although MoCoV3
and SimCLR both utilize the InfoNCE [77, 81] objective,
there is a stark contrast in their adversarial robustness. To
understand this disparity, we evaluate MoCoV1 [39], Mo-
CoV2 [19], and MoCoV3.

A brief MoCo History. MoCoV1 introduced a dynamic
dictionary with a queue and momentum-updated encoder to
maintain consistent negative samples. MoCoV2 enhanced
this with a multi-layer projection head and stronger data
augmentation. MoCoV3 further evolved by eliminating the
memory bank and incorporating a prediction head similar
to BYOL and SimSiam [18].

Our analysis reveals a clear progression in robustness
across MoCo versions. While MoCoV1 demonstrates lim-
ited resilience with a 71% drop in overall adversarial accu-
racy, MoCoV2 shows significant improvement (52% drop),
and MoCoV3 achieves the strongest performance (46%
drop). The most dramatic enhancement occurs in UAP
resistance, where MoCoV1’s performance drops by 77%,
compared to MoCoV2’s 39% and MoCoV3’s 36%. The
substantial improvement from MoCoV1 to MoCoV2 (7 %
in clean accuracy, 27 percentage points in UAP robustness)
primarily stems from the non-linear projector, with data
augmentation providing marginal benefits. While [46] sug-
gests non-linear projectors aren’t always essential, our re-
sults indicate they significantly enhance both performance
and adversarial robustness. MoCoV3’s superior perfor-
mance over MoCoV2 (an additional 7% in clean accuracy
and 7 percentage points in UAP robustness) can be at-
tributed to its prediction head and larger batch size. Un-
like the transition from V1 to V2, MoCoV3 shows substan-
tial improvements in both IAA (34% vs 25%) and UAP
(48% vs 41%), highlighting the prediction head’s critical
role in enhancing overall robustness. Our findings suggest
that momentum, a common feature in robust models like
MoCoV3 and BYOL, significantly contributes to adversar-

ial resilience, while MoCoV2’s performance more closely
resembles that of SimCLR, which lacks this feature. The
full results are in Section 4.6 of the supplementary material.

Augmentations vs Algorithms.
Morningstar et al. [61] challenges the notion that SSL

progress is primarily driven by algorithmic advancements,
suggesting instead that augmentation diversity, along with
data and model scale, play more critical roles. Their anal-
ysis argues that many algorithmic improvements, such as
prediction networks or new loss functions, had minimal im-
pact on downstream task performance compared to stronger
augmentation techniques.

Our comprehensive analysis of the MoCo family evo-
lution provides a more nuanced perspective on this de-
bate. The substantial progression in adversarial robustness
from MoCoV1 to MoCoV2 and further to MoCoV3 sug-
gests that architectural innovations like non-linear projec-
tors and prediction heads significantly impact robustness.
MoCoV2’s dramatic improvement over MoCoV1, partic-
ularly in UAP performance, indicates that the multi-layer
projection head provides substantial benefits beyond mere
augmentation changes. Similarly, MoCoV3’s further en-
hancements in both IAA and UAP performance relative to
MoCoV2 highlight the crucial role of the prediction head in
overall robustness.

While our comparison lacks perfectly controlled base-
lines for augmentations across different objectives (with
slight variations in augmentation between MoCoV2 and
V3), this limitation stems from the unavailability of public
checkpoints rather than our experimental design. Despite
this constraint, the consistent improvements in adversarial
performance strongly suggest that algorithmic innovations
significantly contribute to adversarial robustness. Impor-
tantly, our findings demonstrate that higher clean accuracy
doesn’t automatically translate to improved robustness on
ImageNet.

Although the checkpoints from [61] are not publicly
available, we conducted an ablation study on augmentation
types and batch sizes using BYOL which is the only model
in our SSL pool that includes configurations with varied
augmentations and batch sizes. For this analysis, we con-
sider four distinct models: BYOL-NC (without color dis-
tortions), BYOL-CC (with only color and crop augmenta-
tions), and the standard BYOL models with batch sizes of
128 (BYOL-128) and 512 (BYOL-512).

We observe that batch size and augmentation choices
have varying effects on the adversarial robustness of BYOL
variants. For IAA robustness, both BYOL-NC and BYOL-
CC show similar performance (60% drop), while BYOL-
128, BYOL-512, and standard BYOL demonstrate slightly
better resilience (57%, 56%, and 56% drops, respectively).
These modest differences suggest that batch size and aug-
mentation have a limited impact on instance-level attack ro-
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bustness.
For UAP attacks, we see more substantial variations:

BYOL-128 (41% drop) and BYOL-512 (43% drop) per-
form comparably, while BYOL-NC and BYOL-CC show
notably weaker performance (46% and 48% drops). Stan-
dard BYOL demonstrates a 39% drop, which is marginally
better than the batch size variants but substantially bet-
ter than the limited-augmentation models. The 7-9 per-
centage point difference between standard BYOL and the
limited-augmentation variants suggests that comprehensive
augmentation strategies may contribute to improved UAP
robustness.

Interestingly, we note that BYOL-CC performs slightly
worse than BYOL-NC despite having more augmentations,
though this difference is too small to draw meaningful con-
clusions. Similarly, the differences between BYOL-128,
BYOL-512, and standard BYOL in UAP robustness are rel-
atively minor and should be interpreted cautiously. Our re-
sults indicate that the relationship between augmentation
and adversarial robustness is complex and that meaning-
ful improvements likely require more than just incremen-
tal changes to batch size or augmentation strategies. While
our data hints at potential benefits from comprehensive aug-
mentation for UAP robustness, the effects are modest and
require further investigation with more controlled experi-
ments. The full results are in Section 4.7 of the supplemen-
tary material.

ResNet vs ViT in Adversarial Robustness. While ViTs
are generally seen as more robust than CNNs [62], Bai et al.
[2], Pinto et al. [69] demonstrate that with the right train-
ing methods, CNNs [55] can achieve comparable robust-
ness. Despite ViT’s success [12, 20, 25, 28, 65], most SSL
methods still use ResNet for validation. We examine Mo-
CoV3 and DINO, as they are the only models that include
ViT training, with our analysis covering both standard ViTs
comparable to ResNet50 and larger ViT-B variants with ap-
proximately 4x more parameters.

Our results reveal notable architectural differences.
DINO performs significantly better with ViT architectures
than ResNet, with DINO-ViT-B achieving 45.19% adver-
sarial average (42% drop from clean accuracy) compared
to DINO-ResNet’s 55% drop. In contrast, MoCo strug-
gles with transformer architectures, with MoCo-ViT show-
ing poor performance at a 61% drop, significantly worse
than MoCoV3-ResNet at a 46% drop. Even MoCoV3-ViT-
B 51% drop underperforms its ResNet counterpart despite
having 4x more parameters.

These differences are especially evident in UAP results,
where DINO-ViT-B shows greater resilience (38% drop)
than DINO-ResNet (44% drop), while MoCo-ViT performs
poorly (26.31%, 64% drop) compared to MoCoV3-ResNet
(36% drop). These findings suggest that the interaction be-
tween self-supervised approaches and model architectures

significantly impacts adversarial robustness, with DINO
benefiting from the ViT architecture while MoCo struggles
with transformer models. The full results are in Section 4.6
of the Supp. Mat..

Lastly, we have evaluted DINOv2’s [65] small and base
and MAE’s [40] base versions. We discuss them in the sec-
tion 2 in Supp. Mat..

Impact of Training Duration. SSL models tend
to demonstrate better performance as training epochs in-
crease [11, 16, 20]. However, due to computational con-
straints, many models are reported with different numbers
of epochs. This prompts the question of whether longer
training durations enhance or reduce adversarial robustness.
As ViT models do not have checkpoints at various epochs,
we focus on ResNet-based SSL models, specifically SwAV
and MoCoV3, which offer multiple checkpoints through-
out the training process. We find that both SwAV and
MoCo show very marginal improvement of about 1% on
IAA across various epochs, which is minimal compared
to the rise in original accuracy. In contrast, both methods
exhibit a modest increase in UAP performance after sur-
passing 100 epochs, with SwAV improving from 33% to
40% and MoCoV3 from 41% to 48%. Overall, our results
suggest that despite differences in reported checkpoints, ro-
bustness generally remains largely stable during training for
IAA, with slightly more noticeable but still modest gains for
UAP. This indicates that training duration has a limited im-
pact on adversarial robustness, even as clean accuracy con-
tinues to improve with extended training. The full results
are in Section 4.5 of the Supp. Mat.

4.2. Transfer Learning

In this section, we analyze how adversarial robustness trans-
fers from ImageNet pre-training to downstream tasks. We
examine whether vulnerability patterns established during
pre-training persist when models are evaluated through lin-
ear probing or fine-tuning across various ResNet-based self-
supervised and supervised learning approaches. This analy-
sis quantifies robustness transfer relationships through both
Spearman rank and Pearson correlations.

LINEAR. Our correlation analysis shows strong rela-
tionships between ImageNet and linear evaluation vulner-
ability. For performance drops, both Spearman and Pear-
son correlations are high across all attack types (Spear-
man—Adv: 0.93, UAP: 0.83, IAA: 0.79; Pearson—Adv:
0.94, UAP: 0.94, IAA: 0.88). These consistently high cor-
relations suggest that robustness characteristics established
during pre-training largely persist through linear probing.
The performance drop analysis reveals method-specific ro-
bustness characteristics. MoCoV3 consistently exhibits
smaller performance drops across both ImageNet (IAA:
54%, UAP: 36%) and linear evaluation (IAA: 56%, UAP:
43%), indicating its contrastive learning approach with mo-
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Table 2. Component Contribution Analysis Across Datasets. Metrics include: Original Accuracy (Orig), Adversarial Accuracy (Adv)
with relative performance drop percentage, Direction Ratio (D) and Magnitude Ratio (M). Ratio interpretation: Head dominant (<0.67),
Balanced (0.67-1.5), Backbone dominant (>1.5).

CIFAR-10 CIFAR-100 ImageNet CIFAR-10 (FT) CIFAR-100 (FT)
Model Orig Adv ↓ D M Orig Adv ↓ D M Orig Adv ↓ D M Orig Adv ↓ D M Orig Adv ↓ D M

Barlow 92.3 33.0 ↓64% 2.7 3.1 77.9 20.5 ↓74% 1.4 5.0 71.2 42.4 ↓40% 0.9 9.4 97.1 66.9 ↓31% 1.5 2.4 84.6 45.0 ↓57% 0.8 2.4
BYOL 93.0 31.0 ↓67% 1.6 4.2 78.2 19.01 ↓76% 1.07 6.0 74.6 39.4 ↓47% 0.9 12.5 96.9 67.0 ↓31% 1.2 1.4 83.9 61.2 ↓27% 0.7 2.7
DINO 93.9 27.6 ↓71% 3.2 3.3 79.7 16.0 ↓80% 1.6 6.2 75.3 24.7 ↓67% 1.2 14.1 96.9 77.8 ↓20% 1.9 2.9 84.7 52.9 ↓38% 1.79 4.6
MoCoV3 94.7 33.0↓65% 2.5 1.7 80.2 19.3 ↓76% 1.1 4.5 74.6 42.7 ↓43% 0.7 10.9 96.9 72.0 ↓26% 1.1 1.3 84.5 62.6 ↓26% 0.7 2.6
SimCLR 91.0 37.9 ↓58% 1.5 1.9 73.0 19.5 ↓73% 1.3 3.5 68.9 24.3 ↓65% 1.0 7.7 97.2 67.3 ↓31% 1.0 1.9 84.4 43.0 ↓50% 0.6 2.0
Supervised 91.4 42.8 ↓53% 1.8 0.7 73.9 24.5 ↓67% 1.3 1.5 76.1 38.8↓49% 1.4 3.0 96.2 62.3 ↓35% 2.0 0.5 82.6 59.3 ↓28% 1.3 1.1
SwAV 93.9 19.4 ↓79% 3.1 3.0 79.4 11.1 ↓86% 1.8 6.4 75.3 24.7 ↓67% 1.2 17.4 96.8 79.9 ↓17% 1.7 2.7 84.4 54.6 ↓35% 1.0 3.0
VICReg 92.8 33.0 ↓64% 2.7 3.1 77.8 22.3 ↓71% 1.3 4.3 71.3 42.4 ↓40% 0.9 9.3 97.1 68.6 ↓29% 1.4 2.4 84.3 43.4 ↓48% 0.8 2.4

mentum encoders develops features with inherently better
transferable robustness properties. In contrast, supervised
pre-training and clustering-based approaches like SwAV
experience more severe drops in both settings, suggesting
these methods may create more brittle representations.

The high correlation in adversarial vulnerability between
ImageNet and linear evaluation indicates that linear prob-
ing provides a reliable assessment of a pre-trained model’s
downstream robustness characteristics without requiring
extensive adaptation. This finding has practical implica-
tions for model selection, suggesting that robustness eval-
uations on ImageNet can effectively predict linear transfer
performance. The full results are in Section 4.8 of the Supp.
Mat..

FINETUNE. Fine-tuning reveals distinct transfer pat-
terns by attack type. For IAA, the correlation between Ima-
geNet and fine-tuned vulnerability nearly vanishes for per-
formance drops (Spearman: 0.12, Pearson: 0.36), indicat-
ing that fine-tuning substantially reshapes defense against
instance-specific attacks. Conversely, UAP vulnerability
correlation remains high (Spearman: 0.88, Pearson: 0.93),
suggesting that susceptibility to universal perturbations is
more persistently encoded in the network regardless of pa-
rameter adaptation. This attack-dependent correlation dis-
parity reveals that universal perturbation vulnerabilities,
which exploit systematic weaknesses across the feature
space, are deeply encoded in the network’s architecture
and learning approach, while instance-specific vulnerabil-
ities are more malleable through fine-tuning. The abso-
lute magnitude of performance drops diminishes consid-
erably after fine-tuning across all methods (IAA: 49% vs.
60% in linear, UAP: 43% vs. 49% in linear), highlighting
fine-tuning’s effectiveness in mitigating vulnerability. Mo-
CoV3 continues to demonstrate superior robustness with
the smallest drops (IAA: 45%, UAP: 38%), while BYOL
shows dramatic improvement from ImageNet to fine-tuning
for IAA attacks (from 56% to 47%). These findings sug-
gest different mechanisms for robustness transfer: UAP vul-
nerability appears tied to fundamental architectural and al-

gorithmic properties that persist across transfer paradigms,
while instance-specific attack vulnerability depends more
on the fine-tuning process than initial representation prop-
erties. This distinction may be valuable for practical ap-
plications, suggesting that pre-training method selection
strongly impacts universal attack robustness, while defense
against instance-specific attacks can be substantially im-
proved through appropriate fine-tuning strategies. The full
results are in Section 4.9 of the Supp. Mat..

Attributing Adversarial Vulnerability. Having es-
tablished the correlations between ImageNet and transfer
learning robustness patterns, we now seek to understand
the underlying mechanisms causing these disparities across
models and training paradigms. Specifically, we investigate
whether adversarial vulnerability stems primarily from the
backbone feature extractor or the classification head and
how this attribution changes between linear probing and
fine-tuning.

Our analysis investigates the relationship between adver-
sarial robustness and component-specific vulnerability un-
der FGSM1 attack (detail in Supp. Mat.), focusing on two
metrics: the Direction Ratio D = mean(1−cos(l,ladv))

mean(1−cos(f ,fadv))
, which

compares directional shifts in logits (l) versus backbone fea-
tures (f ), and the Magnitude Ratio M = mean(∥l−ladv∥2)

mean(∥f−fadv∥2)
,

quantifying relative sensitivity to perturbation magnitudes.
We fit linear regression models using these ratios to predict
adversarial accuracy drop across models.

For probed models, Direction Ratio strongly correlates
with vulnerability (R2 = 0.56–0.85), suggesting that direc-
tional instability in the head dominates FGSM robustness.
SwAV, with D = 3.1 on CIFAR-10, suffers a 79% accu-
racy drop, while SimCLR (D = 1.5) drops 58%. This may
arise from the linear head’s limited capacity to compensate
for adversarial noise, amplifying directional shifts in logit
space.

After fine-tuning, this correlation weakens significantly
(R2 = 0.05–0.52): SwAV achieves only a 17% drop despite
retaining D = 1.7, implying that fine-tuning enables the
head to stabilize predictions even under directional feature
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shifts. This pattern aligns with our transfer learning analy-
sis, where fine-tuning disrupted the correlation between Im-
ageNet and downstream instance-specific attack robustness.
Regression figures are in Section 2 of the Supp. Mat.

As in Table 2, self-supervised models exhibit higher pre-
fine-tuning Magnitude Ratios (e.g., SwAV M = 17.4 on
ImageNet vs. supervised M = 3.0), potentially due to
their reliance on globally normalized feature spaces, where
FGSM perturbations propagate more aggressively to logits.
Fine-tuning reduces M across models (SwAV M = 2.7
post-FT), aligning with improved robustness, possibly by
suppressing logit magnitude distortions.

These patterns are specific to FGSM, as its single-
step gradient reliance may emphasize head-layer instability,
whereas iterative attacks could exploit backbone vulnera-
bilities differently. While our analysis tentatively links di-
rectional logit shifts (D) and magnitude sensitivity (M ) to
robustness, dataset-dependent variations—such as weaker
correlations on CIFAR-100 FT—highlight the need for
broader evaluation across threat models to generalize these
insights.

We also measured inter-class and intra-class distances
for both probed and fine-tuned CIFAR-10 representations;
however, these metrics did not yield meaningful correla-
tions that explain the observed differences in adversarial ro-
bustness. The detailed regression figures, inter/intra-class
distance measurements, and t-SNE [82] visualizations of
feature spaces are provided in Section 3 of the Supp. Mat.

4.3. Segmentation
Unlike in classification, we observe no strong correlation
between ImageNet robustness and segmentation perfor-
mance across both PASCAL VOC and CityScapes datasets.
Self-supervised approaches demonstrate competitive per-
formance in clean conditions, with VICReg leading on
PASCAL VOC (77.89 mIOU with frozen backbone) and
SwAV on CityScapes (66.48 mIOU). All models suffer
catastrophic performance degradation (74-84%) under ad-
versarial attacks regardless of training methodology. This
uniform degradation pattern suggests attacks primarily tar-
get segmentation modules rather than backbones.

Our experiments with frozen versus unfrozen backbones
reveal that frozen backbones generally achieve both higher
clean performance and slightly better adversarial robustness
on PASCAL VOC. The supervised model’s exception to
this pattern stems from using the standard MMSegmenta-
tion model for the unfrozen case due to reproduction chal-
lenges. These findings indicate that while SSL models pro-
duce competitive segmentation performance in clean condi-
tions, they offer minimal advantage in terms of adversarial
robustness for segmentation tasks, unlike their significant
impact on object recognition. This highlights the need for
robustness techniques specifically designed for segmenta-

tion architectures rather than focusing solely on backbone
improvements. The full results are in Section 4.2 of the
Supp. Mat.

4.4. Detection

Detection results show distinct patterns from recognition
and segmentation tasks. On INRIA Person with un-
frozen backbones, SwAV demonstrates the highest robust-
ness (72% decrease), while the Supervised model shows the
poorest performance (89% decrease). With frozen back-
bones, Barlow Twins and DINO lead in robustness (both
75% decrease), while VICReg becomes unexpectedly vul-
nerable (84% decrease), contradicting its recognition per-
formance.

COCO dataset results show improved robustness overall,
with Barlow Twins maintaining the strongest performance
(50% decrease) and the Supervised model remaining the
least robust (67% decrease). This consistent weakness in
the Supervised model suggests inherent robustness benefits
from self-supervised pretraining.

These findings indicate that task-specific architectures
significantly influence adversarial robustness, and robust-
ness in ImageNet classification doesn’t necessarily transfer
to detection tasks. This highlights the importance of task-
specific evaluations and suggests that backbone architecture
becomes less critical than overall model design for down-
stream applications. The full results are in Section 4.3 of
the Supp. Mat.

5. Conclusion

Our evaluation shows that SSL models generally offer
greater adversarial robustness than supervised counterparts
in image classification, with MoCoV3 performing particu-
larly well—likely due to its momentum encoder and predic-
tion head. This robustness advantage is less evident in seg-
mentation and detection, where task-specific architectures
play a larger role. Architectural effects also vary by objec-
tive: DINO benefits from ViTs, while MoCoV3 performs
better with CNNs. Extended training does not compromise
robustness and may slightly improve it. We find that vulner-
ability to UAPs transfers more consistently across learning
paradigms, while susceptibility to IAAs can be mitigated
through fine-tuning. These results highlight the complex
interplay between SSL objectives, architectures, and down-
stream tasks, underscoring the need for further study. We
hope our findings support continued progress toward more
robust visual representation learning.
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