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Abstract

Self-supervised contrastive learning (CL) effectively learns
transferable representations from unlabeled data containing
images or image-text pairs but suffers vulnerability to data
poisoning backdoor attacks (DPCLs). An adversary can
inject poisoned images into pretraining datasets, causing
compromised CL encoders to exhibit targeted misbehavior
in downstream tasks. Existing DPCLs, however, achieve
limited efficacy due to their dependence on fragile implicit
co-occurrence between backdoor and target object and in-
adequate suppression of discriminative features in back-
doored images. We propose Noisy Alignment (NA), a DPCL
method that explicitly suppresses noise components in poi-
soned images. Inspired by powerful training-controllable CL
attacks, we identify and extract the critical objective of noisy
alignment, adapting it effectively into data-poisoning sce-
narios. Our method implements noisy alignment by strate-
gically manipulating contrastive learning’s random crop-
ping mechanism, formulating this process as an image lay-
out optimization problem with theoretically derived optimal
parameters. The resulting method is simple yet effective,
achieving state-of-the-art performance compared to exist-
ing DPCLs, while maintaining clean-data accuracy. Fur-
thermore, Noisy Alignment demonstrates robustness against
common backdoor defenses. Codes can be found at ht tps :
//github.com/jsrdcht/Noisy—-Alignment.

1. Introduction

Self-supervised contrastive learning has revolutionized rep-
resentation learning by mapping data into embedding spaces
where semantic similarity correlates with proximity [6, 13].
Modern implementations like CLIP [26] and DINOv2 [25]
leverage web-scale datasets to achieve remarkable zero-shot
generalization and have wide application potential in dif-
ferent downstream tasks. However, the uncurated nature of
these data introduces a significant risk of data contamination.
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Such datasets typically scraped from internet sources (e.g.,
Google, YouTube) [25, 26], often lack manual review before
being fed into the model. Recent studies indicate that con-
trastive learning is susceptible to data poisoning backdoor
attacks [3, 5, 19, 27, 37]. In extreme cases, it is feasible
to manipulate a contrastive learning model to misclassify a
backdoored test input by corrupting as little as one millionth
of the pre-training dataset [5].

DPCL exploits the co-occurrence from random augmen-
tations of backdoor triggers and target object patterns in
images [5, 37]. Given an image, CL randomly generates aug-
mented views and enforces similarity (dissimilarity) between
features of positive (negative) views. By poisoning pre-
training data with malicious images containing dog patterns
and backdoor triggers, victim CL models learn to associate
triggers with dogs (the attack target). Consequently, down-
stream classifiers inherit this bias and misclassify triggered
images as "dog". Existing DPCL methods [3, 5, 19, 27, 37]
universally leverage this principle. For instance, Saha et
al. [27] physically superimpose triggers onto targets, while
Zhang et al. [37] optimize co-occurrence probabilities. This
paper focuses on image-modal CL, with Section 7 extending
our approach to image-text CL.

Current DPCLs exhibit limited attack effectiveness. To
bridge this gap, we draw inspiration from a theoretical up-
per bound backdoor attack to CL (called oracle attack) that
controls model training [16, 31, 33, 34]. Oracle attack es-
sentially maximizes the feature similarity between reference
images (collected target-class images guiding the attack) and
noisy backdoored images. By decomposing the oracle attack
objective, i.e., noisy alignment, into representation-space ref-
erence alignment components that capture the co-occurrence
of backdoor and target object patterns and noise compression
components that capture the degradation of original noisy
patterns, we demonstrate that the noise compression term
inherently compresses the subspace orthogonal to reference
features. As illustrated in Figure I, backdoored panda im-
ages may fail due to domination by non-trigger features. En-
hancing attack performance requires suppressing the neural
network’s extraction of undesirable elements (e.g., pandas or
trees) beyond the backdoor trigger. Formal analysis appears



in Section 4. Existing DPCLs only consider the alignment
component, lacking the compression component, which we
hypothesize leads to their limited attack efficacy.

Oracle attacks require control over the training process,
which becomes infeasible in data poisoning scenarios. Qur
objective is to approximate oracle attack effectiveness
under practical data poisoning constraints. Noisy align-
ment can be simulated by treating augmented views of both
image types as positive pairs. If one augmented view con-
tains (a part of) a noisy backdoored image and the other
contains (a part of) a reference image, the CL model would
produce similar features for both views. To this end, we pro-
pose a novel DPCL method, termed NA (Noisy Alignment),
explicitly achieving the reference alignment and noise com-
pression objectives of oracle attacks by manipulating the
random cropping augmentation. Our method introduces two
key innovations to address existing DPCL limitations. (1)
We explicitly formulate noise compression as a part of the
attack objective. This is achieved by collecting a small set
of images and converting them into backdoored noisy im-
ages. This compels CL encoders to suppress discriminative
features orthogonal to the attack target, thereby amplifying
trigger effectiveness. (2) We devise an offline, optimal poi-
son crafting strategy to achieve noisy alignment under data
poisoning scenarios. Our method inverts the random crop-
ping in CL, ensuring poison images’ random crops capture
either noisy or reference images. To maximize the probabil-
ity of satisfying these conditions simultaneously, we model
poison crafting as a two-dimensional layout optimization
problem between reference and backdoored noisy image
regions and theoretically derive optimal crafting parameters.

We compare our method with existing DPCLs on dif-
ferent datasets and CL models. Our experiments show
that Noisy Alignment achieves state-of-the-art performance,
with ASR improvements ranging from 1.2% to 45.9% on
ImageNet-100, while keeping the utility on the clean data.
Our Noisy Alignment can be easily adapted to image-text
contrastive learning. Additionally, we evaluated potential
defenses, including supervised methods, those tailored for
self-supervised learning, and our own adaptive defense. We
demonstrate that both supervised and self-supervised back-
door detection methods struggle to detect our attack. Our
adaptive defense nullifies the backdoor by disrupting the
malicious co-occurrence, further validating the core intuition
of our approach.

Our contributions are outlined as follows:

* We propose a new DPCL objective called Noisy Align-
ment, which explicitly approximates powerful oracle at-
tacks in data poisoning scenarios.

* We develop a poisons crafting strategy to get the optimal
poisons layout to achieve Noisy Alignment.

* We validate the effectiveness of Noisy Alignment through
extensive experiments.
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Figure 1. [llustration of our intuition.

2. Related Work

2.1. Data Poisoning-based Backdoor Attacks to
Self-Supervised Contrastive Learning

Generally, an adversary augments the original dataset with
poisoning samples that contain a trigger in order to in-
duce the model trained on this dataset to behave incorrectly.
SSLBKD [27] naively embeds triggers into the target class
samples. CTRL [19] proposed using frequency-domain
backdoor to enhance backdoor stealthiness. PoisonedEn-
coder [21] explored backdoor attacks to CL under a targeted
poisoning setup. CorruptEncoder [37] carefully placing the
trigger to maximize the probability that the interested object
co-occurs with the trigger. BLTO [30] crafts the dynamic
trigger by training a generative covolutional neural network.
Li et al. [20] show that DPCL entangles backdoor features
with those of the target class, making defense more diffi-
cult. Another line of research [16, 31, 33-36] focuses on
backdooring pre-trained SSL encoders.

2.2. Noise in Self-Supervised Learning

Noise undermines self-supervised learning by degrading rep-
resentation quality [2]. However, tackling this noise may
improve outcomes. Denoising itself can be supervision,
[4, 18] train denoising models with paired noisy observa-
tions. InfoMin [32] suggests that models can be encouraged
to compress excess noise in data. The noisy views and
mismatched pairs that commonly arise in large-scale or mul-
timodal SSL can be explicitly modeled. [9] corrects the
bias from false negatives in InfoNCE using a PU-learning
view. For misaligned video-text pairs, MIL-NCE [23] uses
multiple-instance matching to tolerate temporal misalign-
ment, while Robust Audio-Visual Instance Discrimination
[24] reweights false positives/negatives across modalities.

3. Preliminaries

In this section, we introduce our threat model and notations.
Following previous work [19, 27, 37], we take the image
classification as the downstream task for clarity.

Data poisoning in Self-supervised contrastive learning.
Suppose the original pre-training dataset is Dy, C X where
X is the image space. A victim trains an encoder fy : X —
R? on D, with contrastive loss L : R? x R? — R to learn
representations. After that, the downstream users train a
downstream classifier based on the representation from the
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Figure 2. Comparison of different DPCL variants. (a) ASR of
different DPCL variants. (b) Singular value distribution of repre-
sentation matrix. Smaller singular values indicate reduced rank and
collapse in the space.

infected encoder to perform any given downstream task. Let
0 be the parameters of the encoder. For a specific interested
downstream task, the adversary injects a corresponding small
set of poisons D, C &’ into the pre-training data to mislead
the downstream classifier built on the pre-trained infected
encoder féf to incorrectly classify poisoned examples as the
pre-defined target class ¢. In this paper, hat notation - denotes
the infected version of the original variable.

Adversary’s knowledge and capability: Similar to pre-
vious work [19, 27, 37], the adversary can collect a small
reference set D.s C X corresponding to the interested class
t to guide the poisoning process and inject a small set of

o < 0.5%. Apart
from this, we assume that the adversary has access to a small
subset Dgnadow Of the reference distribution. The adversary
lacks insight into (i) the model details (e.g., network archi-
tectures or CL methods) and (ii) detailed training settings

(e.g., optimizers or learning rate schedulers).

poisons D, into the training data, e.g.,

4. Improving DPCLs by Compressing Noise

As shown in Table 1, existing DPCLs [19, 27, 37] lag far be-
hind training-controllable self-supervised contrastive learn-
ing backdoor attacks [16, 31] in terms of attack performance.
In this section, we analyze the reasons behind this phe-
nomenon and explore ways to improve DPCLs to bridge
the gap. Since training-controllable methods represent the
upper bound of DPCL performance, we refer to them as
oracle attacks. The oracle attack can be formulated as the
malicious objective below:

I%in ]ExNDpr [‘Cd] +Exs~Dshadow [1 — COs (f(x§ @ p)) f(Xr))]

f X~ Dref

noisy alignment loss Lajign
ey
where L,jign enforces that board infected shadow examples
Xs =X, @ p align with reference examples via cosine similar-
ity. @ is the trigger embedding operation which is typically
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Figure 3. 2D projection visualization of the training trajectories.
Bold markers indicate the start point, and arrows indicate the train-
ing direction. Darker colors represent smaller traces of the feature
covariance matrix, indicating stronger collapse in the v space
defined in Equation (2).

used to embed a backdoor trigger p € X’ into any victim
image x to craft an infected version x. Specifically, for each
poisoned shadow image during training, we randomly select
a reference image x; ~ Dyer and minimize their feature dis-
tance in hyperspherical space. Objective (1) is from [16] and
simplifies the loss terms that are unrelated to the attack.
Intuitively, the noisy alignment term performs the attack
by projecting malicious samples into the feature neighbor-
hood of the target class. However, we demonstrate that, in
addition to enforcing reference alignment, the noisy align-
ment loss implicitly accomplishes the task of noise compres-
sion. Specifically, by decomposing the features of any x; G p
in the hyperspherical space, we reveal implicit geometric
constraints in Lyign. Let f(x;) = u denote the unit-norm
reference feature (L2-normalized as per contrastive learning
convention), and f(xs @ p) = v be the poisoned feature.
We decompose v into two orthogonal components:
v = + 2)

v )
~—

Alignment component ~ Compression component

where v | = v — (v " u)u represents the residual component

orthogonal to u. The cosine similarity term in Lyjien then be
formulated as:

T e}

vl a2+ vi?’

where « = v u. Substituting this into Lyjign, We get:
«

Vvea?+ IVLIQ] '

This formulation reveals two implicit objectives:

cos(v,u) =

Ealign =E ll -
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Figure 4. Maximizing likelihood of joint probability.

¢ Alignment Term: Maximizing « to increase the projec-
tion of poisoned features onto the reference direction u;

 Compression Term: Minimizing ||v ||? to suppress fea-
tures orthogonal to u, effectively compressing the variance
of poisoned samples’ features.

The gradient dynamics confirm this decomposition. The

gradient of L,j,n With respect to ¢« and ||v 1| becomes:

9 Latign v
da (a4 [vi[?)¥?
aﬁangn x «
Alvil® — 2(a? +|lve|?)3/?

These gradients simultaneously push o — +oo (perfect
alignment) and v; — O (dimensional collapse). Con-
sequently, the poisoned features cluster tightly around u,
discarding their original discriminative features from x;.
This dual mechanism explains why simple alignment losses
can achieve effective backdoor implantation. The com-
pression effect prevents poisoned features from dispersing
across the embedding space. Consider E[f(x; ¢ p)]
E[f(p)] + E[f(xs) + Risidual Terms], noise compression
forces the shadow features and Risidual Terms vectors to be
collapsed into null space of noisy alignment loss since they
are noisy and hard to align with the reference features.

Building on the insight above, we design a data poisoning
variant that integrates noisy alignment constraints into con-
trastive learning. For each reference sample x; € Di.s, we
generate two augmented views: 1) reference view T3 (x) 2)
shadow view Ty (x, @ p) where X, ~ Dgpagow. 11, T2 &5 T
where 7 is the CL augmentation distribution. For each batch
containing clean pairs (x, x) where = ~ Dy, and malicious
pairs (Xs, X;) ~ Dghadow X Dref, We define the oracle poisoning
variant as

‘Coracle-poisoning = Héin Ewap, [Ecl]+
f

Ex Dy | La (f (T35 @ D)), F(Ta(x) |- )

X;~Dret

The variant enforces alignment between shadow-reference

pairs while maintaining the form of contrastive learning.
Discussion. Figure 2a demonstrates that oracle poisoning

variant matches the ASR of the oracle attack. The baseline is
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Figure 5. Optimal parameters for left-right layout according to
Theorem | and 2.

from [27]. Geometric analyses of the training dynamics of in-
fected samples in Figures 2b-3 confirm the same observation:
poisoned representations collapse orthogonally to the refer-
ence direction u (formalized in Eq. (2)). Despite its effective-
ness, oracle poisoning requires real-time access to training
batches for generating malicious pairs (xs ® p, X;). This vio-
lates our data poisoning threat model. We next eliminate this
dependency by reformulating the noise-compression effects
into static constraints pre-computable on Dy,

5. Offline Noise Compression for DPCL

We reformulate the noisy alignment as a static data perturba-
tion by interpreting the backdoor implantation as a adaptive
inverse of CL augmentation. Let T, : (x5 ® P, X;) — X5, X;
where X5, X; € X is the composite image denotes our poi-
soning function that combines trigger-embedded shadow
images and reference images. To simulate oracle poison-
ing’s dynamics without training access, we pre-optimize 7
to maximize the likelihood of any malicious pair (x5 @ p, X;)
being treated as positive pairs in contrastive learning. Specif-
ically, we define the objective as

max E [PT (T1 (X5, %;) € A(x; ® P)

To Ty, T T

X, Xr~ Dshadow X Dref

A Th(%%) € Alx,))] 4)
where A(-) denotes the augmentation neighborhood of an
input. This objective ensures that random augmentations
of the composite sample preserve both the trigger pattern
from x; & p and discriminative features from x,. However,
the expectation of joint probability is intractable due to the
inability to access the victim’s data augmentation process.
Following observations in [6, 37], random cropping domi-
nates CL poisoning. We thus simplify the joint probability
by decoupling it into independent events as

Prl(pCWViCx,@p)A V2 Cx) AVINVy =0),
—_—

trigger retention reference matching view disjoint

S



Algorithm 1 Crafting Poisoned Dataset

Require: Backdoor trigger p, reference set D, shadow
set Dshadow
Ensure: Poisoned dataset D,
1: Initialize poisoned dataset Dy <— ()

2: while not converged do

3 Sample reference image X, ~ Dir

4: Sample shadow image X5 ~ Dspadow

5 Embed trigger into shadow image: x, @ p

6 Sample layout direction from {left-right, right-left,
up-down, down-up}

7: Determine optimal parameters based on Theorems 1
& 2:

8: Set reference position (7}, r;), shadow position

(s3,5;), trigger position (e}, ey

image, canvas size (c},, c})

) at center of shadow

9: Create composite image X, X, = T (X ® P, X;)
based on layout

10:  Update poisoned dataset: D, < D, U {X, X, }

11: end while

12: return D,

where V; = T} (X;, %), Va2 = T5(X;, X;). This reduces the
Equation (4) to a practical 2D layout optimization problem
under random cropping distributions. We demonstrate our
intuition in Figure 4. We enforce spatial disjointness to pre-
vent information leakage through that would enable models
to bypass contrastive optimization via shortcut [32]. The ad-
versary needs to maximize the likelihood of trigger retention
and reference matching by carefully designing the layout of
the composite image Tg (X5 D P, X;)-

Formally, we denote by x, the reference image, x, the
shadow image, p the trigger and 77, 75 are random cropping
operations independently and identically distributed in 7.
We define the layout optimization problem as inserting the
trigger p into the shadow image x, and inserting the x;, X, ®
p into a 2D canvas to maximize the likelihood defined in
Equation (5). The size of the reference image (r;,7;) and
the size of the trigegr e; are frozen, and 1) the location of
the reference image (7, 7,) 2) the location of the trigger
(ex, ey) 3) the location of the shadow image (s, s,/) 4) the
canvas size (¢, cp) are all variables to be optimized. To
simplify the problem, we assume that the reference image,
shadow image, trigger are all square and the shadow image
share the same size with the reference image.

Assuming the cropped regions are squares and they have
the same size s (the conclusion holds if the cropped regions
have different sizes). We denote by p; (s) the probability of
a randomly cropped view containing the trigger and within
the infected shadow image, and p2(s) the probability of a
randomly cropped view is within the reference image. The
reference image and the infected shadow image are expected
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to be disjoint. Following the formulation in [37], we cast the
objective (5) as the following maximization problem:

1
pjoimzm / p1(8)p2(s)ps(s)ds. 6)

s€(er,S]

where p1(s) = Pr{(p € V1) A (V1 € (% @ p))}. p2(s) =
Pr{Vo, C x.} and ps(s) Pr{Vi N V, 0}.
The optimizable parameters for Objective (6) include
TasTys Sas Sy, €as €y, Cuy Cp. The Tegion size s is uniformly
distributed in the range (e;, S].

Depending on the relative positions of the reference im-
age and the infected shadow image, there are four possible
layout categories: 1) left-right, 2) right-left, 3) up-down,
and 4) down-up. For example, a left-right layout indicates
that the reference image is positioned to the left of the in-
fected shadow image, meaning a vertical line can separate
the two images. Different layouts can be achieved through
rotational symmetry (or flipping), thus we primarily focus
on the left-right layout. When generating a poisoned image,
we randomly choose one of these four layouts.

Theorem 1 (Locations of Reference Image, Trigger and
Shadow Image). Suppose the left-right layout is used. For
any cp > r,Cy > 21y, the following locations maximize
the likelihood in Equation (6). (ry,r;) = (0,0) is the op-
timal location of the reference image. (s;,s;) = (%-,0)
with s, > 2r; is the optimal location of the infected
shadow image. The optimal location of the trigger is
the center of the infected shadow image, i.e., (eX,el)

) by
* ri—ep * rr—ep
(s + "3, 5, + H5%).

Proof. See Appendix A. O

Theorem 2 (Canvas Size). Suppose the left-right layout and
the optimal locations in Theorem | are used. For any width
Cw > 21y, the optimal canvas height is cj, = r;. For height
¢y, = 11, the optimal canvas width is c, = 2.

Proof. See Appendix A. O

Theorem 1 and 2 analytically derive the optimal parame-
ters of the left-right layout which is shown in Figure 5. For
other layouts, the optimal parameters can be derived simi-
larly. Algorithm | summarizes the poison crafting process.

6. Experiments

6.1. Experimental Setup

Datasets. We primarily use ImageNet-100 and CIFAR-
10 [17] for evaluation. ImageNet-100 is a 100-class subset
of ImageNet-1K [10], with the split provided by [27]. We
randomly sample a 50K subset from CC3M [29], called CC-
50K, to train the CLIP model which then is evaluated on
ImageNet-1k.



Table 1. Effectiveness of attacks on different datasets. Bold indicates the highest ASR value, and underline indicates the second highest.
CTRL-NG refers to CTRL without Gaussian blur augmentation. BLTO-N normalizes the BLTO ASR by the ASR of the uninfected model.

Dataset Attack MoCo v2 BYOL SimSiam SimCLR
CA BA ASR CA BA ASR CA BA ASR CA BA ASR
Supervised Learning ASR: 24.8%

SSLBKD [27] 67.9% 30.1% 50.9% 80.3% 24.1% 70.2% 66.5% 29.1% 51.2% 70.9% 49.1% 33.9%
CTRL [19] 67.6% 67.6% 1.1% 76.3% 76.2% 4.7% 65.6% 65.4% 0.1% 69.2% 69.6% 0.1%
I Net-100 CorruptEncoder [37] 68.0% 31.9% 55.1% 73.3% 40.1% 20.4% 66.1% 25.0% 26.1% 70.3% 39.1% 42.1%
mageivet- BLTO [30] 684%  355%  45.1%  12.1%  163%  77.6%  657%  442%  31.6%  70.1%  212%  51.0%
BLTO-N 68.4% 35.5% 34.0% 72.1% 16.3% 47.1% 65.7% 44.2% 23.1% 70.1% 21.2% 33.8%
Our NA 68.3% 12.2% 84.8% 79.2% 10.8% 71.4% 66.5% 2.6% 97.1% 70.1% 21.1% 64.8%
Oracle-Poisoning 68.1% 2.4% 97.3% 79.0% 1.5% 98.5% 66.3% 3.5% 96.1% 70.3% 2.1% 97.7%

BadEncoder [16] ASR: 97.1% ASR: 98.4% ASR:94.2% ASR: 95.1%

Supervised Learning ASR: 80.9%

SSLBKD [27] 82.0% 17.1% 67.6% 89.3% 48.2% 40.1% 70.1% 21.2% 69.1% 70.0% 18.2% 69.2%
CTRL [19] 82.3% 63.7% 11.2% 84.1% 80.2% 13.4% 72.9% 70.2% 13.4% 72.4% 60.0% 22.0%
CTRL-NG 79.0% 45.7% 40.1% 82.3% 39.7% 67.9% 70.4% 36.9% 68.5% 69.1% 12.3% 81.1%
CIFAR-10 BLTO [30] 82.6% 10.9% 99.1% 81.3% 10.1% 99.4% 70.3% 11.0% 99.1% 71.1% 10.1% 98.7%
BLTO-N 82.6% 10.9% 13.1% 81.3% 10.1% 9.1% 70.3% 11.0% 17.7% 71.1% 10.1% 15.6%
Our NA 82.8% 18.6% 75.9% 89.9% 19.6% 72.6% 70.8% 16.2% 79.9% 68.3% 12.5% 85.6%
Oracle-Poisoning 66.5% 15.2% 69.3% 89.5% 16.9% 74.1% 70.3% 18.1% 78.9% 68.9% 12.6% 79.5%

BadEncoder [16] ASR: 72.2% ASR: 81.8% ASR: 65.1% ASR: 77.9%

Baseline GT Baseline class t Baseline Overall Our GT Our class t Our Overall

Figure 6. Class activation maps (CAM) [28] of attacks. GT means Ground Truth and class ¢ means attack target. Our attack produces a more

focused heatmap.

Evaluation. We benchmark four contrastive learning frame-
works: MoCo v2 [8], SimCLR [6], BYOL [12], and Sim-
Siam [7]. Unless otherwise noted, we adopt MoCo v2
with a ResNet-18 backbone as the default pre-training setup
and conduct all experiments on ImageNet-100. After pre-
training, we freeze the encoder and train a linear classifier
on top for downstream evaluation. Following the normal-
ization trick in [14], we apply {2 feature normalization to
stabilize training. We compare our attack with four state-of-
the-art self-supervised backdoor baselines: SSLBKD [27],
CTRL [19], CorruptEncoder+ [37], and BLTO [30]. For
CorruptEncoder we adopt their official reference images and
report the results of the improved CorruptEncoder+. We
report clean accuracy (CA), backdoored accuracy (BA), and
attack success rate (ASR). Unless specified otherwise, all
metrics are measured at convergence rather than at the best
intermediate checkpoint.

Attack Settings. Following former practice [27, 37], we
inject ~650 poisoned images for ImageNet-100 and ~2500
poisoned images for CIFAR-10 (poisoning ratio 0.5%). The
shadow and reference sizes are set equal to the number of
poisoned images. The triggers are from [27] and will be
resized to 50 x50 for ImageNet-100 and 8 x 8 for CIFAR-10.
More details can be found in Appendix.

6.2. Attack Effectiveness

Table 1 reports attack results on ImageNet-100 and CIFAR-
10. Our method consistently delivers state-of-the-art ASR
across all datasets and self-supervised methods, even sur-
passing the oracle BadEncoder on CIFAR-10 for MoCo
v2, SimSiam, and SimCLR. BLTO attains high ASR (con-
sistently ~99% on CIFAR-10), though its poisons exhibit
strong target-class semantics that yield 80-90% ASR even
without backdoor training. We therefore normalize ASR
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Figure 7. Impact of (a) size of shadow images and (b) size of
reference images.

Table 2. ASR of NA on CLIP.

Image-text Pairs Topl Top5

Reference images + Reference texts  87.1% 95.9%
Noisy images + Reference texts 100.0%  100.0%

Table 3. Multi-target attack of NA.

Class Names CA ASR
Shih-Tzu, Ski Mask 66.2%  97.4%
Carbonara, Mixing Bowl 66.4%  98.3%
Honeycomb, Little Blue Heron, Coyote 65.7%  96.7%
Tripod, Ski Mask, Chesapeake Bay Retriever 65.9%  96.5%
Pickup Truck, Chihuahua, Vacuum, Bookcase  65.6%  94.3%
Throne, Pedestal, Pickup Truck, Borzoi 659%  92.7%

using clean encoder baselines. Both CTRL and BLTO rely
on invisible triggers that are especially sensitive to CL aug-
mentations, leading to a noticeable performance drop on the
larger ImageNet-100. Removing Gaussian blur (a common
CL augmentation) notably boosts CTRL ASR on CIFAR-10
as shown in Table 1. For reference, we trained supervised
models with CrossEntropy on the SSLBKD poisons. Super-
vised models achieve 24.8% (80.9%) ASR on ImageNet-100
(CIFAR-10). All evaluated attacks maintain encoder utility,
achieving performance comparable to clean encoders, shown
in Appendix, across datasets and CL methods.

Multiple Target Classes. Table 3 summarizes the attack
performance targeting several categories. Each class is as-
signed distinct trigger from [27] while keeping the per-class
poisoning ratio fixed at 50%. We adopt SimSiam for pre-
training. As the number of attacked classes increases, ASR
drops because the model capacity is shared among more
objectives. Nonetheless, our proposed NA retains a strong
ASR of 92.7% even in the challenging four-class scenario,
underscoring its scalability to multi-target settings.

6.3. Abalation Study

Figure 8a shows the ASR of NA and SSLBKD with different
poisoning ratios. Figure 8b shows the ASR of NA with
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Table 4. Attack performance across different image-text contrastive
models.

Different pipelines | ACC(%) ASR (%)
clip-base-patch16-224 + finetune 60.2 100.0
siglip-base-patch16-224 + finetune 65.1 99.0
clip-vit-base-patch32 + train from scratch 16.2 93.1

different neural network architectures. Figure 8d shows the
ASR with different trigger sizes. Our attack generalizes
across architectures and achieves significant ASR (>50%) at
a poisoning ratio of 0.2% and trigger size of 30x30. Figure
8c evaluates ASR under four fixed layouts. Although a
fixed layout achieves higher ASR, we adopt randomized
layouts for better generalization. Figure 7 shows the impact
of the number of shadow images and reference images on
CIFAR10. We observe that the ASR saturates at around 200
shadow images and 1000 reference images, respectively.

7. Extension to Image-Text CL

Our framework naturally generalizes to the image-text con-
trastive setting. Consider a victim model that employs
CLIP [26] to align images with their textual descriptions.
We construct poisoned image-text pairs to maximize the
cosine similarity between the embeddings of backdoored im-
ages and those of reference sentences that depict the target
category (e.g., “a photo of a dog”). In this formulation, the
reference sentence assumes the same role as the reference
image in the purely visual scenario. To assess the attack,
we train a CLIP model from scratch on the CC-50K dataset
with CleanCLIP implementation [3]. We randomly sample
250 clean images (merely 0.05% of the training split) to
craft noisy backdoored examples. As reported in Table 2,
our noisy alignment drives the ASR to 100%. To mimic a
practical scenario in which the defender is unaware of the
underlying contrastive learning paradigm, we additionally
inject various image-modal poisons directly into CLIP. The
corresponding results are summarized in the Appendix Table
10. Table 4 compares the attack effectiveness across various
image-text models. By default, we fine-tune two pre-trained
encoders, CLIP ViT-Base and SigL.IP ViT-Base. We fur-
ther consider training CLIP ViT-Base from scratch for 50
epochs. Despite reaching only 16.2% top-1 accuracy, this
scratch-trained model still attains a high ASR of 93.1%.

8. Defense
We challenge our NA attack with commonly used defenses.
Distillation. We take the unsupervised distillation Com-

Press [1]. We adopt an available clean subset budget setup
with 25%, 10%, and 5%. In Figure 9, we observed that
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Figure 8. ASR with different settings.

Table 5. Detection performance of different detections. We mark the successful backdoor detection by marker * for DECREE, SSL-Cleanse,
and Beatrix. For Beatrix, we mark images beyond 95-th percentile as poisoned images.

‘ CIFAR10 ‘ ImageNet-100
| DECREE [11] |  SSL-Cleanse [38] | DeDe [15] | Beatrix [22] | DECREE [11] | DeDe [15]
Metric ‘BadEnC. SSLBKD Ours ‘BadEnc. SSLBKD Ours‘BadEnc. SSLBKD Ours‘BadEnc. SSLBKD Ours ‘BadEnc. SSLBKD Ours‘BadEnc. SSLBKD Ours
Recall 0.99* 0.92 0.92%* * False False| 0.81 0.61 0.73] 0.87 0.66 0.96*%| 0.82 0.82 099 0.69 0.71 049
Precision| 0.99* 0.54 0.89* * False False| 0.90 0.79 0.81| 098 091 0.95*%| 0.51 0.51 0.50] 0.61 0.51 0.57
AUC 1.0* 047  0.96* * False False| 0.93 0.82 087 097 091 0.99*%| 0.52 0.52  031] 0.67 0.52 0.58
Table 6. Performance under adaptive defenses. 100
g 80 = ACC SSLBKD
Y . ACC NA
Method | ACC (%) ASR (%) Q 601 N — = ASR SSLBKD
. & 40 \\ — = ASRNA
baseline 66.1 82.3 B ool e N =
+minimal crop rario (0.8) 42.9 0.5 < o RO 3
+no random cropping 36.1 0.9 & o o &
D 3 Q
& N

unsupervised distillation effectively mitigates backdoor at-
tacks, reducing the ASR to below 1%. However, the cost is
a significant reduction in the clean accuracy.

Detection. We evaluate our attack against both supervised
and self-supervised backdoor detection methods. We report
the Recall (the proportion of detected poisons), Precision
(the proportion of true poisons among detected poisons), and
AUC (area under the ROC curve). We employ the default
threshold for DeDe [15] and select the optimal one for DE-
CREE [11] via Youden’s J statistic. For supervised detection,
we assume access to a 5% clean data subset. While state-
of-the-art methods can detect our attack on CIFAR-10, their
performance degrades significantly on ImageNet-100. This
indicates that attacks in high-dimensional spaces present con-
siderable challenges to existing detections. More defenses
can be found in Appendix.

Adaptive Defense. We present the performance of adap-
tive defenses in Table 6. NA relies on malicious co-
occurrence from random augmentation, and the adaptive
defense disrupts it. Although adaptive defense can effec-
tively defend against NA, it may also impair the model’s
performance.
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Figure 9. Distillation defense.

9. Conclusion

In this paper, we propose a novel data poisoning backdoor at-
tack against contrastive learning (DPCL), where noisy back-
doored images are aligned with reference images. We for-
mulate noisy alignment as an image placement problem in
2D space and derive the optimal layout. Despite its simplic-
ity, our method achieves state-of-the-art attack performance.
Extensive experiments demonstrate that common defenses
struggle to mitigate our attack effectively. Our study high-
lights the urgent need for more robust defenses.
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