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Abstract

Adversarially robust knowledge distillation transfers the ro-

bustness of a large-scale teacher model to a lightweight

student while preserving natural performance. However,

foundation Vision-Language Models (VLMs) also demand

the transfer of zero-shot inference capabilities. We find

that standard robust distillation using untargeted adversar-

ial examples fails to transfer out-of-distribution (zero-shot)

robustness, as these adversaries primarily push inputs away

from their original distribution, exploring a limited portion

of the teacher’s decision space and missing more diverse

failure modes. A natural solution is to generate multiple

targeted adversaries that traverse diverse paths across de-

cision boundaries. Thus, these adversaries probe a broader

region of the teacher’s decision surface. However, naive

targeted adversary optimization often converges to local op-

tima within a single category’s decision region, limiting the

diversity. To address this, we propose a Multi-Objective Op-

timization (MOO)-based adversarial distillation framework

that transfers robustness from large VLMs to lightweight

ones by exploiting adversaries with two main objectives:

misclassification and category-level adversarial diversity.

Theoretically, we show that optimizing for diversity miti-

gates adversarial collapse into local optima, ensuring ad-

versaries span multiple decision regions and capture the

teacher’s generalizable robust features. Extensive experi-

ments demonstrate the superiority of our method over state-

of-the-art adversarial learning across diverse scenarios.

1. Introduction

Vision-Language Models (VLMs) have demonstrated re-

markable success across diverse domains [8, 30, 42]. How-

ever, extensive research has revealed their inherent suscep-

tibility to adversarial perturbations [41]—subtle input mod-

ifications that are imperceptible to the human eye yet can

lead to predictions with high confidence [32, 50]. Due to

*Corresponding author.

their multimodal nature and increased architectural com-

plexity, VLMs are particularly susceptible to adversarial at-

tacks. Such vulnerabilities raise serious concerns about the

reliability of VLMs in security-critical scenarios [10, 20].

To counter adversarial threats, recent works focused

on improving VLM robustness via adversarial fine-tuning

[21, 34, 43] with CLIP [37]. Despite its effectiveness, ac-

cording to scaling laws, (robust) performance is inherently

tied to model size [17, 18, 29], making large VLMs more re-

silient than their lightweight ones. This underlying depen-

dence on scale presents a challenge for deploying VLMs.

Adversarial distillation [15, 22] emerges as a promising al-

ternative to address this, yet rare efforts have been dedicated

to VLMs. Similar to adversarial fine-tuning, adversarial dis-

tillation relies on untargeted adversaries. However, these

adversaries only push inputs away from their original distri-

bution, limiting exploration of the teacher’s decision space

and missing diverse failure modes. The restricted perturba-

tion space hinders robustness generalization, particularly in

out-of-distribution (zero-shot) tasks.

To support this claim, we analyze robustness transfer

using untargeted and targeted adversaries, evaluating their

impact on in-distribution and out-of-distribution robustness

(Figure 1a and 1b). Specifically, untargeted adversaries

follow a gradient ascent path away from the original class

(distribution) ci to maximize the classification error, while

targeted adversaries take a gradient descent trajectory to-

ward a specific class ct ̸= ci
1. Our key observation is that

untargeted adversaries primarily enhance in-distribution ro-

bustness, as they expose the worst-case decision boundaries

of the training distribution. In contrast, targeted adversaries

improve out-of-distribution robustness by spanning multi-

ple class boundaries, promoting generalization beyond the

training set. This trade-off arises as untargeted adversaries

focus on the most vulnerable points in the training distribu-

tion, potentially leading to over-fitting in distillation, while

targeted adversaries explore a more diverse decision space,

aiding robustness transfer across distributions. Our Multi-

1The formal definition will be provided in the following section.

This ICCV paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;

the final published version of the proceedings is available on IEEE Xplore.
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(a) In-Distribution Robustness

1 2 3 4
Perturbation Radii (255⋅ε)

5

10

15

20

25

30

35

40

O
ut

-O
f-D

is
tr

ib
ut

io
n 

R
ob

us
t A

cc
. (

%
)

Untargeted Adversary
Targeted Adversary
MOO Adversary

(b) Out-Of-Distribution Robustness

Figure 1. Adversarial distillation using ImageNet with targeted

and untargeted adversaries. (a) In-distribution robustness on Im-

ageNet. (b) Out-of-distribution robustness (average over SUN397,

Flower102, and CIFAR-100). Robust accuracy across perturbation

radii shows that untargeted adversaries facilitate transferring in-

distribution robustness, while targeted adversaries improve out-of-

distribution robustness, highlighting their complementary effects

in our multi-objective optimization-based adversarial distillation.

Objective Optimization (MOO)-based Adversarial Distilla-

tion (MOO-AD) leverages these complementary effects to

improve in-distribution and out-of-distribution robustness.

In our MOO-AD, we conduct robustness transfer from

large-scale VLMs to lightweight ones by exploiting ad-

versaries with two main objectives: misclassification and

category-level adversarial diversity. In other words, we en-

courage each adversary to exhibit a distinct yet strong fail-

ure mode, ensuring mutual complementation between tar-

geted and untargeted adversaries. This leads to a diverse

set of MOO-based adversaries that comprehensively cover

the teacher’s decision landscape. By simply mimicking the

robust behavior (e.g., predictions) of the teacher based on

MOO-adversaries, we enable a more generalizable trans-

fer of the teacher’s robust knowledge to the student model.

Theoretically, we demonstrate that diversity-guided opti-

mization mitigates adversarial collapse into local optima,

ensuring adversaries span multiple decision regions and

more accurately capture the teacher’s decision surface. We

further show that incorporating these MOO-adversaries into

distillation optimizes an upper bound of robust risk, leading

to improved generalization against distribution shifts.

Extensive experiments validate MOO-AD’s superiority

in zero-shot performance over state-of-the-art methods. Its

generalizability is proved through extensions to medical

imaging and vision-language understanding. Systematic

analyses justify its effectiveness in robustness transfer.

Our core contributions can be summarized below:

• We first analyze the trade-off between in-distribution and

out-of-distribution robustness in VLM adversarial distil-

lation, linked to untargeted and targeted adversaries.

• To address this trade-off and enhance robustness transfer,

we propose a novel adversarially robust knowledge distil-

lation framework leveraging a simple yet effective multi-

objective optimization to generate adversaries with diver-

sity, capturing decision surface more comprehensively.

• We theoretically demonstrate that diversity-guided opti-

mization mitigates adversarial collapse into local optima,

ensuring adversaries uniformly span the decision surface.

We further show that incorporating these adversaries into

distillation minimizes an upper bound of the robust risk.

• Extensive experiments demonstrate the state-of-the-art

performance of our method across various datasets, ar-

chitectures, vision-language tasks, and zero-shot settings.

Related works. Numerous studies have demonstrated the

formidable risks brought by adversaries in single-modal ar-

chitectures [12, 14, 23, 48], yet recent works showed that

VLMs are even more vulnerable to adversaries [5, 50, 53].

A series of remedies have been proposed to enhance the ro-

bustness [46], with adversarial fine-tuning/training [11, 13,

34, 38, 43] emerging as the most effective defense, typically

with Parameter-Efficient Fine-Tuning (PEFT) [28, 52, 54].

Mao et al. [34] pioneered adversarial fine-tuning via image-

text contrastive learning to align adversarial image features

to their text counterparts. Schlarmann et al. [38] focused

on robustness generalization across downstream tasks. De-

spite their effectiveness, according to scaling laws, (robust)

performance is inherently tied to model size [29], result-

ing in a significant robustness gap between large-scale and

lightweight VLMs. A natural solution is knowledge dis-

tillation [25] and its adversarial variant [22, 26] for ro-

bustness transfer, while there exist rare works in the con-

text of VLMs. To fill this gap, we propose a novel ad-

versarially robust VLM knowledge distillation framework

based on Multi-Objective Optimization (MOO)-guided ad-

versaries, which leverage MOO [19, 35, 55] to simultane-

ously balance misclassification success and adversarial di-

versity. (A detailed introduction about the background of

MOO can be found in Appendix B.) We show that, by ex-

ploiting the complementary effects of untargeted and tar-

geted adversaries, our method achieves a better trade-off

between in-distribution and out-of-distribution robustness.

2. Background

CLIP [37] has demonstrated superior generalizability by in-

tegrating visual and textual representations within a shared

embedding space, consisting of two key components: an

image encoder, denoted as fθI
: X → R

d, and a text en-

coder, represented as fθT
: T → R

d, parameterized by θI

and θT, respectively. For any given image-text pair (x, t),
these encoders extract the feature representations from both

modalities, which can lead to image-text alignment by op-

timizing the cosine similarity between them. Consequently,

for an image input x, the predicted probability of it being

associated with class c∈{1, . . . , C} is computed as:

pc(x) =
exp

(

cos(fθI
(x), fθT

(tc))
)

∑C
i=1 exp

(

cos(fθI
(x), fθT

(ti))
)
, (1)
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where ti follows the structure “[Context][CLASSi]”,

such as “This is a photo of a [CLASSc]”, which

is tokenized and transformed into an embedding via the text

encoder fθT
(·). Here exp(·) and cos(·) correspond to the

exponential function and cosine similarity measure, respec-

tively. For notational simplicity, we define the prediction

(probability vector) as p= [p1, . . . , pC ]
⊤ ∈R

C
+. Hence, to

enhance VLM robustness, standard adversarial fine-tuning

(TeCoA [34]) optimizes the following min-max formulation

of image-text alignment for a given dataset D:

min
θI

E(x,c)∼D

[

max
∥δI∥∞

≤ϵI

LCE

(

p(x+ δI),y(c)
)

]

, (2)

where δI is a perturbation applied to clean sample x, con-

strained within an ℓ∞-norm ball of radius ϵI. Untargeted ad-

versarial examples for misclassification to random classes

are represented as x̂=x+δI. The label c is encoded as a one-

hot vector y(c) =
[

1(c = 1), . . . ,1(c = C)
]⊤

∈ {0, 1}C ,

where each entry indicates the presence of a specific class.

Consistent with prior adversarial learning [33, 34], untar-

geted adversary generation in inner maximization opti-

mizes the Cross-Entropy (CE) loss LCE through an iterative

gradient ascent strategy at the input level:

x̂
(i+1)=ΠB(x,ϵI)

[

x̂
(i)+αI ·sign

(

∇
x̂
(i)LCE

(

p(x̂(i)),y(c)
)

)

]

, (3)

where αI is the step size, while ΠB(x,ϵI) denotes the projec-

tion that ensures adversaries remain within a ℓ∞-bounded

region of radius ϵI centered around x. The initialization of

untargeted adversaries, denoted as x̂(0), is obtained by ap-

pending a small perturbation as x̂(0)∼x+ 0.001 · N (0, I).
The final adversary is obtained as x̂= x̂(m) after m steps.

Another class of adversarial examples, targeted adver-

sarial examples, aims to induce misclassification into a spe-

cific target class ct. Similar to untargeted adversary gener-

ation, targeted adversaries are constructed by minimizing

the classification loss (e.g., cross-entropy) w.r.t. ct using

the following iterative graidient descent formulation:

x̂
(i+1)
ct =ΠB(x,ϵI)

[

x̂
(i)
ct −αI ·sign

(

∇
x̂
(i)
ct

LCE

(

p(x̂(i)
ct ),y(ct)

)

)

]

,(4)

where x̂
(i)
ct denotes the targeted adversarial example at the

ith iteration, optimized to be misclassified as class ct. Un-

like untargeted adversaries, which perturb the input into any

incorrect class, targeted adversaries follow a specific trajec-

tory toward the decision region of a designated class ct, en-

forcing a more structured misclassification pattern.

3. Proposed Method

We here introduce our adversarially robust knowledge dis-

tillation, MOO-AD, which transfers robustness from large-

scale VLMs to lightweight ones via MOO-adversaries with

diversity and disruption capabilities, as shown in Figure 2.

DOGCAT

HORSE
Low Diversity

Untargeted Adversaries

DOGCAT

HORSE
Weak Disruptive 

Capability

Targeted Adversaries

DOGCAT

HORSE

MOO-Adversaries

Diverse & Disruptive

Clean Example Adversarial Example

Figure 2. Illustration of untargeted, targeted, and MOO-generated

adversaries. MOO-based adversaries enhance diversity and dis-

ruption, capturing a broad region of the decision surface.

Problem definition. Beyond standard in-distribution

robustness evaluation [7], we focus on more challenging

zero-shot robustness scenario [34]. In this setting, ad-

versaries have unrestricted access to previously unseen

datasets at inference time, whereas the defense mech-

anism must maintain robustness against these novel

threats without prior exposure. From a practical de-

fense perspective, textual prompts—potentially embed-

ded within multimodal frameworks—remain unaltered

at inference unless explicitly stated otherwise.

Different from adversarial fine-tuning [34], which re-

lies solely on one-hot guidance from datasets, we focus

on robustness transfer from a large robust teacher VLM

[fθT
I
(·), fθT

T
(·)] to a lightweight student [fθS

I
(·), fθS

T
(·)].

The corresponding predictions of the teacher and student

VLMs are indicated as pT (·) and pS(·), respectively.

3.1. Multi-Objective Adversary Generation

Multi-objective optimization formulation. In this paper,

we formulate adversary generation as a MOO task:

min
x̂

{

F1(x̂) =
∑C

c=1 c · [pS(x̂)]c,

F2(x̂) = C −
∑C

c=1 c · [pS(x̂)]c,

s.t. LCE

(

pS(x̂),y(c)
)

≥ δCE,

LCE

(

pT (x̂),y(c)
)

≥ δCE,

x̂ ∈ B(x, ϵI)

(5)

where δCE is a positive constant ensuring that the gener-

ated sample leads to incorrect predictions by the model,

and [pS(·)]c represents the predicted probability assigned

by the student belonging to class c. The motivation for mod-

eling adversarial generation as a MOO problem is to en-

hance adversarial diversity. Intuitively, high diversity in ad-

versaries improves decision boundary coverage, enhancing

the model’s robustness generalization. Adversaries span-

ning different regions of the decision boundary enable more

comprehensive robustness training for the student. MOO

inherently seeks a diverse set of Pareto-optimal solutions

rather than a single optimal one, making diversity mainte-
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Algorithm 1 Multi-Objective Adversary Generation.

1 # (x,y): clean image and its label
2 # (f_t, f_s): teacher and student models
3 # W: preference vector in Eq. (7)
4 # m: number of MOO-adversaries
5 # step_size: step size of adversary generation
6 # num_steps: number of adversary generation steps
7 # num_classes: number of categories
8 # eplison: perturbation radius
9 # gamma_1, gamma_2: weighting factor in Eq.(6)

10 # CE: cross-entropy loss
11

12 X_moo = x.repeat(m,1) + random_noise
13 for _ in range(num_steps):
14 # Calculate Multi-Objective Values
15 F1 = sum(y * softmax(f_s(X_moo), dim=1), dim=1)
16 F2 = num_classes - F1
17 F = cat((F1, F2), dim=1) - gamma_1 * CE(f_t(

X_moo), y) + gamma_2 * CE(f_s(X_moo), y)
18 # Subproblem Decomposition
19 H = W * F
20 L_tch = H.max(dim=1) + 0.001 * H.mean(dim=1)
21 L_tch.backward()
22 # Iterative Gradient Ascent
23 eta = (-step_size) * X_moo.grad.sign()
24 eta = clamp(eta, -epsilon, epsilon)
25 X_moo = X_moo + eta
26 return X_moo

nance a well-studied topic [39, 45]. By adopting this for-

mulation, we can leverage established diversity-preserving

techniques from MOO to promote adversarial diversity.

However, it is important to note that in this work, diver-

sity is discussed in the sample (input) space. To address

this, we establish the relationship between diversity in the

objective space and diversity in the sample space, assuming

that F1 in Eq. (5) is L-Lipschitz continuous.

Theorem 1. Assume that F1 in Eq. (5) is L-Lipschitz con-

tinuous. Let xa and xb be two Pareto optimal solutions of

Eq. (5). If there exists a positive constant δF such that

||F(xa) − F(xb)|| ≥ δF, then the distance between these

solutions is bounded as ||xa − xb|| ≥
√
2δF
2L , where L is the

Lipschitz constant, and F(x) = (F1(x), F2(x)).

Proof. See Appendix E.1.

Theorem 1 shows that if two adversaries are far away

from each other in the objective space of Eq. (5), they

will also be far away from each other in the sample

space. This implies that preserving diversity in the ob-

jective space translates to maintaining diversity among

adversaries in the sample space. Consequently, this sup-

ports the feasibility of employing diversity-preserving

capability in MOO algorithms to generate diverse ad-

versaries. For better readability, we have also provided

intuitive explanations in Appendix C for a better under-

standing of our formulated MOO problem.

Decomposition-based MOO solver. To circumvent the

complexity of handling the constraints in Eq. (5), we in-

stead solve its relaxed formulation, as shown below, rather

than directly addressing the original problem in Eq. (5):

min
x̂∈B(x,ϵI)



















F ′
1(x̂) = F1(x̂)− γ1LCE

(

pS(x̂),y(c)
)

,

−γ2LCE

(

pT (x̂),y(c)
)

,

F ′
2(x̂) = F2(x̂)− γ1LCE

(

pS(x̂),y(c)
)

,

−γ2LCE

(

pT (x̂),y(c)
)

,

(6)

where γ1 and γ2 are preset weighting factors. We em-

ploy a decomposition-based approach to solve this relaxed

MOO problem, obtaining a diverse set of solutions. The

decomposition-based method transforms a multi-objective

optimization problem into a set of single-objective subprob-

lems through function aggregation. We thus adopt the aug-

mented Tchebycheff scalarization [51] to achieve the func-

tion aggregation, given its compatibility with non-convex

Pareto fronts. Given a preference vector w = (w1, w2),
such that w1, w2 ≥ 0 and w1 + w2 = 1, the augmented

Tchebycheff scalarization aggregates two objective func-

tions into a single-objective minimization subproblem:

Ltch(x̂|w) = max
j∈{1,2}

{wjF
′
j(x̂)}+ η

2
∑

j=1

wjF
′
j(x̂), (7)

where η is a tiny positive value, which we set to 0.001. The

decomposition-based MOO approach provides an effective

means of maintaining diversity in the objective space. This

method relies on a predefined diverse set of preference vec-

tors and the parallel solutions of the corresponding subprob-

lems. The underlying principle can be found in [51]. Next,

we present our implementation of a decomposition-based

MOO solver for adversary generation.

Multi-objective adversary generation implementation.

Let x be a sample from D, then a batch of MOO adver-

saries X̂MOO = {x̂k
MOO}

n
k=1 can be produced based on

a preset set of preference vectors W = {wk}nk=1
2, i.e.,

x̂k
MOO = argminx̂∈B(x,ϵI)L

tch(x̂|wk). In our implementa-

tion, we achieve this adversary generation process through

an iterative gradient ascent strategy, which is:

x̂
k,(i+1)
MOO =ΠB(x,ϵI)

[

x̂
k,(i)
MOO+αI ·sign

(

∇
x̂
k,(i)
MOO

Ltch
(

x̂
k,(i)
MOO |w

k
)

)

]

.(8)

A PyTorch-like implementation of the proposed multi-

objective adversary generation is shown in Algorithm 1.

3.2. Adv. Distillation Guided by MOO-Adversaries

Unlike conventional knowledge distillation [25], which re-

lies solely on clean examples and thus transfers non-robust

features, robust knowledge distillation further enhances re-

silience by incorporating adversarial samples, capturing ro-

bust features. In this paper, we go beyond single adversarial

points (either untargeted or targeted adversaries) to MOO-

adversaries that comprehensively cover the robust decision

2We focus on the Riesz s-energy method [2] to produce W in this paper.
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surface of the teacher VLM, leading to a better represen-

tation of its robust knowledge. Thus, we define the Multi-

Objective Prediction Alignment (MOPA) via an instance-

wise teacher-student prediction alignment not only for clean

samples x but also for MOO-adversaries X̂MOO to transfer

both standard generalization and adversarial robustness.

LMOPA =LKL

(
pT (x)∥pS(x)

)

︸ ︷︷ ︸
“clean distributions” alignment

+β ·
∑

n
i=1 LKL

(
pT (x̂i

MOO)∥pS(x̂i
MOO)

)

n
︸ ︷︷ ︸

“adversarial distributions” alignment

,
(9)

where β ≥ 0 regulates the trade-off between clean and

adversarial prediction alignment via the Kullback–Leibler

(KL) divergence LKL(·∥·). Notably, we align the student’s

predictions on MOO-adversaries with those of the teacher,

rather than clean sample predictions. This design choice is

motivated by the need to maintain a consistent data view be-

tween teacher and student VLMs, thereby mitigating the in-

ductive bias toward local invariance at the prediction level.

Without this alignment, adversarial robustness transfer can

lead to over-correction [40], resulting in excessive model

smoothness that hinders robustness generalization.

Beyond instance-wise prediction alignment inside the

MOO-adversary set, we further enhance the robust knowl-

edge transfer by aligning the overall distributional structure

between the teacher and student VLMs. To enforce higher-

order statistical consistency across adversarial predictions,

we introduce a simple yet effective Group-wise Distribution

Matching (GDM) scheme based on the Maximum Mean

Discrepancy (MMD) with the kernel metric as follows:

LGDM=MMD2
(

{pT (x̂
i
MOO)}

n
i=1, {pS(x̂

i
MOO)}

n
i=1

)

, (10)

where the discrepancy MMD2(P,Q)=Ez,z′∼P [k(z, z′)]+
Ew,w′∼Q[k(w,w′)]−2Ez∼P,w∼Q[k(z,w)]. Here, k(z,w) is

a kernel function, such as Gaussian RBF kernel or poly-

nomial kernel, ensuring matching beyond first-order and

second-order statistics. Aligning adversarial distributions

via GDM further prevents excessive model smoothness,

which can arise when the student overcompensates for

adversarial perturbations by overly suppressing prediction

variance. From a functional perspective, the kernel-based

GDM captures global geometric relations within the adver-

sarial prediction space, offering a more stable optimization

landscape during adversarial distillation.

Objective function. The overall loss function of our

MOO-AD integrates two main components: multi-objective

prediction alignment LMOPA and group-wise distribution

matching LGDM, formulated as follows:

L = LMOPA + λ · LGDM, (11)

where λ > 0 controls the relative contributions. Following

prior robust VLM studies [34, 38, 43], the network parame-

ter updating is enabled solely for the vision encoder of CLIP

for stability. At inference, the distilled student model is em-

ployed directly for robustness evaluation.

3.3. MOO-AD Minimizes a Robust Risk Bound

The trade-off between natural accuracy and adversarial ro-

bustness is particularly pronounced in VLMs [43]. Follow-

ing the robust risk formulation [49], we adopt their decom-

position into natural and boundary components associated

with the derived robust risk upper bound of intermediate

adversarial examples [16] as our theoretical foundation.

Key result. We extend this framework to the MOO set-

ting and prove that incorporating MOO-adversarial exam-

ples into training yields an improved robust risk charac-

terization. Specifically, when the boundary-risk gap κ be-

tween clean data and correctly classified MOO-adversaries

satisfies κ ≥ Rnat(D), the robust risk on the augmented

dataset D ∪ Mx is strictly tighter than that of the original

dataset D. We empirically confirm in Section 5.1 that this

condition consistently holds across our adversarially robust

knowledge distillation experiments. Complete definitions,

decompositions, and proofs are provided in Appendix D.

4. Experiments

4.1. Experimental Setups

Datasets. Following prior works [34, 38], we assess in-

distribution robustness on ImageNet [9] and zero-shot ro-

bustness on 14 datasets. More details are in Appendix A.1.

Implementation details. We use CLIP [37] with ViT-L/14

as the teacher and ViT-B/32 & ResNet-50/101 as the stu-

dent. MOO-adversaries are generated with 10 iterations un-

der the ℓ∞ radius ϵI = 2/255. The MOO weighting factors

are set γ1 = γ2 = 1.0 for balanced optimization. The loss

coefficients are λ = 2.5 and β = 4.0. Evaluations are con-

ducted under adaptive attacks. Details are in Appendix A.2.

4.2. Main Results (Zero-Shot Classification)

Robustness transfer from a large-scale VLM. To evalu-

ate both standard generalization and adversarial robustness,

we present a comparative analysis of our MOO-AD frame-

work against state-of-the-art adversarial fine-tuning meth-

ods in Table 1&2. Beyond ImageNet, we assess zero-shot

generalization across 14 extra benchmarks, measuring ac-

curacy on both original images and their adversaries crafted

by Projected Gradient Descent (PGD) [33] of 20 iterations

with a fixed perturbation magnitude ϵI =2/255. According

to Table 1, our MOO-AD achieves an average improvement

of 2.3%, significantly closing the performance gap with the

vanilla CLIP model. We further show that our MOO-AD

enhances adversarial robustness by an average of 4.8%.

Robustness transfer of different student VLMs. Beyond

ViT-B for the student VLM, we extend our evaluations to

additional CLIP backbones. For our adversarial distillation,

robustness is transferred from an adversarially pre-trained

ViT-L VLM. Other adversarial fine-tuning methods opti-

mize the CLIP with sole guidance from datasets. In Table
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Table 1. Adversarial distillation (ViT-L→ViT-B, ImageNet) with evaluations across 15 datasets, reporting zero-shot clean accuracy (%).
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ViT-L

(Teacher)
TeCoA [34] 73.61 98.73 92.69 73.45 68.20 64.31 84.31 92.16 72.57 49.44 36.46 29.51 51.04 89.22 88.62 70.95

ViT-B

(Student)

CLIP [37] 59.13 97.17 88.55 62.29 57.68 52.07 83.84 87.35 65.60 40.05 38.31 20.13 52.26 87.08 82.01 64.90

TeCoA [34] 54.43 91.10 72.77 41.31 44.71 22.06 39.27 75.06 38.36 29.46 22.91 10.55 42.37 77.11 70.91 48.83

PMG-FT [43] 51.33 90.70 73.05 42.04 44.40 27.72 42.61 75.39 39.37 29.02 20.32 11.45 47.22 80.08 71.01 49.71

FARE [38] 50.94 93.90 81.98 56.25 49.94 42.73 63.30 81.59 53.29 34.27 21.53 14.66 45.04 85.72 75.03 56.68

MOO-AD 59.28 95.16 85.13 59.24 52.35 43.28 66.01 82.78 55.63 35.15 22.07 14.97 49.81 86.42 77.14 58.96

Table 2. Adversarial distillation (ViT-L→ViT-B, ImageNet) with evaluations on 15 datasets, reporting zero-shot robust accuracy (%)

against adversaries generated via 20-step PGD adversarial attack scheme [33] with the image-level perturbation radius of ϵI =2/255.
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ViT-L TeCoA [34] 52.15 91.57 74.47 50.20 49.11 38.70 49.24 79.30 50.85 42.80 15.39 14.33 50.31 80.59 73.84 54.19

ViT-B

CLIP [37] 0.54 21.38 2.21 0.73 0.35 0.20 6.11 2.99 0.54 0.22 0.03 0.00 0.00 13.60 8.81 3.85

TeCoA [34] 27.03 71.60 44.34 23.13 18.67 5.13 13.29 42.33 16.29 17.52 12.28 2.52 13.47 56.82 45.52 27.33

PMG-FT [43] 26.20 71.91 45.72 23.41 18.87 6.89 14.62 43.14 16.72 18.02 12.59 2.73 21.39 58.25 46.21 28.44

FARE [38] 24.57 77.28 52.91 30.37 17.85 9.66 18.20 46.26 18.46 19.53 10.24 2.82 23.36 62.95 49.59 30.94

MOO-AD 36.58 78.09 58.77 32.95 21.15 10.12 20.01 55.36 20.13 19.97 11.85 3.79 45.28 66.59 54.86 35.70

Table 3. Comparison of MOO-AD and adversarial fine-tuning on

average performance on 15 datasets across CLIP architectures.

Architecture Method Clean PGD CW AA

ViT-B

TeCoA [34] 48.83 27.33 26.80 25.75

PMG-FT [43] 49.71 28.44 27.63 26.98

FARE [38] 56.68 30.94 30.26 29.30

MOO-AD 58.96 35.70 34.95 34.16

ResNet-50

TeCoA [34] 43.25 23.20 22.53 21.74

PMG-FT [43] 45.11 24.68 23.72 23.05

FARE [38] 45.43 24.27 23.19 22.24

MOO-AD 47.29 26.33 25.42 24.58

ResNet-101

TeCoA [34] 44.96 26.61 25.42 24.93

PMG-FT [43] 46.28 27.96 26.84 26.29

FARE [38] 48.16 22.32 21.71 21.18

MOO-AD 49.82 29.91 28.72 28.30

3, we report zero-shot clean and robust accuracy. We con-

sider three types of adversaries (ϵI =2/255): 20-step PGD

[33], CW [4], and AutoAttack (AA) [6]. Our MOO-AD

effectively generalizes to diverse VLM architectures.

Robustness transfer w.r.t. stronger adversaries. We here

extend our evaluations to larger perturbation radius ϵI in Ta-

ble 4. Specifically, we provide the average robust accuracy

against adversaries of perturbation radii ϵI =3/255&4/255
across 15 datasets. Our MOO-AD stays robust even when

faced with stronger unforeseen adversaries.

Robustness transfer w/ PEFT. Adversarial learning with

full fine-tuning significantly improves zero-shot robustness

but incurs high computational costs, particularly for large

Table 4. Comparison of MOO-AD and adversarial fine-tuning on

average robustness on 15 datasets against larger perturbations ϵI.

Radius ϵI Method PGD CW AA

3/255

TeCoA [34] 17.90 17.51 17.08

PMG-FT [43] 19.14 18.69 18.22

FARE [38] 19.31 18.84 18.47

MOO-AD 25.16 25.02 24.29

4/255

TeCoA [34] 11.23 10.70 10.35

PMG-FT [43] 12.05 11.56 11.17

FARE [38] 12.42 11.93 11.52

MOO-AD 18.47 17.11 16.64

Table 5. Comparison of MOO-AD and adversarial fine-tuning on

average performance (ϵI =2/255) on 15 datasets using VPT.

VPT-Extension Clean PGD CW AA

TeCoA [34] 42.61 18.12 16.88 15.39

PMG-FT [43] 42.11 19.26 17.68 16.47

FARE [38] 42.81 18.98 17.46 16.35

MOO-AD 44.28 21.39 20.06 18.75

VLMs. To mitigate this, we adopt Visual Prompt Tuning

(VPT) [28], a PEFT strategy that optimizes a small set of

trainable parameters within the token embedding layer. Ta-

ble 5 reports average clean and robust accuracy across 15

datasets in the zero-shot setting. Even under parameter-
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Table 6. Comparison of MOO-AD and adversarial fine-tuning on

average robustness against text-level and image-text adversaries.

Method
Text-Level Attacks Image-Text Attacks

BERT-Attack GBDA Co-Attack VLAttack

TeCoA [34] 37.14 35.30 26.73 22.60

PMG-FT [43] 37.61 36.46 28.11 20.81

FARE [38] 35.45 34.97 25.38 23.15

MOO-AD 40.72 40.18 30.24 28.07

Table 7. BLIP-extension: Comparison of MOO-AD and adversar-

ial fine-tuning in image-text retrieval and image captioning.

Method

Image-Text Retrieval Image Captioning

Clean

TR

Robust

TR

Clean

IR

Robust

IR

Clean

CIDEr

Robust

CIDEr

TeCoA [34] 87.5 54.4 77.0 47.5 96.9 57.8

PMG-FT [43] 87.8 55.6 77.9 48.2 97.5 58.2

FARE [38] 88.2 55.9 78.4 49.0 98.1 58.7

MOO-AD 90.8 58.2 80.6 51.3 99.3 61.5

Table 8. Medical CLIP-extensions: Comparison of MOO-AD and

adversarial fine-tuning in radiology imaging by the AUC score.

Method
ChestXray14 CheXpert PadChest

Clean PGD Clean PGD Clean PGD

TeCoA [34] 0.674 0.526 0.857 0.685 0.602 0.483

PMG-FT [43] 0.692 0.538 0.850 0.688 0.619 0.495

FARE [38] 0.687 0.533 0.845 0.679 0.615 0.490

MOO-AD 0.724 0.561 0.883 0.715 0.632 0.527

efficient optimization, MOO-AD outperforms prior adver-

sarial fine-tuning methods by a large margin.

Text-level and image-text adversarial robustness. Be-

yond image-level robustness, we evaluate resilience to text-

level and image-text adversaries. Specifically, we inves-

tigate text-level adversaries via BERT-Attack [31] and

GBDA [24], alongside image-text adversaries, utilizing

Co-Attack [50] and VLAttack [47] (Table 6). MOO-AD

significantly improves zero-shot robustness against both at-

tack types. We attribute this enhanced image-text robust-

ness to adversarial refinement of image representations,

which strengthens the robust image-text embedding space.

4.3. Image-Text Understanding & Medical Imaging

Image-text understanding (BLIP extensions). Unlike

standard CLIP, BLIP employs a bootstrapped pre-training

scheme to unify vision-language tasks. We evaluate image-

text retrieval on Flickr30k [36] and image captioning on

Nocaps [1]. Details are in Appendix A.2. Table 7 shows

that MOO-AD outperforms others in natural performance

and robustness. This highlights MOO-AD’s ability to in-

herit robust generalization from large VLMs, even in vision-

language understanding.

Medical imaging (Medical CLIP extensions). We eval-

uate our MOO-AD in medical imaging, where adversaries

pose critical risks to diagnosis. Following CheXzero [42],

Table 9. Ablation analysis of loss components and their variants

in MOO-AD for average clean and robust accuracy on 15 datasets.

MOPA GDM
Clean PGD AA

Untargeted MOO Untargeted MOO

1 ✓ 55.48 32.37 31.06

2 ✓ ✓ 56.03 32.96 31.44

3 ✓ 57.72 34.43 33.29

✓ ✓ 58.96 35.70 34.16

Table 10. Comparison of adversary types in MOO-AD, with OOD

evaluation averaged over SUN397, Flower102, and CIFAR-100.

Adversary Type
ImageNet Out-Of-Distribution

Clean PGD AA Clean PGD AA

Untargeted Adversaries 53.42 29.13 28.05 51.14 16.87 16.20

Targeted Adversaries 50.94 25.88 25.34 53.27 20.59 19.63

MOO-Adversaries 59.28 36.58 35.72 55.74 24.74 24.05

we adopt a radiology-specific CLIP model and report the

AUC scores on clean and adversarial (PGD-20, ϵI=1/255)

medical data on ChestX-ray14 [44], CheXpert [27], and

PadChest [3]. Our MOO-AD exhibits significant improve-

ment in both natural performance and adversarial robust-

ness across all medical benchmarks (Table 8), even on Pad-

Chest with rare clinical cases. Such a cross-domain ex-

tension further justifies the generalization capability of our

MOO-AD method. More details are in Appendix A.2.

5. Analyses

5.1. Ablation Studies

Effect of individual loss components. Here, we investi-

gate two main components of our MOO-AD: MOPA in Eq.

(9) and GDM in Eq. (10) alongside their variants using un-

targeted adversaries. We report the average clean and robust

accuracy w.r.t. diverse configurations in Table 9. Incorpo-

rating group-wise information (statistics) matching between

teacher and student VLMs contributes to distributional ro-

bustness transfer, leading to improved zero-shot adversarial

robustness without compromising natural performance. In

addition, using MOO-adversaries instead of standard adver-

saries helps elicit comprehensive knowledge (better repre-

sentations of the decision surface) from the teacher VLM,

resulting in enhanced clean and robust accuracy.

Effect of diverse adversary types for distillation. Ac-

cording to Figure 1, untargeted adversaries enhance in-

distribution robustness, while targeted adversaries im-

prove out-of-distribution (zero-shot) robustness. Table 10

presents the corresponding quantitative results on Ima-

geNet (in-distribution) and the average performance across

SUN397, Flower102, and CIFAR-100 (out-of-distribution).

Our MOO-AD framework, leveraging MOO-adversaries,

achieves superior robustness on both clean and adversarial

examples in both settings, further validating our motivation.

630



Table 11. Comparison of different numbers of MOO-adversaries

in MOO-AD for average clean and robust accuracy on 15 datasets

with the average training time (minutes) per epoch.

MOO-Adversary Quantity Clean PGD AA Time (min)

n = 1 (Batch-Level Diversity) 56.97 32.17 30.89 54.8

n = 5 58.23 34.28 32.74 78.2

n=10 (Our Setup) 58.96 35.70 34.16 98.9

n = 20 59.31 35.93 34.38 140.7

n = 30 59.47 36.11 34.49 181.5

Table 12. Comparison between boundary risk gain κ and natural

risk Rnat(D) w.r.t. MOO-AD on ImageNet across epochs.

Risk Metric 6-th 7-th 8-th 9-th 10-th

κ 0.391 0.362 0.325 0.295 0.286

Rnat(D) 0.413 0.359 0.313 0.277 0.262

∆ -0.022 0.003 0.012 0.018 0.024
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Figure 3. (a) Accuracy-robustness trade-off by tuning β. (b) Ad-

versary visualization in the objective space w.r.t. F1 and F2.

Impact of MOO-Adversary Quantity in Distillation

We examine whether increasing the number of MOO-

adversaries improves zero-shot adversarial robustness by

enhancing adversarial diversity. Specifically, we report the

performance of MOO-AD under varying numbers of MOO-

adversaries used during distillation (Table 11). For n = 1,

adversaries are generated at the batch level, ensuring cate-

gory diversity across the batch. For n > 1, diverse MOO-

adversaries are generated per clean sample. While increas-

ing adversary quantity improves robustness, the computa-

tional cost scales linearly, with performance converging at

n= 10. Considering this performance-efficiency trade-off,

we set n=10 during distillation. Note that our robust VLM

shares the same inference time with other approaches.

Comparison between κ and Rnat(D). According Theo-

rem 3, if the boundary risk gain κ is less than the natural risk

Rnat(D), additionally introducing MOO-adversaries Mx

into D may violate the minimization property of the robust

risk’s upper bound. Table 12 compares κ against Rnat(D)
to determine whether the boundary risk gain offsets the nat-

ural risk. Results show that the assertion κ≥Rnat(D) holds

throughout training, with the gap between the two metrics

widening over adversarial knowledge distillation epochs.

5.2. Trade-offs (Hyper-parameter Analyses)

Natural performance and adversarial robustness. The

trade-off between clean and robust accuracy is well-studied

Clean Image

Clean Captioning Outputs

TeCoA: A classic red brick building 
with Gothic-style architecture.

MOO-AD: A large brick building with 
many windows and roof peaks.

PMG: A historic academic hall with 
symmetrical design.

FARE: A grand university building with 
arched windows.

TeCoA: Ships dock by a coastal 
warehouse with tall storage tanks.

MOO-AD : An elegant building with a 
prominent entrance.

PMG: A dense forest with scattered 
wooden cabins and winding dirt paths.

FARE: A glass atrium opens up to a 
sprawling indoor shopping mall.

Adversarial Captioning Outputs
Adv. Image𝜺 = ૛/૛૞૞

Clean Image

Clean Captioning Outputs

TeCoA: A dark-colored car facing the 
sunset in an open area near a road.

MOO-AD: A white car is parked on the 
street with sun shining behind it.

PMG: A white SUV car is parked 
under a warm sunset.

FARE: A white car with lights on and a 
tree behind it.

TeCoA: Two men are setting up a tent 
in a grassy park.

MOO-AD : A white car sitting on a 
street with the lights on.

PMG: A team is assembling a drone for 
a test flight in an open field.

FARE: A cockatoo is perched on a 
person's hand.

Adversarial Captioning Outputs
Adv. Image𝜺 = ૛/૛૞૞

Figure 4. Robust BLIP Captioning on Nocaps of diverse methods.

in single-modal backbones but remains underexplored in

VLMs. We investigate the balancing factor β in Eq.(9) that

controls the weighting between clean and adversarial pre-

diction alignment. Figure 3a reports clean and robust accu-

racy of different values of β. The robustness is enhanced

when we enlarge β at the cost of natural performance.

Category-level diversity. We demonstrate that MOO-AD

preserves diversity in the objective space. A randomly se-

lected dataset batch is used to generate MOO-AD adversar-

ial samples, visualized in Figure 3b w.r.t. F1 and F2. As

observed, the generated adversarial samples exhibit varying

F1 values, and the entire batch is dispersedly distributed,

effectively approximating the Pareto front of the multi-

objective problem. As mentioned in Section 3.1, F1 repre-

sents the expected predicted class of a sample x̂, indicating

that diversity in the objective space aligns with category-

level diversity. More explanations are in Appendix C.

5.3. Qualitative Visualizations

Beyond quantitative results, we present qualitative visual-

izations of adversarial examples in image captioning on No-

caps [1] using BLIP (Figure 4). MOO-AD generates high-

quality, semantically accurate captions, even under adver-

sarial perturbations, whereas other methods degrade signif-

icantly, often producing irrelevant or incoherent captions.

Appendices. A discusses experimental setups. B & C pro-

vide more background and explanations of MOO. Proofs of

theorems are in E. Further analyses of our method are in F.

6. Conclusion

We identified the trade-off between in-distribution and out-

of-distribution robustness in distillation, linking it to vari-

ations in adversarial diversity. To address this, we pro-

pose an adversarially robust knowledge distillation frame-

work leveraging multi-objective optimization to generate

adversaries with both diversity and disruptive capability, en-

abling a comprehensive exploration of the decision surface

for robustness transfer. Theoretical analyses demonstrate

the category-level diversity of multi-objective adversaries

and show that their integration minimizes an upper bound

on robust risk. Extensive experiments validate our method’s

state-of-the-art robustness across diverse scenarios.
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