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Abstract

Vision-Language Models (VLMs) enjoy strong zero-shot
performance but are vulnerable to adversarial attacks pos-
ing security risks. Adversarially robust fine-tuning en-
hances zero-shot robustness on new datasets while preserv-
ing the natural performance of pre-trained VLMs. However,
prior methods use sample-wise adversarial fine-tuning, ne-
glecting the underlying second-order statistics that repre-
sent entire groups of samples. This leads to a feature-level
discrepancy between clean and adversarial samples of their
augmented variants. Thus, we propose to represent groups
of samples as subspaces to capture distributions and turn
the traditional sample-wise adversarial fine-tuning into its
distributional counterpart. For each image, we build dis-
tributions from (i) a clean sample with its augmentations
and (ii) their adversarial counterparts. For text, we build
distributions from (iii) a clean prompt and its synonymous
prompts and (iv) their adversarial counterparts. We then
perform alignment between image and text subspaces, and
“adversarial” subspaces are also aligned toward “clean”
subspaces. Thus, all samples underlying these distributions
(think infinite number) also get aligned, leading to general-
izable robustness. Evaluations on 15 datasets are provided.

1. Introduction

Deep Neural Networks (DNNs) [23, 26, 44] and Vision-
Language Models (VLMs) [6, 36, 51] are vulnerable to
adversarial examples [47], limiting the public trust in Al
[10, 13, 15]. Enhancements of zero-shot robustness of
VLMs (e.g., CLIP [43]) focus on adversarial fine-tuning
[38, 45, 48] and rely on sample-wise feature-level alignment
between each adversarial sample and the static text prompt
class target, which inevitably fails to capture distribution
trends of groups of related samples (e.g., augmented sam-
ples of a given image), degrading the robustness of zero-
shot inference on unseen adversaries.

*Corresponding authors.
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Figure 1. Motivation (ImageNet). Fig. 1a: robust accuracy of non-
augmented samples vs. their augmented counterparts. TeCoA [38]
was trained on clean & augmented samples, and their adversaries
(TeCoA aligns visual and text embeddings). However, at test time,
the robust accuracy for augmented test samples drops faster w.r.t.
attack radius (255 - €) than for non-augmented test samples, creat-
ing a gap (transparent red) due to variations of test/train augmenta-
tions, further exacerbated by adversarial attacks. For our method,
a group of adversarial samples on the subspace gets aligned with
another group (subspace) of non-adversarial augmented & clean
samples. Aligning subspaces equals aligning all samples that
could lie on each subspace even if they are not in the dataset, lead-
ing to better robustness/smaller gaps. Fig. 1b: ¢ feature distances
(average over test embeddings). Vertical lines between curves
are the feature distance gap, dimaz (P, @, ugaay) —dmaz (s Do, )
where dpa(+, ) means we searched for the largest distance be-
tween embedding ¢ of each clean sample and its augmented ad-
versary @, .4, (or its non-augmented adversary ¢, respec-
tively). The smaller gap for our model indicates that it aligns aug-
mented adversaries with the clean sample better than TeCoA.

To substantiate our claim, we augment a set of clean
samples from ImageNet by an efficient image augmentation
strategy [35]. Fig. la shows the robust accuracy gap be-
tween augmented and no-augmented samples. For TeCoA
[38], as the perturbation radius (255 -€) grows, augmented
test samples become more susceptible to attacks than clean
ones. Our method remains stable, indicating that subspace
alignment is superior to sample-wise alignment.

Fig. 1b depicts the distance gap dinaz (P, Pang aay) —

dmaz (P, @.4,), Where @, ®evgcav> and @_ ., are embed-
dings of a clean sample, its augmented adversary, and its

non-augmented adversary. Averaged results on the test set
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Figure 2. Understanding subspace alignment. Fig. 2a shows an
image subspace (yellow) obtained from feature vectors (triangles)
¢, ¢, and ¢, of image sample x with its two augmentations, y
and z. The text prompt subspace (blue) is obtained from feature
vectors ¢,, ¢, and ¢,, of 3 synonymous prompts t,, t, and t. in
set 7. As the yellow subspace is aligned with the blue one by Eq.
(5), triangles are mapped to squares on the text prompt subspace.
This suggests the emergence of auxiliary synonymous prompts,
not present in the prompt set 7+, benefits the model by capturing
distributional “trends” within the subspaces. Following the nota-
tions of Fig. 2a, in Fig. 2b, we apply iterative adversarial genera-
tion. Three subspaces correspond to iterations ¢ =0, 1, 2. Notice
that aligning “adversary” subspaces (middle, right) to the clean
subspace (left) results in the emergence of auxiliary augmented
images (green squares) of x. Thus, although green samples are
not in the dataset, the model becomes robust to their adversaries.

show that when increasing the perturbation radius, TeCoA
exhibits a widening gap, suggesting higher susceptibility of
augmented samples to adversaries. In contrast, our sub-
space alignment method enjoys a smaller distance gap.
Thus, we propose a novel adversarial fine-tuning frame-
work for VLMs where embeddings of an image and its aug-
mentations span a subspace that is aligned with a subspace
built from a text prompt (plus its synonymous prompts) em-
bedding. Their adversarial subspace counterparts are also
aligned across image and text modalities. Thus, instead
of sample-wise adversarial fine-tuning, we use its second-
order variant. Fig. 2a shows how subspaces handle points
as “groups”. As the “fixed” nature of a text prompt w.r.t. the
ground-truth class also affects the trade-off between natural
performance and robustness [27, 41], we generate adver-
saries by perturbing both the vision and text branches si-
multaneously, yielding challenging joint adversaries that we
then use for adversarial fine-tuning. Usage of intermediate
adversarial samples (i.e., indices 1,...,m —1) of a clean
sample (index 0), derived from iterative adversary gener-
ation captures rich information about the decision bound-
ary [29]. Thus, we form a joint “(intermediate) adversar-
ial” subspace based on embeddings of image (plus augmen-
tations) and its matching text prompt (plus synonyms) at
each intermediate (or final) adv. generation step, and align
it with a joint subspace from the embeddings of correspond-
ing clean samples (Fig. 2b). We list our key contributions:

i. Based on our observation that adversaries of augmented
clean samples tend to deviate more significantly in
the feature space from their clean samples than adver-
saries of non-augmented clean samples with the basic
sample-wise adversarial fine-tuning, we propose to align
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Figure 3. Our pipeline. We encode a set X of diff. augmentation
[35] augmented images together with the original image by CLIP
(image branch). We formulate a set 7 of synonymous prompts
for each class with a set 7 of antonymous prompts and encode
them with CLIP (text branch). For the entire image set/text set, we
learn one Universal Adversarial Set Perturbation (UASP), 6x/dt.
The adv. gen. (Eq. (9) & (10)) produces 1, ..., m intermediate
plus final adversaries for image/text modalities. For the image set
X, we form “clean” and “(intermediate) adversarial” covariances.
For each synonymous/antonymous text prompt set for each class
¢, we form covariances and approximate Grassmann feature maps
by MaxExp (Eq. (4)) to facilitate subspace alignment by Eq. (6).
The subspace-level classifier (Eq. (14)) aligns each image sub-
space (clean, intermediate adversary, final adversary) via SoftMax
with the corresponding target class subspace, lion , while pushing

away from corresponding non-target class subspaces: -, .

-. Finally, joint image-text adversarial-to-clean alignment
(Eq. (11)) aligns1 intermediate adv. subspaces with the clean one.

distributions—we deal with groups of points and match
their trends (second-order moments) rather than individ-
ual samples between image and text modalities.

ii. Embeddings of a clean sample plus its augmentations
span a subspace that we align with a subspace from em-
beddings of a class text prompt & synonymous prompts.

iii. We design a joint adversary generation scheme to find
the worst-case adversaries for adversarial fine-tuning.
By using intermediate joint image-text adversaries from
iterative adversary generation (they capture rich deci-
sion boundary information), we form “(intermediate)
adversarial” subspaces at each step. Aligning these ad-
versarial subspaces with the corresponding “clean” sub-
spaces in fine-tuning improves adversarial robustness.

Figure 3 is our pipeline detailed in Section 3.

Related works. Numerous defense schemes [2, 4, 16, 17,
49] prevent adversaries. Adversarial training [11, 12, 14,
18, 19, 37, 50] integrates adversaries into training but proves
costly in VLMs [43]. Adversarial fine-tuning of VLMs
[20, 21, 38, 45] can be performed by parameter-efficient
strategies [28, 53]. Mao et al. [38] leveraged text-guided
contrastive learning. Wang et al. [48] prevent robustness

'Eq. (11) also uses antonymous prompts, skipped in Fig. 3 for clarity.
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degradation by a guidance of the pre-trained CLIP. Schlar-
mann et al. [45] study the robustness of downstream tasks.
In contrast to sample-wise alignment methods, we align im-
age and text subspaces to leverage distributional robustness
during fine-tuning. Further details are in Appendix J.

2. Background

CLIP [43] contains an image encoder fg, : X — R? and
a text encoder fg, : 7 — R? with parameters 8x and .
These encoders generate visual and text feature embeddings
for image-text input pairs (x, t). The image-text alignment
is achieved by maximizing the cosine similarity between
their feature representations. The probability p.(x) that an
input image x belongs to class c€ {1, ..., C} is defined as:

€xp (COS(ng (X)v fGT (tc)) )
S5 exp (cos(foy (x), for(ter)))

where text prompts, t. = g(“[Context] [CLASS.]”),
e.g., “This is a photo of a [CLASS.|” tokenized
by ¢g(-) and embedded by fg,(:) serve as alignment refer-
ences. The exponential and cosine similarity functions are
denoted as exp(+) and cos(+, -). For brevity, we define vector
p=[p1,....pc]" €RY. Adversarial training [37] can be
applied to VLMs such as CLIP to improve their robustness
against (unforeseen) adversaries. Given image-text pairs in
the dataset D, consider the min-max problem [38] below:

Lee(p(x+6x),y(0) |- @)

pe(x) = (D

min E ~ max

ox o oy <ex
The adversarial sample x’ = x + Jdx is obtained from per-
turbation dx confined within /,.-norm ball with an ex-
radius around the clean sample x. The one-hot label vector
y(o)=[L(c=1),...,1(c= C)]TE {0,1}¢ encodes cate-
gory c. The outer minimization of the empirical risk in Eq.
(2) over adversarial samples from the inner maximization
step, used by studies [38, 48], leads to the iterative update:

X (i 1)=5(x,ex) {X,(iﬂ“ ax-sign (V;((i) Lee (p(x()), Y(C))> }(3)

The scalar ax is the gradient ascent step size. Ilp(x,ey)
projects onto the /,-norm ball of the perturbation radius ex
around clean inputs x. The initial adversarial example x/,,
is randomly initialized as x{) ~ x+0.001-N(0,I). Afterm
iterations, the final adversary is x’ = x’(m). The set of all ad-
versarial examples, including intermediate ones, is denoted
as {x(; }{~;. Due to the non-linear decision boundaries,
these intermediate examples are also adversarial.

3. Methodology

We propose to improve the zero-shot robustness of VLMs
via adversarial fine-tuning based on subspace alignment be-
tween image and text modalities to achieve distribution-
level robustness against adversaries.

(Problem Definition. In contrast to conventional robust-
ness evaluations that are restricted to the training data
distribution [8], we address a more demanding zero-shot
adversarial robustness [38]. In this setting, (white-box)
attackers have unrestricted access to ground-truth data
from novel datasets at the inference stage, while defend-
ers must ensure robustness against these unforeseen ad-
versaries without any prior access to these new datasets.
Considering practical defense, text embeddings are not
attacked during inference (as text class prompts can be
contained within the system). The text-level (and the
image-level) adversaries are only used during adversar-
ial fine-tuning, with the objective of constructing sub-
spaces that enhance the alignment of image and text
modalities. However, for those arguing otherwise, we

\evaluate text-only and image-text attacks in Table 6.

(Term Definitions. For clarity, we define several terms
used in this paper. (i) The worst-case joint adversary is
adversarial sample pair (x+5§" )¢ —&—6%" )) of both im-
age and text modalities. The “worst-case adversary” is
the final m™-step adversary pair from the iterative ad-
versary generation of m steps, performing a joint attack,
which makes it even stronger than a single modality at-
tack. (ii) Intermediate adversarial samples are interme-
diate products {x+6§?};’: from adversary genera-

tion. (iii) “Joint (intermediate) adversarial subspace”

means that given an image & its text, we augment the
image, we augment the text, we obtain adversarial em-
beddings, and we build a subspace from them. “Inter-
mediate” means adversarial embeddings were obtained
\from adv. generation step ¢ <m.

3.1. Image and Text Prompt Representations

To capture the distributional information (second-order
statistics) of both image and text modalities for adversari-
ally robust alignment, we form covariance matrices on the
augmentation sets of each image and the text prompt repre-
senting the class label, with synonymous prompts.
Specifically, for a clean image x, we use an efficient Dif-
ferentiable Automatic Data Augmentation (DADA) [35] to
generate its n augmented variants. We stack them in a set
X ={x}U{x; : 1 < i <n}. Then, feature vectors from
CLIP (image branch) of set X’ are stacked column-wise into
matrix ®x € R¥"" (where n’ =n-+1) used by our model.
As textual data is fundamentally discrete, for the text
prompt t} = g(*“[Context] [CLASS,.]” of the ¢ class,
e.g., “[This is a photo of a][CLASS.]”, we form
¢ = 20 augmented prompts from synonyms of the context
part ordered by ChatGPT-40 [40] in the descending order
(from the most similar to the least similar) as in Table 14.
We also form the “opposite meaning” text prompt t_ =
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g(“[Negating context] [CLASS.]” of the ¢ class,
e.g.,“[This is not a photo of a|[CLASS.]”. We
collect ¢ =20 antonymous phrases ordered by ChatGPT-40
in descending order from clear negating meaning down to
fuzzy negatives (see Table 14). We stack synonymous and
antonymous phrases into sets 7," = {t S }U{t,:1<i<q}
and 7,7 ={t; }U{t_;:1<i<q}.

Then feature vectors from CLIP (text branch) of sets
7." and 7.~ are stacked column-wise into matrices .+ €

R4*4" and P, € R4*4" (for ¢’ =q+1) used by our model.

3.2. Approximate Subspace Construction

Distribution alignment of an image to its text target is based
on minimizing the so-called projection distance between
subspaces [25], which requires forming Grassmann fea-
ture maps from leading singular vectors of Singular Value
Decomposition (SVD) [46]. Alas, SVD is computation-
ally costly (typically O(min (d*n’, n'?d)) for tall matrices;
O(d*37) for covariance matrix), and its gradient is unde-
termined for so-called non-simple singular values A\; = \; :
1% j, which often occur in typical covariance spectra [31].
Thus, we employ fast spectral expectation of Max-pooling
(MaxExp) [30-32] which only uses matrix-matrix multipli-
cations. MaxExp approximates Grassmann feature maps:

W(Z) =1-(1-3%)"~ U Ui, “

where U;., are the r leading singular vectors of SVD de-
composition U diag(X) V7 of trace-normalized covariance
matrix 3, i.e., ¥ := X/(tr(X) +v) where v = 107> pre-
vents division by zero. Parameter 0 < r < rank(3X) rep-
resents r-dimensional linear subspace. The integer n > 1
controls the linear subspace dimension in the approxima-
tion. I is an identity matrix. Thus, in Eq. (5) we propose an
approximation of the projection distance [25] in Eq. (6):

(2, 2) = () -u ()5 5)
~ UL UL -U LU ©

where Eq. (5) approximates the projection distance between
r-dimensional linear subspaces in Eq. (6). Moreover, Uy,
and U’y.,. are the r leading singular vectors of covariance
matrices 3 and X’ between which we measure the distance.

The MaxExp distance enjoys the following properties,
which we leverage (proofs are in Appendix C):

1. Low Computational Complexity: For a d x d covari-
ance, forming a Grassmann feature map costs O(d?)
due to SVD, whose internal operations cannot be eas-
ily paralleled on GPU. In contrast, MaxExp requires
logn matrix-matrix multiplications with non-parallel
and parallel compute costs O(d?-37) [3] and O(log d).
Thus, MaxExp best complexity is O(logn-log d).

2. Numerical Stability: Unlike for SVD, the derivative of
MaxExp is determined for non-simple singular values.

1.0 —
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Figure 4. The push-forward functions (given a cut-off \") map the
spectrum of a covariance matrix to the spectrum of the Grassmann
feature map and the spectrum of the MaxExp map, respectively.

3. Spectrum Whitening: For n — oo, {\; =0: i < j}
and {0 < A; < 1 (the spectrum is trace-normalized)},
1-(1—=X)" = 1whilel—(1-X)"=0,Vi<j.
Fig. 4: for a sufficiently big > 1, Eq. (4) whitens the
spectrum as Grassmann feature maps, except around
the spectral cut-off \' = \; at index i < j. The spectrum
of the Grassmann feature map is 1y>y/, i.e., Lif A> )\,
else 0. By analogy, for n(\') = log(0.5)/log(1—\),
one gets a soft spectral cut-off in Eq. (4) for singular
values A < X' as 1—(1-\")") =0.5, 1-(1-))"*) — 0
if A — 0, and it rapidly tends to 1 if A>> )\,

4. Robust Estimator Property: Point 3 above suggests that
any number of points ¢ € R? lying on the subspace will
not change their orientation if included in the estima-
tion of covariance matrix 3 from which the subspace
was obtained as long as ||¢[|2 > v\ for the cut-off
singular value ). The point-subspace distance, given
as d(¢, ) = ||¢— U1, UL, |2, is equal zero if ¢ is
lying anywhere on the subspace, i.e., ¢ € Span(Uy.,.).

Point 4 above lists the properties of subspaces [25], help-
ing us treat them as robust statistics, a hyperplane “trend”
that represents all possible points that might sit on it, not
merely points used in the covariance estimation. Theorem 1
formalizes this for the MaxExp approximation we use.

Theorem 1. While the projection distance d(¢, ) =0 for
the Grassmann feature map if ¢ € Span(Uy.,.), the Max-
Exp approximation yields error € = (1—\;)"||@||2 when
cos(¢, u;) =1. Thus, one may setn>log(e/||p||2)/ log(1—
;) to obtain at most error € for the MaxExp approximation.

For any ¢ €Span(u,, . .., Uyay) the error is less/equal e.
Proof. See Appendix C. O

3.3. Image and Text Prompt Alignment

For an image with its n augmentations (set &), its embed-
ding matrix ®x € Réx7 (for n’ =n+1) is used to form the
corresponding positive-definite covariance matrix (second-
order moment) Xx € ST, See Appendix B.1 for details.
Moreover, from text embedding matrices <I>T:r €R4*4" and
P, € R¥*4" (for ¢ =q+1), we compute the correspond-
ing positive-definite covariance matrices 3+ € SiXd and
E-€ S%*?. See Appendix B.2 for details.

Subsequently, we align a subspace for the entire image
set X represented by the MaxExp feature map 1 (Xx) with
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the corresponding “positive” subspace of the text prompt
of class ¢ with its synonymous prompts, captured by the
set T, and represented by 1/)( +). We also push ¢ (2x)

el 75 ¢} and (ii) the map of
- ) To this end, we define:

away from (i) maps {¢(32

antonymous phrases (X

pe(X|THT )= 7
exp (—d2(zx7 4)/p)

-)/p)+ Z exp (—d?(Zx, By )/p)

=1

exp (—d2(EX,

where d?(-,-) follows Eq. (5), p is the temperature factor,
and p.(X) is the probability of set X’ belonging to class c.
We stack p = [p1(X),...,pc(X)]" € RY. The adversarial
generation of joint image-text perturbations is defined as:

. / 1+ 71—
H;;H(X,END HZXTE;ZSSX [EcE(P(X [T 57T ), }’(C)) (8)

+80(x', T,
where X'={x+0x:x€X}, T' ={t+or:tcT. }
and 7't = {t+0r:t€T S Yoeqr,..cp }-

Moreover, dx is a learnable perturbation shared across the
original image x and its augmentations (sample set X’), and
Ot is a learnable perturbation that only affects the context
vectors of all text prompts under set X'. We call such a
scheme a Universal Adversarial Set Perturbation (UASP)
as it lowers the computational cost as general universal ad-
versarial perturbations [39] and effectively misaligns image
and text modalities. €)(-, -) is an additional alignment-based
regularization loss whose role we will explain shortly.
Firstly, as we forego individual perturbation per augmen-
tation (and per synonymous/antonymous phrase), we opt
to generate/use intermediate UASPs in addition to the final
UASP from Eq. (8). Intermediate adversaries can capture
a non-linear gradient ascent path, gaining extra information
about the decision boundary. For image modality, we have:

S = 9 (8, X(oy, T T ) = ©)
HB(ex){5§f)+aX'Sign (V(s;”ECE (P(X(o) | T 6 T ), Y(C)))

+

where X{v):{x+5¥>'x€2€} T o= {t+6\:teT}
and 7' (= {{t+0\" €T Y eri.or }-

() (-) denotes the projection into the /,.-norm ball with
radius €. By analogy, for text modality we have:

ST = 90, (89, X, T/ T ) = (10)
HB(eT)[fs(Ti) +ar-sign (V(spECE (P(X(o) | T 6 T ) Y(C)))

+
+BQ(X(’7¢),T’(1)) )

Instead of the inner maximization in Eq. (8), we run Eq.
(9) & (10) in the inner loop ¢ = 0,...,m to generate/use
clean, intermediate and final adversary sets for image and
text modalities, i.e., X, = {X, ’,)}nio, T = {T’+)}m
and 7,7 = {7"6)}2. Note that X/, = 7" =T7"
and T’ (o) = 7. Similarly, X = X", T'{, = T’*

"my=T'". Thus, we have (m —1) adversarial perturba-
tion patterns per original image, and 2(m — 1) per original
text prompt and its “negating meaning” text prompt.

3.4. Regularization: Joint Image-Text Adversarial-
to-Clean Subspace Alignment

Note that Lcg in Eq. (8) is label-driven, e.g., the minimiza-
tion step strives for an adversarial sample to be correctly
classified. However, to achieve further distributional ro-
bustness against unforeseen adversaries, we propose inter-
mediate sets of image augmentations and text-synonymous
phrases (given index ¢ > 0) to form a joint intermediate
adversarial image-text subspace and align it with a joint
“clean” image-text subspace. Such a step ignores classifi-
cation per se but helps reduce variability, e.g., intermediate
adversarial subspaces roughly align with the “clean” sub-
space to lower the complexity of decision boundaries.

Let {(I,X( )}16{1 ..... and {¢ + }16{1 ..... m} be inter-

mediate (and final if 7 = m) adversarlal feature embedding
matrices for an image with its augmentations, and a text
prompt of class ¢ with the synonymous prompts. For each
given adversarial level 1 <7 <m (and separately for “clean”
level), we concatenate image and text feature embedding
matrices along the sample mode, and obtain joint image-text

covariance matrices { X/ | € ST}, c(1....m) and “clean”
()

Yxr+ € S‘iXd. Then, we propose the following term:

de( N Sxae ) (D

where 6; = | pe( X\T"_ T7)—pe( (/Z-) |TIE:)7TI(_1'))|

and wl—5/ max §;. (12)
<j<m

Q* (X*7T+7T

As the adversarial strength of each intermediate adversarial
subspace varies due to the non-linear gradient ascent path,
weight w; puts more attention when an adversarial subspace
leads to larger category perturbation (larger security threat).

Theorem 2. The weighting mechanism in Eq. (12) captures
the localized k-Lipschitz smoothness of image/text modality
branches. Fori=1, ..., m, the following inequalities hold:

|6
rnax( max ||[x—x||co, max Ht—t’Hoo)
x/€X(, tEeT,

<n<—
min(ax, ar)

0:]
max(ex, €r) ~
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Algorithm 1 Alignment of Subspaces (AoS).

Input: CLIP (fo,, fo.); dataset D of c classes; hyper-parameter m, 3, p.
1: while — converged do

Form image augmentations X(/()) =X,

synonym & antonym augmentations 7’<’0J>r =Tt & 7?0; =7~

3: fori =0,1,...,m — 1do

4 Draw 8~ 0.001 - N'(0,T) , 6~ 0.001 - N'(0,T)
Generate image and text adversarial perturbations:

5: ST = 9oy (8, X[, T(T, T/, Ba. 9)

8 = 9ar (6, X!, T/F, T/7), Eq. (10)

Set X(li+1):{x+6§(i+1) :xE XY,
6: Tirny={t+o{ "ite T},
7—/(211):{{t+5v(l-i+1>:te7’j}ae{1 ,,,,, cy
7: end for
O / 1+ 11—
L= L;OECE (P(X(i) |'T" @@y T (i)): Y(C))] (14)
8: +BQu (Xa, T, T), where Xoo={ X[, } s

+_ [+ . —_ [T

T = {Tl(i) }iso and T = {Tl(o) }ico
Update student network parameters:

BX — ex — pVgX[:

10: end while
11: return Oy.

9:

Proof. Eq. (13) arises from the definition of the Lipschitz
smoothness. The localized nature of the smoothness is due
to finite adversarial sets, i.e., X(’Z.) and T(’l) = T(/LJ)r U (;)_,
Vi=1...m. Samples x’ and t’ in these sets satisfy ax <
[lx —x||co <ex and ar < ||t —t/||oo < €1, Where ax and ar
are the step-sizes for adversary generation, while ex and er
are the maximum perturbation radii. O
Theorem 2 shows that Eq. (11) improves localized Lip-
schitz smoothness of our adversarially robust VLM. Intu-
itively, this means a more stable decision boundary between
subspaces (groups of points), contributing to the model’s
more generalized robustness against adv. perturbations.

The final objective (Algorithm 1). Expressing our model
as a simple min-max problem in Eq. (8) may be somewhat
challenging as we alternate between (i) generating interme-
diate/final adversaries by Eq. (9) & (10) (equiv. of maxi-
mization in the inner loop of Eq. (8)), and (ii) minimizing
the loss £ as defined in Algorithm 1 where 8 > 0 controls
the localized Lipschitz smoothness discussed in Theorem 2.
During the inference stage, we directly use the adversarially
fine-tuned CLIP model for robustness evaluations.

All steps in our method are differentiable (including im-
age augmentation and subspace construction in Eq. (4)).
We use PGD for adversary generation and the SGD opti-
mizer for VLM parameter optimization. Table 12 shows
training times. Eq. (14) has the complexity O(m -d?37!-
logn) (m: steps, d: feature size, n: hyper-parameter in Eq.
(4)) but the GPU parallelized cost is O(log m-log d-logn).

4. Experiments

Below, we compare our Alignment of Subspaces (AoS)
model with other adversarial fine-tuning approaches.

Datasets. Following Mao et al. [38], we adversarially fine-
tune CLIP (vision branch) on the ImageNet training set [9].
We evaluate the robustness of the ImageNet test set and 14
other zero-shot test sets. (See Appendix A.1 for details.)

Implementation details. As in prior studies [38, 48], we
use CLIP [43] with the ViT-Base/32 architecture [22], un-
less specified otherwise. We set the image augmentation
and text prompt synonym/antonym numbers n = g = 20 for
subspace construction. During fine-tuning, we generate uni-
versal adversarial perturbations using 3-step Projected Gra-
dient Descent (PGD) [37] under the /,,-norm threat model
for both the image and text levels. For image- and text-
level perturbations, we adopt a maximum perturbation radii
ex = 1/255 and er = 2 x 10~% with step sizes ax = 1/255
and ar=1x 1074, respectively. Following [38, 48], we as-
sess robustness against three strong white-box attacks: PGD
[37] with 20 steps, CW attack [5], and Auto-Attack (AA)
[7]. All evaluations are conducted under adaptive attack
schemes for fairness. Further details are in Appendix A.3.

4.1. Main Results

Zero-shot performance of our method. Tables 1 and 2
compare our method (AoS) with state-of-the-art adversarial
fine-tuning models on vision encoder of CLIP. Zero-shot
inference on non-ImageNet datasets assesses generalization
capabilities. We report accuracy on clean samples and their
adversarial counterparts generated by 20-step PGD across
15 datasets. Table 1 shows that AoS achieves a 2% gain
on average clean accuracy over other models, approaching
vanilla CLIP. Table 2: vanilla CLIP achieves a mere 7.2%
adv. accuracy. Our AoS scores 43.8%, beating the best
competitor, FARE [45], by 4% in robustness on 15 datasets.

Robustness across various perturbation radii. Table 3
assesses zero-shot robustness under ex > 1/255. Under
stronger attacks, our AoS maintains consistent adv. robust-
ness, outperforming other robust CLIP models.

Adversarial fine-tuning with larger perturbation radii.
Prior works [38, 48] use a default radius ex = 1/255 dur-
ing fine-tuning. We investigate larger /,,-norm perturba-
tion radii ex = 2/255, 3/255, and 4,/255. For consistency,
we evaluate the robustness of each model using adversaries
generated with the identical perturbation radius. Table 4
shows our AoS consistently outperforms other methods.

Robustness with different vision backbones. We apply
stronger adversarial attacks, CW [5] and AA [7], on ViT-L
and ResNet-50 in addition to ViT-B. Table 5 shows our AoS
surpasses other adversarial fine-tuning methods in both nat-
ural performance and adversarial robustness on 15 datasets.
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Table 1. Zero-shot clean accuracy (%). Adversarial fine-tuning is performed on ImageNet, followed by evaluations across 15 datasets.

5 o 3 2 o] = = b

2 = % < & ¢ = 5 3 g o = %

$ 2 E £ & % % £ & & & =z 2 & £

Method £ 2 O 3 2 3 £ ) = a 5 2 g 5 5 Average
CLIP [43] 59.13  97.17 8855 6229 57.68 52.07 8384 8735 6560 40.05 3831 20.13 5226 87.08 82.01 64.90
TeCoA [38]  58.69 92.15 75.890 46.31 48.67 2659 4727 7942 4515 31.70 2532 1215 4723 79.20 73.51 52.62
PMG-FT [48] 60.20 93.89 80.79 5192 5355 4049 6126 8291 5339 33.09 2429 1476 4847 84.00 7740 5736
FARE [45] 57.86 94.81 8545 60.75 54.05 4506 67.00 84.64 5872 3623 2484 1623 4489 8542 79.13 59.67
AoS (Ours) 60.58 96.83 86.70 61.98 5594 4642 69.53 8580 59.69 38.06 29.25 17.00 50.22 86.60 80.93 61.70
Table 2. Zero-shot robust accuracy (%). Adversarial samples are generated by the PGD attack with the radius ex = 1/255. Adversarial
fine-tuning is performed on ImageNet, followed by evaluations over 15 datasets.

= =) 3 ” 5 o = ©

2 < 2 3z 35 S = £ 3 s . 0z £ 4

2 g £ £ 2 | 3 £ z = e 75 5 2 2

Method E 2 O 3 2 & £ S = a 5 2 g 5 5 Average

CLIP [43] 1.48 3850 10.56 4.85 121 027 694 379 138 3.03 0.05 0.00 0.08 2204 14.00 7.21
TeCoA [38] 4148 8350 60.08 34.16 31.55 13.08 2728 6280 28.80 2271 1658 5.88 26.81 69.18 59.80 3891
PMG-FT [48] 38.94 84.00 6227 3592 31.07 16.74 31.10 63.07 3199 23.14 1494 6.06 26.10 7085 59.57 39.72
FARE [45] 29.80 84.40 65.03 3898 2559 1744 3205 56.70 29.88 24.05 10.15 430 2251 6940 58.63 37.93
AoS (Ours) 47.27 86.10 67.69 40.23 3246 2125 3442 67.80 3588 2586 17.32 8.03 3619 73.70 6398  43.88

Table 3. Average robust accuracy (%) under PGD-20 attacks on 15
datasets across diverse perturbation radii set in evaluation only.

Robust Accuracy

Method
1/255 2/255 3/255 4/255
TeCoA [38] 3891 2543 1472 8.38
PMG-FT [48] 39.72 2338 12770 6.58
FARE [45] 3793 2487 1337 7.4
AoS 43.88 26.70 1583 9.51

Table 4. Average performance (%) of diverse adversary generation
setups for adversarial fine-tuning and robustness evaluations.

Radius € Method Clean PGD CW AA
TeCoA [38]  49.10 26.86 26.07 25.33

21255 PMG-FT [48] 50.72 29.38 28.41 27.66
FARE [45] 51.09 28.55 27.79 27.18

AoS 51.86 30.48 29.45 28.70

TeCoA [38] 4290 19.59 18.69 17.94

31255 PMG-FT [48] 43.09 22.56 20.61 18.12
FARE [45] 4324 2230 2085 18.32

AoS 4398 23.64 21.78 19.16

TeCoA [38]  37.67 14.80 13.75 12.96

4/255 PMG-FT [48] 37.84 17.03 15.18 13.29
FARE [45] 37.95 16.57 1421 13.43

AoS 3849 1838 1640 14.05

Robustness against text- & bi-level attacks. Table 6
shows AoS outperforms other adv. fine-tuning models by ~
5% given text-level attacks: BERT-Attack [34] & Gradient-
Based Distributional Attack (GBDA) [24], and bi-level at-
tacks using Collaborative Multimodal Adversarial Attack
(Co-Attack) [51] & Set-level Guidance Attack (SGA) [36].

Efficient adversarial fine-tuning with VPT. Visual
Prompt Tuning (VPT) [28] enjoys fast fine-tuning due to
few learnable parameters at the visual token level. Table 7
shows zero-shot accuracy on clean/adv. samples for robust
VPTs, trained/evaluated on the same adv. perturbation ra-
dius € and parameter reduction: ViT-B/32 (86M—0.092M),
ViT-L/14 (307M—0.246M), ResNet-50 (25.6M—0.11M),
each amounting to < 1% of total parameters.

Extension to BLIP. We apply AoS+BLIP [33] for image-
text retrieval and image captioning. Table 8 (setup in Ap-

Table 5. Average clean and robust accuracy (%) of various vision
backbones of CLIP with the perturbation radius of ex = 1/255.

Architecture Method Clean PGD CwW AA
TeCoA [38] 52.62 3891 37.85 37.62
VIiT.B PMG-FT [48] 57.36 39.72 38.70 38.09
- FARE [45] 59.67 3793 37.56 37.18
AoS 61.70 43.88 4294 42.18

TeCoA [38] 66.39 4286 39.08 3843

ViT.L PMG-FT [48] 67.11 43.64 39.56 38091

- FARE [45] 67.71 43.18 40.23 39.62

AoS 68.41 45.76 44.13 43.49

TeCoA [38] 42.12 2845 27.72 27.13

ResNet-50 PMG-FT [48] 46.03 30.66 29.20 28.36
St FARE [45] 48.53 29.16 28.41 27.83
AoS 49.60 3295 32.14 31.57

Table 6. Average robust accuracy (%) of various adversarial fine-
tuning methods against text-level and bi-level adversarial attacks.

Bi-Level Attacks

Text-Level Attacks

Method
BERT-Attack GBDA Co-Attack SGA
TeCoA [38] 36.22 34.97 25.87 25.14
PMG-FT [48] 37.25 36.73 26.95 26.76
FARE [45] 35.76 35.08 25.10 24.87
AoS 40.83 40.37 30.24 29.51

Table 7. Average robust accuracy (%) under various adversary
generation setups for both fine-tuning and evaluations using VPT.

Radius € Method Clean PGD CW AA
TeCoA [38]  51.00 32.27 31.11 30.26

1255 PMG-FT [48] 52.64 33.09 32.10 30.83
FARE [45] 5275 32,69 31.58 30.64

AoS 5443 3438 33.27 32.05

TeCoA [38]  42.61 18.12 16.88 15.39

21255 PMG-FT [48] 42.11 1926 17.68 16.47
FARE [45] 42.81 1898 17.46 1635

AoS 43.84 2047 18.60 17.29

TeCoA [38] 33.86 12.32 10.78 8.89

3255 PMG-FT [48] 3252 12.87 11.36 9.38
FARE [45] 3370 1247 1092 9.04

AoS 3513 1379 1242 10.14

TeCoA [38] 26.78 11.04 987 7.19

4/255 PMG-FT [48] 23.57 11.73 10.01 7.26
FARE [45] 26.17 1149 1032 7.53

AoS 27.92 13.17 1150 8.87

pendix A.3) shows AoS enjoys the highest zero-shot perfor-
mance in Flickr [42] for image-text retrieval and Nocaps [1]

21043



Clean Captioning Outputs

Adv. Image
£=1/255

Clean Image TeCoA: A painted butterfly sitsona
bunch of pink roses.

PMG: A monarch butterfly alights on a
sprig of tiny blue blossoms.

N W FARE: A monarch butterfly perched
on a cluster of small purple flowers.
purp

AoS: A vibrant monarch butterfly
perched on a light purple flower.

Adversarial Captioning Outputs

TeCoA: A brown beetle crawling over a
pile of fallen leaves.

PMG: A sprig of delicate blue flowers
sways in the breeze..

FARE: A colored insect perched on a
patch of violet flowers.

AoS: A vibrant monarch butterfly
perched on a light purple flower.

Adversarial Captioning Outputs

Adv. Image
£=2/255

TeCoA: Sailboat navigates a blue
ocean with seagulls circling overhead.

PMG: A polar bear is standing on an
iceberg in the Arctic sea.

FARE: Bunch of blooming petunias in
mauve fill a small ceramic pot.

AoS: A vibrant monarch butterfly
perched on a light purple flower.

Figure 5. Captioning using robust BLIP. We compare our AoS with other adversarial fine-tuning methods with different perturbation radii.

Table 8. Extension in the context of BLIP on clean and PGD-20
adversarial samples for image-text retrieval and image captioning.

Table 11. Performance (%) of various adversary generation strate-
gies for adv. fine-tuning with the average training time per epoch.

Image-Text Retrieval

Method Clean Robust Clean Robust Clean Robust
TR TR IR IR CIDEr  CIDEr

TeCoA [38] 87.5 54.4 77.0 47.5 96.9 57.8
PMG-FT [48] 87.8 55.6 719 48.2 97.5 58.2
FARE [45] 88.2 559 78.4 49.0 98.1 58.7
AoS 91.3 58.6 80.8 51.7 101.5 62.1

Image Captioning

Table 9. Extensions in the context of medical CLIP on clean and
PGD-20 adversarial samples evaluated by the AUC score.

ChestXray14 CheXpert PadChest
Clean PGD Clean PGD Clean PGD

TeCoA [38]  0.674 0.526 0.857 0.685 0.602 0.483
PMG-FT [48] 0.692 0.538 0.850 0.688 0.619 0.495
FARE [45] 0.687 0.533 0.845 0.679 0.615 0.490
AoS 0.718 0.572 0.883 0.719 0.643 0.531

Method

Table 10. Ablation study of main AoS components (average clean
& robust accuracy (%) on 15 datasets).

Eq. @) w/o Q, T~ Eq. (14) w/o Q, T~ with 7~ with Q Clean PGD AA
TeCoA [38] 52.62 3891 37.62

1 v 57.11 4120 39.29
2 v v 5885 4275 40.82
3 v 58.64 4254 40.73
4 v v 61.09 42.86 40.97
5 v v 6025 43.63 4185
7 v v v/ 6170 4388 42.18

for image captioning. The qualitative evaluations for image
captioning are in Figure 5. Our AoS with BLIP remains adv.
robust, generating high-quality captions. TeCoA, PMG, and
FARE fail quicker even for weak adv. attacks of e=1/255.

Medical CLIP [52]. Table 9 (chest X-ray imaging) shows
that AoS on medical CLIP (setting in Appendix A.3) attains
superior AUC on clean/adversarial samples.

4.2. Analysis

Module ablations. We ablate: (i) “Eq. (8) w/o Q, T~
means no intermediate adversaries were used, no Joint
Image-Text Adversarial-to-Clean Subspace Alignment ()
in Eq. (11), and no antonymous text prompts 7 —, (ii) Eq.
(14) that incorporates intermediate adv. samples. Then we
(iii) add antonymous text prompts “with 7~ and (iv) (2.
Table 10 (average on 15 datasets) shows AoS (with “nega-
tive” prompts & §2) significantly boosts clean/robust zero-
shot accuracies over TeCoA [38] (sample-wise alignment).

Adversary generation strategies. Table 11 shows that our
universal perturbations are almost as good as instance-wise
perturbations (each augmentation instance receives its own
perturbation) but can be generated 2.5 times faster.

Adversary Generation Strategy Clean PGD  AA

Instance-wise perturbation 60.16 44.12 4226 242.6
Original samples perturbation ~ 58.42 41.43 39.85 72.9
Universal Perturbation 61.70 43.88 42.18 96.0

Time (min)

Table 12. Performance (%) of various augmentation numbers for
subspace construction with the average training time per epoch.

Augmentation Number Clean PGD AA  Time (min)
5 60.55 42.95 40.89 64.6
10 61.34 4348 41.75 82.5
20 61.70 43.88 42.18 96.0
30 61.86 43.96 4228 137.3
50 61.98 44.07 4232 175.6

Table 13. Performance (%) of various covariance metrics for adv.
subspace learning with the average training time per epoch.

Metric Clean PGD AA  Time (min)
Frobenius norm  60.16 40.86 39.05 94.7
SVD 60.89 42.35 40.47 171.5

MaxExp 61.70 43.88 42.18 96.0

Image/text augmentation numbers. Table 12 shows how
varying the number of image augmentations and synony-
mous/antonymous text prompts, (for brevity n = ¢), im-
pacts zero-shot robustness. As text prompts are ordered
from most meaningful to fuzzy, including n = ¢ = 20 aug-
mentations seems optimal for performance and speed.

Different covariance metrics. Table 13 shows the Frobe-
nius dist. instead of Eq. (5) leads to large drop in robust
accuracy. Using SVD to form subspaces (Eq. (6)) is costly
and recovers only some accuracy due to backpropagation
instability. Approximate subspaces by fast/numerically sta-
ble MaxExp yield 1.2% & 3% gain on clean/robust acc.

Appendices. A & B discuss experimental details. C & D
discuss MaxExp/other dist. replacing Eq. (5). E & F study
hyper-parameters & text prompt aug. G analyzes weighting.
H studies EMA in covariances. I discusses the efficacy.

5. Conclusions

We have shown that aligning individual adversarial samples
to clean samples is suboptimal compared to forming “adver-
sarial” subspaces and aligning them with “clean” subspaces,
which capture trends of groups of points. Thus, we show-
cased subspaces formed by samples of differential image
augmentation and synonymous/antonymous text prompts of
class labels. Subspace alignment provides localized Lips-
chitz smoothness, improving decision smoothness.
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