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Abstract

Adversarial attack plays a critical role in evaluating the ro-
bustness of deep learning models. Jacobian-based Saliency
Map Attack (JSMA) is an interpretable adversarial method
that offers excellent pixel-level control and provides valu-
able insights into model vulnerabilities. However, its
quadratic computational complexity O(M2×N) renders it
impractical for large-scale datasets, limiting its application
despite its inherent value. This paper proposes FastJSMA,
an efficient attack method that addresses these computa-
tional limitations. Our approach introduces a gradient
decoupling mechanism that decomposes the Jacobian cal-
culation into complementary class suppression (g−) and
class excitation (g+) gradients, reducing complexity to
O(M

√
N). Additionally, we implement a class probing

mechanism and an adaptive saliency threshold to further
optimize the process. Experimental results across multiple
datasets demonstrate that FastJSMA maintains comparable
attack success rates while dramatically reducing computa-
tion time—requiring only 2.9% of JSMA’s processing time
on CIFAR-10 and 1.2% on CIFAR-100, and successfully op-
erating on ImageNet where traditional JSMA fails due to
memory constraints. This advancement enables the practi-
cal application of interpretable saliency map-based attacks
on large-scale datasets, balancing effectiveness with com-
putational efficiency.

1. Introduction

1.1. Research Background
Deep learning has achieved breakthrough progress in com-
puter vision, natural language processing, and other fields,

0∗Equal contribution
0†Corresponding author

but its security issues have increasingly attracted attention.
In 2013, Szegedy et al. [1] first discovered the sensitiv-
ity of deep neural networks to small perturbations, i.e., by
adding imperceptible perturbations to inputs, models can be
induced to produce incorrect predictions. This discovery re-
vealed potential vulnerabilities in deep learning systems and
drove rapid development in adversarial attack research.

Adversarial attack techniques have evolved from simple
approaches like the Fast Gradient Sign Method (FGSM) [2]
to complex methods such as PGD [3] and C&W attacks [4],
each offering different trade-offs between effectiveness, ef-
ficiency, and perturbation magnitude.

1.2. Research Motivation

The Jacobian-based Saliency Map Attack (JSMA) [5] is an
adversarial method that identifies and modifies the most in-
fluential pixels through Jacobian matrix analysis. It offers
unique advantages including intuitive visualization through
saliency maps that enhance interpretability, precise control
over modified pixels, and strong effectiveness across vari-
ous datasets. Despite these merits and attempts to improve
it through weighted approaches like WJSMA [6], JSMA
remains largely underutilized due to prohibitive computa-
tional costs. Its full Jacobian matrix calculation requires
O(M2 ×N) complexity (where M is the number of pixels
and N is the number of classes), creating an insurmountable
barrier for large-scale applications like ImageNet [7].

This limitation stems from three factors: (a) separate
backward propagation for each output node; (b) saliency
evaluations across the entire Jacobian matrix; and (c) re-
peated calculations across iterations. Consequently, the ad-
versarial machine learning community has effectively aban-
doned JSMA’s valuable properties due to computational
constraints rather than methodological limitations.

This ICCV paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;

the final published version of the proceedings is available on IEEE Xplore.
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1.3. Contributions
To revitalize this valuable but computationally constrained
method, we propose FastJSMA (Fast Jacobian-based
Saliency Map Attack), an efficient adversarial attack based
on gradient decoupling approximation:
• Gradient Decoupling Mechanism: We decompose the

Jacobian matrix into complementary class suppression
(g−) and excitation (g+) gradients, reducing computa-
tional complexity from O(M2 ×N) to O(M

√
N) while

maintaining attack effectiveness through dynamic weight
allocation.

• Class Probing and Adaptive Threshold: We introduce
a square-root sampling heuristic to efficiently identify
vulnerable decision boundaries and an adaptive thresh-
old mechanism to prioritize influential pixels, optimizing
both efficiency and effectiveness.

• Comprehensive Evaluation: Our experiments demon-
strate dramatic efficiency gains—requiring only 2.9% of
JSMANT’s processing time on CIFAR-10 and achiev-
ing up to 81.4× speedup on CIFAR-100 while main-
taining comparable attack success rates. Most no-
tably, FastJSMA successfully processes ImageNet sam-
ples, where traditional JSMA and WJSMA fail entirely
due to memory constraints.

2. Related Work
2.1. Overview of Adversarial Attack Methods
Adversarial attacks can be categorized as white-box or
black-box attacks based on the attacker’s knowledge of the
model. White-box attacks assume the attacker has complete
access to the model structure and parameters, with represen-
tative methods including FGSM [2] and PGD [3]. Black-
box attacks can only access the model’s input-output inter-
face, primarily relying on transferability [8] or query opti-
mization [9]. Recent work has also focused on improving
adversarial training defenses [10–12].

From the perspective of attack objectives, they can be
divided into targeted and non-targeted attacks. Targeted at-
tacks aim to misclassify input samples as specified target
classes, such as DeepFool [13]; non-targeted attacks only
need to cause incorrect predictions, regardless of the spe-
cific error class, such as FGSM. These two types of attack
methods have their respective advantages in practical appli-
cations: targeted attacks enable more precise control, while
non-targeted attacks typically have higher success rates and
lower computational costs.

Gradient-based adversarial attacks have evolved signifi-
cantly. After FGSM was proposed, researchers developed
improved variants: (1) MI-FGSM [14] introduces momen-
tum terms; (2) NI-FGSM [15] utilizes Nesterov acceler-
ated gradients; (3) TI-FGSM [16] enhances transferability
through translation invariance; (4) DI-FGSM [17] adopts

diversified input strategies. Recent research by Mao et
al. [18] discovered that adversarial attacks are reversible
with natural supervision, providing new insights into the
fundamental properties of adversarial perturbations. These
methods optimize gradient-based attack strategies from dif-
ferent perspectives but have not fully addressed the issue of
interpretability.

2.2. Detailed Analysis of JSMA
As an interpretable attack method, JSMA was proposed by
Papernot et al. [5], with its core idea being the use of the Ja-
cobian matrix to identify input features that have the great-
est impact on model output. This approach builds upon fun-
damental research in saliency detection, such as the boolean
map approach [19], which provides theoretical foundations
for identifying visually significant regions. Specifically, for
input x and target class t, JSMA first calculates the Jacobian
matrix:

JF (x) =
∂F (x)

∂x
=

[
∂Fj(x)

∂xi

]
i,j

(1)

where Fj(x) represents the model’s prediction probabil-
ity for class j. Based on the Jacobian matrix, JSMA defines
the saliency map S:

S(x, t)[i] =

{
0, if ∂Ft(x)

∂xi
< 0 or

∑
j ̸=t

∂Fj(x)
∂xi

> 0∣∣∣∂Ft(x)
∂xi

∣∣∣ · ∣∣∣∑j ̸=t
∂Fj(x)
∂xi

∣∣∣ , otherwise
(2)

Subsequently, researchers have made various improve-
ments to JSMA: (1) JSMA++ [8] enhances attack effi-
ciency by optimizing saliency calculations; (2) One-pixel
JSMA [20] restricts modifications to a single pixel, achiev-
ing more precise control; (3) Adaptive JSMA [21] intro-
duces adaptive threshold strategies, improving attack suc-
cess rates. The concept of saliency maps has also been
extended to other domains, such as 3D point clouds [22],
demonstrating the versatility of saliency-based approaches
across different data modalities.

An important advancement is the Weighted JSMA
(WJSMA) [6], which addresses limitations in the original
JSMA’s saliency calculation. WJSMA penalizes gradients
associated with small probabilities to create more balanced
saliency maps. WJSMA incorporates class probabilities as
weights in the saliency calculation, setting the saliency to
zero when specific gradient conditions are not met. This
weighting mechanism makes WJSMA faster than the orig-
inal JSMA while maintaining good balance between at-
tack success rate and computational cost. However, even
with these improvements, WJSMA still inherits the funda-
mental computational inefficiency of JSMA for large-scale
datasets, as it retains the O(M2 × N) complexity that cre-
ates memory and processing bottlenecks on datasets like
ImageNet.
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2.3. Related Optimization Techniques

To address the efficiency problems of adversarial attacks in
large-scale scenarios, researchers have proposed various op-
timization strategies. One class of methods improves effi-
ciency by enhancing gradient computation, such as One-
Pixel Attack [20], which reduces search space through evo-
lutionary algorithms, and SparseFool [23], which optimizes
computational efficiency by leveraging sparsity.

Another class of methods proposes specialized optimiza-
tion strategies for large-scale datasets. For example, Fast
Gradient Method [24] enhances attack efficiency through
ensemble techniques, while AutoAttack [25] adopts auto-
mated strategies to select optimal attack parameters.

Recent research has also explored algorithmic optimiza-
tions specifically targeting the computational complexity of
gradient-based attacks. These approaches include gradient
approximation techniques [26], adaptive norm constraints
for efficient minimum-norm attacks [27], and decomposi-
tion strategies that reduce the dimensionality of the opti-
mization space [21].

These optimization methods have their respective ad-
vantages and disadvantages: gradient-based methods of-
fer high computational efficiency but lower interpretability;
optimization-based methods provide good results but incur
high computational costs; heuristic-based methods are sim-
ple and fast but have unstable success rates. In comparison,
our proposed FastJSMA maintains JSMA’s interpretabil-
ity while significantly improving computational efficiency
through dual-gradient approximation, effectively reducing
the complexity from O(M2×N) to O(M

√
N) and making

saliency map-based attacks practical for large-scale datasets
for the first time.

3. Methodology

This section details the technical principles of FastJSMA.
We first establish the mathematical model of the problem,
then elaborate on the design rationale of the dual-gradient
approximation strategy, followed by a detailed explanation
of the saliency map generation process, and finally theo-
retically analyze the computational complexity of the algo-
rithm.

3.1. Problem Modeling and Attack Objectives

For an input sample x ∈ RC×H×W and a target classifica-
tion model f : RC×H×W → RN , where C,H,W represent
the number of channels, height, and width respectively, and
N is the total number of classes. Given the original pre-
dicted class t = argmax f(x), the goal of the adversarial
attack is to find a perturbation δ such that:

argmax f(x+ δ) ̸= t s.t. ∥δ∥0 ≤ ϵ (3)

where ϵ represents the allowed number of pixels to mod-
ify, and ∥ · ∥0 is the L0 norm. The reasons for choosing the
L0 norm constraint rather than other norms (such as L2 or
L∞) are: (1) L0 norm directly limits the number of modi-
fied pixels, conforming to the principle of minimal interven-
tion; (2) a limited number of modifications makes the attack
process more interpretable and understandable; (3) main-
tains consistent constraint forms with traditional JSMA for
fair comparison.

Traditional JSMA computes the complete Jacobian ma-
trix J = ∇xf(x) with O(M2 × N) complexity, where
M represents the total number of pixels and N denotes
the number of classification classes. This substantial com-
putational burden and memory requirements render JSMA
impractical for large-scale datasets and real-world applica-
tions.

FastJSMA addresses this limitation through a dual-
gradient approximation strategy that reduces complexity to
O(M

√
N) while maintaining attack effectiveness.

3.2. Target Function Construction

The core mathematical insight that enables FastJSMA’s
efficiency breakthrough lies in our recognition that the
Jacobian-based saliency computation in traditional JSMA
can be decomposed into two complementary objectives:
first, decreasing the probability of the current class, and sec-
ond, increasing the probability of alternative classes. This
decomposition forms the theoretical foundation of our dual-
gradient approximation strategy.

Analyzing the mathematical structure of traditional
JSMA reveals that its saliency map computation essentially
measures two gradient components for each pixel: how
modifying that pixel decreases the current class score and
how it increases other class scores. While traditional JSMA
explicitly computes these gradients through the full Jaco-
bian matrix, we observed that these two objectives could
be approximated through carefully designed loss functions
without requiring the prohibitively expensive Jacobian com-
putation.

To avoid computing the complete Jacobian matrix, we
propose a dual-gradient approximation strategy. The core
idea of this strategy is to construct two complementary ob-
jective functions that simulate the enhancement effect on
the target class and the suppression effect on other classes
in JSMA. The specific definitions are as follows:

1. Class Suppression Gradient: Construct a virtual label
ŷ− ∈ RN , where

ŷ−i =


f(x)i − 1 i = t

f(x)i +
√
N i = a (attempt class, if specified)

f(x)i otherwise
(4)
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Figure 1. Architectural comparison between traditional JSMA and our proposed FastJSMA. Left: Traditional JSMA calculates the full
Jacobian matrix with computational complexity O(M2 × N) and relies on an iterative process to achieve misclassification, making it
prohibitively expensive for large-scale datasets. Right: FastJSMA employs a class probing mechanism to select

√
N candidate classes

and a gradient decoupling strategy that approximates the saliency computation through class suppression gradient (g−) and class excitation
gradient (g+). The class suppression gradient reduces the current class probability while boosting an attempt class by

√
N , and the

significance threshold efficiently filters the most influential pixels. This approach reduces complexity to O(M
√
N) while maintaining

comparable effectiveness.

Calculate the gradient:

g− = ∇xL(f(x), ŷ−) (5)

This gradient reflects the direction of reducing the pre-
diction probability of the current class and optionally en-
hancing a specific alternative class if an attempt param-
eter is provided.

2. Class Excitation Gradient: Construct an enhancement
label ŷ+ ∈ RN , where

ŷ+i =

{
f(x)i − 1 i = t

f(x)i + 1 otherwise
(6)

Calculate the gradient:

g+ = ∇xL(f(x), ŷ+) (7)

This gradient indicates the direction of enhancing the
prediction probability of other classes while suppressing
the current class.
This formulation represents a significant mathematical

innovation over traditional JSMA. Rather than explicitly
computing N ×M partial derivatives as required by the Ja-
cobian matrix, our approach leverages automatic differen-
tiation to compute just two gradient vectors—reducing the
computational complexity by a factor proportional to the
number of classes N and the number of pixels M . Impor-
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tantly, this efficiency gain comes without compromising the
underlying attack methodology; the dual-gradient approach
preserves the core mathematical principles of JSMA while
dramatically reducing its computational footprint.

The design of these two gradients cleverly avoids di-
rectly computing the Jacobian matrix while retaining the
core idea of JSMA: simultaneously considering the sup-
pression of the target class and the excitation of other
classes.

3.3. Saliency Map Generation
Traditional JSMA generates saliency maps through ex-
haustive computation of the Jacobian matrix followed by
pairwise evaluation of pixel modifications—a process that
scales quadratically with the number of pixels. FastJSMA
fundamentally reconceptualizes this approach through an
elegant mathematical transformation that yields equivalent
results with substantially reduced computation.

Based on the dual-gradient approximation, we apply gra-
dient normalization to ensure balanced contribution while
strategically emphasizing the class suppression component:

g−normalized =
g−

mean(|g−|)
×N (8)

g+normalized =
g+

mean(|g+|)
(9)

This normalization procedure includes a deliberate en-
gineering optimization: the class suppression gradient is
scaled by a factor of N (the number of classes) to amplify
its influence in the overall saliency calculation. Our empir-
ical investigation indicates that this scaling enhances attack
effectiveness by emphasizing the suppression of the original
class prediction.

We then integrate these normalized gradients to obtain a
comprehensive gain matrix:

G = g+normalized + g−normalized (10)

This matrix captures the bidirectional influence of mod-
ifying each pixel on both decreasing the target class
probability and increasing alternative class probabili-
ties—precisely the information encapsulated in traditional
JSMA’s saliency computation, but obtained through a math-
ematically equivalent yet computationally superior formu-
lation.

After obtaining the gain matrix, we apply a significance
threshold to filter out pixels with minimal impact. This
threshold operation is visually represented as a funnel-like
process in Figure 1, focusing computational resources only
on the most influential pixels. By implementing this sig-
nificance threshold, we effectively reduce the search space
while ensuring that the selected pixels have meaningful con-
tributions to the adversarial perturbation.

This selective modification approach, governed by both
the saliency ranking and the significance threshold, ensures
efficient resource allocation by concentrating perturbations
on the most influential and impactful pixels.

3.4. Attack Success Rate Optimization via Class
Probing

A significant enhancement in our implementation is the
introduction of a class-specific probing mechanism, visu-
ally illustrated in Figure 1 as ”Class Probing Mechanism”.
This component substantially improves attack success rates
while maintaining the untargeted nature of FastJSMA by
intelligently selecting candidate classes for the attempt pa-
rameter. The optimization addresses a fundamental chal-
lenge in untargeted adversarial attacks: determining which
gradient directions most efficiently induce misclassifica-
tion.

Our implementation employs an intelligent candidate
class exploration strategy governed by a square-root sam-
pling heuristic:

num candidates =
√
N (11)

where N represents the number of classes in the clas-
sification problem. This square-root relationship estab-
lishes a principled balance between computational effi-
ciency and exploration thoroughness—scaling sublinearly
with the class space dimensionality to maintain tractability
even for large-scale classification problems.

For each candidate class c among the top
num candidates predicted classes (excluding the origi-
nal class), the algorithm:

1. Applies FastJSMA with class c as an ”attempt” pa-
rameter, which specifically modifies the class suppression
gradient (g−) in two ways: - Decreases the current class
probability (by setting ŷ−i = f(x)i − 1 for i = t) -
Boosts the attempt class c by a factor of

√
N (by setting

ŷ−i = f(x)i +
√
N for i = c)

2. Evaluates whether this modified gradient direction
successfully induces misclassification

3. Returns the first successful perturbation, terminating
further exploration

This dual action of decreasing the current class while si-
multaneously boosting a specific attempt class efficiently
guides the gradient toward vulnerable regions of the deci-
sion boundary, substantially improving attack success rates
without requiring exhaustive exploration of all possible
class transitions.

It is crucial to emphasize that this approach does not con-
stitute a targeted attack in the conventional sense. Rather,
the attempt parameter merely directs the gradient toward
regions where transitions away from the original class are
most probable, while maintaining an untargeted classifica-
tion objective. This gradient steering mechanism represents
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a methodological innovation particularly effective in high-
dimensional classification spaces where traditional meth-
ods might struggle to efficiently locate vulnerable decision
boundaries.

Only if all candidate-based attempts fail does the algo-
rithm revert to the standard untargeted FastJSMA approach
without class-specific gradient modification. This hierarchi-
cal strategy enhances attack success rates while maintaining
the untargeted objective—an engineering optimization that
improves practical performance without altering the funda-
mental attack paradigm.

3.5. Complexity Analysis
To theoretically analyze algorithm efficiency, we compare
the computational complexity of FastJSMA with traditional
JSMA. Assuming a dataset with N classes, where each im-
age has M pixels. The computational complexity of tradi-
tional JSMA is O(M2 × N). This is because, when con-
structing the saliency map, it needs to calculate the joint
saliency of each pixel pair, considering M2 order of magni-
tude pixel pairs; the saliency calculation for each pixel pair
involves N classes. Moreover, as illustrated in Figure 1, tra-
ditional JSMA typically requires multiple iterations of this
expensive computation process to achieve successful mis-
classification, further compounding the computational bur-
den.

In contrast, our FastJSMA has a computational com-
plexity of O(M

√
N). This is because we only perform 2

gradient calculations. The combination of gradient decou-
pling, class probing mechanism, and significance threshold
filtering together dramatically reduces the computational re-
quirements while maintaining attack effectiveness.

This significant reduction in complexity enables
FastJSMA to efficiently process large-scale datasets. Due
to the dual-gradient approximation strategy retaining
JSMA’s core ideas, the attack effectiveness is preserved
despite substantial complexity reduction, as verified in our
experiments.

Our additional optimizations—including gradient nor-
malization with class-specific scaling, dynamic significance
thresholds, and the square-root probing strategy—further
enhance efficiency without compromising mathematical
foundations. These refinements demonstrate the importance
of implementation details in translating theoretical innova-
tions into practical adversarial methodologies that scale to
contemporary deep learning applications.

4. Experiments
We present a comprehensive evaluation of FastJSMA, ex-
amining its effectiveness, efficiency, and transferability
across multiple datasets and model architectures. Our ex-
periments are designed to answer three key questions: (1)
How does FastJSMA compare to traditional JSMA and its

variants in terms of attack success and computational ef-
ficiency? (2) How do different components of FastJSMA
contribute to its overall performance? (3) How sensitive is
FastJSMA to key parameter settings?

4.1. Experimental Setup
4.1.1. Implementation Environment
All experiments were conducted on a single NVIDIA RTX
3090 GPU with 24GB memory without virtual memory
allocation. We implemented all methods using PyTorch
framework and will release our code upon publication to
ensure reproducibility.

4.1.2. Datasets and Models
To evaluate our method across varying scales of com-
plexity, we selected three representative datasets: CIFAR-
10/100 [28] (natural color images sized 32 × 32 × 3, con-
taining 10 and 100 classes respectively, each with 10,000
test samples) and ImageNet [7] (large-scale classification
dataset with 1,000 classes, sized 224×224×3, with 50,000
validation samples).

For model architectures, we employed widely-used
ResNet variants (primarily ResNet18) [29], using pre-
trained checkpoints from HuggingFace1. These mod-
els achieve competitive performance on their respective
datasets, providing a reliable foundation for our adversar-
ial attack evaluation.

4.1.3. Attack Configuration and Baselines
We compare FastJSMA with several baseline methods:
• JSMANT: The traditional Jacobian-based Saliency Map

Attack [5] in its non-targeted form, which computes the
full Jacobian matrix.

• WJSMA: The Weighted JSMA variant proposed by
Combey et al. [6], which introduces probabilistic weights
to enhance attack effectiveness.

• Random: A control baseline that randomly selects pixels
for modification.
To ensure fair comparison, we maintain consistent attack

parameters across all methods. Since different datasets have
different image sizes, we use a proportional approach to
pixel modification: 8 pixels for 32 × 32 images (CIFAR-
10/100) and 196 pixels for 224 × 224 images (ImageNet),
representing approximately 0.78% of the total pixels in each
case.

All experiments for CIFAR-10/100 were conducted on
their complete test sets (10,000 samples each). For Ima-
geNet, we used the full ImageNet1K validation set (50,000
samples across 1,000 classes), where ”1K” refers to the
number of classes rather than sample count. Attack Suc-
cess Rate (ASR) was calculated as the percentage of sam-

1https://huggingface.co/edadaltocg
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Table 1. Performance comparison between FastJSMA and JSMA
variants with ResNet18

Model/Dataset Method ASR(%) Time(µs) L2 Norm

CIFAR-10

Random 7.55 3 1.42
FastJSMA 43.98 339 1.53
JSMANT 43.79 11,769 1.57
WJSMA 51.56 8,641 1.29

CIFAR-100

Random 15.31 3 1.44
FastJSMA 45.30 751 1.75
JSMANT 43.87 61,166 1.55
WJSMA 49.78 51,065 1.24

ImageNet Random 2.97 8 7.78
FastJSMA 54.89 7,908 9.19

Note: JSMANT and WJSMA could not be tested on ImageNet due to memory constraints

ples that were successfully misclassified after perturbation
out of all tested samples.

Notably, since JSMA-based methods operate itera-
tively (modifying two pixels per iteration), JSMANT and
WJSMA use half the number of iterations compared to
the total pixel modification count. FastJSMA modifies
one pixel per iteration for fair comparison. The attempt
parameter controls the number of candidate classes ex-
plored during class probing: we use attempt=10 for CIFAR-
10, attempt=

√
N for larger datasets (e.g., attempt=10 for

CIFAR-100’s 100 classes, attempt=32 for ImageNet’s 1000
classes).

4.2. Performance Analysis
4.2.1. Comparison with JSMA Variants
Table 1 presents our main experimental results, compar-
ing FastJSMA against JSMANT, WJSMA, and the random
baseline across different datasets and model architectures.
We report three key metrics: Attack Success Rate (ASR),
average generation time per sample, and average perturba-
tion magnitude (L2 norm).

The results empirically validate our theoretical complex-
ity reduction from O(M2 × N) to O(M

√
N) proposed

in Section 3.4. FastJSMA achieves attack success rates
comparable to or exceeding traditional JSMANT across
all datasets while demonstrating remarkable computational
efficiency—requiring just 2.9% of JSMANT’s processing
time on CIFAR-10 (339µs vs. 11,769µs) and merely 1.2%
on CIFAR-100 (751µs vs. 61,166µs). These speed-ups
of 34.7× and 81.4× respectively confirm that the gradient
decoupling mechanism theorized in our mathematical for-
mulation successfully transforms the computational scaling
properties of saliency-based attacks.

The efficiency advantage increases with dataset com-
plexity, closely matching our theoretical prediction that tra-
ditional JSMA’s complexity worsens quadratically with in-
creasing image size and class count. Most significantly,
FastJSMA successfully executes on ImageNet with a rea-

Table 2. Ablation study on gradient components

Gradient Component ASR(%) Time(µs) L2 Norm

FastJSMA (Complete) 43.98 339 1.66
G+ 30.66 432 1.71
G- 35.75 443 1.66

sonable computation time of 7,908µs per sample, while
both JSMANT and WJSMA fail due to memory constraints.
This empirical finding not only validates our theoretical
analysis but extends its implications—demonstrating that
our mathematical reformulation enables saliency-based at-
tacks on previously inaccessible large-scale datasets.

WJSMA achieves somewhat higher ASRs on CIFAR
datasets, which aligns with our theoretical understanding of
its specialized optimization mechanisms. However, its com-
putational demands confirm our analysis that approaches
relying on the full Jacobian matrix face fundamental lim-
itations for larger-scale applications. These results demon-
strate the theoretical-practical trade-off that motivated our
work: FastJSMA sacrifices minimal attack effectiveness for
transformative computational efficiency gains.

4.2.2. Ablation Study on Gradient Components
To investigate the contribution of different gradient com-
ponents in our dual-gradient approximation strategy, we
conducted an ablation study comparing three variants of
FastJSMA using the CIFAR-10 dataset with ResNet18, 8
pixels modification, and attempt=10.

These results validate and refine our theoretical de-
composition of the Jacobian matrix described in Section
3.2. The complete FastJSMA incorporating both gradients
achieves the highest ASR (43.98%), empirically confirm-
ing that our dual-gradient formulation successfully captures
the bidirectional influence encoded in traditional JSMA’s
saliency computation. The class suppression gradient (g−)
alone yields a 35.75% ASR, outperforming the class exci-
tation gradient (g+) alone (30.66%), revealing a key the-
oretical insight: reducing the current class probability has
a more significant impact than increasing alternative class
probabilities.

This empirical finding extends our initial theoretical un-
derstanding, revealing an asymmetric contribution pattern
not initially anticipated in our mathematical formulation.
This discovery explains the effectiveness of our normal-
ization procedure in Section 3.3, which amplifies the class
suppression gradient by a factor of N—the ablation em-
pirically validates this engineering optimization while si-
multaneously deepening our theoretical understanding. The
comparable computation times across variants (339-443µs)
further validate our complexity analysis that dual gradient
computation maintains O(M

√
N) efficiency regardless of

variant configuration.
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Figure 2. Parameter sensitivity analysis of FastJSMA on CIFAR-10. (a) Sensitivity to Max Attempt parameter showing ASR and Time
curves. (b) Sensitivity to pixels perturbed showing ASR, Time, and Noise curves. All metrics are normalized using min-max scaling for
visual comparison; actual ASR percentages shown on right y-axis. Experiments conducted on the complete CIFAR-10 test set (10,000
samples) with ResNet18.

4.2.3. Parameter Sensitivity Analysis
To evaluate FastJSMA’s robustness to parameter settings,
we analyzed two key parameters: pixel modification count
and the attempt parameter. Figure 2 presents these analy-
ses conducted on the complete CIFAR-10 test set (10,000
samples).

Our Max Attempt parameter analysis (Figure 2a) shows
that attack success rate follows a non-linear pattern: rapid
initial growth from attempt=1 to attempt=4, followed by
gradual increase thereafter. This validates our square-
root sampling heuristic described in Section 3.4, confirm-
ing that smaller attempt values provide higher marginal
benefits. For scalability, we empirically determined that√
N sampling works well for larger datasets. Computa-

tional cost scales linearly with attempt value, supporting
our O(M

√
N) complexity analysis. The data ranges from

35.2% ASR at attempt=1 to 44.7% ASR at attempt=10, with
corresponding time costs increasing from 314µs to 417µs.

The pixel modification analysis (Figure 2b) reveals that
FastJSMA achieves substantial attack success even with
minimal pixel modifications, with performance following
an S-curve: initial rapid growth (2→16 pixels), moderate
middle phase growth (16→36 pixels), and final diminish-
ing returns (36→50 pixels). This validates our significance
threshold mechanism in Section 3.3. Runtime increases
only marginally despite significant increases in modified
pixels, while L2 norm scales approximately linearly with
pixel count. The analysis shows ASR ranging from 26.0%
with 2 pixels to 69.5% with 50 pixels, with average genera-
tion time remaining stable around 0.0003-0.0004 seconds.

These findings both validate and extend our theoretical
model. The consistent computational efficiency across dif-
ferent pixel modification counts demonstrates FastJSMA’s
scalability, while the sharp initial gains in both analyses
highlight the method’s effectiveness at identifying influen-

tial pixels with minimal computational overhead, making it
particularly suitable for constrained attack scenarios.

5. Conclusion

This paper introduces FastJSMA, a computationally effi-
cient reformulation of saliency-based adversarial attacks.
By decomposing the traditional Jacobian calculation into
complementary gradient components—class suppression
(g−) and class excitation (g+)—we reduce computational
complexity from O(M2×N) to O(M

√
N) while maintain-

ing attack effectiveness. Our class probing mechanism and
significance threshold further optimize performance by sys-
tematically identifying vulnerable decision boundaries and
prioritizing influential pixels.

Experiments validate that FastJSMA achieves dramatic
computational efficiency gains—up to 81.4× speedup on
CIFAR-100 and successful execution on ImageNet where
traditional JSMA fails entirely—while maintaining com-
parable attack success rates. The ablation study reveals
the asymmetric contribution of gradient components, pro-
viding new insights that extend our theoretical understand-
ing. These findings demonstrate that our mathematical
reformulation successfully overcomes the computational
barriers that have limited JSMA’s applicability in large-
scale settings. Beyond immediate technical contributions,
FastJSMA’s gradient decoupling principles may inform fu-
ture research in computationally efficient adversarial attacks
and explainable AI, where feature importance analysis at
scale remains a significant challenge.
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