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Abstract

Explainable AI (XAI) methods have demonstrated signif-
icant success in recent years at identifying relevant fea-
tures in input data that drive deep learning model deci-
sions, enhancing interpretability for users. However, the
potential of XAI beyond providing model transparency has
remained largely unexplored in adjacent machine learning
domains. In this paper, we show for the first time how
XAI can be utilized in the context of federated learning.
Specifically, while federated learning enables collaborative
model training without raw data sharing, it suffers from
performance degradation when client data distributions ex-
hibit statistical heterogeneity. We introduce FedXDS (Fed-
erated Learning via XAI-guided Data Sharing), the first
approach to utilize feature attribution techniques to iden-
tify precisely which data elements should be selectively
shared between clients to mitigate heterogeneity. By em-
ploying propagation-based attribution, our method identi-
fies task-relevant features through a single backward pass,
enabling selective data sharing that aligns client contribu-
tions. To protect sensitive information, we incorporate met-
ric privacy techniques that provide formal privacy guaran-
tees while preserving utility. Experimental results demon-
strate that our approach consistently achieves higher ac-
curacy and faster convergence compared to existing meth-
ods across varying client numbers and heterogeneity set-
tings. We provide theoretical privacy guarantees and em-
pirically demonstrate robustness against both membership
inference and feature inversion attacks. Code is available
at https://github.com/MaxH1996/FedXDS.

1. Introduction
Federated learning (FL) [19] has received significant atten-
tion in recent years, proving to be an effective method for
collaborative distributed machine learning while keeping

*Correspondence to maximilian.andreas.hoefler@hhi.fraunhofer.de

local datasets private. However, the practical deployment
of federated learning systems faces fundamental challenges
regarding data heterogeneity and privacy [11, 35].

Data heterogeneity, characterized by non-IID data across
clients, leads to contradicting model updates and signifi-
cantly degraded performance [12, 31]. Current approaches
address this challenge by aligning client distributions us-
ing proximal optimization terms [16] and mitigating client
drift [12, 14], while others focus on flattening the loss land-
scape to facilitate better model aggregation [20, 21]. In ad-
dition, recent works have shown that sharing even a small
portion of client data globally can significantly improve lo-
cal model generalization [34]. Such shared data introduces
centralization, giving clients access to a more homogeneous
distribution, which reduces update divergence and mitigates
heterogeneity [34].

However, sharing raw data is not feasible due to privacy
constraints. Introducing differential privacy [9] by adding
noise to the shared data offers a potential solution, however
this can cause considerable performance loss. Alternatively,
instead of sharing raw data, abstract feature representations
or partial data could be released using generator-type ap-
proaches [30, 33, 36]. However, the obtained features are
not as potent as raw data in mitigating statistical hetero-
geneity, and can also be prone to privacy leaks and addi-
tionally introduce significant computational overhead due
to generators. Hence, the challenge arises of how to re-
tain the performance improvement from data sharing while
simultaneously guaranteeing privacy.

To address this challenge we propose FedXDS (Feder-
ated Learning via XAI-guided Data Sharing) which entails
a novel approach wherein we leverage methods from the
field of eXplainable AI (XAI) [8] enabling performance en-
hancing data sharing while preserving privacy.

Specifically, we leverage propagation-based attribution
methods, which have been shown to reliably identify input
features that consistently contribute to model predictions
[2, 8]. Moreover, attribution maps yield a pixel-wise rel-
evance score which highlights regions in the input space
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which focus on semantically meaningful features, while
suppressing spurious correlations and background noise. In
our setup local client data is filtered through the attribution
mechanism, i.e., we only share the input features which the
attribution map deems most relevant for model predictions.
This retains the information needed for model generaliza-
tion while discarding irrelevant information.

We show that our method, when combined with
differential-metric privacy techniques [6, 9], offers stronger
privacy guarantees compared to applying similar privacy
mechanisms directly to raw input features. Specifically, by
discarding task-irrelevant information we effectively reduce
the dimensionality of the raw features. This allows us to se-
lectively protect only the task-relevant regions rather than
uniformly protecting all input pixels, and thus obtain better
utility.

In addition, propagation-based attributions can be ob-
tained via a single backward pass over the local dataset,
which only needs to be performed once in the entire FL
process.
Our main contributions can be summarized as:
• A novel federated learning algorithm leveraging

propagation-based attributions to address the challenge
of retaining performance from data sharing with privacy
guarantees in heterogeneous environments.

• A privacy-preserving mechanism that utilizes attribution-
guided dimensionality reduction to achieve metric dif-
ferential privacy. We perform theoretical and empiri-
cal privacy evaluations on our feature sharing approach
through membership inference attacks and feature inver-
sion, demonstrating that we can attain strong privacy
guarantees.

• Extensive experiments on image datasets benchmarking
our method against current state of the art, demonstrating
superior performance in terms of accuracy and conver-
gence.

2. Preliminaries
2.1. Federated Learning
Federated Learning [19] is a distributed machine learning
paradigm where multiple clients collaborate to train a model
under the orchestration of a central server, without sharing
their raw data. Let K be the number of clients, each with
a local dataset Dk = {(xk

i , y
k
i )}

nk
i=1, where xk

i ∈ X is an
input sample and yki ∈ Y is its corresponding label. The
goal is to learn a global model fθ : X → Y parameterized
by θ, which minimizes the empirical risk:

min
θ

1

N

K∑
k=1

nk∑
i=1

L(fθ(xk
i ), y

k
i ) (1)

where N =
∑K

k=1 nk is the total number of samples

across all clients, and L is a suitable loss function.
The FedAvg algorithm [19] iteratively aggregates model

updates from selected clients St, where each client k per-
forms local updates θtk = θt−1 − η∇Lk(θ

t−1) before the
server averages these updates as θt = 1

|St|
∑

k∈St
θtk.

2.2. Differential Privacy in Metric Spaces
Standard differential privacy (DP) [9] provides guarantees
against membership inference by bounding the output dis-
tribution change when a single dataset element is modified.
For continuous data such as image embeddings, classical
adjacency notions are restrictive, making metric differential
privacy [6] more appropriate:

Definition 1 (Metric Privacy). [6] Let (X, dX) be a met-
ric space and Z a set of possible outputs. A randomized
mechanism A : X → ∆(Z) is (ε, δ)-metric private if for all
x, x′ ∈ X and every measurable set U ⊆ Z:

Pr[A(x) ∈ U ] ≤ exp
(
ε dX(x, x′)

)
Pr[A(x′) ∈ U ] + δ.

This definition reduces to standard DP when
dX(x, x′) = 1 for all adjacent datasets, but naturally
captures similarity in continuous spaces. In our work, we
define (X, dX) where X = Rd represents image data and
dX(x, x′) = ||x− x′||2 is the ℓ2 distance between inputs.

To guarantee privacy, we calibrate noise based on the
sensitivity of a query function f : X → Rm, which mea-
sures output changes relative to input changes. In our work
we choose the following sensitivity measure as used in
[4, 10, 26]:

Definition 2 (Sensitivity). For a function f : X → Rm, the
sensitivity is:

∆f = max
x,x′∈X

∥f(x)− f(x′)∥
||x− x′||

.

This definition captures the largest possible output dif-
ference relative to input difference, directly controlling how
much noise is needed for privacy. This notion of sensitivity
offers several advantages, which we discuss in the supple-
mentary material. Importantly, when ∆f is small, less noise
is required to achieve the same privacy guarantee, preserv-
ing more signal and improving utility—particularly valu-
able for high-dimensional data like images.

For privacy preservation, we employ the Gaussian mech-
anism, which adds noise to the output of our query function
proportional to the sensitivity ∆f :

Theorem 1 (Gaussian Mechanism). [6, 9] For a function
f : D → Rd with sensitivity ∆f , adding Gaussian noise
with scale σ satisfying:

σ ≥
∆f

√
2 log(1.25/δ)

ε
(2)

ensures f(x) +N (0, σ2I) is (ε, δ)-metric private.

4573



This mechanism forms the foundation of our privacy-
preserving feature sharing approach, allowing us to bound
and quantify the privacy guarantees of our federated learn-
ing framework.

2.3. Neural Network Attribution Methods
We consider several gradient-based attribution techniques
in our work. The simplest being Gradient × Input [25],
which computes attributions through element-wise multipli-
cation of input and gradient:

Agrad(fθ,x) = x⊙ ∂fθ
∂x

(3)

Integrated Gradients (IG) [28] addresses gradient saturation
by accumulating gradients along a path from baseline x′ to
input:

AIG(fθ,x) = (x−x′)⊙
∫ 1

0

∂fθ(x
′ + α(x− x′))

∂x
dα (4)

SmoothGrad [27] reduces attribution noise by averaging
gradients over perturbed inputs:

Asmooth(fθ,x) =
1

N

N∑
i=1

∂fθ
∂(x+ ϵ)

(5)

Lastly we use Layer-wise Relevance Propagation (LRP)
with the ϵ-rule according to [3]. This recursively propagates
relevance scores R(l) from layer l to l − 1 using:

Rj =
∑ ajwjk

ϵ+
∑

0,j ajwjk
Rk (6)

where wjk are layer weights, aj are layer activations, and ϵ
is a small stabilizing term.

3. Related Work
Federated Learning was introduced with FedAvg [19],
enabling collaborative model training without sharing
raw data, but suffers under statistical heterogeneity.
Regularization-based methods mitigate client drift by con-
straining local updates, such as FedProx [16], SCAF-
FOLD [12], and FedDyn [1], with extensions like
FedBN [17], MOON [15], FedNova [29], FedSAM [21],
and FedDISCO [32] targeting specific aspects like feature
shifts or loss geometry. A more direct solution is data
or knowledge sharing: FedDF and FedAux [18, 24] dis-
till client knowledge using a public dataset; FedGen [36]
synthesizes class-conditional features for distribution align-
ment; FedFTG [33] generates pseudo-data for feature-level
transfer; and FedFed [30] applies VAE-based feature distil-
lation. While effective, these methods often introduce sig-
nificant computational and privacy costs due to data syn-
thesis and sharing. In contrast, FedXDS shares compact

Figure 1. Illustration of the DP attribution-guided feature extrac-
tion. The process consists of four main steps: (1) Computing attri-
bution scores using a warmup model to identify important features,
(2) Creating and applying a binary mask based on the attributions,
(3) Adding Gaussian noise for metric privacy.

Algorithm 1 Attribution-Guided Private Representation
Extraction.
Require: Dk: client dataset, fθ: model, s: sparsity level,

(ε, δ): privacy params, S: sensitivity, θwarmup
Ensure: Private dataset Dp

k

1: for xk
i ∈ Dk do

2: h← A(fθwarmup ,x
k
i ); h

(s) ← s-th largest in h

3: m← [h[i] ≥ h(s)]; xm ← xk
i ⊙m

4: x̃k
i ← xm +N (0, σ2) ▷ σ from (ε, δ)

5: Add (x̃k
i , y

k
i ) to Dp

k

6: end for
7: return Dp

k

attribution-based feature subsets derived via XAI, avoiding
generators while enhancing privacy, efficiency, and perfor-
mance in heterogeneous settings. Wo provide an extense
related works in the supplementary material.

4. FedXDS Approach
Consider a federated learning system with N clients, where
each client k holds local data Dk. In our setting all clients
share the same neural network architecture fθ. Our goal is
to learn a global model ΘG which generalizes well on all
client datasets.

4.1. Attribution-Guided Feature Selection
The first stage of our method identifies discriminative fea-
tures using a pre-trained warmup model, with parameters
θwarmup. This is achieved by training with FedAvg for
Rwarmup rounds, before sharing representations. Then, for
each input sample x ∈ RH×W×3, where H and W are the
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Algorithm 2 Privacy-Preserving Federated Training

Require: {Dk}Kk=1: client datasets, λ: knowledge weight,
T : rounds, E: local epochs, η: learning rate, Rwarmup

1: Initialize θwarmup using Rwarmup rounds of FedAvg
2: Obtain Dp

k using Algorithm 1 for all k ∈ [K] in parallel
3: Server: Dg ←

⋃K
k=1 D

p
k

4: for round t = 1 to T do
5: Select client subset St ⊆ [K]
6: for k ∈ St in parallel do
7: θtk ← θt−1 ▷ Download global model
8: for epoch e = 1 to E do
9: for batch B from Dk, Bg from Dg do

10: Lt
k ← 1

|Bk|
∑

(x,y)∈Bk
ℓ(fθt

k
(x), y) +

λ 1
|Bg|

∑
(xg,yg)∈Bg

ℓ(fθt
k
(xg), yg)

11: θtk ← θtk − η∇L
12: end for
13: end for
14: end for
15: Server: θt ← 1

|St|
∑

k∈St
θtk ▷ FedAvg

16: end for

dimensions of the image with three color channels, in the
client dataset Dk, we compute relevances using an attribu-
tion method A from Section 2.3 :

h = A(fθ,x) (7)

where h ∈ RH×W is the pixel-wise importance score of
an input image x. These attribution scores quantify the im-
portance of each input feature to the model’s prediction. To
focus on the most relevant features, we create a binary mask
m, as shown in Equation 8, by retaining features whose at-
tribution scores exceed a threshold determined by the de-
sired sparsity level s:

m[i] =

{
1 if h[i] ≥ h(s)

0 otherwise
(8)

where h(s) represents the s-th largest value in the attribu-
tion scores. This mask identifies the subset of features that
are most crucial for the model’s decision-making process.

We define our feature selection function fA :
RH×W×3 → RH×W×3 as the application of the attribution
mask m to each image x ∈ Dk through:

fA(x) = x⊙m (9)

This operation emphasizes the most informative parts
of the input while suppressing less relevant details. How-
ever, directly sharing fA(x) would still pose privacy risks.
Therefore, we design a privacy mechanism M that adds
calibrated noise to these masked features (Section refsub-
sec:privacy):

M(x) = fA(x) +N (0, σ2I) (10)

where σ is determined based on privacy requirements.
The resulting privacy-protected features, along with their
corresponding labels, are then aggregated into a new dataset
Dp

k = {(M(x), y)|(x, y) ∈ Dk} and shared with the server.
The full data generated process is outlined in Algorithm 1
and visualized in Figure 1.

4.2. Local Training using Shared Data
After the privacy-protected features have been obtained, the
server aggregates private representations from all clients
into a global dataset Dg =

⋃N
k=1D

p
k, and sends this dataset

to each client. The clients then optimize a composite objec-
tive that balances local task performance with knowledge
from the global private dataset:

min
θ

[
E(x,y)∼Dk

[ℓ(fθ(x), y)]

+ λE(x,y)∼Dg
[ℓ(fθ(x), y)]

] (11)

The hyperparameter λ controls the trade-off between local
specialization and global knowledge integration. This for-
mulation allows clients to benefit from collective learning
while maintaining their own task-specific performance and
ensuring privacy. The procedure is outlined in Algorithm 2.

4.3. Privacy Discussion
We build on the insight that sharing features derived from
raw client data can mitigate data heterogeneity in feder-
ated learning [34]. Nevertheless, directly sharing these fea-
tures poses significant privacy risks. A straightforward ap-
proach would be to apply differential privacy (DP) to the
raw data itself; however, the high dimensionality of image
data forces the addition of very large noise levels, thereby
significantly degrading utility.

To address this challenge, we propose a two-step ap-
proach. First, we use an attribution-guided masking strategy
(Section 4.1) to identify and retain only task-relevant pixels.
Second, we add Gaussian noise (Theorem 1) to the result-
ing masked features to achieve the desired ε-metric privacy
(Definition 1, Definition 2).

This design offers two main advantages. First, by spar-
sifying input features that do not contribute to classifica-
tion predictions, we reduce the overall sensitivity of the
data. According to Theorem 1, lower sensitivity requires
less noise to meet the same privacy budget ε, thus improving
utility. Second, in contrast to random or magnitude-based
sparsification that may unintentionally discard valuable in-
formation, our attribution-guided approach specifically pre-
serves the pixels most critical for the learning task while
eliminating irrelevant ones.

The primary goal of our privacy mechanism is to pro-
tect against membership inference attacks (MIA) and fea-
ture inversion, which we empirically validate in section 6.
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In the following section, we formally demonstrate how our
strategy guarantees metric privacy, while a comprehensive
discussion of privacy assumptions appears in the appendix.

4.3.1. Sensitivity Analysis of Attribution-Based Masking
A critical component of ensuring privacy is understanding
the sensitivity of our feature selection function f(x) defined
in Equation 9. From Theorem 1, the noise required to attain
a certain privacy level ε depends on the sensitivity ∆f . Our
goal is to minimize this sensitivity before applying the pri-
vacy mechanismM.

For our feature selection function fA(x) = x ⊙m, we
can derive a strict bound on sensitivity. Since each coordi-
nate of the mask satisfies m[i] ∈ {0, 1}, for any two inputs
x,x′ ∈ RH×W×3, we have, in the worst case:

|m[i]x[i]−m[i]x′[i]| ≤ |x[i]− x′[i]|

Thus, in aggregate:

∥fA(x)− fA(x
′)∥2 ≤ ∥x− x′∥2

This shows that our masking operation is non-expansive
with respect to the ℓ2 norm. Rearranging the equation:

∆f =
∥fA(x)− fA(x

′)∥2
∥x− x′∥2

≤ 1 (12)

where ∆f is the sensitivity we defined in the preliminar-
ies in Definition 2. Without our attribution-based masking,
the sensitivity would be unbounded for arbitrary transfor-
mations. Moreover, in the worst case fA is the identity,
i.e. fA(x) = x, meaning that the attribution method deems
all pixels important. This implies that our method would
reduce to the naive approach of adding noise to the raw fea-
tures. In practice, this rarely occurs, since this would al-
ready require a highly sparsified image. Nevertheless, our
approach safeguards against this worst-case scenario. More
discussion can be found in the supplementary material.

4.3.2. Privacy Mechanism and Guarantees
Based on the sensitivity bound established above, we de-
sign our privacy mechanism M (Equation 10) by adding
Gaussian noise calibrated to this reduced sensitivity:

M(x) = fA(x) +N (0, σ2I)

where σ is chosen according to Theorem 1 for an (ε, δ)-
level of privacy given sensitivity ∆f ≤ 1. This ensures that
for all input images in the client dataset, x,x′ ∈ Dk, our
method satisfies (ε, δ)-metric privacy.

Our theoretical privacy guarantees are empirically vali-
dated through membership inference and feature inversion
attacks Section 6, where attribution-masked features con-
sistently show stronger protection than unmasked features
under equivalent privacy budgets.

5. Experimental

5.1. Experimental Setup
We evaluate FedXDS on standard image classification
benchmarks (CIFAR-10, CIFAR-100, Tiny-ImageNet) and
real-world federated datasets from the LEAF framework
[5] (CelebA, FEMNIST) that naturally exhibit heteroge-
neous distributions. For the standard benchmarks, we sim-
ulate statistical heterogeneity using Dirichlet-based parti-
tioning with concentration parameters α ∈ {0.05, 0.1},
where smaller values indicate greater heterogeneity. We
conduct experiments with both 10 and 100 clients, set-
ting participation rates to 0.5 and 0.1, respectively, and
train for R = 200 communication rounds. To compute
relevance-based attributions, we evaluate four attribution
methods in our FL framework: Layerwise Relevance Propa-
gation (FedXLRP) [3], Integrated Gradients (FedXIG) [28],
SmoothGrad (FedXSG) [27], and Input×Gradient (FedX-
Grad). Unless otherwiswe state we use ε = 20 sparsity
level s = 70%, and λ = 0.5.

5.2. Baselines
The experimental results in Table 1 shows that FedXLRP
consistently outperforms all baselines across varying client
numbers and data distributions. This advantage amplifies
in more challenging scenarios (K=100, α=0.05). FedFed
ranks second, while FedAvg and FedAux degrade signif-
icantly with increased client numbers. On CIFAR-100,
performance gaps narrow, though FedXLRP maintains its
edge, particularly with higher client counts and hetero-
geneity. Other attribution methods (FedXIG, FedXGrad,
FedXSG) perform well but remain below FedXLRP, high-
lighting attribution method choice importance. We dis-
cuss this point in Subsection 7.1. In addtion, communica-
tion efficiency results Table 2 reinforce FedXLRP’s advan-
tages. To reach 70% accuracy on CIFAR-10 with 10 clients,
FedXLRP requires only 14 rounds versus 49 for FedAvg
and 28 for FedFTG. With 100 clients, FedXLRP needs 23
rounds to reach 60% accuracy compared to FedAvg’s 79.
CIFAR-100 shows similar patterns, with FedXLRP achiev-
ing target accuracies in substantially fewer rounds across
client configurations. Among baselines, only FedFed shows
comparable efficiency.

5.3. Experiments on Real-World Datasets
We also evaluate FedXDS on real-world datasets using
implementations from the LEAF [5] and [7] frameworks.
Specifically, we consider CelebA and FEMNIST, which
exhibit a distinct form of non-IIDness known as distribu-
tion shift, introducing an additional challenge for federated
learning. For CelebA, we follow the implementation of
[36], while for FEMNIST, we use the setup from [7], con-
ducting experiments with 10 and 100 clients, respectively.
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Table 1. Performance comparison across different federated learning methods, including standard deviations from 5 runs. Results show the
top-1 test accuracy (%) on CIFAR-10, CIFAR-100, and Tiny-ImageNet under varying numbers of clients (K) and Dirichlet concentration
parameters (α). Bold values indicate the best performance in each column.

Dataset CIFAR-10 CIFAR-100 Tiny-ImageNet

K=10 K=100 K=10 K=100 K=10 K=100

α = 0.05 α = 0.1 α = 0.05 α = 0.1 α = 0.05 α = 0.1 α = 0.05 α = 0.1 α = 0.05 α = 0.1 α = 0.05 α = 0.1

FedAvg 64.16 ± 0.71 72.90 ± 0.55 55.53 ± 0.82 60.94 ± 0.68 43.82 ± 0.45 44.57 ± 0.51 32.99 ± 0.73 35.59 ± 0.62 30.30 ± 0.59 34.41 ± 0.48 26.20 ± 0.81 28.79 ± 0.75
FedProx 71.56 ± 0.65 74.31 ± 0.49 51.89 ± 0.91 65.01 ± 0.53 44.33 ± 0.38 48.67 ± 0.47 37.79 ± 0.55 38.43 ± 0.49 33.27 ± 0.42 34.54 ± 0.51 24.15 ± 0.88 30.23 ± 0.67
FedDyn 70.62 ± 0.58 78.25 ± 0.34 63.09 ± 0.61 69.41 ± 0.45 48.53 ± 0.41 49.42 ± 0.39 37.14 ± 0.68 41.60 ± 0.54 33.03 ± 0.48 35.69 ± 0.41 29.52 ± 0.63 32.37 ± 0.59
SCAFFOLD 71.35 ± 0.61 75.62 ± 0.42 58.51 ± 0.79 63.82 ± 0.62 46.61 ± 0.33 47.27 ± 0.44 35.28 ± 0.24 38.87 ± 0.58 31.53 ± 0.53 35.76 ± 0.39 28.35 ± 0.59 30.49 ± 0.61
FedSAM 70.15 ± 0.88 77.53 ± 0.51 62.45 ± 0.72 68.78 ± 0.59 47.95 ± 0.35 48.81 ± 0.41 36.88 ± 0.51 40.92 ± 0.47 32.21 ± 0.55 35.03 ± 0.44 28.98 ± 0.66 31.84 ± 0.52
FedDISCO 69.73 ± 0.44 76.98 ± 0.63 61.82 ± 0.68 68.11 ± 0.65 47.31 ± 0.52 48.15 ± 0.58 36.17 ± 0.67 40.25 ± 0.61 31.78 ± 0.61 34.68 ± 0.52 28.51 ± 0.71 31.33 ± 0.64
FedFed 79.12 ± 0.48 82.58 ± 0.31 75.35 ± 0.57 78.87 ± 0.43 52.27 ± 0.49 56.45 ± 0.38 45.41 ± 0.76 49.28 ± 0.52 34.99 ± 0.45 36.49 ± 0.37 33.28 ± 0.58 34.89 ± 0.47
FedFTG 75.21 ± 0.53 78.44 ± 0.39 70.84 ± 0.31 74.85 ± 0.41 44.91 ± 0.62 54.15 ± 0.45 40.43 ± 0.39 46.47 ± 0.48 32.40 ± 0.57 33.79 ± 0.49 30.53 ± 0.51 32.26 ± 0.55
FedGen 68.34 ± 0.68 74.65 ± 0.47 58.90 ± 0.75 63.20 ± 0.66 44.29 ± 0.55 50.12 ± 0.51 36.70 ± 0.62 39.82 ± 0.57 34.17 ± 0.44 36.33 ± 0.42 29.45 ± 0.68 31.60 ± 0.61
FedAux 59.72 ± 0.85 73.70 ± 0.51 53.13 ± 0.88 65.11 ± 0.59 44.05 ± 0.48 44.85 ± 0.53 36.54 ± 0.65 38.39 ± 0.61 27.83 ± 0.72 34.31 ± 0.49 24.75 ± 0.82 30.38 ± 0.69
FedDF 60.56 ± 0.77 72.40 ± 0.58 59.20 ± 0.72 63.47 ± 0.64 30.13 ± 0.81 45.47 ± 0.50 34.46 ± 0.69 36.77 ± 0.64 29.07 ± 0.65 34.75 ± 0.46 28.42 ± 0.62 30.51 ± 0.63

FedXLRP 81.72 ± 0.35 83.46 ± 0.28 77.02 ± 0.63 80.27 ± 0.39 52.07 ± 0.45 58.09 ± 0.33 46.25 ± 0.82 52.63 ± 0.41 36.85 ± 0.39 38.64 ± 0.32 34.64 ± 0.52 33.18 ± 0.51
FedXIG 72.22 ± 0.59 75.89 ± 0.44 64.02 ± 0.69 68.61 ± 0.55 49.21 ± 0.48 55.46 ± 0.41 42.34 ± 0.58 47.89 ± 0.50 33.59 ± 0.51 35.30 ± 0.45 29.77 ± 0.64 31.93 ± 0.58
FedXGrad 71.38 ± 0.62 73.99 ± 0.52 64.52 ± 0.65 66.49 ± 0.61 50.13 ± 0.43 54.21 ± 0.46 42.11 ± 0.60 46.98 ± 0.53 33.18 ± 0.54 34.40 ± 0.48 30.00 ± 0.61 30.93 ± 0.60
FedXSG 71.89 ± 0.60 74.63 ± 0.49 63.75 ± 0.71 67.80 ± 0.58 51.57 ± 0.39 55.22 ± 0.42 40.91 ± 0.63 47.61 ± 0.51 33.43 ± 0.52 34.74 ± 0.47 29.64 ± 0.65 31.53 ± 0.59

Table 2. Communication efficiency comparison across different federated learning methods. Results show the number of communication
rounds (mean ± std over 5 runs) needed to achieve target accuracy thresholds (70% and 60% for CIFAR-10; 40% and 30% for CIFAR-100;
35% and 30% for Tiny-ImageNet) with different numbers of clients (K=10 and K=100) and heterogeneity parameter α = 0.1. Lower
values indicate better communication efficiency. Best results are in bold.

CIFAR-10 CIFAR-100 Tiny-ImageNet

acc=70% acc=60% acc=40% acc=30% acc=35% acc=30%
Method K=10 K=100 K=10 K=100 K=10 K=100

FedAvg 49 ± 5 79 ± 7 24 ± 4 34 ± 5 60 ± 6 90 ± 8
FedProx 32 ± 3 55 ± 4 28 ± 4 32 ± 4 45 ± 4 65 ± 5
FedDyn 29 ± 3 51 ± 4 24 ± 3 32 ± 3 48 ± 5 60 ± 4
SCAFFOLD 33 ± 4 52 ± 5 25 ± 3 38 ± 4 46 ± 4 69 ± 6
FedSAM 34 ± 4 58 ± 5 27 ± 4 35 ± 4 50 ± 5 64 ± 5
FedDISCO 36 ± 3 61 ± 6 28 ± 4 37 ± 5 52 ± 5 67 ± 6
FedFed 15 ± 2 22 ± 4 13 ± 4 12 ± 3 12 ± 2 15 ± 2
FedFTG 28 ± 3 57 ± 4 22 ± 3 28 ± 3 30 ± 3 40 ± 4
FedGen 51 ± 5 66 ± 6 21 ± 4 39 ± 5 55 ± 5 70 ± 6
FedAux 38 ± 4 45 ± 4 19 ± 3 36 ± 4 42 ± 4 50 ± 5
FedDF 84 ± 7 90 ± 8 28 ± 4 45 ± 5 100 ± 8 110 ± 9

FedXLRP 14 ± 2 23 ± 3 11 ± 3 13 ± 2 10 ± 4 12 ± 2
FedXIG 35 ± 4 39 ± 4 16 ± 2 21 ± 3 38 ± 4 45 ± 4
FedXGrad 41 ± 4 46 ± 5 13 ± 2 26 ± 3 44 ± 4 50 ± 5
FedXSG 41 ± 5 51 ± 4 21 ± 3 33 ± 4 42 ± 4 48 ± 5

Additional implementation details can be found in the sup-
plementary material. The results in Table 3 show a clear
trend where FedXDS consistently achieves the highest ac-
curacy across both datasets, demonstrating its effectiveness
in handling distribution shift. Notably, methods incorpo-
rating additional data generation or augmentation, such as
FedFTG and FedGen, also perform well, but FedXDS sur-
passes them, suggesting that relevance-guided data sharing
provides a stronger mechanism for improving generaliza-

tion in heterogeneous federated settings.

The results in Table 4 demonstrate that integrating
FedXDS with FL methods consistently improves the perfor-
mance. In all cases, the addition of FedXDS yields substan-
tial accuracy gains, particularly in the highly heterogeneous
setting with K=100 clients. For instance, FedAvg, which
traditionally suffers from performance degradation in non-
IID scenarios, improves from 60.94% to 80.29% when com-
bined with FedXDS. Similar improvements are observed for
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Table 3. Accuracy comparison (mean ± std % over 5 runs) on
CelebA and FEMNIST. Best results are in bold. We use the LRP
variant of FedXDS.

Method CelebA FEMNIST

FedAvg 87.23 ± 0.71 84.71 ± 0.68
FedProx 87.79 ± 0.65 85.66 ± 0.61
SCAFFOLD 86.36 ± 0.56 84.24 ± 0.59
FedDyn 88.13 ± 0.52 86.45 ± 0.34
FedSAM 90.03 ± 0.15 87.56 ± 0.44
FedDISCO 89.78 ± 0.61 87.29 ± 0.62
FedFTG 90.31 ± 0.43 87.88 ± 0.67
FedGen 89.65 ± 0.59 86.37 ± 0.55
FedDF 88.56 ± 0.63 85.28 ± 0.66
FedAux 89.27 ± 0.60 85.94 ± 0.62
FedFed 90.76 ± 0.83 88.28 ± 0.71

FedXDS 91.55 ± 0.48 89.03 ± 0.35

Table 4. Performance comparison (mean ± std % over 5 runs) on
CIFAR-10 for different base FL methods and their FedXDS (using
LRP) variants under two heterogeneity settings (K = 10 and K =
100). The FedXDS variants consistently improve performance.

Method K = 10 K = 100

FedAvg 72.90 ± 0.55 60.94 ± 0.68
FedAvg + FedXDS 83.46 ± 0.31 80.29 ± 0.42

FedProx 74.31 ± 0.49 65.01 ± 0.53
FedProx + FedXDS 84.05 ± 0.35 80.73 ± 0.45

FedDyn 70.62 ± 0.58 69.41 ± 0.45
FedDyn + FedXDS 84.20 ± 0.33 79.56 ± 0.48

SCAFFOLD 71.35 ± 0.61 63.82 ± 0.62
SCAFFOLD + FedXDS 83.89 ± 0.38 79.72 ± 0.44

FedProx, FedDyn, and SCAFFOLD, with FedXDS enhanc-
ing their robustness to data heterogeneity while maintaining
their inherent advantages.

The magnitude of improvement suggests that FedXDS
effectively mitigates the adverse effects of statistical
heterogeneity by facilitating better knowledge transfer
across clients. Notably, FedDyn, which incorporates
regularization-based local adaptation, exhibits the smallest
absolute improvement with FedXDS, indicating that its ex-
isting adaptation mechanisms already partially address het-
erogeneity. In contrast, methods like FedAvg, without cor-
rection for client drift, benefit more from FedXDS.

6. Empircal Privacy Analysis
6.1. Membership Inference Attack
We conduct membership inference attacks following [30] to
evaluate our methodology’s privacy guarantees. We investi-
gate whether training on masked and noised features reveals

Table 5. Test accuracy (mean ± std % over 5 runs) for different
sparsification levels s across various attribution methods. Best re-
sults are in bold. Results for CIFAR10 at K = 10, α = 0.1.

s Gradient SmoothGrad Int. Grad. LRP

60 75.99 ± 0.52 75.63 ± 0.55 77.10 ± 0.48 84.74 ± 0.31
65 74.19 ± 0.56 73.15 ± 0.61 76.31 ± 0.51 84.01 ± 0.35
70 73.99 ± 0.59 74.63 ± 0.54 75.89 ± 0.49 83.46 ± 0.28
75 70.54 ± 0.65 70.67 ± 0.63 71.68 ± 0.58 83.01 ± 0.33
80 68.31 ± 0.71 70.45 ± 0.66 70.98 ± 0.62 82.67 ± 0.36
85 68.80 ± 0.68 68.13 ± 0.73 69.73 ± 0.67 81.88 ± 0.41

membership in the underlying dataset by using the glob-
ally DP data to train a shadow model, then testing if clients
can infer membership by querying this model and training
a random forest classifier. Figure 2a shows recall values
for different privacy parameters ε. Results demonstrate that
non-masked features, despite DP protection, offer inferior
privacy protection compared to masked data. This can be
explained by the fact that sparsity significantly mitigates at-
tacks through norm reduction from attribution masks (Equa-
tion 8).

6.2. Feature Inversion Attack
While metric private features prevent direct inference of in-
dividual data features, a sophisticated adversary might train
a denoising autoencoder to learn mappings between pro-
tected representations and original images. We conduct fea-
ture inversion attacks and report the SSIM score between
original and reconstructed images. Figure 2b reveals inver-
sion attack success increases with lower sparsity and higher
privacy budgets. Unmasked features consistently exhibit
the highest SSIM, confirming that raw features under iden-
tical DP constraints provide inferior protection compared to
our approach. Additional validations in supplementary ma-
terial, including visualization of inversion results for non-
masked features and FedFed [30] features, confirming both
cases’ vulnerability to reconstruction, whereas our method
provides superior protection.

7. Ablation Studies and Discussion

7.1. XAI Method Comparison Across Sparsification
Table 5 demonstrates that FedXDS maintains stable per-
formance across different sparsification levels, with all at-
tribution methods achieving above 68% accuracy, even at
high sparsity thresholds. Notably, LRP consistently out-
performs other methods, preserving accuracies between
81.88% and 84.74%, while others degrade more sharply un-
der extreme sparsification. LRP’s robustness stems from its
layer-wise relevance propagation mechanism, which is fun-
damentally different from gradient-based approaches. In-
stead of measuring local sensitivity, LRP redistributes the
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(a) Recall score of MI attack at differ-
ent ε for various sparsity levels s.

(b) SSIM score of denoising attack at
different ε and sparsity levels s.

(c) Effect of knowledge weight λ on
model accuracy across datasets.

(d) Impact of warmup rounds on
model accuracy across datasets.

Figure 2. Evaluation of privacy-utility trade-offs and hyperparameter effects in our framework.

model’s output prediction backward through the network,
layer by layer, conserving relevance at each step. This
process aggregates relevance into contiguous, semantically
coherent regions that represent structured object parts. In
stark contrast, methods like SmoothGrad or Integrated Gra-
dients identify ’hotspot’ pixels that are locally influential
but often disconnected from each other. Consequently, un-
der high sparsification, LRP retains meaningful visual pat-
terns, whereas other methods are left with a sparse collec-
tion of isolated points that lack sufficient context for accu-
rate classification. We conclude that structural coherence
in saliency maps is an essential criterion when selecting the
attribution method. This finding is corroborated by current
literature [2, 13, 23], which confirms LRP’s superior ex-
planation quality and reinforces that our work is consistent
with established findings on the importance of explanation
quality for downstream tasks. More discussion can be found
in the supplementary material.

7.2. Privacy vs. Utility
We investigate how the privacy budget ε impacts model per-
formance across attribution methods. Table 6 shows that in-
creasing ε improves accuracy for all methods, demonstrat-
ing the expected privacy-utility trade-off: stronger privacy
(lower ε) leads to reduced performance due to greater noise.
Among all methods, LRP consistently achieves the high-
est accuracy across privacy levels outperforming the next
best (Integrated Gradients) by 7-8 % and maintaining ro-
bustness even under strict privacy constraints. SmoothGrad
shows modest improvements over basic gradients, though
less pronounced than Integrated Gradients. These results
underscore LRP’s ability to extract stable, task-relevant fea-
tures leading to better generalization with less privacy leak-
age, aligning with prior work on explanation fidelity [3, 22].

7.3. Ablation Study on the Knowledge Weight
We evaluate how the knowledge weight λ, as defined
in Equation 11, affects performance across CIFAR-10,
CIFAR-100, and Tiny-ImageNet. Figure 2c shows that
intermediate values (λ = 0.5) consistently outperform
both extremes, with CIFAR-10 accuracy peaking at 83.46%
compared to 72.90% (λ = 0.0, equivalent to FedAvg) and

Table 6. Ablation study showing test accuracy ) for different pri-
vacy budgets (ε) across XAI-based federated learning methods.
Results for CIFAR10 at K = 10, α = 0.1.

ε Gradient SmoothGrad Int. Grad. LRP

5 70.55 ± 0.62 71.23 ± 0.59 72.45 ± 0.52 80.06 ± 0.33
7 71.45 ± 0.58 72.15 ± 0.55 73.35 ± 0.47 80.89 ± 0.31

10 72.25 ± 0.51 72.95 ± 0.48 74.15 ± 0.41 81.65 ± 0.29
15 73.12 ± 0.45 73.85 ± 0.43 75.02 ± 0.38 82.11 ± 0.25
20 73.99 ± 0.42 74.63 ± 0.39 75.89 ± 0.35 83.46 ± 0.28

61.18% (λ = 1.0, synthetic data equal weight). Our abla-
tion thus shows that balancing the contriubution of synthetic
data is critical for performance.

7.4. Warmup and Efficiency
Figure 2d shows accuracy slightly improves with more
warmup rounds, plateauing at 10, suggesting this is the op-
timal trade-off between convergence and communication
cost. Our approach is also computationally efficient. At-
tribution masks are computed in a single backward pass
during warmup, incurring minimal overhead. In contrast,
methods like FedGen and FedFTG retrain generators every
round, and FedFed requires costly VAE training—making
FedXDS more suitable for resource-constrained settings.
We provide more discussion in the supplementary material.

8. Conclusion

In this work, we introduced FedXDS, leveraging attribution
methods to address statistical heterogeneity, privacy, and
computational efficiency in federated learning. By using at-
tribution maps to extract and share privacy-preserved task-
relevant features, our approach enables effective knowledge
transfer while ensuring strong privacy guarantees. Experi-
ments show that FedXDS consistently outperforms existing
methods in accuracy and communication efficiency. More-
over, the sparsity induced by relevance attribution enhances
privacy, mitigating feature inversion and membership infer-
ence risks. These findings highlight attribution methods as a
promising tool for improving federated learning while pre-
serving privacy and efficiency.
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