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Abstract

Diffusion models have shown to be strong representation
learners, showcasing state-of-the-art performance across
multiple domains. Aside from accelerated sampling, DDIM
also enables the inversion of real images back to their la-
tent codes. A direct inheriting application of this inver-
sion operation is real image editing, where the inversion
vields latent trajectories to be utilized during the synthesis
of the edited image. Unfortunately, this practical tool has
enabled malicious users to freely synthesize misinformative
or deepfake contents with greater ease, which promotes the
spread of unethical and abusive, as well as privacy-, and
copyright-infringing contents. While defensive algorithms
such as AdvDM and Photoguard have been shown to disrupt
the diffusion process on these images, the misalignment be-
tween their objectives and the iterative denoising trajectory
at test time results in weak disruptive performance. In this
work, we present the DDIM Inversion Attack (DIA) that at-
tacks the integrated DDIM trajectory path. Our results sup-
port the effective disruption, surpassing previous defensive
methods across various editing methods. We believe that
our frameworks and results can provide practical defense
methods against the malicious use of Al for both the indus-
try and the research community. Our code is available here:
https://anonymous . 4open.science/r/DIA-
13419/.

1. Introduction

Diffusion models have reshaped the way we generate im-
ages over the last few years [7, 26]. The artifact of such im-
pact is both evident in the compounding empirical evidence
of their performance paired with solid rooting from thermo-
dynamics [24]. The joint acceleration in diffusion research
and high-quality dataset curation catalyzed the emergence
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Figure 1. CLIP similarity score difference between Natu-
ral Editing and disruption methods. Our methods DIA-PT/R
demonstrate good semantic disruption performance across vari-
ous combinations of Inversions and Edits. Lower scores equate to
stronger disruption.

of large-scale text-to-image latent diffusion models such
as Stable Diffusion. Equipped with classifier-free guidance,
Stable Diffusion has shown extrapolative image generation
capability for unseen and complex prompting [20, 22].

As research continues to enhance the generalization and
fidelity of diffusion-based models in representing data dis-
tributions p(x), various downstream applications, including
real image editing, have benefited from these advances [9].
An adjacent, major application is real image editing. Indeed,
real image editing is a long-standing task, where its funda-
mental goal is to modify the given image according to an ar-
bitrary editing instruction. While the success of an edit can
be attributed to multiple key factors such as disentangle-
ment, edit locality, and cohesiveness [10], identity preser-
vation is by far the most indispensable. Thankfully, through
the deterministic forward diffusing of Denoising Diffusion
Implicit Models (DDIM) inversion [4, 25], one can gain ac-
cess to a corresponding latent code of the real image, which
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allows not only a basic reconstruction of the original im-
age, but also serves as an initial latent code at which the
editing offset is applied. Inspired by this elementary ap-
proach, many methods have built upon it to further enhance
editability, introducing new paradigms [3, 6, 10, 17]. These
methods have had great implications in the multimedia do-
main due to the model’s stability and zero-shot generaliza-
tion performance.

However, despite the inherent benefits of open-source
technologies, malicious users can exploit them to synthesize
and create fake contents that poses a serious privacy threat
and unethical contents, impacting not only individuals but
also our society by enabling the creation of “Not safe for
work” (NSFW) [18], and “Child Sexual Exploitation Mate-
rial” (CSEM) contents [27], as well as evidence manipula-
tion. AdvDM and Photoguard [12, 21] are pioneering works
that motivated disrupting the diffusion process through ad-
versarial perturbations as defensive methods against the
misuse of real image editing. While AdvDM misleads the
U-Net from denoising correctly, Photoguard attacks the im-
age encoder, so that the diffusion process starts from a dis-
rupted latent image. However, their effectiveness against
inversion-based editing methods is significantly less pro-
nounced as previous works have pointed out that the ex-
tent of their disruption is sub-performant or not protec-
tive enough against most editing approaches [2, 21, 29]. In
essence, the introduction of adversarial deviation from pre-
vious immunization methods does not take into account the
recursive diffusion chain process, which inhibits them from
eliciting digression away from the original image.

In this work, we propose DDIM Inversion Attack (DIA)
which demonstrates significant immunization effectiveness
against inversion-based editing methods. In this frame-
work, we explore trajectory-based approaches for disrupt-
ing the deterministic inversion process by leveraging diffu-
sion models.

By reformulating the inversion process, we identify that
we can couple the diffusion process trajectory with differ-
ent plausible objectives. Namely, we investigate 1) DIA-PT,
where the objective targets the inversion Process Trajectory,
and 2) DIA-R, which utilizes the Reconstruction loss after
encoding and decoding the image. Furthermore, the objec-
tive targeting the trajectory relaxes GPU’s VRAM memory
constraints thanks to decomposing the back-propagation
through the Vector-Jacobian Product. Our findings show
that the loss function that directly negates the learned dif-
fusion trajectory shows the most optimal performance. To
the best of our knowledge, there is no existing work cen-
tered around disrupting inversion-based real-image editing
methods.

In summary, our contributions are summarized below:

* We first identify that current disruption methods lack an
objective alignment with every inversion-based editing

method. Therefore, we propose methods that disrupt dif-
fusion trajectories in the DDIM Inversion process to pre-
vent malicious image-editing.

* We extend the differentiable DDIM trajectory in
a memory-friendly manner using decomposed back-
propagation and Vector-Jacobian product. Under this
overarching setup of DDIM Inversion Attack (DIA), we
propose a practical attack that focuses on isolating and
attacking the DDIM process trajectory based on the in-
version formulation.

* We conducted extensive disruption experiments on PIE-
Bench, which covers a diverse range of images and sce-
narios for editing methods. These experiments demon-
strate that our proposed method achieves state-of-the-art
disruption and works effectively across various DDIM
Inversion-based editing methods.

2. Related Works

2.1. Diffusion Models

Diffusion models are trained to model the backward diffu-
sion process (denoising) by matching it to the forward dif-
fusion process (noising) [7]. Once fully trained, the model
can generate clean image x( by an iterative backward pro-
cess departing from z7 ~ N(0, 1). In the forward diffusion
process, one can yield data x; from time step ¢:

CZ(CUt | $t71) ZZN(xtQ\/Othtfly (1 - Oét)I), (1)

where a; follows a pre-defined scheduling with ¢ ranging
from 1 to 7. Moreover, we can obtain z; directly from
q(x¢|xo) analytically. Then, diffusion training consists of
matching the prediction py(x¢|xs41) with g(x¢|xo). In la-
tent diffusion models, the image encoder £ maps image x
to its latent code z and the diffusion occurs in the latent
space [20]. Additionally, text embedding c is fed as a con-
ditional signal to the model. Then, the standard diffusion
loss is augmented as follows:

Liom = Eg(z),t,c,e~N(0,1) {HG —€q (21, ¢, t)Hg] )

2.2. DDIM Sampling & Inversion

As a Markovian process, Denoising Diffusion Probabilistic
Models (DDPM) [7] add random noise at each sampling
step of the diffusion backward process q(x:—1|x:). Thus,
the sampling of x( requires close to 7" steps. To acceler-
ate sampling, DDIM [25] introduces a non-Markovian for-
ward process. Namely, it forgoes the introduction of random
noises during sampling, making the process effectively de-
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Intuitively, DDPM sampling is equivalent to the stochastic
differential equation (SDE) process [26]. With the removal
of the stochastic variable, DDIM sampling corresponds to
the ordinary differential equation (ODE) process. Note that
we can control the introduction of randomness by adjusting
o, where oy = 0 makes the sampling deterministic. Anal-
ogous to solving regular ODEs, [4] showed that one can
reverse the travel, going from data to noise:

Jar

where \(t) := \/& L _1- \/5% — 1. This effectively rep-
t4+1 t

resents we can obtain the latent 7 corresponding to any ar-
bitrary input data by sampling with Eq. 4. Then, denoising
from the inverted latent zp leads back to the original im-
age. One should note that Eq. 3 utilizes a linearization as-
sumption to use €(x¢_1,t) to approximate the non-existent
€z, t).

2.3. DDIM Inversion-based Real Image Editing

Another significant area of interest is the coherent modula-
tion of real images. Within the diffusion framework, SDEdit
is one of the first image-to-image methods [15]. It relies on
stochastic forward diffusion to first noise the image to a cer-
tain point and denoise back to image space with the desired
text condition. To overcome the stochasticity presented in
SDEdit, inversion methods, notably DDIM inversion, allow
mapping an image back to its corresponding latent code
in a deterministic fashion. However, due to the substan-
tial reconstruction error and low editability of DDIM inver-
sion, several research works focused on improving those.
Namely, Null-text Inversion [17] minimizes the distance
between the inversion and the reconstruction trajectory by
optimizing the unconditional text embedding. In Negative-
Prompt Inversion [16], the unconditional text embedding
during reconstruction is set to be the conditional text em-
bedding used during inversion. PnP inversion [10] recti-
fies the source by introducing an offset distance between
the inversion and reconstruction latents, while maximizing
the editability of the target diffusion branch. Another ap-
proach, P2P, injects the modulated attention maps into the
reverse diffusion [6]. MasaCtrl extracts saliency maps from
cross-attention maps from both the forward and reverse dif-

i1+ Var (At —1))e(xy, t), “)

Ty =

fusion to build a masked-guided mutual self-attention oper-
ation [3].

2.4. Real Image Protection

Two major uses of real images with diffusion are
image editing and reference-based model personaliza-
tion/stylization. Similarly, protection methods for both ap-
plications have been proposed.

Notably, Photoguard [21]and PID [11] propose to attack
the image encoders in LDMs such that the diffusion pro-
cesses diffuses a disrupted image latent. Similarly, instead
of yielding adversarial gradient with the target image en-
coder, Glaze [23] relies on a off-the-shelf feature extractor
as a surrogate image encoder.

Another class of attacks, first introduced by Ad-
vDM [12], focuses on attacking the diffusion process
directly by maximizing the diffusion loss. Thus, in a
broader scope, the diffusion and image encoder loss set
the paradigm for the following works, where some of
them apply these update “engines” to protect against un-
consented model personalization [1, 28, 29, 35]. To over-
come both time and memory complexity and robustness
of the protective noise, Score Distillation Sampling (SDS)
based approach relies on approximating the Jacobian as
J..€0(z,t) =~ I to bypass backward computation and,
counterintuitively, minimizes semantic loss. Yet, so far, no
method has been proposed to combat directly against un-
consented inversion-based image editing.

3. Method

3.1. Preliminaries
3.1.1. Formulation of DDIM Inversion for Latent Inter-
pretation

To enhance the readability of our paper, we will share the
same notation as DDPM [7]. Let x be the clean image, z1
be a space of N'(0,1) when 7' = 1000, and {; }150% be
a pre-defined noise schedule with o; := 1 — 3; and &y :=
Hi=1 a.. The diffusion forward process can be expressed
as:

2y = Varxg + V1 — age, where e ~ N(0,1).

With the assumption of linearization between e(xy,t) =~
€(x¢—1,t), the DDIM inversion process can be shown to be:

Tip1 = /1T + Va1 (A(t))eo(x, t +1) . )

noising part Ay

3.1.2. Adversarial Attacks

An adversarial attack is the optimization of the inputs to
steer the model’s behavior. One widely used attack is the
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Figure 2. Overview of the DDIM Inversion Attack Framework (DIA). In this figure, all items are explained in the context of DDIM
with timesteps skipping by 3. a) visualizes the DDIM Process summarized by the strength of ¢ and the model trajectory. Each component
provides details for explaining the DIA. In b) and ¢), optimization of dpia-pr and dpia-r is shown, which are adversarial noises that interfere
with obtaining z7 and x¢ using the Differential Trajectory. Finally, d) illustrates the Differential Trajectory to be used in the DDIM process
attack. Note that chaining computational graphs to compute the loss results in excessive memory consumption. Therefore, obtaining partial
gradients is necessary through step-by-step DDIM inference using cloned latents.

Projected Gradient Descent (PGD) attack [14], which itera-
tively adjusts the input data to maximize model loss while
ensuring the perturbed data stays within an epsilon-ball
around the original point, given by the following formula:

o' =Tpps(x +a-sign(Ve (0, 2,9))). (6)

Here, x is the original input, 2’ is the perturbed data, .J is
the model’s loss function, # are the model parameters, y is
the true label, « is the step size, V. J (0, z, y) is the gradient
of the loss, sign(+) is the sign function, and Il s(-) is the
projection operator. Most protection methods uniformly op-
erate under the PGD update. Likewise, our method is simi-
lar in this aspect.

3.2. Disrupting the Process Trajectory: DIA-PT and
DIA-R

AdvDM [12] focuses on attacking the partial trajectory of
the diffusion process. However, disrupting this is akin to
disrupting the behavior on the noised image, and does not
directly target the diffusion chain by design. Our goal is to
devise an inversion-oriented objective that is supplementary
to existing loss functions.

Methods using DDIM inversion typically strive to obtain
a faithful encoding x7, which serves as a departing point
for denoising in various editing methods. To interfere with
the retrieval of x7 of high fidelity, we first examine the xp
obtained from DDIM inversion, which can be expressed as

follows using Eq. 5

$T—F$0+Z (7

blas

\/ az+1
MT

From Eq. 7, we highlight that z7 is composed of the
decayed xo and the model trajectory (MT). Here, we can
obtain the inversion process trajectory built from z( through
a simple substitution as follows:

®)

rr =x0 + (Var

PT

Seamlessly, the complement to zo equates to Process
Trajectory (PT), which encompasses both the decayed x
and the accumulated model trajectory. This formulation
bridges to DIA-PT, by isolating PT:

Opia-pr = argmax ||Zo.7(xo + 0) — E(xo + 6)||§ , (9

l16]]<e

where &;.; represents the process of inversion, specifically
the transition from timestep ¢ to j during the backward de-
noising process. Through Eq. 9, we can attack the inversion
process trajectory to xp. Intuitively, we maximize accumu-
lated changes in the reverse diffusion process to corrupt the
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Figure 3. Quality comparison of images generated by DDIM-to-DDIM across different immunization methods. The words in green
indicate the parts to be edited from the original image. Each method has a different immunization performance compared to Natural Edit.
Our method, DIA-PT and DIA-R, demonstrate robust image protection performance on various images.

inverted latent code used for editing. Attacking the PT pro-
vides a more comprehensive attack considering both origi-
nal image information and model prediction interactions.

Extending from the DIA-PT, we can sample x( from z
in a differentiable manner. While we have obtained a dif-
ferentially chained sample x7, the immediate application
of the diffusion loss is not possible, due to the absence of
an e to be predicted in standard diffusion loss. Thankfully,
we do have access to the original sample xg, which allows
us to reparameterize and predict the clean image from any
intermediary x:

Spiar = argmax || F1.0(Zo.r (0 + 6)) — (2o + 6)|[3

o] <e
(10)
where ;.; refers to the reconstruction process, which in-
volves generating the data at timestep j from timestep ¢ by
following the reverse diffusion steps.

In contrast to AdvDM which relies on a stochastic for-
ward process to yield loss, we sample up to 7 and back to
x¢ with a deterministic forward and reverse diffusion pro-
cess, respectively. Intuitively, maximizing Eq. 10 implies a
digression of the reconstructed image away from the source
image.

3.3. Differentiable Diffusion Trajectory

Commonly, tracking gradients during the sampling of the
trajectory in equations Eq. 3 or 4 are impractical due to

the significant memory requirements. Fortunately, Flow-
Grad [13] leverages the decomposition of backpropagation
by computing the timestep-wise vector-Jacobian product in-
stead of the entire Jacobian, effectively reducing memory
usage as follows:

oL
ohy t=1T
Vi J - Jvae(he),  t=0 Y

VherJ - Jopm(he), otherwise

Vi J =

where DDIM is a single step with Eq. 3 and Jppm (k) is
the Jacobian of DDIM at point hy. hy € {h;}L, is t-th
intermediate point of diffusion trajectory. 7 is the full tra-
jectory length. And, Jyag is Jacobian of VAE model and
Vi, J is accumulated gradient of loss against h; . Ef-
fectively, the gradient computation can be decomposed into
a sequence of decoupled intermediate gradient calculations,
where each of them can be yielded without storing the acti-
vations of the full trajectory.

4. Experiment

4.1. Experiment Details

Datasets We evaluate the attack using the PIE bench-
mark [10]. PIE bench is a benchmark designed to assess im-
age editing performance, consisting of 700 images divided
into 9 sub-tasks (e.g. changing object, deleting object and
changing style), enabling a total of 6,300 evaluations. The
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Inversion ‘ DDIM Inversion ‘ Null-Text Inversion ‘ Negative-Prompt Inversion ‘Direct Inversion
Edit | DDIM MasaCtrl PnP  P2P | P2P Proximal-Guidance| P2P Proximal-Guidance | P2P

Natural Edit \25.7100 249504 26.1413 25.9123\25.5750 24.8495 \25.4566 25.2090 \ 25.8333
PhotoGuard |24.6400 22.8856 24.7364 25.9267|24.0286 22.8213 21.6895 21.3095 26.0429
Glaze 25.5147 23.8529 26.0200 25.9394|25.5676 24.2446 24.0998 23.8052 26.6814
AdvDM 245179 22.3192 23.2544 26.1522|23.7018 21.4290 18.9884 18.7983 26.2887
SDS 242051 23.1265 23.4413 25.9414|24.0519 21.7499 19.8636 19.7851 25.7531
PID 21.2091 23.8213 25.6779 25.9553|24.8942 23.6791 23.2155 22.9292 26.9447
DIA-PT (ours) |23.4614 18.3076 20.7749 26.0381|23.1999 20.0267 17.4938 17.3992 26.0563
DIA-R (ours) |23.4626 19.3155 18.4336 26.0173|22.3095 18.7471 15.0552 14.8728 26.3062

Table 1. CLIP similarity between the edited image and the prompt: Under a combination of different image inputs (original or immu-
nized) and an inversion-editing method pairing, we show the CLIP similarity for images in the PIE-Bench dataset. Lower CLIP similarity

indicates better immunization.

dataset includes images along with source prompts, target
prompts, editing instructions, and editing masks. Here, the
editing mask bounds the portion of the source image where
editing should take place, with the inside of the mask as the
foreground and the outside of the mask as the background.
While this dataset was originally designed to evaluate the
quality of various inversion and image editing methods, the
quantification of disruption methods’ success exhibits an in-
verse relationship with editing quality metrics within the
PIE benchmark. Hence, we focus on identifying the worst-
performing attack method under the PIE bench.

Evaluation Metrics Disruption assessment, like bench-
marking image edits, evaluates identity, structure preser-
vation, and visual realization of the edit prompt. In PIE-
bench, the integrated metrics allow us to precisely assess
background preservation (with PSNR, LPIPS, MSE, and
SSIM) [30, 34] and prompt-image consistency (with CLIP
Similarity) [19, 31]. However, CLIP similarity primar-
ily captures semantic coherence, potentially yielding high
scores even for severely distorted images. We therefore em-
ploy auxiliary metrics (PSNR, LPIPS, SSIM) to comple-
ment evaluation. While CLIPScore is biased toward provid-
ing “credit for being roughly right,” a markedly low score
provides strong evidence of a genuine misalignment.

Additionally, PIE-Bench incorporates isolation of the
edited portion through masking, which we utilize when
evaluating background preservation. In the case of CLIP
similarity, we compare the cosine similarity between the
unmasked image and the edit text embedding to accurately
reflect the context of the image.

Attack Baselines and Setup We compare our approach
with Photoguard [21], Glaze [23], AdvDM [12], SDS [32]
and PID [11] as a baseline to DIA-R and DIA-PT, which
attack the trajectory of our proposed methodology. Glaze,
Photoguard and PID are methodologies that attack VAEs,

while AdvDM and SDS are designed to attack diffusion
models without considering trajectories.

The inversion methods considered are DDIM inversion,
Direct Inversion, Negative-Prompt Inversion, and null-text
Inversion [4, 16, 17]. For the editing methods, we test on
the plain DDIM reconstruction, Prompt-to-Prompt (P2P),
Proximal-Guidance, and MasaCtrl [3, 5, 6]. Since image
editing requires combining an inversion and editing method,
we select 9 representative pairings (e.g. DDIM-to-DDIM,
Negative-to-P2P) that capture their distinct behaviors, as
shown in Table 1. All edits are performed on Stable Dif-
fusion v1.4 [20] using default benchmark settings. The set-
tings for the immunization methods used in the experiment
are as follows: All methods use a PGD [14] perturbation ep-
silon of 0.05. The iterations for Photoguard and AdvDM are
set to 60, while DIA-PT and DIA-R use 20 iterations to train
the adversarial noise. Additionally, the inversion and recon-
struction process trajectories used in DIA-PT and DIA-R
each consist of 10 DDIM steps.

4.2. Qualitative Results

The task of real-image editing is inherently subjective.
Moreover, we have presented different method variants,
where each of them is uniquely motivated. Therefore, we
present each disruption method’s results on a wide range of
edits including style changing, object changing, and object
deletion, shown in Fig 3.

In concordance with previous works [12, 29], Photo-
guard, Glaze and PID show varying performance results.
These results rather highlight the repairing capability of cur-
rent large-scale text-to-image diffusion models; even when
provided with a corrupted initial x(, the models can effec-
tively steer the adversarial diffusion path back to the origi-
nal path.

Indifferently, AdvDM and SDS display inconsistent suc-
cess across different images. We hypothesize that this is due
to their multi-timestep constrained optimization, which at-
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Metrics ‘ Structure ‘ Background Preservation
Method | Distance ©| PSNR | LPIPS + MSE 1 SSIM |
Natural Edit \ 0.0249 \ 24.3767 0.0914 0.0071 0.8124
PhotoGuard 0.0773 | 19.6509 0.2617 0.0148 0.6584
Glaze 0.0440 |21.3841 0.1927 0.0111 0.6958
AdvDM 0.0940 |19.6309 0.2838 0.0167 0.5933
SDS 0.0685 |20.5587 0.2703 0.0135 0.6232
PID 0.0630 |20.0265 0.2878 0.0151 0.6211
DIA-PT (ours) | 0.1059 |18.2202 0.3410 0.0237 0.5653
DIA-R (ours) | 0.1252 |16.3055 0.2940 0.0460 0.5903

Table 2. Average background and structure preservation met-
ric for 9 editing techniques. This metric assesses how well the
unedited regions are preserved.

tacks randomly sampled timestep while only considering
partial diffusion trajectory. In contrast, our trajectory-based
methods DIA-PT and DIA-R manifest consistent success
disruption. Notably, DIA-R demonstrates superior perfor-
mance as it accumulates residual error throughout the entire
learned diffusion process.

4.3. Quantitative Results

In this section, we provide some insights and analysis of the
quantitative results from PIE-Bench. Here, our two main fo-
cuses are background preservation and quantification of the
visual substance of our edit prompt in the image. The for-
mer ensures that the user has control over the editing region,
while the latter ensures that this region indeed receives sub-
stantial text-aligned edits. Additional examples and com-
parisons are provided in Suppl.

4.3.1. Comparing Methods through Editing Methods

We evaluate the efficacy of each immunization method
by assessing the number of Inversion-Edit combinations it
can impede. Table | presents the CLIP Similarity scores
between the edited images and their corresponding edit
prompts.

Photoguard, Glaze, and other baselines, which do not
utilize the DDIM trajectory, show sub-optimal attack per-
formance. Similarly, PID is only effective under DDIM-to-
DDIM. In contrast, DIA-PT and DIA-R, which target the
chained trajectory, achieve stronger and more transferable
attacks across various inversion-editing pairs. This high-
lights the importance of targeting the inversion trajectory
for effective DDIM inversion.

In particular, for DDIM-to-P2P and Direct-to-P2P, CLIP
Similarity is always lower for natural edits than for immu-
nized images. This occurs because these pairings are overly
aggressive and fail to preserve original content even in nat-
ural images. Additional qualitative results are provided in
Suppl. D.
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Figure 4. Comparison of CLIP similarity across different im-
munization methods through varying epsilon budgets and
sampling step levels: (a) shows CLIP Similarity by Epsilon Bud-
get, and (b) shows CLIP Similarity by Sampling Steps. Lower
CLIP similarity indicates better immunization.

4.3.2. Comparing Content Preservation across Immu-
nization Methods

In Table 2, we present a comprehensive analysis utilizing
multiple metrics to evaluate the mean structure and back-
ground preservation of edited images, comparing both clean
and immunized ones. Our results show that DIA-PT and
DIA-R demonstrate a dramatic improvement in disrupting
performance, compared to baselines. As evidenced in our
qualitative results, DIA-PT imprints a uniform synthetic ar-
tifact spread across the image. This characteristic leads to
outstanding performance in metrics that evaluate percep-
tual similarity, such as LPIPS and SSIM. However, DIA-
R shows strength in metrics that measure pixel-wise differ-
ences, such as PSNR and MSE.

4.4. Evaluating Flexibility on Adversarial Scenarios

4.4.1. Comparing Performance Through Noise Budget

We evaluate the robustness of immunization methods under
different noise budget constraints, where the noise budget
refers to the maximum norm of adversarial noise added to
the image. This noise budget balances image quality and
attack efficacy. Our evaluation in Fig. 4 (a) indicates that
both DIA-R and DIA-PT consistently outperform baseline
methods at all levels of noise budget tested, demonstrating
their ability to provide users with high visual quality and
protective performance.

4.4.2. Comparing Performance Through Sampling Steps

The performance of adversarial attacks is also influenced
by the number of sampling steps used during the DDIM-
based image editing process. Increasing sampling steps gen-
erally weakens attack effectiveness since smaller adversari-
ally perturbed denoising steps are less consequential to fu-
ture steps, and thus allow room for repair. This parameter
is particularly relevant as users often adjust sampling steps
based on practical constraints or quality requirements.

To assess robustness against varying sampling settings,
we evaluate attack performance using commonly employed
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Photoguard AdvDM

Glaze

DIA-PT
(Ours)

DIA-R

Methods (Ours)

Photoguard Glaze AdvDM

PSNR 33.7949 41.1567  34.7445  34.0196  28.4406 36.5023 40.2686

Figure 5. Comparison of image degradation levels across im-
munization methods under perturbation epsilon = 0.05. The
top row visualizes adversarial noise, where cleaner indicates better
performance. The bottom shows average PSNR values measured
between 700 pairs of original and immunized images from PIE-
Bench. Higher PSNR indicates better stealthiness.

sampling steps: shorter (20 steps), standard (50 steps), and
extended (1,000 steps) as shown in Fig. 4 (b). Our results
demonstrate that attack effectiveness significantly decreases
as sampling steps increase. Notably, our proposed methods,
DIA-R and DIA-PT, maintain robust attack performance
even at the challenging setting of 1,000 sampling steps,
highlighting their superior adaptability and resilience across
diverse sampling scenarios.

4.4.3. Comparing Performance Through Purification

Immunization methods are always exposed to purification,
whether intended or not. We evaluated robustness through
commonly accessible purification techniques such as JPEG
Compression, Crop & Resize, and Adverse Cleaner [33]. As
shown in Fig. 6, our method maintains strong performance,
with only minor degradation. Extensive comparison is pro-
vided in Suppl. B.2.

4.5. Comparing Perturbed Images across Immu-
nization Methods

We also emphasize that our methods are distinguished from
previous works concerning synthesized immunization noise
under the epsilon budget of 0.05. As shown in Fig. 5, Pho-
toguard exhibits a uniform “scale” pattern, while AdvDM,
SDS, PID and DIA-PT leave low-frequency types of pat-
terns. In contrast, Glaze and DIA-R demonstrate stealthi-
ness at such a level where it is difficult to find distinctive
patterns. To demonstrate our observations, we present aver-
age PSNR values measured between 700 pairs of original
and immunized images from PIE-Bench in the table shown
in Fig. 5. Notably, DIA-R showed closest PSNR values to
Glaze, which also secures visual imperceptibility as an ob-
jective. These results highlight DIA-R’s strong stealthiness
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Figure 6. Visualization of robustness through purification
methods. The first and second rows show the edited images for
DIA-PT and DIA-R, respectively. The second column displays the
edited images of immunized images without purification, while the
remaining columns show the edited images after applying purifi-
cation to the immunized images. The editing task is “a [rabbit —
cat] is sitting in a pile of colorful eggs.”

achieved without a dedicated objective.

5. Discussion & Limitation

DIA is a practical method that protects images shared online
from being maliciously edited to spread misinformation or
used without permission. By immunizing images using the
proposed method before they are shared online, it can be uti-
lized to prevent the spread of misinformation by suppress-
ing malicious image editing techniques while minimizing
image degradation.

Although our method shows promising results, we ac-
knowledge the inherent limitation of cross-model transfer-
ability and vulnerability to noise purification approaches
that are shared by existing image immunization methods.
We provide experimental validation in the Suppl. C, B.2.

Also, further experimental details and numerical analy-
ses are available in the Supplementary Materials.

6. Conclusion

We propose DDIM Inversion Attack (DIA) to disrupt
DDIM Inversion-based editing methods. First, we provide
DDIM trajectory-based attack variants DIA-PT and DIA-R
by exploiting potential vulnerabilities in DDIM Inversion.
Namely, we highlight that the integration of the differen-
tiable DDIM trajectory into the objectives enhances their
disruption capability. Through extensive experiments on a
collection of editing methods across, we demonstrate that
our algorithms are both efficient and effective. In summary,
our work contributes to practically preventing further pri-
vacy threats as well as malicious use by providing an immu-
nization technique that captures the underlying mechanism
of SoTA editing methods.
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