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Abstract

As face recognition systems (FRS) become more widely
used, user privacy becomes more important. A key pri-
vacy issue in FRS is protecting the user’s face template, as
the characteristics of the user’s face image can be recov-
ered from the template. Although recent advances in cryp-
tographic tools such as homomorphic encryption (HE) have
provided opportunities for securing the FRS, HE cannot be
used directly with FRS in an efficient plug-and-play manner.
In particular, although HE is functionally complete for ar-
bitrary programs, it is basically designed for algebraic op-
erations on encrypted data of predetermined shape, such as
a polynomial ring. Thus, a non-tailored combination of HE
and the system can yield very inefficient performance, and
many previous HE-based face template protection methods
are hundreds of times slower than plain systems without
protection. In this study, we propose |DFace, a new HE-
based secure and efficient face identification method with
template protection. |DFace is designed on the basis of two
novel techniques for efficient searching on a (homomorphi-
cally encrypted) biometric database with an angular met-
ric. The first technique is a template representation transfor-
mation that sharply reduces the unit cost for the matching
test. The second is a space-efficient encoding that reduces
wasted space from the encryption algorithm, thus saving the
number of operations on encrypted templates. Through ex-
periments, we show that |DFace can identify a face tem-
plate from among a database of 1M encrypted templates in
126ms, showing only 2x overhead compared to the identi-
fication over plaintexts.

1. Introduction

Recent advancements of the metric learning on the hy-
persphere have greatly improved the performance of face
recognition systems (FRS) [8, 16, 30, 38, 39, 52, 67, 70],
enabling various real-world applications of them. However,
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as the advanced FRS extracts more discriminative charac-
teristics from a user’s face image to his/her face template,
privacy concerns regarding the secure storage of these tem-
plates become intensified. The advances on FRSs have fo-
cused on improving performance without protecting users’
face templates, and using them without appropriate tem-
plate protection methods can cause severe privacy prob-
lems. For example, several studies [19, 35, 36, 41, 48, 60—
62] showed that face images can be reconstructed from cor-
responding unprotected face templates, even without seeing
the internal parameters of the target FRS. Even worse, the
reconstructed faces can be exploited for further malicious
purposes, e.g., impersonating the identity of the recovered
faces in other FRSs, including commercial ones [41, 68].
Hence, for real-world applications such as identification at
the airport or entrance of a building, as well-documented in
GDPR [65], secure storage of templates becomes one of the
most important security goals.

Faces are a form of biometrics, and biometric template
protection (BTP) has been researched for a long time in
various types of biometrics, including irises [23, 45, 69],
fingerprints [12, 32, 56, 64], and recently faces [7, 11, 20,
40, 44]. The security notions of BTP are well established
and have three standard requirements according to ISO/IEC
24745 [29]: irreversibility, revocability, and unlinkability.
For pursuing concrete and provable security, cryptographic
tools such as cryptographic hash functions and homomor-
phic encryptions (HE) [22] are widely employed on BTP
designs. Despite strong security guarantees from these cryp-
tographic tools, simultaneously achieving an appropriate
level of security without sacrificing performance is still
challenging. One obstacle is that cryptographic tools are de-
signed to deal with specific types of data, e.g., bit-strings
or polynomials. In particular, contrary to classical biomet-
rics such as iris and fingerprint, whose templates are usu-
ally represented as bit-strings [15, 49], most FRSs deal with
real-valued templates. This makes designing BTPs for faces
more challenging than other classical biometrics. Moreover,
for applying BTPs in closed-set face recognition scenarios
where the user’s images can be utilized for training or fine-
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Figure 1. Overview of IDFace. Detailed explanations about each component will be presented in Section 4. Best viewed in color.

tuning the FRS, additional training for template protections
is allowed to improve performance [14, 43, 57, 63]. How-
ever, this approach is not plausible in open-set face recog-
nition scenarios where the train dataset is completely inde-
pendent from users of a FRS.

FRSs are generally deployed in two different scenar-
ios: verification and identification. While one identity is
enrolled and verified in the verification scenario, multi-
ple identities are enrolled and the closest one is identi-
fied in the identification scenario. In practice, rapid veri-
fication/identification procedures are usually more impor-
tant than rapid enrollment. Contrary to the verification sce-
nario, using heavy cryptographic tools for protection can be
a burden in large-scale identification scenarios such as in
airports, because their computational cost increases linearly
with the number of identities. Recently, there have been
several BTP proposals for identification [5, 6, 11, 17, 18,
20, 25, 34, 57] using HE, which enables arbitrary computa-
tion on encrypted data. However, despite several optimiza-
tion techniques through SIMD (Single Instruction, Multi-
ple Data) operations, the resulting performance of theirs re-
mains impractical for large-scale applications.

1.1. Contribution

We find that the main cause of inefficiency in all previous
approaches is that their use of HE was not tailored to coor-
dinate with face templates. To overcome this limitation, we
introduce two novel ideas to properly process templates so
that they can be efficiently combined with HE. With these
ideas, we propose IDFace, a plug-and-play HE-based face
template protection method specialized for large-scale iden-
tification. Our IDFace achieves a drastic improvement in ef-
ficiency without significant accuracy degradation. In Fig. 1,
we illustrated the brief overview of the proposed IDFace.
Our first idea is employing a novel transformation from
a real-valued unit vector to a ternary vector comprised of
{0, +1}, while largely preserving the distance relationship.
This facilitates harmonizing the aforementioned crypto-
graphic tools with FRSs without significant accuracy degra-

dation. In particular, our transformation enables computing
the inner product from only additions. Since multiplications
over encrypted data are much more expensive than addi-
tions, it massively accelerates the calculation of the inner
product between templates when combined with HE.

Our second idea is introducing a space-efficient encod-
ing for HE-based template protection schemes. We found
that, for security reasons, each message slot of HE should
occupy a considerably larger number of bits than that nec-
essary for representing feature vectors. This gap becomes
larger after applying the proposed transformation. To ex-
ploit the full capacity of each message slot, we propose a
new encoding of feature templates to process much more
of them simultaneously. This maximizes the advantage of
SIMD operations while saving a large amount of storage.

We conducted extensive analyses on IDFace. First, we
showed that our transformation does preserve the distance
relationship to some extent under the suggested parameter
settings. In addition, we experimentally verified that the ac-
curacy drop by IDFace for various FRSs is less than 1%
on famous benchmark datasets, including LFW [24], CFP-
FP [59], AgeDB [55], and IJB-C [50]. The time spent for
identification in IDFace is 126ms-753ms for a database with
1 million identities, depending on the amount of accuracy
degradation, which only takes 2x-12x overhead compared
to the setting without protection.

1.2. Related Works

We briefly review previous HE-based BTP proposals. In this
paper, we will focus on HE-based BTPs only; surveys on
other types of BTPs, e.g., FC-based [33, 40, 42, 54, 63] or
obfuscation-based [31, 53, 66], are deferred to Appendix A.

HE is a famous tool for privacy-preserving computa-
tion, and lots of HE-based BTPs have been proposed [5—
7, 11, 17, 18, 20, 25, 34, 57]. The main advantage of uti-
lizing HE is two-fold: since HE enables the computation of
the matching score on an encrypted domain, this approach
not only stores data and computes scores securely but also
does not result in accuracy degradation. Moreover, thanks
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to SIMD operations, HE-based BTPs can leverage parallel
computation in large-scale identification scenarios.
However, as [17] reported, a naive application of HE
is quite far from the practical applications. Recent studies
on designing HE-based BTPs have focused on optimiza-
tion techniques to reduce the enormous computational cost
of computing the matching score. [7] proposed a method
to reduce the number of ciphertext rotations when comput-
ing the inner product. [6, 11, 34] focused on the waste of
message slots in each ciphertext. [20] proposed a novel idea
to encrypt the database for computing matching scores of
a bunch of enrolled templates at the same time. Recently,
a series of works [2-4] proposed a look-up table-based
method during the score calculation, thus eliminating the
need for homomorphic multiplications. In other directions,
some proposals attempted to reduce the number of calcu-
lated matching scores [5, 18, 57] or propose an efficient
matching algorithm [27] using scores. Many of them, in-
cluding [6, 7, 20], considered dimensionality reduction for
further speed-up on the identification process while sacri-
ficing accuracy. Nevertheless, we found that all the previous
approaches still suffer from expensive computational costs
when a large number of identities, e.g. 1 million, are en-
rolled into the system. More detailed comparisons between
theirs and our IDFace will be given in Tab. 2, Section 5.1.

2. Preliminaries

Notation. Throughout this paper, we will use the following
notation. A vector is denoted by a lowercase letter shown in
bold, such as x € R?, the components of which are denoted
as a tuple (z1,x2,...,24). The standard inner product is
denoted by (-, -). We denote S?~! as a unit d-dimensional
sphere embedded on R?. We denote a set of non-negative
numbers less than n € N as [n].

2.1. Biometric Identification System

We first formalize the biometric identification system with
a feature extractor, such as FRSs. For the set Z of (prepro-
cessed) biometrics and a metric space (X, dy), the feature
extractor is a function from Z to X'. The output of the feature
extractor is called (unprotected) biometric template. The
feature extractor is expected to be a similarity-preserving
mapping from the biometrics to the templates: two bio-
metric templates from the same identity should be close
enough, or vice versa. We remark that many recently pro-
posed face recognition models [8, 16, 30, 38, 39, 52, 67, 70]
adopt X = S%~! for d = 512 with angular metric as d .
The operation of a biometric identification system con-
sists of two phases, enrollment and identification, between
two parties: the server and the user. In the enrollment, the
user requests to enroll in the system by presenting his/her
biometrics and an identifier. Then the server extracts a tem-
plate from the user’s biometrics through the feature extrac-

tor and stores it in the server’s database with the correspond-
ing identifier. In the identification, the user requests to iden-
tify him/herself by presenting the biometrics. The server
first extracts a biometric template of the queried biometrics
through the feature extractor and finds the identifier in the
server’s database whose corresponding template is closest
to the extracted one. If the distance between these templates
is under the predetermined threshold, then the server returns
the found identifier; otherwise, the server returns “reject”.

2.2. Homomorphic Encryption

HE is a cryptographic tool that enables executing arithmetic
operations on an encrypted domain. Although there exist
HE schemes supporting arbitrary arithmetic, called fully HE
(FHE) [9, 10, 21], an additive homomorphic property suf-
fices for our purpose. Our proposed method is not limited
to a specific HE scheme; it supports both addition-only ho-
momorphic encryption (AHE) schemes, such as the Paillier
cryptosystem [58], and FHE schemes.

Many FHE schemes support SIMD additions for each
message slot, which is denoted by &. For any plaintexts x
and y of dimension N, the following equality holds:

DECsk(ENCpk(X + Y)) = DECsk(ENCpk(X> S2) ENCPk(y))7

where ENC and DEC,y are encryption and decryption al-
gorithms of the FHE scheme, respectively.

Naturally, additions can be extended to scalar multipli-
cations. For the sake of simplicity, we use a special notation
©® for SIMD scalar multiplications on an encrypted domain
satisfying the following relation for any scalar c:

DECsk(C ® ENCpk(X)) = DECSk(ENCpk(C . X))

3. BTP from Database Encryption Scheme

Our approach for protecting face templates is basically to
encrypt the database by AHE. We first formalize the notion
of database encryption and give a generic construction of
the biometric identification scheme from it.

3.1. Database Encryption Scheme

We begin with introducing the concept of database encryp-
tion scheme, whose required functionalities are to encrypt a
bulk of templates simultaneously and calculate the match-
ing score between the queried template and each enrolled
template. The formal definition is given as follows:

Definition 1 (Database Encryption Scheme). The database

encryption scheme is a pair of algorithms (ENCpg, |Ppg),

each of whose functionality is as follows:

* ENCpg takes a bulk of biometric templates x1,...,XN
and a public key pk, returning a ciphertext C.

* |Ppg takes a biometric template y and a ciphertext C, re-
turning a ciphertext of (x;,y) for all plaintexts x; of C.
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Algorithm 1 ENCpg (Base)

Require: X = [x;,...,xy]T € RY¥*4 and pk
1: Parse X as d column vectors [v, ..., V]
2: Compute ct; <— ENCp(v;) for Vi € [d]

3: return C = (cty,...,cty)

Algorithm 2 [Py (Base)

Require: y = (y1,...,yq) and a ciphertext C
1: Parse C as (ctq,...,cty)
2: ¢ct; = y; © ct; for Vi € [d]
3: return ct; - P cty

We can view the construction of HERS [20], the previous
state-of-the-art, as a database encryption scheme. The key
idea of HERS was to view matrix-vector multiplication as a
weighted sum of column vectors. If we denote X € RV 9
as a matrix of which the row vectors are enrolled templates
andy = (y1,...,yq) € R%asa vector requested to identify,
the matching score between enrolled templates and y can
be computed by a matrix-vector multiplication X - y. If we
denote ¢; € RY as the i’th column vector of X for i € [d],
then we have that Xy = Ele y; -c;. Hence, by encrypting
each c; during enrollment, we can compute the matching
scores for the queried vector y; in an encrypted domain via
additions and scalar multiplications only.

Given an AHE scheme, we present a generic descrip-
tion of HERS as a database encryption (ENCpg, IPpg).
ENCpp encrypts each N-dimensional column vector of X
to an AHE-ciphertext ct;, and a final ciphertext is C =
(cty,...,cty). For given ct;’sand y = (y1,...,¥q), |Pps
computes a ciphertexts of ((x;,y))~ ; by homomorphically
computing a weighted sum of ct;’s with weights y;’s. The
descriptions of both algorithms are given in Algorithm 1
and 2, respectively. We will consider ENCpg and |Ppg as the
baseline, and utilize them as subroutines in our method.

3.2. Secure Biometric Identification System from
Database Encryption Scheme

We present a generic construction of a biometric identifica-
tion system with template protection by a database encryp-
tion scheme. We first note that, to instantiate the database
encryption scheme with an AHE, the secret key of the AHE
should be kept secure. For this reason, we consider two
servers for managing the encrypted database and the secret
key separately: the local server (Sjocq1) that stores the pub-
lic key pk and the encrypted database, and the key server
(Skey) that only stores the secret key sk. In this setting, Sk,
finds the identity of the largest score or returns reject, and
Siocal Teceives templates for enrollment and identification.
With the database encryption scheme (ENCpg, |Ppp),
Siocal can encrypt a bunch of templates from enrollment
by ENCpg. In addition, by using IPpg, Sjocqr can compute
matching scores between the queried template and stored

ones in an encrypted domain. The identifier of the largest
matching score can be found by Sy, after decryption. From
these idea, we construct the biometric identification system
with two servers, Sjocqr and Skey, as follows.

In the enrollment, Sj,cq; is requested to enroll a set of
biometric templates. It first separates the set of biometric
templates into subsets of size V. For each subset X with the
corresponding identities ID, Sjyeq; runs ENCpp(X, pk) —
C, and adds (ID,C) into the bottom row of the database DB.

In the identification, Sj,q; receives a biometric template
y and returns the corresponding identity, if there exists an
enrolled template x such that (x,y) > 7 for a threshold 7.
The precise process is as follows: assume that DB consists of
{(1D;,C;)}2.,. For each i € [D], Sjpcar runs IPpg(y,C;) —
(i—, whose output is the ciphertext containing inner products
between y and plaintexts x of C;. Now, S, obtains the
decryption of {C:}f;l received by Sjocqi, Which contains
every matching score between the query and all enrolled
identities in Uil ID;. Finally, Sy, finds the index of the
maximum matching score 7/ and sends it to Sjocq if and
only if 7/ > 7, and Sj,cq; returns the corresponding id.

Later, we will follow this approach to construct the pro-
posed BTP, IDFace, with an improved database encryption
scheme from our novel techniques.

4. Proposed Method: IDFace

We now present two main ingredients of |IDFace: almost
isometric transformation that drastically improves compu-
tational efficiency with a small accuracy degradation, and
space-efficient encoding for a bulk of templates that mini-
mizes waste of plaintext space of HE. Using them, we con-
struct our database encryption scheme and the proposed se-
cure face identification system IDFace.

4.1. Almost Isometric Transformation

Face templates usually lie in the hypersphere S?~! and the
predominant operation in identification is taking the inner
product between two unit vectors. We observed that an in-
ner product value is relatively more influenced by compo-
nents with large absolute values than those with small such
values. Our main strategy is to transform the biometric tem-
plate into a vector in {—1,0,1}% according to the magni-
tude of each component in the template'. More precisely,
given a template, the transformation 77, with a parameter o
first takes the top o components with larger absolute val-
ues. Then, those components are replaced with either 1 or
—1 according to their signs, and the other components are
set to 0. That is, the range of the transformation is a subset
of {—1,0,1}4, the vectors of which have only  nonzero
components. We denote this set by Z<.

n fact, {-1,0, 1}d is not a subspace of S9=1 5o final normalization
is required. Without loss of generality, we omit this because the number of
nonzero components is fixed after the transformation.

13998



With our transformation, taking an inner product can be
done by a lookup operation, with addition and subtraction
determined by the sign of each component. In particular,
when combined with IPpg, we can replace homomorphic
scalar multiplications with look-ups, hence requiring much
lower computational cost than the ordinary method.

Analysis on the Transformation. Although the computa-
tional advantage of our transformation is obvious, analyzing
the extent to which it can preserve the distance relationship
is not straightforward. To clarify this, we define a new no-
tion of almost isometry, or (¢, §, §)-isometry that catches the
change of inner product values between two unit vectors of
angle 6 from the transformation. The formal definition of
our almost isometry is provided in Definition 2.

Definition 2 ((¢, 6, §)-isometry). Let T : S4—1 — §d-1
be a function. Then for ¢ > 0,0 € (0,7), and 6 € [0,1],
T is called (e, 0, 0)-isometry if for x,x" € S4=1 uniformly
sampled from the set {(x,x") € St x S¥1 . (x,x/) =
cos 0}, Pr[{T(x), T(x")) — (x,x)| < ¢ >1— 8 holds.

Here, the restriction (x, x’) = cos é for sampling x and
x’ is necessary to ensure that the function preserves the in-
ner product value even for two close vectors; note that the
inner product value of two vectors uniformly sampled from
S9=1 is close to 0 with an overwhelming probability. We
also introduce a failure probability ¢ for relaxation.

We proved that the proposed transformation 7y, satisfies
the condition of (¢, d, #)-isometry. However, due to space
constraints, we only provide the result on the parameter
(o = 341) that minimizes ¢ for d = 512. The full state-
ment, its proof, and further analyses on the choice of the
transformation parameter are given in Appendix B and C.

Proposition 1 (Informal). For d = 512 and o = 341, T, is
(0.111,0(1), 6)-isometry, ¥ 6 € (0, ).

Remarks. Note that T}, is technically the same as the de-
coding algorithm of a real-valued error-correcting code by
[40]. However, it plays a completely different role in our
paper. The authors of [40] tried to facilitate the collision
on Z7 after the transformation, whereas we utilize it as an
almost isometry. The almost-isometric property has neither
been used nor even identified in their work.

We also note that the proposed transformation can be
viewed as a ternary quantization on unit vectors. Several
ternary quantization methods have been proposed for faster
matrix multiplications on the inference of the neural net-
work [26, 46, 47, 71]. Since a matrix multiplication can be
viewed as a batched version of inner products, one can con-
sider replacing our transformation to one of them. Neverthe-
less, we found that there are some desirable properties for
adopting them to our IDFace. Due to space constraints, we
provide discussions about them and our rationale for choos-
ing the proposed transformation in Appendix E.

4.2. Space Efficient Encoding

The message space of AHESs is determined by the security
parameter, regardless of practical applications. When em-
ploying them for face template protection, we found that
a huge waste on the message space occurs if we do not
carefully handle this issue. For example, Paillier cryptosys-
tem [58] uses a 2048-bit message size for 112-bit security,
and a typical parameter setting of CKKS [10] preserves a
certain level of precision, e.g.. 50-bit, with 4096 message
slots in 128-bit security. On the other hand, 16- or 32-bit
precision is enough for representing face templates with an
appropriate level of accuracy. Such a waste on the message
space becomes worse after our transformation because the
transformed template consists of only —1,0 or 1.

We tackle this issue by further packing multiple tem-
plates into a single message slot. We first observe that the
inner product value of two transformed templates by T,
ranges between —a and « since each transformed template
has a nonzero components of +1. Handling both negative
and positive values is rather cuambersome, and thus we sep-
arate a transformed template x into two positive binary vec-
tors xT and x~ such that x = xT — x~. Then, an inner
product value of two transformed templates x and y is a
sum of inner products between separations:

<X7y> = <X+ay+> + <X_ay_> - <X+,y_> - <X_’y+>'

Using separations instead of original templates, all the in-
ner product values in the above lie between 0 and «. Now,

we can encode m transformed templates x{, ..., X after
separation into a single vector x! := 37 pi=1 . x! for

p > aand T € {+,—}. Each x| can be decoded from
x! by inductively calculating x| = x (mod p) and x| =
(xf =32 (- x1) - pt ™ (mod p) fori =2,...,m.
If the message space of a message slot of AHE is n-bit, then
we can encode at most Llogz — ] templates at once. We call
these two operations Encode and Decode, respectively.

We now show that Encode is compatible with |Ppg. Sup-
pose that m transformed templates x1, . . . , X,,, are split into
(x*,x7) and each component is encrypted by ENCpg, say
C™ and C~. If anew template y is queried, we first split it by
two vectors y ™ and y~ and then run IPps(y*, CT) obtaining
ciphertexts of (x',y*) for ,* € {+, —}. Since we appro-
priately select the bound p, the Decode with input (x', y*)
returns (xz, y*) for all ¢ € [m]. Finally, we can calculate
the inner product values (x;,y) for all i € [m)].

Note that Encode is compatible with only one of the
additions and subtractions. Thus, instead of directly com-
puting (x,y), we only compute (x', y*) homomorphically
for each {,+ € {+, —}. We can reduce the number of de-
cryptions by performing homomorphic additions to obtain
two ciphertexts of (x*,y*) + (x7,y~) and (xT,y~) +
(x~,y™T), subtracting one from another after decoding.
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4.3. Putting them All Together

With almost-isometric transformation and space-efficient
encoding, we can improve the baseline database encryp-
tion scheme (ENCpg, IPpg). We denote each improved algo-
rithm as IDFace.ENCpg and IDFace.|Ppg, respectively. We
assume that the number of face templates is a multiple of
mN, where both m and N are parameters selected by the
underlying AHE scheme. These m /N templates are repre-
sented by rows of a matrix X € R™¥*4 To process more
templates, we can repeat the same procedure.

IDFace.ENCpp first applies our almost isometric trans-
form T, into each row vector of X and then encodes each
m rows of X into two vectors x;" and x; by our Encode
algorithm for i € [N]. Finally, it runs ENCpg for each x;"
and x; and returns a pairC = (C*,C7).

IDFace.lPpg takes a face template query y € R? as
input, and then applies 75” to obtain a transformed tem-
plate z. Then, it splits z into positive part z* and neg-
ative part z~. We parse the given C into (C*, C™) and
compute ct™ = IPpg(z",CT) @& IPpg(z~,C~) and ct™ =
IPpg(z",C™)@®IPpg(z~,CT) by considering their sign. The
subtraction ct™ — ct ™~ after decryption gives the desired in-
ner product value with the encoding, and the final result can
be obtained by running Decode.

Due to space constraints, we provide the full description
of IDFace and its subroutine algorithms in Appendix F.

5. Analyses on IDFace

In this section, we provide several analyses of the pro-
posed IDFace, along with the implementation result. We
used an i7-11700K CPU, which has 3.60GHz processor
speed with 8 cores and 16 threads. For AHEs in IDFace,
we use two schemes: Paillier cryptosystem (PC) and CKKS.
Since CKKS also satisfies the multiplicative homomorphic
property, previous HE-based methods can be directly com-
pared. For parameters of each AHE, we select a 2048-bit
plaintext modulus for PC, and a 61-bit plaintext modulus,
a 220-bit ciphertext modulus with 4096 message slots for
CKKS. Each setting satisfies 112-bit and 128-bit security
levels, respectively. We experimentally verified that CKKS
preserves almost 50-bit precision in this setting, and thus we
used only 50-bit for our Encode when using CKKS. We im-
plemented our IDFace by exploiting IPCL [28] library for
PC and HEaaN [13] library for CKKS. Each library is writ-
ten in modern standard C++ and provides a Python wrapper.

5.1. Efficiency Analysis

We first provide a concrete efficiency analysis on
IDFace.IPpg and introduce a further acceleration technique

2We can use the different parameter 3 from « that is used for enroll-
ment in order to take advantage of the trade-off between accuracy and ef-
ficiency. Detailed explanation and analysis will be provided in Section 5.

Method Add Mult Rotate DEC | #Ct

Naive mN(d—1) mN mN(d—1) mN | mN

[7] mN[logy(d)] | mN | mN[logy(d)] | mN | mN
HERS [20] m(d—1) md 0 m m

MFBR-v2 [3] | mN [log,(N)] 0 | mN[logy(N)] | mN | mN
MFBR-ID [4] m(d—1) 0 0 m 8m
IDFace 2(8—-1) 0 0 2 2

Table 1. Comparison of the number of operations for identification
and storage. m: the number of transformed templates in each mes-
sage slot of AHE. mN: the number of enrolled templates, which
are d-dimensional vectors. #Ct: the number of ciphertexts.

via the trade-off between efficiency and accuracy. Recall
that our transformation T3 in IDFace.IPpg converts the
given biometric template into a signed binary vector in Zg.
Since the number of required additions in IPpg for binary
vectors is the same as the number of nonzero components,
2(B — 1) ciphertext addition suffices during four iterations
of execution of IPpg. The Tab. 1 provides the comparison
on the cost for identification on the database of size mN
between a naive method, some previous works [2, 3, 7, 20]
tried to reduce the cost for inner product, and our IDFace.

Note that the number m of templates handled by Encode
is determined by the maximum value of inner product,
which is min{c«, 3}. Hence, choosing smaller 8 while fix-
ing o further accelerates IDFace.lPpg. Of course, choosing
smaller [ leads to inaccurate inner product values. Since the
effect of 5 on m depends on the length of 5 as a binary rep-
resentation, we select 5 = 63 (resp. 5 = 127 or 8 = 341)
while fixing « to 341. In this case, we can encode many
templates at once up to 342 (resp. 293 or 243) in PC and 8
(resp. 7 or 5) in CKKS.

Implementation Results. We now verify the efficiency of
our IDFace in our experimental environment. We note that
every experiment in this subsection was done by generat-
ing random vectors. We first evaluate the time spent on the
enrollment and identification for various numbers of en-
rolled identities. The number of identities varies from 23
to 229 ~1 M, and we select § = 63,127, 341 while « is
fixed to 341. The results for each algorithm are illustrated in
Fig. 2. Unlike PC, IDFace from CKKS can processes more
identities at the same time because of the coefficient pack-
ing. Concretely, IDFace in our setting can process 20480,
28672, 32768 identities at once for § = 341, 127,63, re-
spectively. This is why the elapsed time for the number
of identity 2'3-2!% in CKKS seems unchanged. In addi-
tion, the elapsed time in all parameter settings grows lin-
early with respect to the number of enrolled identities, be-
cause IDFace reduces the cost of inner product rather than
that of searching. Nevertheless, in all parameter settings,
the IDFace with CKKS can perform an identification in less
than a second on the database of 22° ~ 1 M identities.

To compare our IDFace with other existing BTPs, we
provide the computational cost of each method for enroll-
ment and identification on a database of size 1 M. We re-
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Figure 2. Elapsed time for Enroll and Identify on various numbers

IDFace from CKKS

IDFace from PC

102

213 214 215 216 217 218 219 220

# of Identities

213 214 215 216 217 218 219 220

# of Identities

[ Method (Param.) | Enroll [ Identify | Storage [ Primitive |
Non-protected N/A 0.063 £ 0.0005s 2GB N/A
TronMask (4011 | 4,416 £ 3.73s | 97.0 £ 0.27s | 1024GB | FC

SecureVector [51] 350 4 4.09s 398 4+ 2.75s 5GB PC
[177%% 917 + 3.57s 290, 605 £ 458s 132GB CKKS
[71 (512)F% 909 + 3.30s 6,210 £ 16.5s 132GB CKKS
[71 (128)F* 846 + 1.58s 5,037 + 8.49s 33GB CKKS
6] (512) 198 £+ 0.73s 826 + 1.14s 16.5GB CKKS
[6] (128)* 50 £ 0.05s 171 +0.25s 4.125GB CKKS
BlindMatch (512)* 253 £ 13.9s 233 +£10.4s 16.5GB CKKS
BlindMatch (128)F | 68.5 =+ 2.60s 66.6 = 1.79s 4.125GB CKKS
HERS (512)* 199 £ 0.68s 48.9 + 0.20s 16.5GB CKKS
HERS (128)f 49 + 0.05s 12.3 £0.04s 4.125GB CKKS
MFBR-v2 [3] 1348 + 2.32s 1026 + 8.04s 131.1GB BFV
MFBR-ID [4] 1641 + 5.98s 0.545 + 0.006s 132.1GB BFV
IDFace (341) 751 +2.44s 43.4 +0.38s 2.25GB PC
IDFace (127) 582 +0.37s 14.2 £0.13s 1.75GB PC
IDFace (63) 501 +1.73s 7.08 £0.03s 1.5GB PC
IDFace (341) 109 + 0.10s 0.753 £ 0.005s 6.6GB CKKS
IDFace (127) 80 +0.13s 0.232 £ 0.002s 4.71GB CKKS
IDFace (63) 72+ 0.11s 0.126 + 0.001s | 4.125GB CKKS

of enrolled identities. Solid line: elapsed time for Enroll. Dashed
line: elapsed time for Identify.

implemented IronMask [40], SecureVector [51], [6, 7, 17],
BlindMatch [11], HERS [20], MFBR-v2 [3] and MFBR-
ID [4] in our experimental environment. We followed the
pseudocodes provided in each original paper. Since [6, 7]
and HERS exploited a dimensionality reduction technique
for faster identification, we tested both cases when the di-
mension of the feature vector was 512 and 128°. For Blind-
Match, we select the number of partitions of the templates
(N, in their paper) to be 8 and 16 for 128 and 512-
dimension, respectively. Since MFBR-v2 and MFBR-ID are
designed for BFV [21], we implemented them by OpenFHE
v1.2.4 [1] in C++17 with the same FHE parameters accord-
ing to their papers. Moreover, we measured the time spent
on identification without BTP, i.e., one matrix-vector multi-
plication without encryption.

Remark that some methods were omitted because their
main efficiency gain came from other previous works [25,
34], or severe accuracy degradation is expected for large-
scale databases of size 1 M [5, 18, 57]. In addition, we re-
ported estimated results for some works [7, 17, 40] by first
evaluating them on the database of 1,000 identities and mul-
tiplying 1,000 on the result. This estimation would be rea-
sonable because the computational cost of theirs is linear
to the number of identities. Finally, unlike other HE-based
methods, [ronMask does not require a secret key. Although
comparing it with other methods, including ours, would be
unfair, we added it as a reference for the efficiency analysis.

We also note that some prior works, including [6, 7, 11,
18] and HERS, support the case where the queried vectors
are encrypted. Such a setting corresponds to the case where
the privacy of the query vector against server(s) is crucial,
e.g., outsourcing the data and matching process to 3rd party
cloud servers [17, 20, 25]. Nevertheless, when secure stor-

3 Although their original papers provided results for lower dimensions,
such as 64 or 32, we omitted them because of a notable accuracy degrada-
tion. The amount of degradation will be further discussed in Appendix D.5.

Table 2. Time and storage cost comparison of identification pro-
tocols with 1 M enrolled identities. FC: Fuzzy Commitment. PC:
Paillier Cryptosystem. }: Estimated from 1,000 identities. : This
scheme supports encrypted queries.

age of templates is the primary goal, such as in our target
scenarios, considering an encrypted query vector would be
an overkill. Therefore, for the sake of fair comparison, we
implemented those schemes as if the query vector were not
encrypted.

The results are given in Tab. 2. We reported the aver-
age elapsed time with a 1-¢ error for 10 runs. Our IDFace
significantly outperforms previous HE-based BTPs in terms
of Notably, compared to HERS, with the parameter 5 =
341 (resp. f = 127 or = 63) achieves 16.3x (resp.
53.0x or 97.6x) faster identification speed with only 60%
(resp. 20% or 0%) extra storage. In addition, compared to
MFBR-ID [4], which is another multiplication-free method
based on look-up tables, IDFace with § = 63 spent 23.5x%
and 4.5x less time for enrollment and identification, re-
spectively, while requiring 31.8x smaller storage for pro-
tected templates. Furthermore, when comparing ours to a
naive identification without BTP, i.e., performing a matrix-
vector multiplication between the enrolled and queried tem-
plate(s), the overhead from both computational and storage
costs of IDFace with 5 = 63 is only about 2. These re-
sults suggest that our IDFace could be deployed in appli-
cation scenarios where real-time identification is required,
such as at an airport or the entrance of a building.

5.2. Accuracy Analysis

We provide the benchmark result of |IDFace on various
datasets, including IJB-C [50], LFW [24], CFP-FP [59],
and AgeDB [55]. For the feature extractor, we used the pre-
trained AdaFace [38] with the IResNet101 backbone trained
on the WebFacel2M dataset [72], which is available at the
CVLFace library [37]. Throughout this section, we refer to
a non-protected feature extractor as a plain model.
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. . IDFace, Parameters: (a, 8

Dataset | Metric (FAR) |- Plain =535y 7337 341) [ (127, 127) (63,(63) : (341,127) | (341, 63)
LFW 99.82% | 99.77% | 99.78% | 99.83% | 99.73% | 99.80% | 99.82%
CFP-FP | Accuracy | 99.24% | 9896% | 99.24% | 99.09% | 98.20% || 99.19% | 98.99%
AgeDB 98.00% | 97.67% | 97.97% | 97.55% | 96.48% | 97.80% | 97.23%
UB-C(V) | TAR (1e-3) | 9839% | 97.93% | 9827% | 97.90% | 96.94% || 98.14% | 97.78%
TPIR (1e-2) | 9642% | 95.15% | 9595% | 9532% | 92.87% || 95.72% | 95.19%

UB-C(ID) | TPIR (le-3) | 85.81% | 85.83% | 85.11% | 8540% | 8621% || 86.59% | 85.96%
TPIR (le-4) | 65.60% | 63.88% | 68.38% | 62.38% | 6139% || 63.45% | 64.66%

Table 3. Benchmark results of non-protected feature extractor (Plain) and IDFace for various («, 3).

We evaluated the effect of our transformation parameters
(c, B) on the accuracy of the FRS. In the first 4 columns of
Tab. 3, we provide benchmark results when @ = [ with
a = 63,127,341 and 512. One notable result is that the
result from o = 341 is better than that of & = 512 in most
cases. Recall that we considered the setting with 8 < « for
speed-up while allowing extra accuracy degradation. So, we
evaluated the effect of the choice § = 63, 127 on accuracy
while « is fixed to 341. The results for them are provided
in the rightmost two columns of Tab. 3. We can figure out
that IDFace shows less than 1% performance loss for LFW,
CFP-FP, and AgeDB even for the setting § = 63. For our
main interest, identification on IJB-C, a trade-off between
query speed and performance was evident. But, for § =
341, the loss for TAR was still less than 1%.

Due to space constraints, we defer several detailed anal-
yses results to Appendix. For example, in Appendix D.3, we
provide results from other recent feature extractors, includ-
ing ArcFace [16], MagFace [52], SphereFace2 [67], Elastic-
Face [8], and AdaFace-KPRPE [39], showing that the pro-
posed IDFace shows consistently small accuracy degrada-
tion as in Tab. 3. In Appendix D.6, we provide our analyses
on how our transformation affects the accuracy, along with
our interpretation of data marked with red in Tab. 3.

5.3. Security Analysis

We analyze the security of IDFace according to standard
security requirements for BTP [29]: irreversibility, revoca-
blity, and unlinkability. Informally, each of them is stated
as follows: Irreversibility requires that extracting biometric
information from a protected template be computationally
infeasible. Revocability requires that the protected template
can be renewed by the same biometric without security loss.
To satisfy unlinkability, protected templates from biomet-
rics of the same identity should be independent; useful in-
formation cannot be extracted by comparing them.

For the threat model, we consider an attacker who can
take the public key pk and the encrypted database stored in
the local server, without knowing the secret key sk stored in
the key server. This threat model reflects several practical
situations, such as when the key server is a secure tamper-
proof hardware that stores a secret key, or when multiple
local servers exist as shown in Appendix H. In both cases,

the key server can become more secure with additional pro-
tections. The attacker’s goal is to extract biometric informa-
tion from the encrypted database. Because our database is
encrypted by AHE, this goal can be regarded as breaking the
IND-CPA security of AHE. Note that the AHE scheme ex-
ploited in IDFace satisfies IND-CPA security. That is, even
when the stored ciphertexts are revealed, they are compu-
tationally indistinguishable from random strings from the
view of the adversary, so IDFace satisfies the irreversibility.
In addition, because the encryption algorithms of each AHE
are randomized, two ciphertexts from the same biometric
source are computationally indistinguishable. Unlinkability
clearly holds for the same reason as revocability. To sum up,
our IDFace satisfies all these security requirements.

6. Conclusion and Further Directions

Protecting and exploiting biometric templates simultane-
ously is a challenging problem because many cryptographic
tools are not tailored for processing biometric templates
in a real-valued vector format. In this study, we propose
two techniques to tackle this challenging problem, and
then show the effectiveness of our techniques by presenting
IDFace, a plug-and-play HE-based face template protection
method for efficient and secure large-scale identification.
With IDFace, we successfully identify a queried template
over encrypted template databases of 1M identities in less
than a second, which is only 2x slower compared to the
setting without protection. We believe that IDFace enables
reliable and secure applications of face identification sys-
tems in various circumstances.

Throughout this study, we leave several interesting ques-
tions. First, our almost-isometric transformation is of in-
dependent interest. Designing another transformation with
more accurate distance relationship preservation or apply-
ing it to other applications would be interesting future direc-
tions*”. In addition, we considered only passive attackers
for setting the threat model of IDFace. Extending IDFace
to secure against active attackers is open, and investigating
this would be an interesting future work.

4For example, we designed a secure two-party computation-based vari-
ant of IDFace using our transformation in Appendix G.

SWe also provided the result of applying IDFace on speaker verification
and fingerprint verification tasks in Appendix I.
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