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Abstract

Intellectual property (IP) protection for diffusion models
is a critical concern, given the significant resources and
time required for their development. To effectively safe-
guard the IP of diffusion models, a key step is enabling the
comparison of unique identifiers (fingerprints) between sus-
pect and victim models. However, performing robust and
effective fingerprint comparisons among diffusion models
remains an under-explored challenge, particularly for dif-
fusion models that have already been released. To address
this, in this work, we propose DiffIP, a novel framework for
robust and effective fingerprint comparison between suspect
and victim diffusion models. Extensive experiments demon-
strate the efficacy of our framework.

1. Introduction
Recently, diffusion models have emerged as powerful tools,
enabling the general public to easily generate high-quality
images, such as cartoon illustrations [27], architectural de-
sign sketches [7], and advertising posters [69]. How-
ever, the development of diffusion models is typically
resource- and time-intensive, leading advanced diffusion
models (e.g., FLUX [2] and DeepFloyd [3]) to be released
typically with specific licenses [1, 4] when open-sourced.
These licenses protect the intellectual property (IP) of open-
source diffusion models and often restrict their use within
the community to non-commercial and non-production pur-
poses. Unfortunately, violations of these licenses are com-
mon, with wrapped or fine-tuned versions of open-source
diffusion models being misused to generate images in vari-
ous styles for commercial gain [6]. Given this, it is essential
for open-source diffusion model owners to identify whether
a suspect model is a derivative of their original (victim) dif-
fusion model or is independently developed. During such
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identification, especially in legal disputes, the general pro-
cess typically involves owners of both the suspect and vic-
tim models presenting their respective models to an author-
itative third party for arbitration [47, 61]. In this context, a
critical step is enabling the comparison of unique identifiers
(fingerprints) between the suspect and victim models to as-
certain whether model theft or subsequent development has
occurred.

Existing research on fingerprint comparison primar-
ily fall into two categories: external-watermark-injection
methods and intrinsic-fingerprint-identification methods.
External-watermark-injection methods [19, 25, 46, 66] gen-
erally inject artificial fingerprints (i.e., watermarks) into
the victim model, allowing for later extraction and iden-
tity verification. However, the process of injecting arti-
ficial watermarks can incur extra training costs and im-
pair model performance [52]. More importantly, such a
process is inapplicable to models that have already been
released as open-source to the community. In light of
these limitations, intrinsic-fingerprint-identification meth-
ods [16, 32, 50, 68, 71] have emerged as a promising al-
ternative across various network types, including large lan-
guage models and image classifiers. This line of methods
considers using the model’s inherent and native attributes
as its intrinsic fingerprint, making them free of external
watermark injection thus feasible for even already-released
models [71]. Specifically, rather than directly using model
weights [68, 74] as intrinsic fingerprints, a well-established
observation is that a model’s feature representation gener-
ally exhibits enhanced robustness compared to its weights
during fine-tuning [18, 33, 58, 75]. Building on this in-
sight, many recent intrinsic-fingerprint-identification meth-
ods [16, 32, 40, 43, 71] have focused on using a model’s
feature representations as its intrinsic fingerprints.

Given the advantages of representation-based intrinsic-
fingerprint-identification methods, in this work, we aim to
protect the IP of open-source diffusion models also from
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this perspective. However, despite the progress made in
this line of works across various types of open-source mod-
els, using feature representation as intrinsic fingerprints for
diffusion models’ IP protection remains challenging due to
two reasons. (1) We observe that, although the feature rep-
resentations of diffusion models are generally more robust
than their weights, such representations still commonly ex-
hibit non-negligible changes during fine-tuning (see Fig. 1
in supplementary). This makes it still challenging to de-
termine whether a suspect diffusion model has been fine-
tuned from a stolen victim model by directly calculating the
distance between their feature representations. (2) Exist-
ing representation-based intrinsic-fingerprint-identification
methods primarily focus on protecting deterministic net-
works whose feature representations remain deterministic
as long as the input is fixed. In contrast, the denoising pro-
cess in diffusion models is often formulated as a stochas-
tic differential equation [57], framing them as inherently
stochastic and temporal networks. In other words, given
an input z (e.g., a text prompt for text-to-image diffusion
models), the feature representation of a diffusion model
is inherently a temporal sequence {xt}Tt=1. In {xt}Tt=1,
each step xt is not deterministic but rather a sample drawn
from a stochastic probability distribution F (·|z, t) con-
ditioned on the input z and time step t [23, 41]. Such
differences between deterministic networks and stochastic
and temporal networks further hinder the efficacy of exist-
ing representation-based intrinsic-fingerprint-identification
methods in diffusion models’ IP protection.

In this paper, we propose DiffIP, a novel feature
representation-based framework as the first intrinsic-
fingerprint-identification-type IP protection method specif-
ically designed for diffusion models. DiffIP enables effec-
tive and convenient IP protection of diffusion models, even
for those already released ones. Specifically, to overcome
the two challenges highlighted above, our DiffIP comprises
two corresponding designs, as follows.

Firstly, to mitigate the impact of fine-tuning on
feature representations and enhance the robustness of
representation-based fingerprint comparison, a promising
approach is to revert the feature representation of the sus-
pect diffusion model (Fs) back to the state of the vic-
tim diffusion model (Fv) before comparing their finger-
prints (feature representations). However, achieving such
reversion is still challenging due to the need to model the
fine-tuning process. Diffusion model fine-tuning is typi-
cally performed to adapt models to accommodate domain
shifts of downstream tasks (e.g., new styles), and previous
works [37, 38, 48, 49, 54, 64] have shown that the effect
of such fine-tuning on the feature distribution shift can be
approximated using a linear transformation comprising or-
thogonal, scaling, and translation operators. Inspired by
these insights, we design a novel method within our DiffIP

framework to revert Fs’s feature representation to Fv’s state
through a linear-approximation-based pipeline, enabling ro-
bust fingerprint comparison between Fv and Fs.

Moreover, recognizing the stochastic and temporal na-
ture of diffusion models, we further formulate a novel met-
ric to quantify the representation similarity between the vic-
tim diffusion model Fv and suspect diffusion model Fs. To
facilitate the proper comparison between Fv and Fs, given
an input z (e.g., a text prompt), we aim to compute the simi-
larity between their corresponding stochastic and temporal
distribution sequences {Fv(·|z, t)}Tv

t=1 and {Fs(·|z, t)}Ts
t=1.

To achieve this, we first use diverse random seeds to trigger
Fv and Fs and collect their responses, akin to performing
multiple samples from stochastic distributions Fv(·|z, t)
and Fs(·|z, t) to estimate their underlying properties. More-
over, we introduce a dynamic-programming-based mecha-
nism to address potential misalignment in the distribution
sequences of Fv and Fs, with special consideration into
the temporal nature of diffusion models. The underlying
idea is to find the best alignment between {Fv(·|z, t)}Tv

t=1

and {Fs(·|z, t)}Ts
t=1 through nonlinear matching, minimiz-

ing their total cumulative distance. Such minimal total dis-
tance can then be viewed as the final dissimilarity between
Fv and Fs for a given input z.

With the above designs properly integrated, our DiffIP
can effectively and efficiently determine if a suspect diffu-
sion model originates from a victim diffusion model. Fur-
thermore, as analyzed in Sec. 3.3, DiffIP remains effective
even when the owner of the suspect model employs various
camouflage techniques [68], including dimension permuta-
tion and column-wise scaling, to evade fingerprint verifica-
tion. This further enhances DiffIP’s practicality.

2. Related Work
Model IP Protection. With the increasing commercial
value and high development costs of advanced deep learn-
ing models, model IP protection has become a critical con-
cern for model developers, attracting significant attention
from both academia and industry [42, 45, 55, 58, 71]. To
achieve model IP protection, a promising approach is com-
paring unique identifiers (fingerprints) between suspect and
victim models. Recent fingerprint comparison methods pri-
marily fall into two main categories: external-watermark-
injection methods [19, 20, 24, 25, 39, 62, 65, 70, 72] and
intrinsic-fingerprint-identification methods [16, 32, 40, 43,
68, 71, 74]. Existing external-watermark-injection methods
have explored embedding identifiers (watermarks) into var-
ious models [20, 70], including diffusion models [24, 25].
However, these approaches require modifying model pa-
rameters (e.g., through training), making them unsuitable
for protecting already released models [71]. This limi-
tation has driven growing interest in intrinsic-fingerprint-
identification methods [68, 71, 74], which require no addi-
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tional training and can be applied to released models.
In intrinsic-fingerprint-identification methods, re-

searchers leverage inherent (intrinsic) attributes of
well-trained models, rather than injected watermarks, as IP
identifiers (fingerprints) for fingerprint comparison. Early
approaches primarily explored model weights [68, 74]
as model’s intrinsic fingerprints. However, weight-based
methods are generally highly sensitive to minor perturba-
tions, limiting their robustness in practical scenarios [58].
In light of this, many recent works [16, 32, 71] have shifted
towards using model’s feature representations as intrinsic
fingerprints. Among them, Zhang et al. [71] proposed to
perform model IP protection via computing representa-
tion similarity between victim and suspect models using
Centered Kernel Alignment (CKA) [35]. Meanwhile, Jia
et al. [32] proposed to analyze the graphical differences of
feature representations to protect graph neural networks.

In this paper, we also explore using feature represen-
tations as models’ intrinsic fingerprints during fingerprint
comparison and model IP protection. Different from pre-
vious intrinsic-fingerprint-identification methods, our work
considers the distinct characteristics of diffusion models,
designing the first intrinsic-fingerprint-based IP protection
method specifically tailored to diffusion models.
Diffusion Models [22, 29, 51, 56] have emerged as power-
ful tools for image generation, finding applications in lots
of areas such as cartoon image creation [27] and medical
image synthesis [15]. Despite their impressive capabilities,
the IP protection of (released) diffusion models remains an
under-explored challenge. In this work, we introduce Dif-
fIP, a novel framework that enables robust IP protection for
diffusion models based on intrinsic fingerprint comparison.

3. Proposed Method: DiffIP
In this paper, to support IP protection of diffusion models,
the specific goal is to determine whether a suspect diffu-
sion model (Fs) is derived (fine-tuned) from a victim diffu-
sion model (Fv). To achieve this, the core idea behind our
method is to identify an optimal transformation that approx-
imately reverts the feature representations of Fs back to the
state of Fv . This transformation enables state alignment be-
tween the feature representations of Fv and Fs, aiding in an
effective and robust fingerprint comparison between them.

A key step in performing such a fingerprint com-
parison is first determining the intrinsic fingerprints of
diffusion models. We observe that, given an input z
(e.g., a text prompt), the output of a diffusion model F
throughout its denoising process forms a temporal sequence
{F (·|z, t)}Tt=1, where each step F (·|z, t) is a stochastic dis-
tribution conditioned on z and time step t. Since this se-
quence captures both the stochastic and temporal aspects
of the diffusion model—effectively reflecting its behav-
ior—we use it as the diffusion model’s intrinsic fingerprint

in our framework. To ease understanding, in the rest of this
work, we call {F (·|z, t)}Tt=1 a fingerprint sequence.

With diffusion model’s intrinsic fingerprints determined
above, let {Fs(·|z, ts)}Ts

ts=1 denote the fingerprint sequence
of the suspect diffusion model Fs, and {Fv(·|z, tv)}Tv

tv=1

denote the fingerprint sequence of the victim diffusion
model Fv . In our framework, the next phase is to revert
{Fs(·|z, ts)}Ts

ts=1 to the same state as {Fv(·|z, tv)}Tv
tv=1, and

then compare them at this state. However, this operation on
multi-step fingerprint sequences is challenging. To address
this, DiffIP decomposes the process into two sub-phases.
In sub-phase 1 (introduced in Sec. 3.1), we first revert each
step in {Fs(·|z, ts)}Ts

ts=1 individually and compare it with
each step in {Fv(·|z, tv)}Tv

tv=1. Then, in sub-phase 2 (dis-
cussed in Sec. 3.2), we build on the results from sub-phase
1, account for the multi-step nature of fingerprint sequences,
and effectively compare the entire suspect fingerprint se-
quence with the entire victim fingerprint sequence.

3.1. Sub-Phase 1: Comparison Between Steps
In this section, we discuss how our DiffIP com-
pares the (dis)similarity between each step Fs(·|z, ts)
of the suspect fingerprint sequence {Fs(·|z, ts)}Ts

ts=1 and
each step Fv(·|z, tv) of the victim fingerprint sequence
{Fv(·|z, tv)}Tv

tv=1. Here, Fs(·|z, ts) represents the sus-
pect diffusion model’s feature distribution at time step ts,
while Fv(·|z, tv) represents the victim diffusion model’s
feature distribution at time step tv . To effectively com-
pare Fs(·|z, ts) and Fv(·|z, tv), an essential point is to first
revert Fs(·|z, ts) to the state of Fv(·|z, tv), thereby miti-
gating the interference caused by fine-tuning in their com-
parison. Previous studies [37, 38, 48, 49, 54, 60, 64] have
shown that the effects of fine-tuning on model feature dis-
tribution shift, can be approximated using a linear transfor-
mation comprising orthogonal, scaling, and translation op-
erators. Building on this insight, we interpret the problem
of effective similarity comparison between Fs(·|z, ts) and
Fv(·|z, tv) as a two-step process: (1) applying an appro-
priate linear transformation (an appropriate composition of
orthogonal, scaling, and translation) to revert Fs(·|z, ts) to
the state of Fv(·|z, tv), and (2) computing the dissimilar-
ity (distance) between Fv(·|z, tv) and the transformed (re-
verted) version of Fs(·|z, ts) at this same state (i.e., the state
of Fv(·|z, tv)). Below, we elaborate on how we approach
this problem based on this two-step interpretation.

Conceptual problem definition. To address this prob-
lem, we first formally define it as follows. Let M de-
note a linear transformation comprising orthogonal, trans-
lation, and scaling operators. According to its above inter-
pretation, the problem can be formulated as an optimiza-
tion problem, where the goal is to find an optimal M that,
when applied to Fs(·|z, ts), minimizes its dissimilarity to
Fv(·|z, tv). Specifically, taking this minimal dissimilarity
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as the step-wise distance dstep(·, ·) between Fs(·|z, ts) and
Fv(·|z, tv), dstep(Fs(·|z, ts), Fv(·|z, tv)) can then be ex-
pressed as:
dstep(Fs(·|z, ts), Fv(·|z, tv)) := min

M
E[dis(M(X), Y )] (1)

where X ∼ Fs(·|z, ts), Y ∼ Fv(·|z, tv), and dis(·, ·) repre-
sents a distance function. Besides, for M as a linear trans-
formation comprising orthogonal, scaling, and translation
operators, without loss of generalizability, we can express
M as M(X) = QSX−h, where Q is an orthogonal trans-
formation matrix, S is a diagonal scaling matrix, and h is a
translation vector.

Notably, according to the above two-step interpre-
tation of the problem, dstep(Fs(·|z, ts), Fv(·|z, tv))
defined in this way can quantify the dissimilarity be-
tween Fs(·|z, ts) and Fv(·|z, tv) at the same state. In
other words, a large dstep(Fs(·|z, ts), Fv(·|z, tv)) im-
plies that Fs(·|z, ts) remains irrelevant to Fv(·|z, tv)
after mitigating the interference of fine-tuning,
whereas a small dstep(Fs(·|z, ts), Fv(·|z, tv)) indi-
cates their relevance. Based on this understanding
of dstep(Fs(·|z, ts), Fv(·|z, tv)), the problem of per-
forming effective similarity comparison between
Fs(·|z, ts) and Fv(·|z, tv) then reduces to solving out
dstep(Fs(·|z, ts), Fv(·|z, tv)).

Practical problem formulation. However, the lack
of explicit parametric representations for Fs(·|z, ts)
and Fv(·|z, tv) as unknown stochastic distribu-
tions poses significant challenges in directly solving
dstep(Fs(·|z, ts), Fv(·|z, tv)) from Eq. 1. To overcome
this limitation and make dstep(Fs(·|z, ts), Fv(·|z, tv))
practically solvable, we aim to reformulate the optimization
problem in Eq. 1 further into a form in which all terms,
except M , are explicitly represented. To achieve this, since
both Fs(·|z, ts) and Fv(·|z, tv) are stochastic distributions,
we propose applying distribution sampling on them to
estimate the behaviors of X and Y , as follows.

To estimate X’s behavior for a given input z, we gener-
ate N diverse random seeds to trigger the suspect diffusion
model Fs and collect N responses from it, where N is a
hyperparameter. This process essentially draws N samples
({xi}Ni=1) from Fs(·|z, ts). Similarly, using the same N
seeds to trigger the victim diffusion model Fv , we obtain
{yj}Nj=1 where each yj ∼ Fv(·|z, tv). With {xi}Ni=1 and
{yj}Nj=1, we can estimate the behavior of X and Y based
on the law of large numbers [9, 44]. Meanwhile, {xi}Ni=1

and {yj}Nj=1 as sets of samples now have explicit represen-
tations. In light of this, by leveraging {xi}Ni=1 and {yj}Nj=1

in replacement of X and Y , we can rewrite Eq. 1 as:

dstep(Fs(·|z, ts), Fv(·|z, tv))

:=min
M

1

N2

N∑
i=1

N∑
j=1

dis(M(xi), yj),
(2)

which now provides a practical way to solve
dstep(Fs(·|z, ts), Fv(·|z, tv)) out.

Problem in Eq. 2 is still challenging. Despite its practi-
cal formulation, solving the optimization problem in Eq. 2
remains highly challenging due to the specially constrained
search space for M . Specifically, as discussed above, M
is composed of orthogonal, scaling, and translation opera-
tors. This constraint makes the naive application of com-
mon optimization strategies, such as gradient descent or
least squares, inapplicable for optimizing M . In light of
this, in the following parts, we then find a solution for this
challenging problem.

Our exploration. To help readers better understand our
thought process, which ultimately leads to our solving pro-
cedure of Eq. 2 (elaborated in the next part), we first present
our exploration here. At the start of our exploration, we ob-
serve that, the optimization problem in Eq. 2 shares simi-
larities with the Procrustes problem [5, 8, 53]. Specifically,
the Procrustes problem, as a classical optimization problem
that has a closed-form solution, is formulated as:

min
Q

∥QA−B∥2 , (3)

where the goal is to find an optimal orthogonal matrix Q
that minimizes the L2 distance between two matrices A and
B. Similarly, by defining the distance function dis(·, ·) as
the commonly used L2 distance, and based on the previ-
ously elaborated expression of M (i.e., M(X) = QSX −
h), we can rewrite Eq. 2 as:

dstep(Fs(·|z, ts), Fv(·|z, tv))

=
1

N2

(
min

{Q,S,h}
∥QSXsample − h−Ysample∥2

)
,

(4)

where Xsample and Ysample are two sample matrices re-
spectively deduced from {xi}Ni=1 and {yi}Ni=1. We provide
the derivations of Eq. 4, as well as Xsample and Ysample,
in supplementary. As shown, the optimization (minimal)
problem in Eq. 4 is in a form similar to Eq. 3.

Based on the above, we then seek inspiration from Eq. 3
(already solvable as the Procrustes problem) to get clue into
solving the optimization problem in Eq. 4. Specifically, we
notice that, in Eq. 3, only the orthogonal matrix Q needs
to be optimized, while in Eq. 4, the optimization problem
requires optimizing {Q,S,h}, which is simultaneously re-
lated to three terms: the orthogonal matrix Q, the scaling
matrix S, and the translation vector h. Building on this re-
maining key difference between the optimization problems
in Eq. 3 and Eq. 4, we derive a procedure—elaborated be-
low—that can be used to solve the optimization problem in
Eq. 4, based on Theorem 1 and Theorem 2.

Theorem 1. (Proof in Supplementary). The optimization
problem in Eq. 4, min

{Q,S,h}
∥QSXsample − h−Ysample∥2,
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can be rewritten into the following form with h removed:

min
{Q,S}

∥∥QSX′
sample −Y′

sample

∥∥2 , (5)

where X′
sample and Y′

sample are two new matrices respec-
tively derived from Xsample and Ysample.

Theorem 2. (Proof in Supplementary). The following opti-
mization problem, when optimized over S, has a practically
derivable closed-form solution.

min
S

∥∥QSX′
sample −Y′

sample

∥∥2 . (6)

How we solve the optimization problem in Eq. 4.
Based on our exploration above, we now detail how we
solve the optimization problem in Eq. 4. Specifically, lever-
aging Theorem 1, we first enable simplifying this problem
to the one in Eq. 5. The remainder of this part then elabo-
rates on how we solve the optimization problem in Eq. 5.

Inspired by the Alternating Least Squares (ALS) algo-
rithm [36, 59], we observe that the optimization problem in
Eq. 5, which involves optimizing over {Q,S}, is solvable if
the following two sub-problems are independently solvable:

(1) min
Q

∥∥∥QSX′
sample −Y′

sample

∥∥∥2, which optimizes

solely over Q and (2) min
S

∥∥∥QSX′
sample −Y′

sample

∥∥∥2,

which optimizes solely over S. Meanwhile, based
on our earlier exploration, we note that both these
two sub-problems have closed-form solutions, al-
lowing them to be solved efficiently. Specifically,

min
Q

∥∥∥QSX′
sample −Y′

sample

∥∥∥2 admits a closed-form

solution as it is just a classical Procrustes problem in Eq. 3,
with A = SX′

sample and B = Y′
sample. At the same

time, min
S

∥∥∥QSX′
sample −Y′

sample

∥∥∥2 can also be solved

in closed form using Theorem 2. Given the above, we
can finally efficiently solve the optimization problem in
Eq. 5 via alternatingly solving the two above sub-problems,
similar to the ALS algorithm. The optimization terminates
when the consecutive updates of both Q and S fall below
a small threshold ϵ, where ϵ is a hyperparameter. A
pseudo-code description of this alternating process is also
provided in supplementary.

Final derivation of dstep(Fs(·|z, ts), Fv(·|z, tv)). De-
note Q∗ and S∗ as the orthogonal matrix and the scaling
matrix, respectively, obtained via the above process. We can
finally compute the step-wise distance dstep(·, ·) between
Fs(·|z, ts) and Fv(·|z, tv) as:

dstep(Fs(·|z, ts), Fv(·|z, tv))

=
1

N2
×
(∥∥Q∗S∗X′

sample −Y′
sample

∥∥2 ). (7)

3.2. Sub-Phase 2: Comparison Between Finger-
print Sequences

Above, we discuss how DiffIP effectively compares indi-
vidual steps (i.e., Fs(·|z, ts) and Fv(·|z, tv)) from the fin-
gerprint sequences of suspect and victim diffusion models.
Building on the step-wise comparison results, we here in-
troduce how DiffIP extends to comparing entire fingerprint
sequences, {Fs(·|z, ts)}Ts

ts=1 and {Fv(·|z, tv)}Tv
tv=1. For

brevity, we henceforth abbreviate these two sequences as
F s
1:Ts

and F v
1:Tv

. Notably, despite having step-wise com-
parison results, effectively comparing entire fingerprint se-
quences remains non-trivial. Specifically, even when F s

1:Ts

and F v
1:Tv

have the same sequence length (i.e., Ts = Tv)
and Fs is indeed derived (fine-tuned) from Fv , the denois-
ing states (progress) of Fs and Fv at the same time step
can still be misaligned, due to various techniques employed
during the fine-tuning of Fs [26, 63]. Consequently, even
in the simplified case where Ts = Tv , a naive one-to-one
comparison at identical time steps between F s

1:Ts
and F v

1:Tv

may lead to misalignment. This issue becomes more pro-
nounced in the general case where Ts ̸= Tv , in which even
the suboptimal one-to-one comparison is infeasible.

Given the above, to effectively compare F s
1:Ts

and F v
1:Tv

,
we need to establish a step-alignment plan that properly
aligns steps across the two sequences that correspond to
similar stages in the denoising process. To achieve this, a
naive approach is to match each step in F s

1:Ts
with its clos-

est step in F v
1:Tv

, using dstep(·, ·) in Eq. 7 as the step-wise
distance. This approach is based on the intuition that if two
steps from different sequences exhibit a small distance, they
likely correspond to similar stages in the denoising process
and should be aligned. Yet, this naive method may violate
the temporal constraint: The alignments in the plan need to
be order-preserving, ensuring that the relative order of steps
remains consistent with the original temporal sequences.
Specifically, if step Fs(·|z, ts) in F s

1:Ts
is aligned with step

Fv(·|z, tv) in F v
1:Tv

, then Fs(·|z, ts + 1) cannot be aligned
with any step in F v

1:Tv
that appears before Fv(·|z, tv).

Recognizing this problem, we incorporate the classical
dynamic programming algorithm [10, 11, 21] into our Dif-
fIP, which is typically is typically formulated as a recursive
approach to solve optimal sequential decision problems .
This recursive property of dynamic programming is highly
compatible with our case, where we need to make “step-
alignment” decisions over time. Next, we elaborate on the
introduced dynamic programming algorithm. To ease un-
derstanding, we also illustrate the algorithm in Fig. 1.

As illustrated, we first construct a grid matrix D ∈
RTs×Tv , where each element is defined as D(ts, tv) =
dstep(Fs(·|z, ts), Fv(·|z, tv)) (computed via Eq. 7). Our
goal can then be interpreted as finding an optimal “path”
that starts from D(1, 1), traverses through the matrix D, and
reaches D(Ts, Tv) while minimizing the summation (total)
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Victim fingerprint sequence 

Distance Matrix

Suspect fingerprint sequence 

Figure 1. Illustration of the dynamic programming-based finger-
print sequence comparison, where Ts = 8 and Tv = 10. To
compare two potentially mismatched fingerprint sequences, we
first construct a cost matrix C ∈ RTs×Tv where each element
C(ts, tv) represents the minimal total step-wise distance between
F1:ts and F1:tv . We update C recursively using a dynamic pro-
gramming algorithm until C(Ts, Tv) is obtained, which corre-
sponds to the minimal total step-wise distance between the two
fingerprint sequences.

step-wise distance of the elements of D along this path. No-
tably, when the path passes through a matrix grid D(ts, tv),
it signifies that Fs(·|z, ts) is aligned with Fv(·|z, tv) in our
step-alignment plan. To achieve the above goal, following
the classical dynamic programming strategy, we construct a
total distance matrix C ∈ RTs×Tv , where C(ts, tv) repre-
sents the minimal total distance between the subsequences
F s
1:ts and F v

1:tv . Naturally, we initialize C(1, 1) = D(1, 1).
Our objective is then to compute C(Ts, Tv), the minimal
total distance between the full sequences F s

1:Ts
and F v

1:Tv
.

Before diving into this, let us consider a more general
case: computing C(ts, tv). Recall that the formulated step-
alignment plan need satisfy the constraint discussed earlier.
Thus, the path traversing through the matrix D can only
proceed to the right, upward, or right-up, as shown in Fig. 1.
In other words, when the path reaches D(ts, tv), it can only
come from its left, downward, or left-down directions. This
insight lead to the following recursive formula for C(ts, tv):
C(ts, tv) = D(ts, tv)+

min{C(ts − 1, tv),C(ts, tv − 1),C(ts − 1, tv − 1)}.
(8)

As shown, Eq. 8 as a recursive relation then allows us to
compute C(Ts, Tv) iteratively from C(1, 1). A detailed al-
gorithm of this process is also provided in supplementary.

After obtaining C(Ts, Tv) as the minimal total dis-
tance between F s

1:Ts
and F v

1:Tv
, we can then simply de-

fine the distance between the two fingerprint sequences as
dseq(F

s
1:Ts

, F v
1:Tv

) = C(Ts, Tv). Moreover, following [17],
we can further normalize the distance dseq(F

s
1:Ts

, F v
1:Tv

) to
the range [0, 1], obtaining a similarity score Sseq that pro-
vides a more intuitive measure of the two sequences:

Sseq(F
s
1:Ts

, F v
1:Tv

) = e
−

dseq(F
s
1:Ts

,Fv
1:Tv

)
√

TsTv (9)
Based on Sseq(F

s
1:Ts

, F v
1:Tv

), we can finally perform ef-
fective and robust fingerprint comparison between the sus-
pect diffusion model Fs and the victim diffusion model Fv .

3.3. Further Discussion about DiffIP
The primary goal of DiffIP is to effectively compare the
intrinsic fingerprints of the suspect diffusion model (F s

1:Ts
)

with those of the victim diffusion model (F v
1:Tv

), ensuring
that even fine-tuning of the suspect model does not obscure
their derivation relationship. In this section, beyond this
primary objective, we explore some interesting properties
of DiffIP that may enhance its robustness in IP protection
against some recent model camouflage techniques.

Recently, model camouflage techniques, including di-
mension permutation and column-wise scaling [68, 71],
have emerged, allowing for noticeable modifications to
model weights and intermediate representations without al-
tering their final outputs or architectures. Given the ex-
istence of these techniques, skilled attackers may exploit
them to further manipulate the suspect diffusion model, en-
abling it to evade fingerprint verification. This introduces
an additional challenge in developing a robust and practical
fingerprint comparison method—it needs to also be resilient
to such camouflage techniques. Below, we also analyze
that our DiffIP possesses an additional beneficial property:
robustness against camouflage-based attacks, including di-
mension permutation and column-wise scaling.

Dimension permutation can permute the neuron ar-
rangement of the suspect diffusion model, causing signif-
icant differences in its intrinsic fingerprints (feature repre-
sentations) and complicating fingerprint verification. To ad-
dress this, one approach is to adaptively apply dimension
permutation also to the victim diffusion model’s feature
representation when comparing it with the suspect model’s
one, thereby eliminating discrepancies caused by different
neuron arrangements. Formally, let P represent an opti-
mizable permutation matrix. This approach integrates P

also in Eq. 5, minimizing
∥∥∥QSX′

sample −PY′
sample

∥∥∥2
instead of

∥∥∥QSX′
sample −Y′

sample

∥∥∥2 during step-wise
comparison between Fs(·|z, ts) and Fv(·|z, tv). How-
ever, we here highlight that our DiffIP, without re-
quiring any modifications, is inherently already identi-
cal to this approach. Specifically, since a permuta-
tion matrix is an isometric transformation [12, 13, 34],

minimizing
∥∥∥QSX′

sample −PY′
sample

∥∥∥2 is equivalent

to minimizing
∥∥∥P−1QSX′

sample −Y′
sample

∥∥∥2. Here,

as P−1Q remains an orthogonal matrix, minimizing∥∥∥P−1QSX′
sample −Y′

sample

∥∥∥2 then reduces to the orig-
inal Eq. 5. This demonstrates that our DiffIP is inherently
robust to dimension permutation.

Column-wise scaling. Besides dimension permutation,
attackers may also exploit column-wise scaling to manipu-
late the representations of the suspect diffusion model. Ac-
cordingly, our optimization objective defined in Eq. 5 is

modified to minimize
∥∥∥cQSX′

sample −PY′
sample

∥∥∥2 in-

stead, where c ∈ R+ is a positive scalar. Here, it is ev-
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ident that this scaling term c can be combined with the
scaling transformation matrix S. Based on this combina-
tion, since cS is simply another scaling transformation ma-

trix, minimizing
∥∥∥cQSX′

sample −PY′
sample

∥∥∥2, which is

equivalent to
∥∥∥Q(cS)X′

sample −PY′
sample

∥∥∥2 can also be
reduced back to Eq. 5. This shows that our DiffIP is also
inherently robust to column-wise scaling.

3.4. Overall Process
Below, we discuss the overall fingerprint comparison pro-
cess of our DiffIP framework, given a suspect diffusion
model and a victim diffusion model. Specifically, for a
given input (text prompt), we run both the suspect and vic-
tim diffusion models with N different random seeds, col-
lecting their outputs at each step of the denoising process.
This produces a fingerprint sequence for each model, de-
noted as F s

1:Ts
and F v

1:Tv
. We then compute the similarity

between F s
1:Ts

and F v
1:Tv

using Eq. 9. In our experiments,
following [71], we use 200 inputs (text prompts in our case)
for fingerprint comparison and report the average similarity
score among these 200 inputs as the final result.

4. Experiments
To verify the effectiveness of our framework, we compare
DiffIP with both existing intrinsic-fingerprint-based meth-
ods (in Sec. 4.1) and existing external-watermark-based
methods (in Sec. 4.2), including REEF [71], PCS [68], Sta-
ble Signature[25], and AquaLoRA[24].

4.1. Comparison with Intrinsic-Fingerprint-based
Methods

Baseline Methods. As most previous intrinsic-fingerprint-
based IP protection methods are difficult to apply to diffu-
sion models due to their specific designs for classification
logits [16], GNN structures [32], or linguistic patterns in
generated texts [31], we compare our DiffIP with two more
recent methods, namely PCS [68] and REEF [71], which
are compatible for IP protection of diffusion models. In ad-
dition, to better assess the effectiveness of different main
components in our framework, we also assess three fol-
lowing variants of our DiffIP. (1) DiffIP (w/o reversion):
we remove the representation reversion scheme, modify
Eq. 2, and directly calculate dstep(Fs(·|z, ks), Fv(·|z, kv))
as 1

N2

∑N
i=1

∑N
j=1 ∥xi − yj∥2. (2) DiffIP (single sam-

pling only): we disregard the stochastic nature of diffu-
sion models by performing only a single sampling per in-
put instead of multiple samplings. (3) DiffIP (w/o DP):
we remove our dynamic programming scheme (Sec. 3.2),
and uniformly align steps in F s

1:Ts
and F v

1:Tv
for finger-

print sequences comparison, i.e., we align Fs(·|z, ts) and
Fv(·|z, tv) if ts

Ts ≈ tv
Tv

.

SD15 as the Victim Model Derived Models (Similarity Score ↑)
Fine-tuning Permutation Scaling Pruning

Methods Earth Dream Floor Any SD-Perm SD-Scale SD-Prun
PCS [68] 0.0682 0.9638 0.1197 0.9245 0.0000 0.9999 0.1625
REEF [71] 0.6419 0.4261 0.8430 0.4880 1.0000 1.0000 0.7586
DiffIP (w/o reversion) 0.0489 0.0533 0.0971 0.0734 0.0014 0.0310 0.0129
DiffIP (single sampling only) 0.7882 0.4969 0.7908 0.7593 0.9999 0.9999 0.7303
DiffIP (w/o DP) 0.7924 0.5930 0.7641 0.7843 0.9999 0.9999 0.7791

DiffIP 0.9953 0.8065 0.9892 0.9613 0.9999 0.9999 0.9573

— —

FLUX as the Victim Model Derived Models (Similarity Score ↑)
Fine-tuning Permutation Scaling Pruning

Methods Aes Octane Alpha Portrait FLUX-Perm FLUX-Scale FLUX-Prun
PCS [68] 0.0230 0.0231 0.0208 0.9926 0.0000 0.9999 0.1049
REEF [71] 0.9109 0.9292 0.9179 0.8797 1.0000 1.0000 0.4504
DiffIP (w/o reversion) 0.0670 0.0216 0.0111 0.0444 0.0574 0.0370 0.0078
DiffIP (single sampling only) 0.7667 0.7903 0.7801 0.6295 0.9999 0.9999 0.6380
DiffIP (w/o DP) 0.7768 0.7581 0.7876 0.6778 0.9999 0.9999 0.5778

DiffIP 0.8994 0.9380 0.9896 0.8783 0.9999 0.9999 0.8356

Table 1. Similarity of various intrinsic-fingerprint-based methods
applied to derived diffusion models. denotes similarity > 0.8,

for 0.5∼0.8, and for < 0.5.

SD15 as the Victim Model Unrelated Models (Similarity Score ↓)

Methods FLUX AnimeMiX Lightning Floyd
PCS [68] 0.0001 0.0001 0.0470 0.0000
REEF [71] 0.2607 0.5268 0.5417 0.2332
DiffIP (w/o reversion) 0.0118 0.0610 0.0604 0.0366
DiffIP (single sampling only) 0.0025 0.0019 0.0610 0.0418
DiffIP (w/o DP) 0.0034 0.0280 0.0826 0.0483

DiffIP 0.0150 0.1010 0.1006 0.0991

— —

FLUX as the Victim Model Unrelated Models (Similarity Score ↓)

Methods Any Dream Lightning Floyd
PCS [68] 0.0001 0.0001 0.0002 0.0000
REEF [71] 0.5194 0.5242 0.5211 0.3115
DiffIP (w/o reversion) 0.0119 0.0146 0.0137 0.0743
DiffIP (single sampling only) 0.0363 0.0304 0.0472 0.0215
DiffIP (w/o DP) 0.0549 0.0228 0.0331 0.0497

DiffIP 0.0377 0.1001 0.0937 0.0991

Table 2. Similarity of various intrinsic-fingerprint-based methods
applied to unrelated diffusion models. denotes similarity <
0.2, for 0.2∼0.5, and for > 0.5.

Victim and Suspect Models. We follow [71] to collect
a set of models to evaluate whether our DiffIP can distin-
guish models derived from the victim model from unrelated
models. In this subsection, we use two widely adopted large
pre-trained diffusion models, namely Stable Diffusion ver-
sion 1.5 [51] (SD15) and FLUX-dev.1 (FLUX) [2], as vic-
tim models sequentially. For each victim model, we select a
range of suspect diffusion models for evaluation, including
seven diffusion models derived from the victim models and
four unrelated diffusion models. Details of these suspect
models are provided in Supplementary.
Implementation Details. In our experiments, following
[71], we use 200 prompts from PartiPrompts [67] for fin-
gerprint comparison and report the average similarity score
among these 200 inputs as the final result. For each prompt,
we perform sampling with 20 different random seeds (i.e.,
N = 20), and compute the representation similarity be-
tween the victim and suspect models. More implementation
details are provided in Supplementary.
Results. Tab. 1 and Tab. 2 present the similarity between the
victim models (SD15 and FLUX) and a series of suspect
(derived and unrelated) models. As shown, although the
derived models are developed using different techniques,
compared to existing intrinsic-fingerprint-based methods
and variants of our framework, DiffIP achieves consistently
high representation similarity (with an average similarity
of 0.9464) between the victim diffusion models and all
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Model Fidelity Robustness against to Fine-tuning (TPR ↑)
Methods FID ↓ w/o fine-tuning 40 steps 1000 steps 10000 steps

Stable Signature [73] 24.77 0.9930 0.7735 0.0471 0.0094
AquaLoRA [24] 24.88 0.9900 0.0491 0.0000 0.0000

DiffIP 24.26 0.9591 0.9327 0.9259 0.9186

Table 3. Comparison between our DiffIP and external-watermark-
based methods. We control the FPR at 10−6 and evaluate the TPR.
SD15 is the victim model.

these derived models. In addition, the similarity computed
by DiffIP remains consistently low for unrelated diffusion
models (with an average similarity of 0.0807). This demon-
strates that DiffIP can effectively distinguish diffusion mod-
els derived from victim models from unrelated ones and can
serve as a reliable and robust fingerprinting method for IP
protection.

4.2. Comparison with External-Watermark-based
Methods

In this subsection, we further compare DiffIP with recent
external-watermark-based methods, including AquaLoRA
[24] and Stable Signature [73], to further evaluate its effec-
tiveness. AquaLoRA and Stable Signature protect diffusion
models by retraining them to embed a predefined 48-bit se-
cret message into their generated outputs. This 48-bit mes-
sage can then be decoded by a corresponding trained water-
mark decoder to verify model identity.
Settings. (1) Evaluation Metrics. Since watermark-based
methods involve retraining diffusion models, we follow
[24, 25] and use FID [28] to evaluate model fidelity, i.e.,
whether the watermarking process affects the generation
quality of the model. To evaluate IP protection effective-
ness, we also follow [24, 25] and use true positive rate
(TPR), controlling false positive rate at 10−6 as an evalu-
ation metric. (2) Personalized Fine-tuning. To evaluate the
robustness of IP protection against personalized fine-tuning,
we apply LoRA fine-tuning [30] to the watermarked SD15
model using a Naruto-style dataset [14], which contains
1,200 images. More details are provided in supplementary.
Results. Tab. 3 presents a comparison of our DiffIP with
watermark-based methods. As shown, DiffIP achieves the
best model fidelity since it does not require re-training
diffusion models. Regarding IP protection effectiveness,
watermark-based methods exhibit performance degradation
after 40 fine-tuning steps, and their protection efficacy
nearly disappears after 1000 fine-tuning steps. In contrast,
our DiffIP remains robust even after more extensive fine-
tuning (e.g., 1,0000 steps), This attributes to the specially
design in our DiffIP, which actively reverts suspect models
to the state of the victim model to mitigate the interference
caused by fine-tuning.

4.3. Ablation Studies
Below, we use SD15 as the victim model, select Dream and
Any as its derived models, and select FLUX, Lightning as
its unrelated models to conduct ablation experiments.

Derived Models ↑ Unrelated Models ↓
Method Dream Any FLUX Lightning

w/o Q 0.5064 0.5467 0.0029 0.0113
w/o S 0.4179 0.4643 0.0130 0.0229
w/o t 0.3625 0.4365 0.0105 0.0201
Any M 0.9353 0.9686 0.4701 0.7703
w/o reversion 0.0533 0.0734 0.0118 0.0604

Ours 0.8065 0.9613 0.0150 0.1006

Table 4. Evaluation on the linear
reversion scheme.

Impact of Representation
Reverting. Here, we ex-
tend our ablation study about
the reversion scheme in the
main experiments and fur-
ther compare our method to
the following variants: 1)
w/o Q, where we remove the orthogonal operator Q, which
reduces M to only a combination of scaling and transla-
tion transformations. 2) w/o S, where we remove the scal-
ing operator S from M . 3) w/o t, where we remove the
translation operator t from M . 4) Any M , where we re-
lax the constraint on M to allow any linear transformation
and employ least squares to find the optimal M∗. 5) w/o
reversion (discussed in Sec. 4.1). As shown in Tab. 4, our
method achieves better performance than all other variants,
demonstrating the efficacy of using a linear transformation
composed of scaling, orthogonal, and translation transfor-
mations to approximately revert the fine-tuning process.

Derived Models ↑ Unrelated Models ↓
Method Dream Any FLUX Lightning

DiffIP-minimal 0.9613 0.9762 0.9011 0.9647
DiffIP-last-step 0.5843 0.7184 0.0017 0.0684
DiffIP-one-to-one 0.7224 0.8451 0.0109 0.0744
w/o DP 0.5930 0.7843 0.0034 0.0826

Ours 0.8065 0.9613 0.0150 0.1006

Table 5. Evaluation on the dy-
namic programming scheme.

Impact of the Dynamic
Programming Scheme.
Here, we extend our ablation
study about the dynamic
programming scheme in
the main experiments and
further compare our method to the following variants: 1)
DiffIP-minimal, where we ignore the temporal constraints
in step alignment, and directly align each step in F s

1:Ts
with

the step in F v
1:Tv

that has the minimal step-wise distance
for fingerprint sequence comparison. 2) DiffIP-last-step,
where we disregard the temporal nature of diffusion models
and remove our dynamic programming scheme (Sec. 3.2).
3) DiffIP-one-to-one, where we manually set the suspect
and victim diffusion models to have the same denoising
steps (i.e., 25 steps), and thus we can align steps one-to-one
in F s

1:Ts
and F v

1:Tv
(where Ts, Tv = 25) for fingerprint

comparison. 4) w/o DP (discussed in Sec. 4.1). As shown
in Tab. 5, our method yields the best results, indicating the
efficacy of our dynamic programming scheme.

5. Conclusion
In this work, we propose DiffIP, a novel framework de-
signed to facilitate robust IP protection of diffusion models.
We introduce several designs in DiffIP to promote the IP
protection of diffusion models, accounting for their stochas-
tic and temporal nature while also minimizing the inter-
fere caused by (personalized) fine-tuning on their finger-
print comparison. Extensive experiments demonstrate the
efficacy of DiffIP, indicating its potential as a practical so-
lution for IP protection in diffusion models.
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