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Abstract

Fine-tuning has become the standard practice for adapting
pre-trained models to downstream tasks. However, the im-
pact on model robustness is not well understood. In this
work, we characterize the robustness-accuracy trade-off in
fine-tuning. We evaluate the robustness and accuracy of
fine-tuned models over 6 benchmark datasets and 7 differ-
ent fine-tuning strategies. We observe a consistent trade-off
between adversarial robustness and accuracy. Peripheral
updates such as BitFit are more effective for simple tasks—
over 75% above the average measured by the area under
the Pareto frontiers on CIFAR-10 and CIFAR-100. In con-
trast, fine-tuning information-heavy layers, such as atten-
tion layers via Compacter, achieves a better Pareto frontier
on more complex tasks—57.5% and 34.6% above the av-
erage on Caltech-256 and CUB-200, respectively. Lastly,
we observe that the robustness of fine-tuning against out-
of-distribution data closely tracks accuracy. These insights
emphasize the need for robustness-aware fine-tuning to en-
sure reliable real-world deployments.

1. Introduction

Pre-training and fine-tuning can efficiently transfer knowl-
edge from upstream data to downstream tasks [2, 44].
Models can be fine-tuned in various ways [27]—full fine-
tuning, linear probing (training the classification head), and
parameter-efficient fine-tuning (PEFT) [5, 10, 14, 16, 17,
28-30, 34, 49]. Specifically, PEFT strategies selectively
update parameters to achieve high accuracy on target tasks
with significantly reduced computation and storage costs.
While fine-tuning optimizes efficiency and accuracy, its
impact on model robustness remains underexplored—and in
fact relatively unknown. Attackers actively generate adver-
sarial examples [36, 40] by adding crafted perturbations to
cause model misclassification. A model’s ability to resist
these samples, as well as perform well when presented with
out-of-distribution (OOD) data, is called model robustness.
Prior studies on adversarial robustness [3, 7, 11, 36, 40]
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focus on attacking models that are trained from scratch.
Models learn to use high-dimensional features during train-
ing. Since test data have similar features to training
data, models are able to achieve high accuracy at evalu-
ation. However, attackers can generate adversarial exam-
ples to largely degrade accuracy by perturbing those fea-
tures, which we refer to as highly predictive, non-robust
features [20, 45] in this paper. In comparison, while attacks
are targeted at downstream phenomena [4, 6, 18, 22, 39],
two data phenomena are involved in pre-training and fine-
tuning—upstream and downstream data, respectively. Here,
a key question arises: how does adversarial robustness
vary as the model is fine-tuned? We hypothesize that fea-
tures learned from pre-trained data are more robust against
downstream attacks. As models fit to downstream phenom-
ena, they learn non-robust features to gain accuracy while
sacrificing adversarial robustness. Additionally, the funda-
mental trade-off between accuracy and adversarial robust-
ness [31, 45, 51] may still exist but is potentially shifted.

This work is the first to investigate deeply how robust-
ness is impacted by fine-tuning. Here, we focus on three
questions: (1) does the adversarial robustness-accuracy
trade-off exist during fine-tuning? (2) how sensitive is this
trade-off to different fine-tuning strategies and downstream
data distributions? and (3) do findings on adversarial ro-
bustness generalize to OOD robustness? We begin by for-
mally exploring the potential interaction between robust-
ness and fine-tuning (i.e., the impact of mechanisms and
data phenomena). Thereafter, we evaluate trade-offs empir-
ically by fine-tuning a test suite of models using a range of
fine-tuning strategies (see Figure 1). The experiments are
performed over 231 models, 7 fine-tuning methods, and 6
benchmark datasets (5 for adversarial robustness and 1 with
6 domains for OOD robustness), resulting in approximately
2,100 adversarial and 2,000 OOD robustness assessments.

The evaluation finds: (1) a consistent adversarial
robustness-accuracy trade-off early (within the first 3
epochs) in fine-tuning across all methods—initially, robust-
ness improves together with accuracy, then it peaks and de-
clines as fine-tuning continues; (2) the Pareto frontiers (i.e.,
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Figure 1. Continuous robustness evaluation during fine-tuning.

optimal trade-off curves) are sensitive to fine-tuning meth-
ods and downstream task complexity—fine-tuning methods
modifying intermediate information-intense layers, such as
attention layers (e.g., Compacter [37]), achieve better bal-
ances than those updating excessively (e.g., full fine-tuning)
or only peripheral layers (e.g., linear probing, BitFit [49]);
and (3) OOD robustness does not exhibit a trade-off with ac-
curacy but remains relatively stable and closely tracks accu-
racy, suggesting that different underlying mechanisms drive
robustness in security and safety contexts. These findings
deepen our understanding of designing robustness-aware
fine-tuning strategies facing different tasks and risks.

2. Background
2.1. Fine-tuning Strategies

ViT backbone. The transformer architecture [46] has be-
come the state-of-the-art across many fields [2, 8, 9]. It typ-
ically serves as the backbone structure in the pre-training
and fine-tuning paradigm [44], where general knowledge
of pre-trained models is transferred to solve specific tasks
through fine-tuning on (often small) downstream datasets.
In this study, we focus on vision transformers (ViT), thus
on images. Here, an input image is divided into fixed-size
patches, flattened, and projected into embeddings. Then at-
tention scores are calculated to determine the relationship
between patches to capture global dependencies. The out-
puts are then passed through a feedforward network (FFN),
in-between two layer normalizations (LN) for stability.

Fine-tuning Methods. Full fine-tuning, which updates all
model parameters, is widely used to transfer knowledge
from pre-trained models to downstream tasks in computer
vision [27, 50]. While effective, it can be computation-
ally expensive, especially for large-scale models. In con-
trast, linear probing, which fine-tunes only the final classi-
fication layer, is more efficient but often fails to match the
performance of full fine-tuning [27]. To bridge this gap,
parameter-efficient fine-tuning (PEFT) methods have been
developed, aiming to achieve comparable or higher accu-
racy with fewer trainable parameters and reduced memory
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and storage overhead [15, 32].

PEFT techniques primarily retain the pre-trained param-
eters while introducing a small set of trainable parameters
to adapt the model to the downstream task. A general for-
mulation can be expressed as:

g+ Woz + AWz, (1)

where Wy represents the frozen pre-trained weights, and
AW denotes the task-specific learnable parameters intro-
duced by a given PEFT method. The input z is processed
through the model, and the prediction ¢ is computed based
on all parameters. Several PEFT techniques have been
adapted for ViTs from the original transformer models in
NLP [1]. LoRA [17] reduces computational cost by factor-
izing weight updates into low-rank matrices within attention
layers, effectively capturing task-specific adaptations. Bit-
Fit [49] takes a more selective approach by updating only
bias terms, leaving all other weights unchanged. Adapter-
based methods [16] introduce small trainable modules be-
tween transformer layers to inject task-specific informa-
tion without modifying the backbone. Compacter [37] fur-
ther improves efficiency by using Kronecker-based param-
eterization within adapters, reducing the number of addi-
tional parameters needed. Finally, (IA)3 [34] fine-tunes the
model by learning per-layer multiplicative reweighting fac-
tors, modifying activations without directly changing pre-
trained weights. A detailed visualization of how they are
applied to a ViT block is shown in Figure 2.

2.2. Model Robustness

Model robustness is crucial for evaluating the reliability of
machine learning models under both adversarial manipu-
lations and natural distribution shifts. Adversarial robust-
ness [3, 11, 36, 40] focuses on a model’s ability to de-
fend against adversarial examples—carefully crafted per-
turbations that are imperceptible to humans but lead to in-
correct model predictions. A widely used benchmark for
security evaluation, projected gradient descent (PGD), it-
eratively modifies inputs to maximize model loss L while
constraining the perturbed image x + ¢ within a predefined
norm-ball B of radius e centered at the original input = as
shown in Equation 2.

Tady = AIGMAX, | sep (o) L(T + 0,Y) 2

Beyond adversarial threats, models are also expected to
demonstrate robustness to out-of-distribution (OOD) data,
which is important to ensure reliable performance in real-
world settings [26, 41]. OOD shifts can vary in nature, from
entirely novel objects absent in training data to more subtle
domain variations, such as background changes or stylis-
tic transformations (e.g., sketches versus real images). This
study focuses on the latter, where the object of interest re-
mains the same but appears in a different context.



3. Methodology

In this section, we construct two artifacts to study the rela-
tionship between robustness and fine-tuning. We begin by
extending an existing model of training to explore the po-
tential impacts of fine-tuning on robustness, and then con-
struct an evaluation framework to (a) decompose the space
of fine-tuning strategies and (b) analyze how robustness
varies with fine-tuning methods (reported in Section 4).

3.1. Modeling Robustness

We establish the problem setup, based on prior work on
model robustness [45], to understand how fine-tuning af-
fects robustness. Consider a binary downstream classifica-
tion task, where labels are uniformly distributed—y “~"
{—=1,+1}. Each input x consists of a feature, 1, strongly-
correlated to the corresponding ground-truth label (i.e., ro-
bust), and d weakly-correlated (i.e., non-robust) features:

i.i.d
L2, .0y Td41 R N(nya 1) (3)

Here, n represents the mean shift of the weakly correlated
features, quantifying their predictive power. A larger n im-
plies that these features contribute more information toward
classification, while a smaller  means they are less distin-
guishable from noise.

In fine-tuning, the classifier has frozen, pre-trained
weights wg and adaptive weights Aw. Here, k parameters
are updated, where k = ||Aw||o, d = ||wolo, and k& < d. A
simple linear classifier is defined as:

frr (@) = sign((wy + Aw) "z), )
where
1 1 1 1
wo = [0,&,...,&]7Aw: [O’E’“.70)“.7E]. (5)

Then, we derive a lower bound on 7 to analyze the robust-
ness impact of fine-tuning:

Pr[fpr(x) = y] = Prlsign((wo + Aw) "z) -y > 0]

d k
1 1
= Pr[sign( E Pl g gxl) -y > 0]
i=1 i=1

k+d k+d

— 7)

Pr[NV( 7

> 0].
(6)

Assuming a fine-tuned classifier achieves 99% accuracy, we
obtain (from the standard normal (Z) table):

2.33

>
"= E T

= )

This shows that the required correlation strength 7 of non-
robust features depends on both k and d. For full fine-tuning
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(i.e., k = d), this simplifies to ngy > %, which relaxes
its lower bound. Here, fine-tuning the entire model allows
it to learn a larger number of non-robust features jointly to
achieve high accuracy. But each feature is even less cor-
related to ground-truth, and thus, the model becomes more
vulnerable. Additionally, the lower bound is tightened if the
downstream task is simpler (i.e., smaller d), such as tasks
with well-separated classes or fewer features. In this case,
the model requires those non-robust features to have com-
paratively higher correlations. Thus, they are less suscepti-
ble to adversarial perturbations.

These preliminary results suggest that &k, which is re-
lated to fine-tuning methods, and d, which is related to
downstream task complexity, are connected to adversarial
robustness. It motivates further exploration on measuring
and studying those relationships.

3.2. Measuring Robustness
3.2.1. Decomposition of PEFTs

To investigate the impact of fine-tuning on robustness, we
select seven state-of-the-art fine-tuning strategies for our
decomposition, including five PEFT methods that span all
three main categories [32]: addition-based (i.e., insert-
ing new parameters: Adapter [16], Compacter [37], and
IA3 [34]), reparametrization-based (i.e., decomposing into
low-rank matrices: LoRA [17]), and selection-based (i.e.,
modifying pre-trained weights: BitFit [49]), as well as full
fine-tuning and linear probing.

We decompose PEFT methods along two dimensions: a)
the rype of information extracted from the pre-trained model
and b) the mechanisms used to fine-tune the extracted infor-
mation. As illustrated in Figure 2, we map out where PEFT
strategies are applied within a ViT block and the underlying
mechanisms they use. Since the addition of full fine-tuning
and linear probing to the visualization is straightforward,
we focus on decomposing PEFT methods here.

The knowledge models gain during fine-tuning depends
on what information PEFT methods extract from the pre-
trained model. It includes the information type (i.e., model
weights or representations) and its location. Here, weights
correspond to static parameters in the pre-trained model lay-
ers, whereas intermediate representations are dynamic and
dependent on input data. For example, LoRA [17] explic-
itly modifies model weights by decomposing attention ma-
trices into low-rank matrices, whereas (IA)3 [34] introduces
vectors to scale intermediate representations after the at-
tention layer. Beyond distinguishing between weights and
representations, we also examine where these modifications
occur within the model. Different PEFT strategies target
specific layers, such as attention weights, feed-forward net-
works (FFNs), or biases as shown in Figure 2.

Once information is extracted, PEFT strategies use spe-
cific mechanisms to update parameters. We identify three
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Figure 2. A graphical illustration of how 5 PEFT methods are applied to ViT (left) and a decomposition of PEFT mechanisms (right).

primary mechanisms used—(a) projection with neural lay-
ers, which introduces feed-forward layers or layer normal-
ization to down-project and up-project intermediate repre-
sentations; (b) matrix/vector computation, which applies
matrix operations (e.g. multiplication) to rescale extracted
parameters; and (c) direct update, which directly uses back-
propagation to update selected parameters.

These two dimensions remain consistent for each PEFT
method across the N blocks of a ViT. We provide a sum-
mary mapping table in Section A.6. Our decomposition of-
fers a new perspective on studying the fine-tuning space.
This enables us to have a solid foundation to further investi-
gate how and why different fine-tuning strategies may have
different degrees of robustness.

3.2.2. Sensitivity Analysis

Our framework, as shown in Figure |, systematically an-
alyzes how robustness evolves throughout fine-tuning. As
opposed to focusing on the final model state, it captures the
dynamics of the trade-off between accuracy and robustness
as the model is adapted. This is particularly important for
fine-tuning. Here, the model transitions from a general to a
specialized state with different numbers of robust and non-
robust features learned. Encountering new data phenomena
(i.e., step-level) and iterative updates (i.e., epoch-level) lead
to changing degrees of the robustness-accuracy trade-off.
Our approach builds on insights from overfitting studies.
There, the model’s test accuracy declines after prolonged
training as it memorizes dataset-specific noises rather than
generalizable patterns [38]. Similarly, fine-tuned models
may learn non-robust features [20, 45] from downstream
datasets to improve accuracy, but it degrades robustness.
Here, our pipeline has two stages—(a) fine-tuning inte-
gration and (b) continuous evaluation. We first integrate
PEFT modules by modifying the pre-trained model struc-
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ture. Then, as the model is fine-tuned on downstream data,
we use an adaptive tracking schedule to continuously eval-
uate model robustness and accuracy.

Intuitively, robust and non-robust features learned from
upstream and downstream data at different points influence
model robustness and accuracy on target tasks. To capture
the full variances during training, we monitor them at key
update steps during fine-tuning. A major challenge here is
to determine the optimal tracking frequency. While moni-
toring per epoch is standard, it is too coarse for classifica-
tion tasks where fine-tuned models converge within a few
epochs [18]. Early-stage changes of robustness are missed
with sparse tracking. Instead, we track robustness at the
granularity of backpropagation steps. This captures how
the robustness-accuracy trade-off evolves in two ways: (a)
when new downstream-specific data is introduced, reveal-
ing immediate shifts in robustness as the model encounters
new data phenomena, and (b) as the model iteratively up-
dates after seeing the entire dataset, showing longer-term
trends in robustness and accuracy trade-offs.

Furthermore, to balance efficiency while tracking at this
granularity, we strategically sample model states at selected
backpropagation intervals rather than at every step. Specif-
ically, we increase tracking frequency (i.e., every 50-200
steps) during early training, when models rapidly adapt to
new data, and decrease it (i.e., every 6,000 steps) in the later
stage when performance stabilizes. This adaptive tracking
approach ensures that we capture critical transitions in ro-
bustness while minimizing unnecessary overhead.

4. Evaluation

Building upon our framework of fine-tuning integration and
continual robustness evaluation, we empirically investigate
how robustness changes during fine-tuning. Specifically, we



seek to understand whether the shift from training a model
from scratch to various fine-tuning strategies changes the
robustness-accuracy trade-off. To this end, we address the
following three key research questions:

RQ1: Does the established trade-off between accuracy and
adversarial robustness persist in fine-tuning?

RQ2: How do different fine-tuning strategies and down-
stream task complexity affect the optimal trade-offs?

RQ3: Are the findings consistent with out-of-distribution
(OOD) robustness?

4.1. Experimental Design

To facilitate our experiments, we use ViT-Base model, pre-
trained on ImageNet-21k [43] (14 million images, 21,843
classes) at resolution 224x224 from HuggingFace [19], and
AdapterHub [1] v1.0.0 to integrate PEFT modules. Exper-
iments are performed across 12 A100 GPUs with 40 GB
of VRAM and CUDA version 11.7 or greater. Fine-tuning
models with tracking adversarial and OOD robustness takes
approximately 2,100 and 3,780 GPU hours, respectively.
Differences among PEFT strategies are negligible—they all
update 0.07%-3.97% of the pre-trained model. Our source
code is publicly available.'

Since fine-tuning strategies are often used in data-limited
regimes, we evaluate them on six representative datasets
(10k-60k samples) with varying complexity (10 vs. 256
classes, fine- vs. course-grained classes): CIFAR10 [42],
CIFARI100 [25], CalTech256 [13], CUB200 [47], Stan-
fordDogs [23], and DomainNet [41]. Dataset details are
in Section A.l. To study scalability with data quantity,
we also include Places365 [52] (~1.8M samples). How-
ever, as models converge to only ~50% clean accuracy [52]
and ~5% adversarial robustness, their weak overall perfor-
mance makes it difficult to draw meaningful conclusions
about robustness trends as discussed in Section A.5. Ad-
ditionally, fine-tuning configurations follow standard CV
practice [15, 18] (Table 1), with grid search used to select
training hyperparameters (Section A.4). We also conduct an
ablation study on learning rate and the number and location
of trainable parameters, which can be found in Section A.3.

For adversarial robustness evaluations, we use the state-
of-the-art attack algorithm PGD [36] from TorchAttack [24]
v3.5.1. Following standard practices [31], we set the attack
budget to e = 1/255, step size a = 0.25/255, and the num-
ber of steps to 15. Adversarial examples are generated from
the test sets of each downstream dataset. Given the com-
putational cost of attacks, we follow a structured evaluation
tracking schedule: (1) in early fine-tuning (0-700 steps), we
evaluate robustness and accuracy every 50 steps to capture

Ihttps : / / github . com / kyangl / robustness -

finetuning
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(IA)3 locations Wi, Wy, FEN
LoRA locations Wk, Wy, Wao, Wo

Table 1. Standard configurations of PEFTs.

robustness changes; (2) between 700 — 3, 000 steps, evalua-
tions occur every 1, 000 steps; and (3) beyond 3, 000 steps,
we evaluate every 6, 000 steps.

For OOD robustness, we evaluate the model’s ability to
generalize across distribution shifts using DomainNet [41].
Here, the model is fine-tuned on a single domain and tested
on other unseen domains. Due to the large number of data
with higher computational overhead, OOD evaluations are
conducted at a coarser granularity: (1) every 200 steps for
the first 1, 000 fine-tuning steps; (2) every 2, 000 steps from
1,000 to 3,000 steps; (3) every 4, 000 steps from 3, 000 to
10, 000 steps; (4) every 6, 000 steps from 10, 000 to 30, 000
steps; and (5) every 20, 000 beyond 30, 000 steps.

4.2. Accuracy and Robustness Trade-off

Prior studies attribute the trade-off between adversarial ro-
bustness and accuracy to models that rely on a large num-
ber of non-robust yet highly predictive features [20, 45].
This claim is based on the assumption that the training data
and the data used to generate adversarial examples share
the same distribution. However, this assumption breaks in
fine-tuning. Here, distinct downstream datasets with dif-
ferent inter-class/domain separation, image resolution, and
similarities with upstream data are involved during training.
This shift raises a crucial question: does the trade-off phe-
nomenon still persist in fine-tuning and how?

To explore this, we measure the variances of robustness
and accuracy during fine-tuning for 7 fine-tuning methods
and 5 datasets. Figure 3 shows results on Caltech256,
where models trained with BitFit, LoRA, Adapter, and full
fine-tuning all exhibit rapid improvements in standard ac-
curacy, reaching ~ 90% within 1,000 steps. Meanwhile,
adversarial robustness follows a different trajectory: it ini-
tially increases, then reaches 25% at around step 400,
and finally steadily declines to =~ 10% at convergence.
Specifically, PEFT methods that fine-tune parameters in or
around attention layers (e.g., LORA, Adapter) demonstrate
a slightly more gradual decline in robustness, suggesting
that they preserve robustness better than full fine-tuning or
bias-only tuning. We further investigate differences among
fine-tuning strategies in the next section.

The distinct trends of accuracy and robustness here high-
light that models learn features for different purposes at

~
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Figure 3. Continuous evaluation of training accuracy (blue), test
accuracy (green), and adversarial robustness (red) across back-
propagation steps (truncated at 3000 steps) on Caltech256.

different stages. Early fine-tuning steps improve both ro-
bustness and accuracy by leveraging pre-trained represen-
tations. We attribute this to the model’s ability to effec-
tively adapt the randomly initialized trainable parameters to
downstream tasks. Then, as the model is increasingly fit-
ted to the downstream data, it begins to exploit predictive
but non-robust features to gain accuracy while sacrificing
robustness. The findings strongly confirm the persistence
of the trade-off in fine-tuning and imply that learning robust
features with defense mechanisms may decrease accuracy.

Steps
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Y
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»
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Figure 4. Pareto frontiers are extracted by filtering out the subop-
timal points in the trade-off space. The AUC is then computed by
extending the two endpoints and integrating the enclosed area.

4.3. Pareto Frontiers in the Trade-off Space

After analyzing the consistent adversarial robustness-
accuracy trade-off, we further ask how sensitive the trade-
off is to downstream phenomena and fine-tuning methods.

Across downstream distributions. First, we extract Pareto
frontiers by identifying points in the trade-off space that no
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Figure 5. Pareto frontiers of the trade-off between accuracy and
robustness on five downstream datasets.

other point has higher accuracy and robustness simultane-
ously. As shown in Figure 4, these frontiers represent the
optimal trade-offs achieved during fine-tuning. Figure 5 il-
lustrates the results of the fine-tuning methods on the five
datasets. It shows significant differences across downstream
distributions. CIFAR-10 exhibits the flattest Pareto frontiers
(i.e., the most gradual trade-offs). Adversarial robustness
remains relatively stable as accuracy improves in the last
2% before convergence (leftmost points of each frontier).
Similarly, CIFAR-100 shows less gradual trade-offs, char-
acterized by smaller gradients (in absolute values) of the
frontiers. In comparison, the Pareto frontiers are steeper, in-
dicating a more evident trade-off, for Caltech256, CUB200,
and Stanford Dogs. Here, the robustness peaks (the right-
most points of each curve) and then sharply declines as ac-
curacy approaches the final 10% before convergence.

We attribute this variation to task complexity. CIFAR-
10 consists of 10 classes that fully overlap with the pre-
trained data. This enables a smoother adaptation. In con-
trast, CUB-200 requires distinguishing 200 bird species, all
falling under the broad “Bird” category of the upstream
data. The complexity with smaller inter-class separation
forces the model to learn finer details, increasing its depen-
dence on fragile, non-robust features. In summary, greater
downstream task complexity with less similarity with the



upstream phenomena leads to steeper Pareto frontiers.

Across fine-tuning strategies. Furthermore, to quantify
the quality of the trade-off across fine-tuning strategies, we
compute a simple scalar—area under the Pareto frontiers

33]—as our metric. Since Pareto frontiers capture the op-
timal balances that are achievable by each fine-tuning strat-
egy, we aggregate all “suboptimal” points in that trade-off
space by extending the two end points of the Pareto frontier
and integrating the enclosed area, as shown in Figure 4. We
refer to this metric as AUC in the paper. Here, a larger value
indicates a better balance between robustness and accuracy.

BitFit achieves the highest AUC for CIFARI10 (75%
above the average) and CIFAR100 (81.5%), while Com-
pacter outperforms others on Caltech256 by 57.5%, Stan-
ford Dogs by 24%, and CUB200 by 34.6%. This suggests
that BitFit excels on simpler datasets, where modifying only
bias terms efficiently adapts pre-trained knowledge while
retaining robustness. In contrast, Compacter is better for
complex tasks, where its low-rank reparameterization in in-
termediate layers balances adaptation and robustness inher-
itance better. Notably, linear probing (LP) and full fine-
tuning (Full FT) underperform across all datasets, with the
lowest AUCs for CIFAR100 (47.5% and 20% lower than
the average, respectively) and CUB200 (28.2% and 19.2%,
respectively). As shown in Figure 5, LP and Full FT re-
sult in shorter Pareto frontiers, failing to achieve either
high robustness or high accuracy compared to others. Fine-
tuning all parameters destabilizes robustness, while freezing
the entire network except for the classification layer limits
adaptation, both resulting in suboptimal trade-offs.

The observed trends align well with our preliminary re-
sults (Section 3.1). Here, the fine-tuning methods, corre-
sponding to k, and downstream data phenomena, corre-
sponding to d, lead to different degrees of model robust-
ness. Furthermore, we attribute the different results of dif-
ferent fine-tuning methods to where (i.e., information loca-
tion) and how (i.e., underlying mechanisms) the models are
fine-tuned, as described in Section 3.2.1. For example, Bit-
Fit and LP are applied at the periphery of the model, adjust-
ing minimal information, while LoRA, Adapter, and Com-
pacter update deeper layers (e.g., attention mechanisms),
introducing information-intense updates. Additionally, full
fine-tuning adapts all parameters, leading to a more sub-
optimal trade-off. Here, methods that adapt intermediate
representations maintain better robustness while improving
accuracy, whereas peripheral or excessive updates largely
degrade the balance between robustness and accuracy.

4.4. On Out-of-Distribution Robustness

Here, we address our third research question—does the
robustness-accuracy trade-off observed in adversarial set-
tings extend to real-world out-of-distribution (OOD) sce-
narios? Unlike adversarial robustness, where non-robust
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Cl10 Cl100 Cal CUB Dogs
BitFit 021 0.10 033 0.14 0.08
Adapter 0.12 0.05 021 0.07 0.05
LoRA 0.14 0.07 023 0.12 0.06
Compacter 0.09 0.06 034 0.15 0.09
1A3 0.08 005 031 013 0.05
LP 0.06 0.03 024 0.08 0.02
Full FT 0.11 004 026 0.09 0.05

Table 2. Area under the curve (AUC) of the Pareto frontiers.

—@— Train Clean Acc.  —%— Test Clean Acc.  —A— OOD Robust Acc.
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Figure 6. Continuous evaluation on training accuracy (blue), test
accuracy (green), and OOD robustness (red) across backpropaga-
tion steps on clip art and real images from DomainNet.

features exploited by attacks contribute to the trade-off,
OOD robustness depends on a model’s ability to generalize
beyond its training distribution. This fundamental differ-
ence suggests that fine-tuning strategies may show different
behaviors in OOD settings.

Similarly, we track OOD robustness during fine-tuning
and compare it to in-domain (test and training) accuracy,
as shown in Figure 6. In comparison to adversarial robust-
ness, which often deteriorates after peaking, OOD robust-
ness plateaus after the initial improvement at a lower level
than standard accuracy. Both in-domain and OOD robust-
ness slightly decline after convergence, likely due to over-
fitting rather than the accuracy-robustness conflict in adver-
sarial settings. This behavior highlights the different mech-
anisms behind adversarial and OOD robustness. While ad-
versarial robustness is affected by low-level, non-robust fea-
tures, OOD robustness depends on transferable features that
are less sensitive to fine-tuning-induced degradation.

As shown in Figure 7, we further analyze OOD robust-
ness across the seven fine-tuning strategies and six train-
ing domains. Linear probing consistently yields the low-
est OOD robustness (61% =+ 5%), while full fine-tuning
achieves the highest (73% =+ 2%). In addition, mod-
els fine-tuned on the “real” domain, which is closest to
the pre-training distribution, exhibit lower OOD robustness
(64% + 5%) compared to more shifted domains such as “in-
fograph” (73% =+ 4%) and “quickdraw” (72% + 3%). In-
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Figure 7. Heatmap representation of peak OOD robustness.

terestingly, OOD robustness stays stable across fine-tuning
strategies, excluding linear probing. This suggests that fine-
tuning methods support model generalization to other do-
mains similarly. The results reinforce that OOD robustness
is primarily dependent on domain shifts and the extent of
parameter updates (e.g. linear probing vs. full fine-tuning),
rather than the specific underlying mechanisms.

5. Related Work

The fundamental trade-off between robustness and accuracy
has been extensively studied [20, 45, 51]. Tsipras et al. [45]
argue that this trade-off arises from the data distribution,
where feature representations learned for high clean accu-
racy often rely on weakly-related (to ground-truth label)
features that degrade under adversarial conditions. Ilyas
et al. [20] further highlight that adversarial vulnerability is
a consequence of models exploiting highly predictive yet
non-robust features. Zhang et al. [51] propose a theoret-
ically justified adversarial training framework to mitigate
this trade-off but acknowledge the inherent tension between
robustness and accuracy. However, these studies primarily
focus on (a) full model training and (b) attacking with data
(test set) similar to the training data, whereas our work ex-
amines this trade-off within the context of pre-training and
fine-tuning, considering various fine-tuning methods and
distinct upstream-downstream data phenomena shifts.
Furthermore, with the rise of fine-tuning, robustness con-
siderations of them have become increasingly important.
Prior research has explored robustness from a broader per-
spective, focusing on studying adversarial robustness either
during (a) pre-training robustness [4, 6, 22] or (b) fine-
tuning [21, 35, 48]. Specifically, these studies primarily
investigate full fine-tuning or linear probing, without con-
sidering various PEFT strategies. Recent studies have at-
tempted to improve PEFT robustness. Hua et al. [18] pro-
pose a robustness-aware initialization strategy. Adapter-
Mixup [39] integrates adversarial training with adapters us-
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ing mixup. CLAT [12] studies layer-level robustness un-
der adversarial training, while we focus on method-level
evaluation across fine-tuning strategies. Additionally, they
study the final model state instead of investigating with a
finer granularity on how the robustness-accuracy tension
changes fundamentally throughout fine-tuning before intro-
ducing robustness-improving mechanisms.

6. Discussion & Limitations

Non-robust features & Robustness. As adversarial robust-
ness is closely tied to non-robust features from downstream
data, one natural question arises: are there non-robust fea-
tures from upstream data? The “robustness” of features
here is relative. Since the goal is to apply models to solve
downstream tasks, we only consider model accuracy and
robustness on downstream phenomena. Thus, non-robust
features specific to upstream data may be robust to adver-
sarial perturbations targeted at downstream data. However,
it is convoluted to distinguish when the model learns what
features from different data phenomena when models can
also learn them simultaneously. One potential way to fur-
ther investigate this is to track robustness using adversarial
examples generated on both upstream and downstream data.
Limitations & future work. Our study focuses on under-
standing robustness dynamics of SOTA PEFT strategies be-
fore applying defense mechanisms. Due to runtime con-
straints in continuous evaluation, we use PGD, which has
been shown to reliably estimate robustness for clean mod-
els [7]. Future work can extend our framework to additional
model types (e.g., CNN-ViT hybrid models, adversarially-
trained models) and broader threat scenarios (e.g., black-
box, adaptive, and data corruption attacks).

7. Conclusion

Our study systematically examines the trade-off between
robustness and accuracy in the fine-tuning paradigm, re-
vealing that adversarial robustness initially improves but
declines as fine-tuning continues. Across 231 fine-tuned
models with 7 state-of-the-art fine-tuning strategies and
our independent security and safety evaluation framework,
we find that the balance of the trade-off varies with fine-
tuning strategies, downstream data complexity, and its sim-
ilarity to pre-training data. Specifically, methods updat-
ing attention-related layers (e.g., LoORA, Compacter) tend
to better balance robustness and accuracy, while simpler
adaptation techniques (e.g., BitFit) achieve higher robust-
ness peaks but degrade faster. However, this trade-off does
not extend to safety (OOD) robustness, which instead de-
pends on the model’s ability to generalize across domains.
These findings suggest that the design of robustness-aware
fine-tuning strategies should consider both adversarial and
OOD robustness independently.
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