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Abstract

Out-of-Distribution (OOD) detection is critical for ensur-
ing the reliability of machine learning models in safety-
critical applications such as autonomous driving and med-
ical diagnosis. While deploying personalized OOD detec-
tion directly on edge devices is desirable, it remains chal-
lenging due to large model sizes and the computational in-
feasibility of on-device training. Federated learning par-
tially addresses this but still requires gradient computation
and backpropagation, exceeding the capabilities of many
edge devices. To overcome these challenges, we propose
SecDOOD, a secure cloud-device collaboration framework
for efficient on-device OOD detection without requiring
device-side backpropagation. SecDOOD utilizes cloud re-
sources for model training while ensuring user data privacy
by retaining sensitive information on-device. Central to
SecDOOD is a HyperNetwork-based personalized param-
eter generation module, which adapts cloud-trained mod-
els to device-specific distributions by dynamically gener-
ating local weight adjustments, effectively combining cen-
tral and local information without local fine-tuning. Ad-
ditionally, our dynamic feature sampling and encryption
strategy selectively encrypts only the most informative fea-
ture channels, largely reducing encryption overhead with-
out compromising detection performance. Extensive exper-
iments across multiple datasets and OOD scenarios demon-
strate that SecDOOD achieves performance comparable
to fully fine-tuned models, enabling secure, efficient, and
personalized OOD detection on resource-limited edge de-
vices. To enhance accessibility and reproducibility, our
code is publicly available at https://github.com/
Dystopians/SecDOOD.
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Figure 1. Comparison of traditional OOD detection methods

and our proposed SecDOOD. Conventional approaches require

training or fine-tuning the classifier/backbone model for OOD

detection, which is computationally demanding and challenging

to execute on resource-constrained devices. In contrast, Sec-

DOOD introduces a hypernetwork-based solution that eliminates

the need for backpropagation on the device, enabling efficient and

lightweight OOD detection.

1. Introduction

Out-of-Distribution (OOD) detection [3, 12, 15, 24, 28, 36]

is critical for ensuring the reliability of machine learning

systems deployed in real-world scenarios [4, 11, 14, 26,

27, 41, 43, 46]. It involves distinguishing in-distribution

(ID) samples from unknown OOD samples, which ex-

hibit semantic shifts and unexpected characteristics. Effec-

tive OOD detection is critical in safety-sensitive domains,

e.g., autonomous driving [8, 25] and medical imaging [19],

where incorrect identification can result in severe outcomes.

Need for real-time OOD Detection on Edge Devices. In

practical scenarios, OOD detection often involves deploy-

ment directly on edge devices, such as autonomous vehicles

or medical diagnostic equipment, to accommodate user-

This ICCV paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;

the final published version of the proceedings is available on IEEE Xplore.
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specific data distributions and real-time detection require-

ments. However, deploying OOD detection directly on edge

devices faces significant practical challenges. First, mod-

ern OOD detection models often have large parameter sizes

[10, 15], making deployment infeasible on resource-limited

edge hardware. Second, conventional on-device training

or fine-tuning is computationally prohibitive, given limited

hardware capabilities. Federated learning [5, 37] addresses

data privacy concerns but still requires gradient computa-

tion and backpropagation, which exceed the capacity of

many edge devices.

To address these challenges, we present SecDOOD
(Secure On-Device OOD Detection), a cloud-device collab-

oration approach for secure and efficient OOD detection on

edge devices that does not require local backpropagation.

SecDOOD leverages cloud-based training while ensuring

that sensitive user data remains protected on-device during

inference. Central to our method is a HyperNetwork-based

[13] personalized parameter generation module, which tai-

lors cloud-trained models to device-specific data distribu-

tions without on-device fine-tuning. To further improve ef-

ficiency, we introduce a dynamic feature sampling and en-

cryption procedure that selectively encrypts only the most

informative feature channels before transmission, minimiz-

ing encryption overhead while retaining model effective-

ness. This design enables privacy-preserving OOD detec-

tion that is suitable for resource-constrained edge hardware.

In summary, our contributions are as follows:

• Backpropagation-Free Deployment. We propose a

cloud-device collaboration way for on-device OOD de-

tection without local backpropagation by hypernetworks,

enabling deployment on resource-limited edge devices.

• Personalized Privacy Preservation. SecDOOD incor-

porates personalized parameter generation, dynamic fea-

ture sampling, and selective encryption to safeguard user

data and maintain detection performance.

• Robust and Efficient Performance. Through compre-

hensive evaluations on multiple datasets and OOD tasks,

we demonstrate that SecDOOD achieves performance

comparable to fully fine-tuned models.

2. Related Works
Out-of-Distribution Detection. The task of Out-of-

Distribution (OOD) detection involves identifying samples

that deviate from the training distribution while ensur-

ing that in-distribution (ID) classification remains accurate.

Methods for OOD detection generally fall into two cate-

gories: post hoc techniques and training-time regularization

[44]. Post hoc methods analyze model outputs to compute

OOD scores, as seen in approaches like Maximum Softmax

Probability (MSP) [15]. Enhancements to these methods in-

clude temperature scaling and input perturbation techniques

[29], while later improvements such as MaxLogit [16] and

energy-based scoring [31] have refined detection accuracy.

Feature-space modifications, including activation-trimming

strategies like ReAct [39] and ASH [7], as well as distance-

based classifiers such as Mahalanobis [22] and k-Nearest

Neighbor (kNN) [40], leverage learned feature representa-

tions for OOD detection. Hybrid models have emerged,

such as VIM [42] and Generalized Entropy (GEN) [32],

which incorporate both feature statistics and logits to im-

prove detection robustness.

Cloud-Device Collaborative Learning. Cloud-device col-

laborative learning has gained traction as a means of opti-

mizing computational efficiency while maintaining data pri-

vacy [18, 33, 34, 45]. A common implementation is feder-

ated learning (FL) [5, 37], where distributed edge devices

collaboratively train a shared global model without trans-

mitting raw data to a central server. While FL preserves

privacy, it incurs high communication costs due to frequent

model synchronization, making it less suitable for large-

scale, real-time applications. Alternative paradigms such

as split learning [30] and offloading-based computation [23]

distribute model processing between cloud servers and edge

devices, either by delegating partial training to edge de-

vices or by performing local inference while relying on

cloud-based model updates. Additionally, knowledge distil-

lation [45] has been explored as a strategy for transferring

pre-trained cloud model knowledge to lightweight device-

side models, though such methods often require periodic

fine-tuning, imposing computational overhead on resource-

limited devices. In contrast, our approach eliminates the

need for local model adaptation, training, or fine-tuning.

Instead, we employ cloud-assisted data selection and do-

main adaptation to personalize model outputs while main-

taining minimal computational demands on the device. This

framework significantly enhances scalability and adaptabil-

ity, making it a viable solution for large-scale, resource-

constrained environments.

3. Proposed Method

3.1. Problem Statement and Preliminaries

Given a training set D = {(xi, yi)}ni=1, where each xi ∈ X
represents an input sample and yi ∈ Y = {1, 2, . . . , C} de-

notes its corresponding class label, the goal of OOD detec-

tion is to differentiate between ID and OOD samples. OOD

samples exhibit semantic shifts relative to ID samples and

do not belong to any predefined class in Y . The model

consists of a feature extractor g(·), which derives feature

representations, and a classifier h(·), which generates pre-

dictions, producing a probability output p̂.

The ID data follow a marginal distribution Pin, while

OOD samples encountered during testing originate from a

different marginal distribution Pout. The objective of OOD

detection is to learn a decision function G that determines
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whether a test sample x ∈ X belongs to the ID distribution

or is an OOD sample:

G(x; g, h) =

{
0 if x ∼ Dout,

1 if x ∼ Din.
(1)

Problem 1 (On-Device OOD Detection) In this work, we
consider a setting where the OOD detection model is de-
ployed on a device. The model is expected to use only
the device’s computational resources during the prediction
phase in order to protect user data privacy. Let Cdevice de-
note the limited computational capacity of the device. In
this setting, for any test sample x ∈ X , the prediction
function G(x; g, h) must be evaluated under the constraint
C(x) ≤ Cdevice, where C(x) represents the computational
cost associated with processing x.

Key Challenges in On-Device OOD Detection. One chal-

lenge is that the device’s computational capacity, denoted

by Cdevice, is limited, making heavy computations (e.g.,

backpropagation) infeasible on-device. Consequently, the

training phase must occur offline, and the device performs

only inference with a fixed model, potentially degrading the

performance of G(x; g, h) on unseen OOD samples. These

challenges imply constraints such as C(θ) ≤ Cdevice and

G(x; g, h)|x∼Pout
≤ ε, where ε indicates the acceptable de-

tection performance.

3.2. Overview
To address the problems and challenges above, it is key to

design a collaboration system that leverages cloud resources

for comprehensive training and processing, while preserv-

ing data privacy and meeting computational constraints. In

this system, a test sample is first encrypted on the device and

then uploaded to the cloud, where the encrypted real-time

test samples En(ST ) are processed. The processed results

are then returned to the device for decryption. In particular,

our approach trains a cloud model Mg(·; Θg) using the per-

sonal ID samples SID and transfers its knowledge to a local

device model Mc(·; Θc) to ensure that the device, operat-

ing under limited computational capacity Cdevice, maintains

acceptable OOD detection performance.

SecDOOD : Mc(SID; Θc)︸ ︷︷ ︸
Cloud Model

→ Md(En(ST ); Θd)︸ ︷︷ ︸
Device Model

. (2)

Framework Pipeline. Our framework operates in three

distinct stages. In the first stage, the cloud model Mg(·)
is trained using the ID samples SID, incorporating a

HyperNetwork-based module that generates personalized

parameters. In the second stage, the device extracts fea-

tures FT from its real-time samples ST using a pre-trained

vision backbone, which remains fixed during the process.

The extracted features are then encrypted and uploaded to

the cloud. The cloud model Mg(·) processes these en-

crypted features to derive personalized parameters for the

device model. In the final stage, the device receives and de-

crypts the updated parameters from the cloud, applies them

to its local model Md(·), and produces the final predictions.

3.3. Personalized Parameters Generation
Motivation. Adapting the cloud model to real-time samples

on a personalized device usually requires on-device fine-

tuning, which is difficult due to the computation constraint.

To overcome this issue, we propose a HyperNetwork-based

[13] personalized parameters generation module imple-

mented as a cloud service. This module processes videos

captured by the device and generates device-specific param-

eters that are designed to adapt the model to the unique data

distributions present on the device.

We leverage a HyperNetwork-based approach to gen-

erate personalized parameters. Given the cloud model

Mg(·; Θg) trained on ID samples SID, we define a Hyper-

Network H(·; ΘH) that learns a mapping from the device-

extracted features FT to personalized model parameters Θd

for the device model Md(·; Θd). Formally, the parameter

adaptation process can be written as:

Θd = H(FT ; ΘH). (3)

Here, H(·; ΘH) is designed to generate device-specific

parameters dynamically, ensuring the model can adapt to

heterogeneous data distributions across different devices

without requiring direct on-device updates. Instead of

learning a single fixed set of parameters, the HyperNet-

work learns to generalize across different device conditions,

which aligns with the principles of meta-learning—learning

how to adapt efficiently to new data distributions.

Meta-Learning Objective. Since device data distributions

vary, directly applying a globally trained model often re-

sults in performance degradation. To ensure effective adap-

tation, we formulate the learning of H(·; ΘH) as a meta-

learning problem [17], where the objective is to optimize

the HyperNetwork such that the generated parameters Θd

allow the device model to perform well on real-time sam-

ples. Given an ID dataset SID used to train the cloud model

and a device-specific real-time dataset ST , the optimization

is formulated as:

min
ΘH

Ex∼ST
L(G(x; g, hΘd

)),where Θd = H(FT ; ΘH).

(4)

Here, L represents the loss function for the OOD detec-

tion decision function G(x; g, hΘd
), ensuring that the gener-

ated parameters Θd effectively adapt to the local data distri-

bution without requiring on-device fine-tuning. This meta-

learning formulation enables the HyperNetwork to gener-
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Figure 2. Overview of the proposed SecDOOD framework. SecDOOD leverages cloud-device collaboration to enable efficient and privacy-

preserving OOD detection on edge devices. During deployment, the edge device extracts feature representations from incoming data and

applies dynamic feature sampling to select the most informative channels. These selected features are securely encrypted and transmitted to

the cloud, where a HyperNetwork-based module generates personalized model parameters tailored to the device-specific data distribution.

The personalized parameters are then sent back to the device and encrypted, where they are decrypted and used for inference. This approach

ensures adaptability to user-specific distributions while maintaining computational efficiency and data privacy.

alize its parameter generation ability across diverse device

environments, making it robust to unseen data variations.

Cloud-Device Parameter Transfer. Once the HyperNet-

work generates personalized parameters Θd, they are se-

curely transmitted to the device for model adaptation. The

device model Md(·; Θd) applies these updated parameters

to perform inference on real-time test samples. Since the

device does not perform backpropagation or fine-tuning,

this approach efficiently adapts the model while maintain-

ing computational feasibility within the device’s resource

constraints Cdevice. By leveraging HyperNetworks with a

meta-learning objective, the proposed framework efficiently

personalizes OOD detection models for heterogeneous de-

vice environments. This enables the system to achieve high

detection performance without requiring computationally

expensive on-device updates.

However, the parameter generation process relies on fea-

tures uploaded from the device, which poses a potential risk

of user privacy leakage. To mitigate this, we introduce a

dynamic feature sampling and encryption module that se-

lectively encrypts critical feature components before trans-

mission. This design ensures that user privacy is protected

while preserving the functionality of the HyperNetwork for

effective parameter generation.

3.4. Dynamic Feature Sampling and Encryption

Motivation. In order to prevent user privacy leakage, all

features to be uploaded to the cloud must be encrypted on

the device. However, encryption is computationally expen-

sive due to both the inherent cost of encryption algorithms

and the limited processing power of the device. Directly en-

crypting the entire feature tensor FT ∈ R
C×T×W×H would

introduce significant latency, making real-time OOD detec-

tion infeasible. To address this challenge, we propose the

Dynamic Feature Sampling and Encryption method, which

selectively encrypts only the most critical feature channels

while masking less informative ones. This reduces encryp-

tion time while maintaining the performance of the person-

alized parameter generation module.

Channel Importance Estimation. To determine the most

influential channels in feature extraction, we employ a

game-theoretic importance estimation method inspired by

Shapley Additive Explanations [2, 35]. Given a vision back-

bone g(·) that extracts feature maps FT from input samples

x, our goal is to quantify the contribution of each channel

F c
T , where F c

T represents the feature tensor corresponding

to channel c, to the overall feature representation.

The importance score S(c) of each channel c is com-

puted using the Shapley value formulation:
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S(c) =
∑

U⊆C\{c}

|U|!(|C| − |U| − 1)!

|C|! [f(U ∪ {c})− f(U)] ,

(5)

where C = {1, 2, . . . , C} represents the set of all feature

channels, and C denotes the total number of channels in

FT . The subset U includes a selection of channels exclud-

ing c, while f(U) quantifies the feature importance when

only channels in U are considered. The term
|U|!(|C|−|U|−1)!

|C|!
is a combinatorial coefficient that assigns a weight to each

subset U , ensuring a fair contribution estimation for channel

c. Here, the factorial notation n! represents the product of

all positive integers up to n.

Since computing the exact Shapley values is intractable

for large C, we approximate them using Monte Carlo sam-

pling. This involves iteratively estimating S(c) by ran-

domly selecting subsets U and measuring the marginal con-

tribution of each channel. This approach enables efficient

identification of the most important channels for encryption

while maintaining computational feasibility.

Dynamic Encryption and Masking Strategy. To reduce

encryption overhead while preserving essential informa-

tion, we rank all channels based on their importance scores

S(c) and selectively encrypt the top α fraction, while mask-

ing the rest. Our experiments indicate that even when the

HyperNetwork receives only a subset of the feature infor-

mation, it maintains strong generalization capability, effec-

tively generating personalized and parameters for the on-

device model.

Cenc = {c | S(c) in top αC}, Cmask = Call \ Cenc. (6)

Setting α = 0.50, we encrypt only the most informative

50% of channels, denoted as:

F enc
T = Encrypt(F c

T ), c ∈ Cenc, (7)

while the remaining 50% are masked, leading to the follow-

ing structured feature representation:

F c
T =

{
Encrypt(F c

T ), c ∈ Cenc,

0, c ∈ Cmask.
(8)

This strategy ensures that only the most informative

channels are encrypted, while the rest are masked to reduce

computational overhead. We employ homomorphic encryp-
tion [1], which enables computation directly on encrypted

data. This allows the encrypted feature subset F enc
T to be

transmitted to the cloud and processed by the H(·; ΘH)
without requiring decryption. The generated parameters Θd

are then securely transmitted back to the device, where they

are decrypted and applied for final prediction.

By encrypting only the most critical channels and lever-

aging homomorphic encryption, this method effectively

balances privacy protection, computational efficiency, and

model adaptability.

4. Experiment
4.1. Datasets and Evaluation Metrics
Dataset. we evaluate our method across five datasets:

HMDB51 [21], UCF101 [38], Kinetics-600 [20], HAC [9],

and EPIC-Kitchens [6]. More details on these datasets can

be found in Appx. ??.

Evaluation Metrics. We evaluate the performance via the

use of the following metrics: (1) the false positive rate

(FPR95, the lower, the better) of OOD samples when the

true positive rate of ID samples is at 95%, (2) the area un-

der the receiver operating characteristic curve (AUROC).

4.2. Tasks, Baseline Designs, and Implementation
Details

Tasks. We evaluate SecDOOD on two tasks: Near-OOD

detection and Far-OOD detection [10]. See details in

Appx. ??
Baseline Design. As our work represents the first attempt

to address the OOD detection problem in a real-world de-

ployment scenario, there are no established baseline models

for direct comparison. Therefore, we evaluate SecDOOD

against conventional baseline methods that require fully

training or fine-tuning both a classifier and a visual back-

bone on the device. Additionally, to further demonstrate

the effectiveness of SecDOOD, we design two alternative

baselines that, like our approach, do not involve on-device

training. See details in Appx. ??.

Implementation Details and Hardware. In both the Near-

OOD and Far-OOD tasks, the batch size is set to 16, the

optimizer used is Adam, and the learning rate is set to

0.0001. See more details on implementation and hardware

in Appx. ??.

4.3. Performance and Generalization
Tables 1, 2 and 3 consistently show the effectiveness of

SecDOOD in comparison to on-device training methods

on 2 tasks with all 5 datasets. SecDOOD consistently

achieves the best or near-best values for key metrics, in-

cluding FPR95 and AUROC.

SecDOOD Excels in Real-World Scenarios. In real-

world deployment, device users must effectively detect

OOD data originating from diverse distributions. To sim-

ulate these conditions, we design Far-OOD detection ex-

periments, where a single dataset is used as the ID data for

training (representing users’ in-distribution samples), while

four additional datasets serve as OOD data (representing

diverse unseen distributions). As presented in Tab. 1 and
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Methods HMDB51 UCF101 EPIC-Kitchens HAC Average

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
With On-Device Training

MSP 66.83 75.64 67.32 71.13 43.37 86.66 56.17 79.50 58.42 78.23

Energy 72.64 71.75 70.12 71.49 43.66 82.05 61.50 74.99 61.98 75.07

MaxLogit 72.06 73.68 70.47 71.96 39.84 84.76 57.95 77.27 60.08 76.92

ReAct 82.17 67.09 78.44 67.64 53.49 78.07 75.11 70.04 72.80 70.71

ASH 71.62 76.66 69.36 72.38 34.38 88.05 47.85 83.49 55.80 80.15

GEN 68.47 78.43 64.80 73.97 36.81 85.11 49.53 83.67 54.90 80.30

KNN 71.08 78.84 68.62 74.33 41.83 82.32 57.00 82.53 59.63 79.51

VIM 72.25 71.88 70.72 70.58 43.14 82.69 59.48 75.46 61.40 75.15

LogitNorm 66.48 79.08 63.79 75.10 39.03 85.27 54.22 81.83 55.88 80.30

Without On-Device Training

Ini-Classifier 84.89 66.19 85.43 62.65 87.18 57.94 89.03 63.42 86.63 62.55

Ini-Hypernetwork 86.01 67.31 84.61 63.05 88.86 57.86 88.71 56.72 87.05 61.24

SecDOOD 69.52 79.25 69.34 75.37 31.37 89.01 58.32 84.98 57.14 82.15

Table 1. Far-OOD Detection results using Kinetics-600 as the ID dataset (↑ higher is better; ↓ lower is better). Ini-Classifier refers to

a randomly initialized classifier used directly for inference, while Ini-Hypernetwork denotes a randomly initialized hypernetwork that

generates parameters for the classifier.

Methods Kinetics-600 UCF101 EPIC-Kitchens HAC Average

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
With On-Device Training

MSP 39.11 88.78 46.64 86.40 17.33 95.99 39.91 89.10 35.75 90.07

Energy 32.95 92.48 44.93 87.95 8.10 97.70 32.95 92.28 29.73 92.60

MaxLogit 33.07 92.31 44.93 88.02 9.12 97.77 33.06 92.17 30.05 92.57

ReAct 27.59 93.54 44.01 88.05 7.53 97.61 31.01 92.86 27.54 93.02

ASH 51.20 87.81 53.93 84.22 19.95 95.92 42.99 90.23 42.02 89.55

GEN 41.51 90.34 46.18 87.91 8.21 98.26 38.31 91.28 33.55 91.95

KNN 22.69 95.01 39.34 89.28 9.92 97.92 20.75 96.02 23.18 95.06

VIM 13.68 97.01 33.87 91.45 5.93 98.15 13.45 97.12 16.73 93.93

LogitNorm 46.07 87.41 49.03 85.96 15.96 96.30 47.09 87.64 39.54 89.33

Without On-Device Training

Ini-Classifier 94.18 43.60 96.58 40.51 97.49 41.39 85.40 59.71 93.41 46.30

Ini-Hypernetwork 89.97 48.99 86.77 53.69 90.36 57.22 92.13 57.28 89.81 54.30

SecDOOD 15.39 96.06 46.18 86.19 5.01 98.72 22.35 94.41 22.23 93.85

Table 2. Far-OOD Detection results using HMDB as the ID dataset (↑ higher is better; ↓ lower is better). Ini-Classifier refers to a ran-

domly initialized classifier used directly for inference, while Ini-Hypernetwork denotes a randomly initialized hypernetwork that generates

parameters for the classifier.

Tab. 2, SecDOOD significantly outperforms other ’With-

out On-Device Training’ baseline methods, demonstrating

its effectiveness. In addition, SecDOOD achieves superior

results compared to most ’With On-Device Training’ meth-

ods. Notably, on the EPIC-Kitchens dataset, SecDOOD sur-

passes the best ’With On-Device Training’ method by +5.12

in AUROC and -10.36 in FPR95 average. This performance

not only highlights the effectiveness of SecDOOD in real-

world OOD detection but also underscores the strength of

our training strategy, which enables superior results even

compared to fully trained models.

SecDOOD Demonstrates Efficiency Across Different
Tasks. Beyond evaluating SecDOOD on far-OOD detec-

tion, we also examine its performance on a more challeng-

ing near-OOD scenario, where ID and OOD data originate

from the same distribution. In this case, the OOD detec-

tion model must be highly effective in distinguishing ID

from OOD samples due to their inherent similarity. As

shown in Tab. 3, SecDOOD consistently outperforms tra-

ditional baseline methods that require on-device training.

Notably, on the UCF101 dataset, SecDOOD reduces FPR95

by 38.4% compared to the best ’With On-Device Train-

ing’ method, highlighting its superior capability in handling

near-OOD detection.

SecDOOD is Effective Across Diverse Datasets. To val-

idate the effectiveness of SecDOOD, we conduct experi-
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Methods HMDB51 UCF101 EPIC-Kitchens Kinetics-600

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
With On-Device Training

MSP 44.66 87.74 22.14 95.73 76.31 67.59 64.08 76.16

Energy 43.36 87.46 22.52 96.06 76.68 68.29 68.75 75.49

MaxLogit 43.36 87.75 22.52 96.02 76.68 68.29 68.73 75.98

Mahalanobis 40.31 85.28 12.14 97.14 98.69 42.99 93.51 35.83

ReAct 42.05 87.79 25.63 95.85 83.96 65.89 72.40 73.80

ASH 53.59 87.16 32.14 94.02 76.87 68.52 69.03 75.33

GEN 43.79 87.49 23.79 95.54 75.93 63.60 69.24 76.16

KNN 42.92 88.06 15.63 96.93 77.05 65.60 68.67 74.64

VIM 36.82 88.06 12.52 97.66 80.97 63.41 68.77 75.47

LogitNorm 48.84 87.65 19.61 95.85 80.97 63.41 67.32 75.84

Without On-Device Training

Baseline Classifier 94.77 52.27 80.58 66.13 87.74 58.30 89.19 57.50

Baseline Hypernetwork 95.21 54.04 81.81 59.69 96.27 46.66 91.29 55.17

SecDOOD 37.03 88.66 7.48 98.39 62.69 74.93 62.36 76.92

Table 3. Comparison of Multimodal Near-OOD detection methods with and without on-device training across multiple datasets (↑ the

higher the better; ↓ the lower the better).

Methods No Mask Mask 50% Channels Mask 75% Channels

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
HMDB 37.69 88.72 37.03 88.66 45.75 85.86

UCF 11.55 95.81 7.48 98.36 13.69 96.28

EPIC 63.43 75.36 62.69 74.93 63.43 71.56

Kinetics 62.63 76.36 62.36 76.92 63.85 76.56

Table 4. Near-OOD Detection results using various mask propor-

tion (↑ higher is better; ↓ lower is better).

ments on five datasets, each representing distinct distribu-

tions, including kitchen environments, YouTube videos, and

everyday scenes. Among them, Kinetics-600 stands out as a

particularly challenging dataset, comprising 480,000 video

samples. Despite the diversity in data distributions, Sec-

DOOD consistently delivers strong performance across all

datasets, demonstrating its robustness and adaptability in

various real-world scenarios.

4.4. In-Depth Analysis

To gain a deeper understanding of the efficiency and effec-

tiveness of our method, we conduct a comprehensive anal-

ysis across multiple aspects of computational performance

and model behavior. Specifically, we evaluate: (1) the ef-

fect of masking different numbers of channels on overall

performance, (2) a FLOPs comparison between the baseline

and our proposed model, and (3) the per-sample encryption

and decryption time under varying feature channel settings.

These analyses are presented in the main paper. Addition-

ally, we examine (4) the communication latency between

the device and the cloud under different network conditions,

which is provided in the Appx. ??.

Methods No Mask Randomly Mask 50% Dynamic Mask 50%

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
Near-OOD

HMDB 37.69 88.72 39.22 89.31 37.03 88.66

UCF 11.55 95.81 12.62 96.32 7.48 98.36

EPIC 63.43 75.36 63.42 71.69 62.69 74.93

Kinetics 62.63 76.36 64.22 76.05 62.36 76.92

Far-OOD (HMDB as ID)

Kinetics 21.89 94.29 16.89 95.90 15.39 96.06

UCF 52.79 81.93 47.54 86.24 46.18 86.19

HAC 29.42 94.02 29.65 93.70 22.35 94.41

Far-OOD (Kinetics as ID)

HMDB 69.67 78.09 69.84 77.36 69.52 79.25

UCF 69.63 72.98 70.89 72.84 69.34 75.37

HAC 68.01 76.81 69.15 75.38 58.32 84.98

Table 5. OOD Detection results using various mask strategies (↑
higher is better; ↓ lower is better).

Number of Channels Masked. To evaluate the effective-

ness of our dynamic feature sampling approach, we conduct

experiments on SecDOOD with different feature masking

percentages: (1) masking 75% of the channels, (2) masking

50%, and (3) no masking applied, as shown in Tab. 4 and

Appx. ??. Additionally, we introduce a random masking

strategy as a baseline to further highlight the advantages of

our dynamic masking mechanism. As shown in Tab. 5, an

interesting observation is that masking 50% of the channels

often yields comparable or even better performance than ap-

plying no masking at all. This suggests that our dynamic

masking method effectively filters out noisy and less infor-

mative features, allowing the model to focus on more rele-
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Figure 3. Encryption and decryption time per sample under dif-

ferent feature channel encryption ratios. Encrypting all channels

(100%) results in significantly higher time costs, while encrypting

50% and 25% of the channels shows similar computational effi-

ciency. Based on this analysis, we select 50% encryption as the

optimal balance between security and efficiency.

vant representations. Furthermore, the results indicate that

the HyperNetwork is highly robust to variations in input fea-

tures, adapting effectively to the refined feature space and

maintaining strong detection performance.

Encryption & Decryption Time with Different Feature
Channels. We evaluate the encryption and decryption time

for a single sample under different feature channel encryp-

tion ratios. Specifically, we consider four settings: encrypt-

ing 25%, 50%, 75%, and 100% of the channels. As shown

in Fig. 3, encrypting all channels (100%) incurs a signifi-

cantly higher time cost compared to encrypting 50% or 25%

of the channels. Notably, the time required for encrypting &

decryption 50% and 25% of the channels is relatively sim-

ilar, suggesting diminishing returns in efficiency gains for

lower encryption ratios. Considering both computational

efficiency and the impact of different encryption ratios on

model performance, we ultimately select the 50% encryp-

tion setting as the optimal balance.

FLOPs: Traditional On-Device Training vs. SecDOOD.
Traditional on-device training methods require both train-

ing a classifier and fine-tuning the visual backbone, result-

ing in substantial computational overhead. In contrast, Sec-

DOOD offloads the training process to the cloud, eliminat-

ing the need for on-device training. Specifically, our ap-

proach trains a HyperNetwork in the cloud, which gener-

ates personalized classifier parameters while keeping the

visual backbone fixed. During deployment, the edge de-

Figure 4. FLOPs comparison between traditional on-device train-

ing and SecDOOD. Traditional methods require full model train-

ing on the device, incurring high computational costs. SecDOOD

offloads training to the cloud, reducing on-device computation to

feature extraction and inference, achieving a 3× efficiency gain.

vice only performs feature extraction and classifier infer-

ence (forward propagation), significantly reducing compu-

tational demands. To quantify this efficiency gain, we com-

pare the FLOPs of the traditional training paradigm with

SecDOOD. As shown in Fig. 4, SecDOOD reduces com-

putational costs by a factor of three compared to traditional

methods that require full on-device training. This reduction

underscores the advantage of our cloud-assisted approach,

enabling efficient and scalable OOD detection on resource-

constrained edge devices. However, when comparing the

FLOPs of SecDOOD to baseline inference, we observe a

modest increase of 16%, primarily due to encryption and

decryption operations on the device.

5. Conclusion, Limitations, and Future Work
In this paper, we introduced SecDOOD, a secure and ef-

ficient cloud-device collaboration framework for out-of-

distribution detection on resource-constrained devices. Sec-

DOOD eliminates the need for backpropagation by leverag-

ing a HyperNetwork-based personalized parameter genera-

tion module, enabling effective adaptation to user-specific

data distributions. Additionally, the proposed dynamic fea-

ture sampling and encryption strategy reduces encryption

overhead while preserving model performance, ensuring

privacy and efficiency during cloud-device interactions.

Limitations and Future Works. Despite its advantages,

SecDOOD has certain limitations. It assumes stable cloud

connectivity, which may not always be available in real-

world scenarios. Future work will focus on reducing the

cost of cloud-device communication, and optimizing the

framework for ultra-low-power devices, further broadening

its applicability in diverse real-world environments.
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