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Figure 1. We propose a LLM-driven automated red-teaming framework for T2I models. (a) We compare red-teaming performance on SLD-
MAX, our method generates human-readable adversarial prompts that successfully induce safe T2I models to produce unsafe content. (b)
Our approach achieves the highest red-teaming success rate on emerging safe T2I models while maintaining the lowest (best) perplexity
(PPL) scores. Notably, our method generates adversarial prompts nearly three orders of magnitude faster than baseline approaches.

Abstract

Despite rapid advancements in text-to-image (T21) mod-
els, their safety mechanisms are vulnerable to adversarial
prompts, which maliciously generate unsafe images. Cur-
rent red-teaming methods for proactively assessing such
vulnerabilities usually require white-box access to T2I mod-
els, and rely on inefficient per-prompt optimization, as well
as inevitably generate semantically meaningless prompts
easily blocked by filters. In this paper, we propose APT
(AutoPrompT), a black-box framework that leverages large
language models (LLMs) to automatically generate human-
readable adversarial suffixes for benign prompts. We first
introduce an alternating optimization-finetuning pipeline
between adversarial suffix optimization and fine-tuning the
LLM utilizing the optimized suffix. Furthermore, we inte-
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grates a dual-evasion strategy in optimization phase, en-
abling the bypass of both perplexity-based filter and black-
list word filter: (1) we constrain the LLM generating
human-readable prompts through an auxiliary LLM per-
plexity scoring, which starkly contrasts with prior token-
level gibberish, and (2) we also introduce banned-token
penalties to suppress the explicit generation of banned-
tokens in blacklist. Extensive experiments demonstrate the
excellent red-teaming performance of our human-readable,
filter-resistant adversarial prompts, as well as superior
zero-shot transferability which enables instant adaptation
to unseen prompts and exposes critical vulnerabilities even
in commercial APIs (e.g., Leonardo.Ai.).

Warning: This paper contains model outputs that are offen-
sive in nature.
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1. Introduction

In recent years, text-to-image (T2I) diffusion models [2, 5,
26, 29, 30] have advanced unprecedented generative capa-
bility through large-scale multimodal learning, which cre-
ates images that visually aligned with textual descriptions.
Despite great success, they inherit risks from uncontrolled
data collection, leading to the Not-Safe-For-Work (NSFW)
outputs caused by maliciously devised adversarial prompts.

Consequently, numerous security policies for T2I mod-
els have been developed to mitigate the production of unsafe
content, varying from training data filtering [28] to safety
checker [27], as well as the inference phase guidance [32]
and fine-tuning the model to eliminate undesired concepts
[7, 8, 13, 21, 40, 42]. Although these interventions sup-
press undesirable outputs to some extent, their efficacy and
robustness remain inadequately quantified due to the lack
of standardized and automatic adversarial evaluation frame-
work.

Recently, some red-teaming tools for diffusion models
have been proposed, which is essential to the development
of safe and reliable T2I methods. However, these red-
teaming methods typically require the gradient informa-
tion of the target diffusion model, indicating less scalibil-
ity due to the time-consuming optimization process in dis-
crete space [0, 9, 14, 34, 37, 38, 43]. Besides, the adver-
sarial prompts generated by these methods are not human-
readable, i.e., semantically meaningless, thus can be eas-
ily filtered by perplexity-based mitigation strategies [15].
Moreover, these adversarial prompts often explicitly con-
tain words associated with undesirable outputs, which can
also be easily banned by blacklist word filters[1]. These
limitations impede the effectiveness of current red-teaming
evaluation frameworks in practical applications.

To address the above challenges, we introduce a novel
automated red-teaming framework, called AutoPrompT
(APT), which efficiently generates human-readable, un-
blocked adversarial prompts via only black-box access to
T2I models. The main intuition is to leverage the nat-
ural language generation capabilities of LLMs to auto-
matically generate adversarial suffixes for benign prompts.
Specifically, we design an alternating ‘optimization-and-
finetuning’ pipeline. During the optimization phase, we
first utilize the frozen LLM to generate optimized adversar-
ial suffixes for benign prompts via stochastic beam search.
Our primary optimization objective, defined as the align-
ment constraint, is to minimize the gap between the out-
puts of adversarial suffixes on target T2I models and unsafe
content. In the fine-tuning phase, these optimized suffixes
are paired with their corresponding benign prompts to en-
able LLM supervised training. Besides, we implement a
dual-evasion strategy to bypass content safeguards in the
optimization phase: To evade detection by perplexity-based
filter, we introduce another LLM to measure prompt per-

plexity as perplexity constraint, which is integrated to the

alignment constraint to guide adversarial suffix generation.

To elude blacklist word filter, we also devise banned-token

penalties during adversarial suffix optimizing, thereby sup-

pressing the generation of blacklisted keywords.

Generally, our APT method overcomes key limitations
of existing methods through following distinct advantages:
Black-box access: Our approach does not necessitate ac-
cessing the internal parameters or gradients of target T2I
models, which solely requires the loss computation based
on output images. This is more realistic and applicable
than previous white-box approaches. Human-readability:
Our method leverages LLMs’ powerful text generation ca-
pability combined with perplexity constraint to synthesize
coherently human-readable adversarial prompts. This con-
trasts sharply with prior discrete optimization strategies that
yield semantically meaningless prompts. Unblocked: Our
dual-evasion strategy ensures generated prompts circum-
vent both perplexity-based filter and blacklist word filter,
while previous methods either produce unreadable prompts
or generate blacklisted tokens blocked by these two prompt
filters. Our work not only provides a practical and scalable
red-teaming framework for vulnerability assessment of ex-
isting T2I safety protocols, but also incentivizes the com-
munity to develop robust, powerful safeguards for AIGC.

Our main contributions are summarized as:

* We propose a novel red-teaming framework for T2I mod-
els called AutoPrompt. By introducing LLMs’ natural
language generation capabilities, we establish a practi-
cal black-box solution for T2I red-teaming that generates
human-readable adversarial prompts.

* We introduce LLMs to iteratively generate human-
readable adversarial suffixes and alternate with suffix gen-
erator fine-tuning. The proposed dual-evasion strategy
further enables bypasses of unsafe content protections
like perplexity-based filter and blacklist word filter.

» Extensive experiments show the effectiveness of our
method against advanced defense mechanisms of T2I
models. More crucially, our approach demonstrates zero-
shot transferability between unseen prompts, enhancing
the scalability of large-scale safety evaluations.

2. Related Work

Red-teaming against T2I models. Red-teaming [11, 16,
23, 25, 33, 39, 44, 45, 47] is essentially adversarial at-
tacks against target models to expose their vulnerabili-
ties. For T2I models, red-teaming methods specifically
aim to discover adversarial prompts that induce the gen-
eration of inappropriate image content. Numerous exist-
ing studies [6, 34, 38, 43, 46]on adversarial attacks against
T2I models have demonstrated their vulnerabilities, even
when equipped with various safety mechanisms. The Ring-
A-Bell [34] first extracts unsafe concepts and constructs
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problematic prompts, then leverages a genetic algorithm to
optimize discrete variables, aligning its soft prompts with
the problematic prompts. P4D [6] optimizes continuous
prompts to minimize the discrepancy between their cor-
responding diffusion model’s predicted noise and the pre-
dicted noise associated with unsafe prompts. UnlearnDif-
fAtk [43] employs the PGD algorithm to optimize discrete
prompts, minimizing the discrepancy between the predicted
noise when NSFW image input and random Gaussian noise.
In summary, most existing red-teaming against T2I models
rely on optimization-based methods and even require ac-
cess to model gradients, which are computationally inten-
sive and impractical in real-world scenarios. Furthermore,
the generated adversarial prompts are typically human-
unreadable and susceptible to blocking by perplexity-based
filters.

Defensive methods for T2I models. Recently, the T2I
model has faced many security issues [3, 20, 35, 36]. T2I
models can learn and generate a series of inappropriate con-
tent due to training on large-scale web-scraped datasets.
To alleviate this concern, many studies explore and devise
various solutions. An intuitive solution is to retrain the
model using the filtered images [28], which not only re-
quires expensive computational costs but also leads to a de-
crease in generation quality. In addition, the NSFW safety
checker which tries to filter out the inappropriate results af-
ter generation [27], while the classifier-free guidance aims
at eliminating the concept generation in inference phase
[32]. Recent studies mostly focus on fine-tuning pretrained
T2I models [7, 8, 10, 12, 13, 18, 19, 21, 22, 41] to erase
knowledge of inappropriate concepts, typically by mapping
these concepts to benign concepts while applying regular-
ization to retained concepts to mitigate degradation in nor-
mal generation capabilities.

3. Method

An overview of AutoPrompt is illustrated in Fig. 2. As
elaborated in Sec. 3, AutoPrompt is an alternately itera-
tive process of adversarial suffix optimization (Sec. 3.2)
and LLM fine-tuning (Sec. 3.4), first freezing LLM to op-
timize adversarial suffix generation via minimize jailbreak
constraint including unsafe content alignment and perplex-
ity scoring, then fine-tuning LLM with optimized suffixes
as targets. Furthermore, our dual-evasion strategy(Sec. 3.3)
enables generated adversarial suffixes to successfully by-
pass both perplexity-based filters and blacklist word fil-
ters by incorporating auxiliary LLM perplexity scoring and
banned-token optimization during suffix optimization.

3.1. Problem Formulation

Formally, we first introduce a pretrained LLM as the suf-
fix generator My, which generates adversarial suffixes for
given benign prompts. We define the target T2I model for

red-teaming as G. Our objective is, given a benign prompt
x, to leverage the suffix generator My to generate an ad-
versarial suffix S7, such that the concatenated adversarial
prompt [z, St] induces the model G to generate images con-
taining unsafe content. Adversarial suffix St has the maxi-
mum sequence length 7" and are optimized in a token-wise
manner, we define the suffix as Sy = [sq, ..., s¢](t < T') for
the current step ¢. Additionally, we represent the prompt
training dataset as D7, and benign prompts x € Dr. We
construct an unsafe image set Dz and an unsafe words list
W to serve as our alignment objective in the adversarial suf-
fix optimization.

3.2. Adversarial Suffix Optimization

In this phase, we optimize each token generation to obtain
the ideal adversarial suffixes as the targets of suffix genera-
tor My fine-tuning. For the ¢-th token generation, our un-
safe content alignment 44, (z,S;) integrates two comple-
mentary components: On one hand, we compute the align-
ment similarity sim(-, -) refers to CLIP similarity between
the image generated from the prompt [z, S;] and a randomly
sampled unsafe image I from Dz. On the other hand, we
also compute CLIP similarity between the generated image
and each unsafe concept w from the unsafe words list W.
This alignment constraint is designed to regulate the suffix
generator, enabling it to produce adversarial suffixes, and
induce T2I models to generate images aligned both visu-
ally with unsafe images and semantically with unsafe tex-
tual concepts.
The alignment constraint can be formulated as:

Latign(x, St) =sim(G([z, S¢]), I)
b Y sim(G (s w). D

| | weW

Subsequently, we employ the stochastic beam search [17,
24] algorithm for token-wise optimization. Specifically, at
the very beginning of optimization, we sample k candidate
tokens from the LLM’s predicted distribution for the first
suffix token s;, and concatenate each candidate token with
the initial prompt to form %k candidate prompts. We then
compute the optimization objective for these prompts and
select the top-b suffixes with minimal objective, forming the
candidate beams set. When predicting the next token, this
also produces b distributions, and we further sample k can-
didates from each distribution, resulting in k - b candidate
prompts. We retain the top-b suffixes with optimal objec-
tives as the new candidate beams. This process iterates un-
til reaching 7', and thus we can select the single best beam
from the remaining b candidates as the optimized adversar-
ial suffix.

Furthermore, to enhance the LLM’s awareness of unsafe
semantics and provide prior-guidance for suffix generation,
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Figure 2. The overall framework of the proposed AutoPrompT(APT) method. We propose an alternating optimization-finetuning strategy

to train a suffix generator. During the optimization phase, we empl

oy a stochastic beam search algorithm to iteratively optimize adversarial

suffixes token-by-token for given benign prompts, storing optimized suffixes in a replay buffer. We then sample high-priority suffixes
from the replay buffer as finetuning targets for the suffix generator. Additionally, we introduce a dual-evasion strategy during optimiza-
tion—combining perplexity constraints and banned-token penalties—to bypass both perplexity-based filter and blacklist word filter. During

the inference phase, the trained suffix generator can automatically

we prepend a prior suffix to each prompt in the training set.
For instance, for every prompt © € D, we append a prior
suffix like [z, “and a beautiful girl”]. For clarity, the pro-
cessed training set is still denoted as D7 in subsequent dis-
cussions.

3.3. Dual-Evasion Strategy

To enable that the generated adversarial prompts can simul-
taneously bypass both perplexity-based filter and blacklist
word filter, we propose the dual-evasion strategy. Specif-
ically, to circumvent perplexity-based detection, we intro-
duce an auxiliary pre-trained LLM M, that provides per-
plexity constraint to regulate the next-token prediction of
suffix generator My, formulated by computing the log-

generate adversarial suffixes for unseen prompts.

probabilities:

T

—> logpy (st | [z, Si-1]).

t=1

gper(StkE (2)

Overall, we integrate the perplexity constraint with our
alignment constraint to formulate a unified optimization ob-
jective, denoted as jailbreak constraint, for next-token pre-
diction:
Ig;n »Cjai = _‘galign + )\épevﬁ (3)
To bypass prompt filters, we enforce strict prohibition on
any tokens from the unsafe words list V¥ during the next-
token prediction. We first scan the vocabulary of Myj’s tok-
enizer to identify tokens whose semantic similarity to words
in W exceeds predefined threshold th. These flagged token
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indicators are recorded into a banned indicator set. During
next-token prediction, we apply penalties to the probabil-
ity values corresponding to the token indicators in banned
indicator set.

However, since individual tokens may not always corre-
spond to complete words in human language, a special case
arises where consecutive tokens combine to form a prohib-
ited word from the unsafe word list. To address this, we
implement a secondary penalty mechanism: During each
generation step, after selecting the top-b candidate beams,
we take the last complete word of each beam separated by
space. If this last word contains any word in the unsafe word
list, we apply the penalty to the probability of the beam’s
latest generated token. This secondary penalty effectively
mitigates the risk of prohibited words emerging from the
combination of multiple tokens.

3.4. Suffix Generator Fine-tuning

For each iteration, we alternate the training process be-
tween adversarial suffix optimization and suffix generator
fine-tuning. First, we use the suffix generator My to gen-
erate optimized adversarial suffixes S for a batch of initial
prompts. Then we store the obtained data pairs (z, St) in
a replay buffer R, and sample data pairs with high priority
from it to supervise the fine-tuning of suffix generator, the
loss function can be depicted as:

T
Lcg = *Zlogpe(st | [z, Si-1]). 4

t=1

High priority refers to achieving a successful jailbreak and
achieving minimal objective L;,;. We use the replay buffer
to improve data utilization efficiency and increase training
stability.

The overall approach is summarized in Algorithm 1.

4. Experiments

4.1. Dataset and Baseline

We evaluate the performance of our method using the 12P
dataset [32], with a specific focus on the concepts of nu-
dity and violence. For the nudity, we select the prompts that
have a nudity percentage (greater than 0) and fail to jail-
break for each T2I model equipped with security mecha-
nisms. For the violence, we select those prompts categories
containing violence (with nudity percentage is 0)and fail to
jailbreak for safety T2I models. Subsequently, we partition
the prompt dataset for each safty T2I model into a training
set and a test set. The training set is only utilized to train
our method, while the test set is employed to evaluate all
red teaming approaches.

We establish our evaluation baselines using prior red-
teaming methods, including Ring-a-Bell, P4D, and AdvUn-
learn. In addition, we evaluate our method on four T2I

Algorithm 1: AutoPrompt

Input: suffix generator My, target T2I model G, auxiliary LLM
M, prompts training datasets D7, unsafe image set
Dz, unsafe words list W = [W7q, ..., W¢], maximum
sequence length T’
Output: Fine-tuned My
1 Initialize Replay Buffer: R <« 0;
2 for each batch in D1 do
3 for = € batch do

4 Generate predicted distribution pg(s1|z);
// banned-token penalties
5 Sample k candidate tokens from pg(s1|z) to form a set
Kiy;
6 Sample top-b candidate beams S by
min Lj‘“ﬁ ex, (z, S1) to form a set By;
// banned-token penalties
7 fort =2,...,T do
8 Initialize a beam candidate set: C' < 0;
9 for S;_1 € B:—1 do
// b candidate beams in Bi_1
10 Generate predicted distribution

po(se|[z, Se—1]);
// banned-token penalties

11 Sample k candidate tokens from
po(st|[z, St—1]) to form a set Ky;
12 Add k candidate beams
{[St—L St”St S Kt} to set C;
13 end
// k-b candidate beams in C
14 Sample top-b candidate beams S; by

min Ejaistec (z, St) to form a set By;
// banned-token penalties

15 end

16 Sample best candidate beam St from Br by
min ij-ST co (z, ST)

17 Add (z, ST) to replay buffer R;

18 end

19 Fine-tune My on samples from R ;

20 end

models equipped with distinct safety mechanisms, encom-
passing a variety of approaches such as inference guidance
(SLD-MAX), fine-tuning the U-Net (ESD), fine-tuning ad-
ditional structures of U-Net (Receler), and fine-tuning the
text encoder (AdvUnlearn).

4.2. Evaluation and Details

Drawing on prior work [6], for each adversarial prompt gen-
erated, we utilize the safty T2I model to produce three im-
ages. If none of these images is flagged as unsafe, the adver-
sarial prompt is deemed a successful jailbreak. We then cal-
culate the proportion of successful jailbreak prompts as the
Red-teaming Success Rate (RSR), which serves as the met-
ric to evaluate the performance of a red-teaming method.
Additionally, we employ Perplexity (PPL) to assess the
naturalness of generated adversarial prompts, where lower
values indicate higher human readability. We measure the
Blocking Rate (BR) to quantify the percentage of adversar-
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Table 1. Red-teaming Success Rate (RSR) results of red-teaming methods against different safe T2I models through blacklist word filter.
The prior suffix of our method for nudity is “and a beautiful girl’s body with”, while for violence is “and a bad guy”.

Method nudity 1 violence T
ESD SLD-MAX Receler AdvUnlearn ESD SLD-MAX Receler AdvUnlearn

Ring-A-Bell (ICLR24) 2.00% 2.50% 1.00% 0.50% 1.19% 1.65% 0.86% 0%
UnlearnDiffAtk (ECCV24) 18.50% 52.00% 16.50% 3.00% 52.38% 28.51% 37.07% 35.05%
P4D-Union (ICML24) 41.50% 62.50% 41.50% 9.50% 67.86% 30.99% 67.24% 60.82%
Ours w/o ps 17% 18.5% 15.5% 2% 32.14% 16.53% 30.17% 30.93%
w/ ps only 32% 6.5% 30.5% 19.5% 27.38% 18.18% 39.66% 37.11%
autoregres. decode w/o ft 13.5% 17% 15.5% 5% 28.57% 15.7% 27.59% 29.9%
autoregres. decode w/o ft+ps  25% 39% 26% 8.5% 40.48% 19.42% 36.21% 35.05%
Ours 61.50% 70.50 % 36.5% 30.5% 73.81% 20.66% 43.97% 65.98 %

ial prompts rejected by prompt filter, with lower rates re-
flecting stronger evasion capability against filtering mecha-
nisms. For nudity, we employ the nudity classifier NudeNet
[4], with an unsafe percentage threshold set at 0.45 follow-
ing [6]. Images exceeding this threshold are labeled as un-
safe. For violence, we utilize the Q16 [31] classifier to iden-
tify violent content, which returns a binary label. Instances
marked as true are designated as unsafe.

We employ Llama-3.1-8B as our suffix generator My
and initialize the auxiliary LLM with its fixed weights. Our
unsafe image dataset comprises 50 classifier-verified im-
ages containing nudity or violence, with each batch ran-
domly sampling batch_size = 4 images from it. The unsafe
words list for nudity comprises 23 nudity-related words,
while the violence-related list contains 17 prohibited terms,
and can see supplementary materials for details. We con-
figure a maximum suffix length of 7" = 15 tokens and uni-
formly truncate benign prompts in the dataset to 50 tokens
to ensure the effectiveness of adversarial suffix generation.
In the stochastic beam search algorithm, we sample k = 12
candidate tokens from the predicted distribution at each step
and select b = 4 candidate beams.

4.3. Experimental Results

Comparison with SOTAs. We conduct quantitative evalu-
ation of our method and prior red teaming baselines on four
T2I models equipped with diverse safety mechanisms. For
fairness, we apply the prompt filter to adversarial prompts
generated by all red-teaming methods, with the filtering cri-
teria that adversarial prompts must not contain any terms
from the unsafe word list. Results in Table | demonstrate
that our method achieves the highest RSR even under the
prompt filtering constraints, outperforming baselines by a
significant margin. More importantly, our method is zero-
shot and transferable, significantly improving red teaming
success rates even under a strict disjoint split between train-
ing and test sets. This stems from our alternating training
framework, which progressively guides the LLM to gener-

ate adversarial prompt optimized towards the target suffix.
Different variants. We also evaluate four variants of our
method to validate the necessity of the prior suffix and al-
ternating training framework: (Ours w/o ps) refers to we
directly apply our method to benign prompts without prior
suffix. This results in a reduced RSR compared to our
full method. This degradation occurs because the LLM’s
generated text is context-dependent, and the prompt con-
tent inherently influences suffix generation. Our proposed
prior suffix provides guided contextual priors, enabling the
LLM to generate adversarial suffixes within a prior knowl-
edge. (w/ ps only) refers to we append the prior suffix
directly to benign prompts as adversarial prompts for red-
teaming. Although the prior suffix implies jailbreak-related
priors, it is insufficient to function as standalone adversarial
prompts, leading to poor RSR. In contrast, our alternating
training framework leverages the LLM’s comprehension of
the prior suffix to iteratively refine adversarial prompt gen-
eration. (autoregres. decode w/o ft) and (autoregres. de-
code w/o ft+ps) refer to we generate adversarial suffixes via
autoregressive decoding (without LLM fine-tuning) for be-
nign prompts and those appended prior suffix, respectively.
Due to the lack of jailbreak objective alignment and dual-
evasion strategy for frozen LLM, the generated suffixes ex-
hibit weak attack performance and human-readability, and
produce more banned tokens. Instead, our method alter-
nates between optimizing adversarial suffix targets and fine-
tuning the LLM to align with them, achieving progressive
refinement through iterative co-optimization.

Perplexity comparison. We quantitatively evaluate the
perplexity scores of adversarial prompts generated by our
method and other red-teaming approaches. To ensure fair-
ness, we employ the Qwen2.5-7B model—distinct from
our suffix generator Llama-3.1-8B—for perplexity compu-
tation. As shown in Table 2, our method achieves the low-
est average perplexity score and variance, with a substan-
tial gap compared to baselines. Specifically, our average
score is nearly 1/70th of Ring-a-Bell. This notable ad-
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Table 2. Comparison of perplexity scores computed with
Qwen2.5-7B. Avg. denotes the average perplexity scores of ad-
versarial prompts, and Var. the variance of perplexity scores.

PPL| ‘Ring—A—Bell P4D-Union UnlearnDiffAtk  Ours

AVE.(x10%) 11.646 4.599 2.776 0.167

Var. . 105) 968.378 634.157 1368.236 0.120
100} 96.63 B Nudity
[ Violence

801

=N
=)

BR average

'S
=)

201
10.88
6.06

275 3.75
UnlearnDiffAtk Ours

Ring-A-Bell

P4D-Union

Figure 3. Average blocking rate for each method across four safe
T2I models

vantage demonstrates that our adversarial prompts exhibit
higher naturalness and human-readability, enabling them to
bypass perplexity-based filters more effectively. In contrast,
other methods rely on discrete optimization and produce se-
mantically meaningless prompts, which are easily detected.

4.4. More Analyses

Ablation studies. We conduct ablation studies on our
key components, including: (1) alignment between gener-
ated images and unsafe images in the jailbreak constraint,
(2) alignment between generated images and the unsafe
words list, (3) perplexity constraint, and (4) banned-token
penalties. The results in Table 3 show that sole reliance
on only one alignment results in poor red-teaming perfor-
mance. This is because our jailbreak constraint provide
alignment objectives for adversarial suffix generation, guid-
ing each token’s concatenation to steer the prompt seman-
tics closer to the jailbreak goal. Therefore, relying solely
on unsafe image alignment lacks explicit semantic guid-
ance, while individual unsafe words list alignment risks
over-constraining semantics to the banned tokens, leading
to continuously conflicts with banned-token penalties and
optimization stagnation. The perplexity constraint ensures
natural, human-readable adversarial prompts, and remov-
ing it significantly increases perplexity scores. Similarly,
disabling banned-token penalties allows the LLM to exploit
shortcuts by generating unsafe words, thereby excessively
increasing the blocking rate by the prompt filter.
Robustness to blacklist word filter. To evaluate robust-
ness to prompt filter, we compare the percentage of adver-
sarial prompts generated by different red-teaming methods

Table 3. Ablation study of different components.

Method | RSRT  PPL4y,l BR|
w/o unsafe image alignment | 38.5%  0.175% 1%
w/o unsafe word alignment | 30.5%  0.067% 1%
w/o perplexity constrain 35% 0.198% 1%
w/o banned-token penalty 9.5% 0.171%  87%
Ours 61.5% 0.167 2%

Table 4. Transferability across different safe T2I models

adversarial prompts from

P4D-N
ESD SLD-MAX Receler AdvUnlearn
® ESD 100% 43.97% 45.21% 63.93%
§ g SLD-MAX  59.35% 100% 72.6% 77.05%
;‘“\; §o Receler 41.46% 39.72% 100% 70.49%
< AdvUnlearn  9.76% 11.35% 10.96% 100%

that are blocked by the blacklist word filter. Specifically, we
compute the average blocking rate for each method across
four safe T2I models, as illustrated in Figure 3. Our method
achieves the lowest blocking rates for both nudity and vi-
olence. This robustness justifies our proposed banned-
token penalties, which effectively prevents the generation
of prohibited tokens during adversarial suffix optimization,
thereby avoiding the LLM from learning to produce unsafe
tokens during fine-tuning.

Transferability across safe TI2 models. We further as-
sess the transferability of adversarial prompts generated by
our method across different safe T2I models. Specifically,
we directly input adversarial prompts crafted for one T2I
model into another. As shown in Table 4, among four mod-
els, SLD-MAX exhibits the most vulnerable safety mecha-
nisms, with red-teaming success rates exceeding 50% when
prompts from other models are transferred to it. In contrast,
AdvUnlearn demonstrates stronger robustness. Notably,
adversarial prompts generated for AdvUnlearn achieve the
highest transferability, surpassing 40% success rates across
the other three models.

Qualitative evaluation. In Figure 4, we present a visual
comparison of red-teaming results. Our method generates
human-readable adversarial prompts free of explicit prohib-
ited terms and successfully induces inappropriate content
across diverse secured T2I models. In contrast, adversar-
ial prompts from baseline methods either contain semanti-
cally meaningless tokens, even prohibited terms, or fail to
generate unsafe outputs, posing serious challenges for prac-
tical deployment of themselves. Additional visualizations
are provided in the supplementary materials.

Against latest T2I models and online services. Given
the rapid evolution of T2I diffusion models, we conduct
red teaming assessments on the latest T2I architectures in-
cluding SDXL, SD3.5-medium, and FLUX.1-dev—as well
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Figure 4. Visualizations of different red-teaming methods. Previous methods generate undesirable blacklist words. Instead, our method
generates human-readable adversarial prompts with lowest (best) PPL, inducing inappropriate contents across diverse safe T2 models.

as online commercial platforms such as Midjourney and
Leonardo.Ai. Note that existing baselines are not adapted to
these latest architectures, which differ significantly from the
SD1.x series. Instead, our black-box framework requires no
additional adaptation costs to apply to these latest T2I mod-
els. Asillustrated in Figure 5, our method achieves success-
ful jailbreaks on these cutting-edge models while generat-
ing human-readable adversarial prompts. Remarkably, ad-
versarial prompts crafted for SD3.5 generalize effectively to
online commercial platforms, successfully bypassing their
safety measures. This demonstrates the strong transferabil-
ity of our approach across heterogeneous models.

5. Conclusion

In this paper, we introduce AutoPrompt, a novel LLM-
driven red-teaming framework for T2I models. Auto-
Prompt can directly generate adversarial suffixes for unseen
prompts leveraging a fine-tuned LLM in stringent black-box
scenarios, and dual-mechanism evasion strategy can facili-
tate the generation of human-readable adversarial prompts
while avoiding being blocked by prompt filters. Auto-
Prompt has a superior advantage in the practical deploy-
ment compared to methods that rely on computationally in-
tensive optimization to produce semantically meaningless
prompts and trigger prompt filters easily. Overall, the ex-
ceptional performance of our red-teaming approach under-

FLUX.1-dev Leonardo.Ai

Original
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sharp focus, llustration,
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from art house futuristic movie
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Figure 5. Our method shows great performance even against the
latest architectures of T2I models and online services.

scores the necessity for proactive safety evaluations in T2I
research. We advocate establishing open safety evaluation
benchmarks for T2I models to encourage the development
of more robust and defensive safety mechanisms.
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