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Abstract

Transferability makes the black-box attacks to be practi-
cal. Recent studies demonstrate that adversarial examples
situated at the flat maxima on the loss landscape tend to
exhibit higher transferability and propose effective strate-
gies to optimize adversarial examples to converge toward
that region. However, these works primarily consider the
first-order gradient regularization and have yet to explore
higher-order geometry properties of the flat loss landscape,
which may lead to suboptimal results. In this work, we pro-
pose leveraging the trace of the Hessian matrix of loss func-
tion with respect to the adversarial example as a curvature-
aware regularizer. For computationally efficient, we in-
troduce an approximation method for the trace based on
stochastic estimation and finite difference. We theoretically
and empirically demonstrate that the trace of Hessian ma-
trices for adversarial examples near local loss maxima is
consistently negative. Following this insight, we propose
Negative Hessian Trace Regularization (NHTR), explicitly
penalizing the negative Hessian trace to suppress curvature
in all directions. Compared to existing first-order regular-
ization methods, NHTR can generate adversarial examples
at flatter local regions. Extensive experimental results on
the ImageNet-compatible and CIFAR-10 datasets show that
NHTR can significantly improve adversarial transferability
than the state-of-the-art attacks.

1. Introduction

Deep learning models have achieved exceptional perfor-
mance in computer vision but remain susceptible to adver-
sarial examples [4, 14, 20, 26, 32]. The adversarial exam-
ples are maliciously crafted by introducing imperceptible
perturbations to natural examples, causing models to yield
erroneous predictions. A central property of adversarial ex-
amples is transferability, i.e., adversarial examples gener-
ated by attacking a surrogate model can also mislead other
models. This property renders black-box attacks practically
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effective, posing significant threats to safety-critical appli-
cations [7, 8, 47]. Therefore, methods for generating ad-
versarial examples with high transferability, referred to as
transfer-based attacks, have garnered increasing attention.

From the perspective of improving generalization, many
works have been proposed to enhance the transferability of
adversarial examples, which can be divided into three cate-
gories. Gradient optimization attacks improve transferabil-
ity by employing advanced gradient calculation techniques
to prevent adversarial examples from becoming trapped
in suboptimal local maxima [4, 10, 13, 30, 40, 42, 49].
Input transformation attacks leverage data augmentation
strategies to increase input diversity, thereby mitigating
overfitting of adversarial examples to the surrogate model
[5, 39, 41, 43]. Model ensemble attacks generate adversar-
ial examples by simultaneously attacking multiple surrogate
models, effectively reducing the upper bound on generaliza-
tion error [1, 3, 4, 17, 46]. The latter two categories can be
integrated with gradient optimization attacks to further en-
hance the transferability.

Inspired by the observation that a flatter loss landscape
promotes better model generalization [12, 48], recent em-
pirical and theoretical studies [3, 13, 30, 31] suggest that ad-
versarial examples situated in flat maxima—regions where
the loss peaks and grows slowly—tend to exhibit higher
transferability. For instance, Reverse Adversarial Pertur-
bation (RAP) [30] generates highly transferable adversar-
ial examples by injecting worst-case perturbations into the
optimization process of maximizing the loss to achieve flat
maxima. Similarly, Penalized Gradient Norm (PGN) [13]
enhances transferability by imposing an additional penalty
on the gradient norm of the loss function to improve the
flatness of the surface. While these approaches provide ef-
fective strategies for directing adversarial examples toward
flatter regions, they only focus on the first-order regular-
ization of the gradient and have yet explored higher-order
geometry properties of the flat loss landscape.

In this work, we investigate the curvature of loss with re-
spect to adversarial examples via the Hessian matrix and
propose a novel attack objective to enhance adversarial
transferability. We measure curvature using the trace of the
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Hessian matrix and introduce a computationally efficient
approximation method based on stochastic estimation and
finite difference. Intuitively, flat local maxima for adversar-
ial examples can be achieved by simultaneously maximiz-
ing the expected loss within the neighborhood of the adver-
sarial example and minimizing the associated Hessian trace.
However, empirical and theoretical analysis reveals that the
Hessian matrix becomes consistently negative semidefinite
as adversarial examples converge toward local loss max-
ima, leading to a negative trace. Direct minimization of this
trace would paradoxically amplify sharp curvature, driving
adversarial examples toward sharp loss maxima. Follow-
ing this insight, we propose Negative Hessian Trace Reg-
ularization (NHTR), which explicitly penalizes the nega-
tive trace to suppress curvature. As a second-order regu-
larization, NHTR penalizes curvature in all directions and
can find flatter loss maxima compared to first-order meth-
ods like PGN and RAP, therefore generating adversarial ex-
amples with higher transferability.

Our main contributions can be summarized as follows:
• We investigate the curvature of loss landscape with re-

spect to adversarial examples via the trace of the Hessian
matrix. For computationally efficient, we introduce an
approximation method for the trace based on stochastic
estimation and finite difference.

• We theoretically and empirically demonstrate that adver-
sarial examples near local loss maxima consistently ex-
hibit negative trace of Hessian matrices. Following this
insight, we propose Negative Hessian Trace Regulariza-
tion (NHTR), explicitly penalizing the negative Hessian
trace to suppress curvature to find flatter loss maxima.

• We conduct a series of experiments demonstrating that
NHTR efficiently generates adversarial examples with
high transferability. Furthermore, we show that NHTR
outperforms first-order regularization like PGN and RAP
in achieving flat loss maxima.

2. Related Work

2.1. Transfer-based Attack

Gradient optimization attacks utilize the gradient of the
surrogate model to optimize objective functions. The Fast
Gradient Sign Method (FGSM) [14] first exploits the gra-
dient direction to generate perturbation in one step. Fur-
ther, MI-FGSM [4] and NI-FGSM [20] extend the FGSM
into iterative strategies to avoid poor local optima. VMI
[40] stabilizes update directions by reducing gradient vari-
ance during optimization. EMI [42] reinforces momentum
by accumulating gradients from multiple data points in the
direction of the previous gradient. MIG [24] uses the in-
tegrated gradients rather to optimize adversarial perturba-
tions. ANDA [10] enhances the transferability by approxi-
mating the Bayesian posterior of perturbation.

Input transformation attacks apply random transforma-
tions for input images before calculating gradients. SIM
[20] puts forward the scale-invariant property of the deep
neural network, and then averages the gradients of multi-
ple scaled images. Admix [41] nonlinearly mixes the input
image with other images randomly selected from various
classes to augment the input. SSA [23] randomly scales in-
put images and then adds noise to them in the frequency
domain. BSR [38] randomly shuffles and rotates the im-
age blocks. These methods can be combined with gradient-
based attacks to further enhance transferability.
Model ensemble attacks average losses [21] or logits [4] of
multi-surrogate models, then apply a gradient optimization
attack to generate adversarial examples. SVRE [46] reduces
gradient variance within an ensemble setting during opti-
mization. AdaEa [1] adaptively adjust the weights of each
surrogate model using an adjustment strategy. SMER [35]
method uses reinforcement learning to optimize ensemble
reweighing, enhancing adversarial example transferability.

2.2. Flat Loss Surface and Transferability
Recently, learning algorithms motivated by the sharpness
of the loss surface as an effective measure of the general-
ization gap have demonstrated state-of-the-art performance
[12, 48]. Such as SAM [12], an effective algorithm for ob-
taining a flatter loss landscape [12] by simultaneously min-
imizing the loss value and sharpness. Empirical and theo-
retical studies [3, 13, 30] suggest that transferability is also
closely correlated with the flatness of the loss landscape at
the adversarial examples. RAP [30] enhances loss flatness
using the gradient of worst-case from neighborhood around
adversarial examples. PGN [13] use the gradient norm of
adversarial examples as a regularization, effectively posi-
tioning them at flat maxima. TPA [9] theoretically demon-
strates that flatness is a contribution term of transferabil-
ity and, together with the loss, forms a bound on it. These
method validate the observation that adversarial examples
at flat regions tend to exhibit better transferability.

2.3. Hessian-Based Generalization
The Hessian matrix plays a crucial role in analyzing the op-
timization and generalization of neural networks. By ex-
ploring the relationship between loss curvature and input-
output behavior in deep learning, [25] provides new insights
into the progressive sharpening phenomenon and investi-
gates the generalization properties of flat minima. Wu et
al. [45] introduce a normalized Hessian trace to measure the
curvature of the loss landscape on both training and test sets,
thereby reducing generalization error. These works aim to
improve the generalization of neural networks via Hessian-
based regularization. To the best of our knowledge, we first
propose to penalize loss curvature at adversarial examples
via Hessian trace regularization for finding flat maxima.
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3. Methodology
3.1. Preliminaries
Let f denote a deep model which maps input variables X to
label variables Y . Given an input image x ∈ X with its cor-
responding true label y ∈ Y , let Bε (x) = {x̂ : ‖x̂− x‖p ≤
ε} be a Lp-norm ball (e.g., L1-norm) around x with radius
ε. The objective of untargeted adversarial attacks is formu-
lated as the following constrained optimization problem:

max
xadv∈Bε(x)

L
(
f
(
xadv

)
, y
)
, (1)

where f
(
xadv

)
represents the output of model f for adver-

sarial example xadv ∈ Bε (x) and L(·) is the loss function
(e.g., cross-entropy loss). For simplicity of notation, we use
L(xadv) to represent L

(
f
(
xadv

)
, y
)
. Gradient optimiza-

tion attacks [4, 13, 30, 40, 42] achieve the objective through
advanced gradient iterations. For example, the iterative pro-
cess of MI-FGSM [4] is expressed as follows:

xadvt+1 =
∏
Bε(x)

[
xadvt + α · sign (Mt+1)

]
,

Mt+1 = µMt +
∇xadvt

L
(
xadvt

)
‖∇xadvt

L
(
xadvt

)
‖1
,

(2)

where xadv0 = x, µ is the decay factor, M represents the
accumulation of gradients, t is the current number of itera-
tion, α is the step size and

∏
Bε(x) constraints xadv in the

Bε (x) around x.

3.2. Hessian Trace Regularization
Previous works suggest that adversarial examples at a flat
maxima tend to have good transferability. A central inter-
pretation behind a flat maxima is an entire neighborhood
having both high loss and low curvature. Assuming the loss
function L(x) is second-order differentiable in a local re-
gion, we can analyze the curvature profile of the loss surface
through the Hessian matrix, whose eigenvalues contain crit-
ical information about the local geometry. LetH(x) denote
the Hessian matrix of the loss function L(x) with respect to
the data point x, i.e.,

H(x) = ∇x∇xL (x) . (3)

As the sum of eigenvalues, the Hessian trace tr (H(x))
is an effective curvature metric. Penalizing Hessian trace
constrains the magnitudes of Hessian eigenvalues, enhanc-
ing the chance of finding a flat local region. Following the
above analysis, we propose an attack objective that maxi-
mizes the expected loss over local region Bξ(xadv) with ra-
dius ξ around adversarial example xadv while minimizing
the maximum the Hessian trace within it, as follows:

max
xadv∈Bε(x)

[
E

x′∈Bξ(xadv)
[L (x′)]− λ max

x′∈Bξ(xadv)
tr (H(x′))

]
,

(4)

where λ > 0 is the penalty coefficient. During the optimiza-
tion process of this attack objective, the maximum Hessian
trace is penalized to prevent adversarial examples from con-
verging to sharp regions. However, it is impractical to di-
rectly calculate the maximum Hessian trace Bε (x) due to
its NP-hard nature. Hence, we further propose to minimize
the trace of the total Hessian of loss function with respect to
the local region. Specifically, we denote the total Hessian as
H(Bξ

(
xadv

)
), which can be expressed as the average of the

Hessian matrices of the loss function for random samples:

H
(
Bξ
(
xadv

))
= E
x′∈Bξ(xadv)

[H(x′)] . (5)

Therefore, using the obtained the total Hessian 5, attack
objective in Eq. 4 becomes,

max
xadv∈Bε(x)

[
E

x′∈Bξ(xadv)
[L (x′)]− λtr

(
H(Bξ

(
xadv

)
)
)]
.

(6)
Moreover, as the trace of the total Hessian is equal to the

average of the traces of each Hessian matrix,

tr
(
H
(
Bξ
(
xadv

)))
= E
x′∈Bξ(xadv)

[tr (H(x′))] , (7)

we can obtain a more concise and general formalization, as
follows:

max
xadv∈Bε(x)

E
x′∈Bξ(xadv)

[L (x′)− λtr (H(x′))] . (8)

Generally, this attack objective introduces a penalized
Hessian trace into the original loss function to seek flat local
maxima and can achieve better transferability.

3.3. Hessian Trace Calculation
Calculating the Hessian trace is computationally intensive,
especially for large-size input images. To address this error,
we first introduce Hutchinson’s trace estimator [18], giving
an unbiased estimate of the trace of matrix:

tr (H(x)) = E
[
υH (x) υT

]
(9)

provided that the elements of υ ∼ N (0, I), where I has
the same dimensions as x. Therefore, to estimate the trace
tr (H(x)), we calculate the expectation of the directional
second derivative υH (x) υT . We further approximate this
expression with finite differences.
Theorem 1. Given that loss function L(x) is second-order
differentiable, for υ ∼ N (0, I), we have,

υH (x) υT =
1

h2
(L(x+ hυ) + L(x− hυ)− 2L(x)) ,

(10)
where h denotes the discretization step size.

2388



Proof. As the loss function L(x) is second-order differen-
tiable, given a discretization step size h, according to the
Taylor expansion, we have,

L(x+ hυ) ≈ L(x) + hυ∇xL(x) + h2υH(x)υT ,

L(x− hυ) ≈ L(x)− hυ∇xL(x) + h2υH(x)υT ,

therefore, add the above equations and simplify, we have an
approximation of υH (x) υT .

By Theorem 1, we can instantiate tr (H(x)) as:

tr (H(x)) = Eυ
[
1

h2
(L(x+ hυ)+L(x− hυ)− 2L(x))

]
.

(11)
The above estimation of Hessian trace involves an ex-

pectation over υ, uniformly penalizing curvature across all
directions. Following previous works [11, 27], we focus
on the gradient direction, which corresponds to the high-
curvature direction. Thus, we use perturbation solely along
the gradient direction and finally consider the trace,

tr (H(x)) ≈ 1

h2
(L(x+ hυ) + L(x− hυ)− 2L(x)) ,

υ = ∇xL(x)/ ‖∇xL(x)‖1 ,
(12)

As the local region around x is constrained by the L1-
norm. Consequently, setting υ to be the L1-norm of the
gradient is more relevant.

3.4. Negative Hessian Trace Regularization
Adversarial examples are expected to converge toward the
local loss maxima. We theoretically demonstrate that the
Hessian matrix is negative semi-definite at loss maxima,
which indicates the trace is negative. Let x∗ is a local max-
ima point, we have

tr (H(x∗)) < 0. (13)

Furthermore, we prove that the examples near the local
maxima also satisfy the Hessian trace to be negative. There-
fore, we can observe that in the optimization process of ad-
versarial examples toward loss maxima, the trace of the to-
tal Hessian in the neighborhood near adversarial examples
is consistently negative. A detailed proof is provided in Ap-
pendix. While the curvature regularizer in Eq. 8 aims to
reduce the Hessian trace, it obtains a counterproductive ef-
fect, aggravating adversarial examples move toward sharp
maxima. Therefore, we use negative hessian trace as a reg-
ularizer, which modifies the exception in Eq. 8 as follows:

Ex′ [L (x′)− λ (−H(x′))]
=Ex′ [L (x′)−2λL(x′) + λ (L(x′ + hυ) + L(x′ − hυ))] ,

(14)
where the 1

h2 is absorbed by the penalty coefficient λ.

Algorithm 1: Optimize Adversarial Example us-
ing Negative Hessian Trace Regularization with
MI-FGSM as the Baseline.

Input: Surrogate network f ; a natural example x with
ground-truth label y;

Parameters : The perturbation magnitude ε; the number
of iteration T ; the decay factor µ; the
upper bound of neighborhood, ξ; the
number of randomly sampled examples,
N ; the discretization step size, h; the
balanced coefficient, δ;

Output: An adversarial example xadv;
1 Initialize: α = ε/T ;M0 = 0; xadv0 = x;
2 for t = 1 to T do
3 Set g = 0
4 for n = 1 to N do
5 Randomly sample an example x′ ∈ Bξ(xadvt )
6 Calculate the gradient at the sample x′,

g′ = ∇x′L(x′)
7 Add perturbation along the gradient direction

x∗1 = x′ − h g′

‖g‖1
, x∗2 = x′ + h g′

‖g‖1
8 Calculate the gradient

g∗ = 1
2

(
∇x∗1L(x

∗
1) +∇x∗2L(x

∗
2)
)

9 Accumulate the updated gradient by

g = g + δg′+(1−δ)g∗
N

10 end
11 Update momentum
12 GetMt+1 = µMt +

g
‖g‖1

13 Update adversarial example
14 xadvt+1 =

∏
Bε(x)

[
xadvt + α · sign (Mt+1)

]
15 end
16 return: xadv = xadvT .

Set a balanced coefficient δ = 1 − 2λ, we have final
attack objective,

max
xadv∈Bε(x)

Ex′
[
δ ·L (x′)+ 1− δ

2
(L(x′+hυ)+L(x′−hυ))

]
,

(15)
where x′ ∈ Bξ

(
xadv

)
and υ is set as∇xL(x)/ ‖∇xL(x)‖1.

We term this novel attack objective as Negative Hessian
Trace Regularization (NHTR) and calculate the expecta-
tion by employing a random sampling estimation through
uniform sampling within the neighborhood. In essence, our
NHTR jointly maximizes the worst-case and best-case per-
turbations near the random examples from the neighbor-
hood, promoting adversarial examples toward a smoother,
flatter region with loss maxima. Since NHTR is derived by
optimizing Eq. 8, it can be seamlessly integrated with exist-
ing gradient optimaization attacks and input transformation
attacks, leveraging their strengths to further improve adver-
sarial transferability. The details of integrating NHTR with
MI-FGSM are outlined in Algorithm 1.
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Attack
Inc-v3⇒ Inc-v4⇒

Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Avg. Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Avg.

MI 29.7 50.8 46.4 12.1 17.1 31.2 35.1 53.0 46.6 14.5 17.6 33.4
NI 42.9 67.1 68.4 17.6 26.8 44.6 53.4 74.6 73.9 28.4 31.9 52.4

VMI 48.7 69.2 70.0 24.0 28.9 48.2 55.2 71.5 70.5 28.9 30.4 51.3
VNI 47.6 70.0 73.1 21.0 26.1 47.6 52.2 69.7 72.2 26.3 26.5 49.4
MIG 40.1 65.0 63.9 17.3 26.0 42.5 49.4 71.9 67.6 20.3 29.7 47.8
EMI 49.3 74.0 76.5 19.0 24.4 48.6 55.1 77.2 77.0 22.0 25.4 51.3
RAP 55.7 77.6 76.2 30.8 28.7 53.8 57.3 75.0 70.6 41.2 41.2 57.1
PGN 65.4 83.3 89.6 37.8 44.6 64.1 69.9 83.8 87.7 43.2 47.9 66.5

ANDA 68.3 85.6 82.3 38.7 43.2 63.6 70.5 82.6 84.3 45.7 48.0 66.2
NHTR 71.4 89.0 94.2 42.6 51.3 69.7 74.4 89.9 93.2 50.8 53.1 72.3

Attack
Res-101⇒ ViT-B⇒

Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Avg. Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Avg.

MI 54.8 50.0 18.9 12.6 13.4 29.9 27.3 41.7 34.3 36.6 66.7 41.3
NI 73.2 67.0 33.9 18.7 18.6 42.3 35.8 51.7 46.3 40.1 77.1 50.2

VMI 71.3 63.9 40.3 27.4 28.1 46.2 33.4 49.4 40.3 47.4 76.0 49.3
VNI 81.7 71.1 45.5 28.1 26.7 50.6 31.3 47.5 37.1 44.1 74.0 46.8
MIG 66.7 69.2 51.4 32.0 36.6 51.2 36.5 54.9 34.4 39.2 74.5 47.9
EMI 87.1 78.5 43.6 20.0 20.4 49.9 40.2 56.2 49.4 49.6 85.0 56.1
RAP 89.3 79.3 62.8 43.7 39.6 62.9 42.3 60.0 50.1 51.2 87.9 58.3
PGN 86.7 83.7 72.3 50.9 52.7 69.3 45.5 60.3 57.2 61.0 90.4 62.9

ANDA 89.6 86.5 73.6 54.2 52.9 71.4 46.4 60.5 56.4 60.7 91.5 63.1
NHTR 94.9 93.8 83.6 61.1 60.6 78.8 51.4 66.1 60.3 66.6 94.8 67.8

Table 1. The untargeted black-box attack success rates of various gradient-based attacks in the single model setting. The adversarial
examples are crafted on Inc-v3, Inc-v4, ResNet-101, and ViT-B by MI, NI, PI, VMI, VNI, EMI, RAP, MIG, PGN, ANDA and our NHTR
attack methods, respectively. The target models are all normally trained models.

4. Experiments

4.1. Experimental Setup
Dataset. Following the protocol established in previous
studies [30, 40, 42, 48], we conduct our experiments on
two widely used datasets, ImageNet-compatible [19] and
CIFAR-10, each containing 1,000 images along with their
corresponding true labels. The detailed experimental setting
and results of attacks on CIFAR-10 are shown in Appendix.
Black-box models. To validate the effectiveness of our
methods, we test attack performance in comprehensive
models, including both Convolutional Neural Networks
(CNNs) and Vision Transformers (ViTs): Inception-v3
(Inc-v3) [33], Inception-v4 (Inc-v4), Inception-ResNet-v2
(IncRes-v2) [34], ResNet-101 (Res-101), ResNet-152 (Res-
152) [15], DenseNet-121 (Dense-121) [16], ViT-Base (ViT-
B) [6], Swin-Base (Swin-B) [22] and Deit-Base (Deit-B)
[36], all available from Timm (a widely used pretrained
models library) [44]. We select four widely used network
architectures: Res-101, Inc-v3, Inc-v4, and ViT-B as sur-
rogate models, and the remaining as target models. We
also consider adversarially trained models, including Inc-
v3ens3, Inc-v3ens4, and Inc-Res-v2ens. Besides, we con-
sider defense methods including RS [37], NRP [28], Diff-

pure [29] and RDC [2], which have demonstrated robust-
ness against black-box attacks.
Baselines. We compare the proposed NHTR with various
gradient optimization attacks, including MI-FGSM (MI)
[4], NI-FGSM (NI) [20], VMI, VNI [40], EMI [42], MIG
[24], and ANDA [10]. We also integrate NHTR with vari-
ous input transformations to validate its generality, such as
DIM [39], SI-NI [20], Admix [41], SSA [23], BSR [38].
Additionally, we conduct a detailed comparison with other
finding flat maxima methods, i.e., PGN [48] and RAP[30].
Hyper-parameters. We set the maximum perturbation ε
as 16/255, the number T of iterations as 10, the step size
as α = ε/T , and the decay factor for MI as 1.0. For our
NHTR, we set the discretization step size h as 2α, the ra-
dius ξ of neighborhood is set as 3·ε, and the number of sam-
pling from neighborhood as 20. For the compared methods,
we use the optimal hyper-parameters as reported in their
respective papers. All experiments are built on a GeForce
RTX 4090 GPU using the PyTorch implementation.
Extra Experiments. Due to space limitations, we report
additional experiments in the Appendix, including: i) abla-
tion studies on the maximum perturbation, the discretization
step size, and the sampling numbers from neighborhood; ii)
attack performance to Large Visual Language Models.
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Attack
Inc-v3⇒ Inc-v4⇒

Inc-v3ens3 Inc-v3ens4 Inc-v2ens RS NRP Diffpure RDC Inc-v3ens3 Inc-v3ens4 Inc-v2ens RS NRP Diffpure RDC

VMI 41.2 42.3 24.8 70.6 40.3 6.9 10.5 41.0 40.2 26.3 71.3 41.5 7.5 11.7
EMI 33.2 31.1 18.2 69.4 35.2 6.2 10.1 29.6 28.2 16.8 68.2 38.1 7.1 11.3
RAP 54.3 48.4 38.7 71.6 29.5 7.6 12.7 54.3 48.4 45.7 72.5 31.9 8.5 14.1
PGN 65.4 65.9 45.5 65.3 54.2 7.1 15.4 66.3 64.2 46.2 66.4 53.1 8.0 16.5

ANDA 66.8 64.7 48.4 74.6 50.9 8.6 17.8 64.2 61.1 47.8 73.9 51.8 9.4 18.6
NHTR 70.8 70.5 50.5 78.9 60.1 11.3 20.1 69.3 67.8 48.4 78.4 61.6 11.6 21.5

Table 2. The untargeted black-box attack success rates (%) of transfer-based methods against robust defense methods, using Inc-v3 and
Inc-v4 as surrogate models respectively. Notably, for DiffPure and RDC, we set the maximum perturbation of all attack methods as ε =
4/255 and 8/255 to align with their default parameter settings respectively.

Attack
Normally trained models Adversarially trained models

Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Avg. Inc-v3adv Inc-v3ens3 Inc-v3ens4 Inc-v2ens Avg.

MI 65.1 68.7 64.2 24.9 27.6 50.1 30.3 26.9 24.8 15.5 24.4
VMI 88.7 90.6 90.3 47.4 46.0 72.6 55.7 53.1 49.8 37.9 49.1
EMI 92.2 93.9 93.5 48.4 46.0 74.8 50.9 46.1 44.9 29.6 42.9
RAP 91.3 94.7 92.3 44.5 42.6 73.1 44.2 27.4 25.5 14.8 28.0
PGN 87.7 93.1 94.1 68.0 71.1 82.8 82.9 82.6 81.8 72.5 80.0

NHTR 95.5 97.4 97.5 79.8 82.3 90.5 88.8 89.2 87.7 79.3 86.3

Table 3. The untargeted black-box attack success rates (%) of various gradient optimization attacks on normally and adversarially trained
models in the model ensemble setting. The adversarial examples are generated on the ensemble models, including Inc-v3, Inc-v4, and
Res-101. Here, the bolded indicates the highest attack success rates.

4.2. Comparison with SOTA methods

Attack single model. We compare the attacking perfor-
mance of NHTR with state-of-the-art (SOTA) attacking
methods. The adversarial examples are generated on four
different models: Inc-v3, Inc-v4, Res-101, and ViT-B, re-
spectively. We report the black-box attack success rates on
normally trained models and adversarial robust methods in
Table 1 and 2, respectively. The attack success rates indicate
the misclassification rates of the target models when using
adversarial examples as inputs. We observe a significant
improvement in attack success rates on each target model
when using the adversarial examples generated by NHTR.
For example, when using Inc-v3 as the surrogate model,
NHTR achieves an attack success rate of 94.2% on IncRes-
v2, which is 47.8% higher than that of MI and 24.2% higher
than VMI. When evaluated against adversarially trained de-
fenses, our NHTR attack method demonstrates consistent
superiority over gradient-based attacks, achieving a mini-
mum 5% enhancement in attack success rate compared to
state of-the-art methods on average. These results convinc-
ingly validate the efficacy of our NHTR against both nor-
mally trained models and adversarially defense methods.
Attack ensemble model. We further validate the effective-
ness of our NHTR method in an ensemble-model setting.
We adopt the ensemble strategy of averaging the logit out-
puts of different models, which has been proven to be op-

timal in [4]. The set of models includes Inc-v3, Inc-v4,
and Res-101. We verify the transferability of the gener-
ated adversarial examples on both normally and adversar-
ially trained models. The results are presented in Table
3, which demonstrate that our NHTR method consistently
achieves the highest attack success rates in the black-box
setting. Compared to previous gradient-based attack meth-
ods, NHTR achieves an average success rate of 90.5% on
normally trained models, outperforming VMI, RAP, and
PGN by 17.9%, 17.4%, and 7.7%, respectively. Addition-
ally, NHTR achieves an average success rate of 86.3% on
adversarially trained models, outperforming VMI and EMI
by 37.2% and 43.4%. These results confirm the superiority
of our proposed method in adversarial attacks.

4.3. Comparison with Finding Flat Methods

To date, several methods focused on finding flat local max-
ima have been proposed, i.e., PGN [48] and RAP [30]. We
show the attack performance of our NHTR in comparison
with PGN and RAP in Table 1 and 2. Our NHTR consis-
tently performs better. For instance, when using Res-101
as the surrogate model, NHTR achieves an attack success
rate of 93.8% on Dense-121, which is 10% higher than that
of PGN and 14% higher than RAP. To comprehensively
demonstrate the superiority of our approach, we further pro-
vide the following three in-depth comparatives.
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Figure 1. Visualization of loss surfaces along two random directions for two randomly sampled adversarial examples on the surrogate
model Inc-v3. The center of each 2D plot represents the adversarial example generated by different attack methods—MI, VMI, RAP, PGN,
and NHTR—from (a) to (e).

Comparison on Hessian trace. We calculate the trace of
Hessian matrix for the adversarial examples generated by
RAP, PGN and our NHTR. For ensuring fair implementa-
tion, we calculate the average of the metrics of all adver-
sarial examples generated on Inc-v3. As reported in Ta-
ble 4 row 1, NHTR can significantly reduce the Hessian
trace compared to the other two strategies, which indicates
smoother, flatter region.
Comparison on time cost. We verify the time cost com-
parison between our method, PGN and RAP on a single
NVIDIA GeForce 4090 GPU. For a batch with 10 images
(299 × 299), PGN runs in 21.1s, NHTR in 33.3s, and RAP
in 55.5s due to more iterations, as shown in Table 4 row 2.
For 10 and 100 batches. NHTR takes 104.4s/812.8s, PGN
takes 74.7s/689.1s, and RAP takes 442.6s/4071.8s. Qualita-
tively, PGN computes gradients twice per iteration (O(2n),
n is image size), NHTR three times (O(3n)), and RAP eight
times (O(8n)). The observed runtimes align with the qual-
itatively analysis. These results highlight that our method
improves the transferability of adversarial examples while
effectively managing computational costs.
Visualization of loss landscape. To validate that our
NHTR guides adversarial examples toward convergence in
flat maxima regions, we compare the loss surface maps of
adversarial examples generated by baseline methods with
those generated by NHTR. The surrogate model used is Inc-
v3. The loss surface maps are visualized in Figure 1, where
each row represents the visualization of one image. For
example, the adversarial examples generated by MI-FGSM
are located in sharpness maxima, while those generated by

NHTR are located in smoother and flatter regions.

Method RAP PGN NHTR

Hessian Trace (Negative) 12.5 9.3 5.2

Time Cost (s) 55.6 21.1 33.3

Table 4. The trace of Hessian matrix at adversarial examples gen-
erated by RAP, PGN, and NHTR and the comparison of the time
cost of these methods.

4.4. Integration with Input Transformation Attacks

With its high flexibility and generality, our NHTR can be si-
multaneously integrated with gradient-based attacks and in-
put transformation methods to further enhance adversarial
example transferability. To assess performance, we com-
bine NHTR with advanced input transformation methods,
i.e., DIM, Admix, SSA and BSR, using MI-FGSM as the
baseline method. Inc-v3 is selected as surrogate model. We
report the results in Table 5. The results show that combined
attacks demonstrates clear improvements over the baseline
attack. For instance, when targeting ResNet-152, NHTR
improves the attack success rates of the three input transfor-
mation attacks by 36.4%, 34.8%, and 28.1%, respectively,
with MI-FGSM as the baseline method. This demonstrates
the scalability and capacity of our method to effectively en-
hance the attack success rates of transfer-based black-box
attacks when combined with existing approaches.
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Base Attack
Normally trained models Adversarially trained models

Res-152 Dense-121 IncRes-v2 Swin-B Deit-B Inc-v3adv Inc-v3ens3 Inc-v3ens4 Inc-v2ens

DIM
MI 42.3 66.3 66.2 16.9 25.9 39.1 35.5 35.7 19.9

+NHTR 78.7 91.5 95.6 53.6 64.3 74.3 75.5 75.6 54.1

Admix
MI 44.8 67.3 63.5 18.3 26.4 30.9 28.9 29.6 15.6

+NHTR 79.6 92.3 94.0 56.4 65.8 75.6 76.0 75.9 56.7

SSA
MI 54.2 70.7 69.5 31.6 40.6 46.7 45.4 44.6 24.9

+NHTR 82.3 93.5 96.6 70.5 69.4 78.2 79.4 83.8 67.3

BSR
MI 65.6 89.6 87.2 29.0 36.1 48.6 48.5 46.9 28.1

+NHTR 84.7 94.5 98.2 74.6 72.5 79.2 81.7 85.1 68.8

Table 5. The untargeted attack success rates (%) of our NHTR method, when it is integrated with DIM, Admix, SSA, and BSR, respectively.

4.5. Visualization of attack performance
To intuitively show influence, we visualize the heatmaps of
the ResNet-101 model on clean images and adversarial ex-
amples generated by NHTR and MI in Figure 2. The sur-
rogate model is Inc-v3. Figure 2 (a) shows the attention of
the ResNet-101 model on the clean images. Red areas in-
dicate regions where the model focuses more. As shown in
Figure 2 (b), the attention of the ResNet-101 model fails
to change on the adversarial examples generated by MI,
while the attention on the adversarial examples generated
by NHTR dramatically changes as shown in Figure 2 (c).

(a) Clean (b) PGN (c) Ours

Figure 2. (a-c) show the heatmaps on clean images and corre-
sponding adversarial examples generated by MI and NHTR.

4.6. Ablation Study
1. The balanced coefficient δ. In Sec. 3.3, we introduce a

balanced coefficient δ to represent the penalty coefficient
λ. As shown in Figure 3 (a), we study the influence of
the δ in the black-box attack. As we increase δ, the trans-
ferability achieves the peak for these black-box models
when δ = 0.3. Therefore, we set δ = 0.3 in our experi-
ments.

2. The upper bound ξ of neighborhood. For the pro-
posed NHTR, we randomly sample from the neighbor-
hood around adversarial examples and calculate the ex-
pected loss. We examine the impact of ξ on the transfer-
ability of adversarial examples and report attack success
rates as ξ increases. As shown in Figure 3 (b), attack
success rates on the target models peak at ξ = 3 · ε.
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Figure 3. (a-b) show the impact of δ and ξ on the transferability of
adversarial examples, respectively.

5. Conclusion

In this work, we investigate the curvature of loss via the
Hessian matrix trace and introduce a computationally ef-
ficient approximation method based on stochastic estima-
tion and finite difference. We empirically and theoreti-
cally demonstrate that adversarial examples near local loss
maxima exhibit negative definite Hessian matrices. There-
fore, we propose Negative Hessian Trace Regularization
(NHTR), explicitly penalizing the negative Hessian trace
to suppress curvature to find flat loss maxima. Extensive
experimental results show that NHTR can significantly im-
prove adversarial transferability than the state-of-the-art at-
tacks. Moreover, compared to existing first-order regular-
ization methods, NHTR can generate adversarial examples
at flatter local regions.
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