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Abstract

Despite the remarkable advances that have been made in
continual learning, the adversarial vulnerability of such
methods has not been fully discussed. We delve into the
adversarial robustness of memory-based continual learning
algorithms and observe limited improvement in robustness
by directly applying adversarial training techniques. Our
preliminary studies reveal the twin challenges for building
adversarial robust continual learners: accelerated forget-
ting in continual learning and gradient obfuscation in ad-
versarial robustness. In this study, we put forward a novel
adversarial robust memory-based continual learner that
adjusts data logits to mitigate the forgetting of pasts caused
by adversarial samples. Furthermore, we devise a gradient-
based data selection mechanism to alleviate the gradient
obfuscation caused by limited stored data. The proposed
approach can widely integrate with existing memory-based
continual learning and adversarial training algorithms. Ex-
tensive experiments on Split-CIFARI10/100 and Split-Tiny-
ImageNet demonstrate the effectiveness of our approach,
achieving a maximum forgetting reduction of 34.17% in ad-
versarial data for ResNet, and 20.10% for ViT.

1. Introduction

Continual learning [48, 62] enables intelligent models to
continually acquire new knowledge and adapt to changing
environments while maintaining previous capabilities. It
has recently emerged as a promising direction to achieve
ideal intelligent models, and some pioneer works have in-
vestigated the robustness of continual learning in various as-
pects [42, 53, 56]. Achieving robust continual learners rep-
resents a crucial advancement in enabling intelligent models
to adapt to dynamic scenarios effectively.

However, when dealing with streaming non-i.i.d. data,
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Figure 1. A preliminary analysis of the combination of contin-
ual learning and adversarial training on Split-CIFAR10 with buffer
size 200. We consider the final average accuracy (FAA) and
of adversarial and clean samples in both class incremental
and task incremental settings. The red numbers indicate the per-
formance after adding our approach.

continual learners are usually vulnerable to adversarial ex-
amples [23]. Chen et al. [12] first attempt at preserving
adversarial robustness in continual learning [29] by lever-
aging adversarial training [52, 57] and a large amount of
unlabeled data. Despite the impressive results of Chen et
al. [12], the inherent challenges for conducting adversarial
robust continual learners are still under disclosure.

In this study, we investigate building adversarial robust
continual learners without abundant unlabeled data. We se-
lect two representative approaches for continual learning
and adversarial defenses: memory-based continual learning
and adversarial training. Figure | shows the direct combi-
nation of memory-based continual learning (ER [10]) with
an adversarial training approach (TRADES [57]). The re-
sults for adversarial data reconfirm that continual learners
risk adversarial attacks [12, 20, 23, 24], and demonstrate a
critical trade-off: while adversarial training can strengthen
continual learners against attacks [12, 20, 23, 24], it simul-
taneously increases on clean data, thus compro-
mising the core objective of continual learning.

Further experimental analysis in Sec. 3 reveals two key



challenges when combining adversarial training with con-
tinual learning: (1) Adversarial data increase negative gra-
dients toward past classes compared with clean data, accel-
erating catastrophic forgetting in continual learning; (2) In-
sufficient historical data in continual learning leads to gradi-
ent obfuscation [4], compromising the effectiveness of ad-
versarial training compared to joint training. These chal-
lenges emerge naturally from the direct integration of the
two approaches.

Based on the analysis, we propose an adversarial robust
memory-based continual learner without a large amount of
additional data, which consists of an anti-forgettable logit
calibration (AFLC) module and a robustness-aware expe-
rience replay (RAER) strategy. The AFLC module designs
different logit calibration strategies for past, current, and fu-
ture classes, thus mitigating the negative gradients of adver-
sarial samples for continual learning. By leveraging attack-
ing difficulty, RAER selects data that are adversarial safety
and maintains the diversity of data distribution, rather than
storing data overfitting to the decision boundary [9]. Our
approach can be combined with most memory-based con-
tinual learning as well as adversarial training algorithms,
and we have demonstrated the effectiveness of our approach
on the Split-CIFAR10/100 and more challenging dataset
Split-Tiny-ImageNet across ResNet and ViT architectures.

Our contributions can be summarized as follows:

* We reveal the twin critical challenges to carrying out ad-
versarial robust memory-based continual learning algo-
rithms: accelerated forgetting for continual learning and
gradient obfuscation for adversarial robustness.

e We propose anti-forgettable logit calibration to reduce
negative influences from adversarial training through
task-adaptive logit calibration, and robustness-aware
experience replay by storing robust and distribution-
representative past data to alleviate gradient obfuscation.

e Experiments on Split-CIFAR10/100 and Split-Tiny-
ImageNet across ResNet and ViT demonstrate our effec-
tiveness, in improving both clean accuracy and adversar-
ial robustness of continual learning and mitigating forget-
ting in both class-incremental and task-incremental set-
tings without additional data.

2. Related Works

Continual learning. Continual learning [38, 48, 62] en-
ables models to adapt to evolving data distributions while
preserving past knowledge. To alleviate catastrophic for-
getting, existing approaches [34, 39] can be categorized
into three types: memory-based [7, &, 10], regularization-
based [25, 29, 30], and dynamic architecture [17, 41, 50,
55, 61]. Continual learning can be categorized into class-
incremental (class-IL) and task-incremental (task-IL) set-
tings [33] based on the availability of task information
during inference. In both settings, memory-based meth-
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ods have demonstrated superior performance without re-
quiring model expansion [7, 60]. Researchers have ex-
plored continual learning robustness under various con-
straints [19, 53, 56], and saft risks about backdoor at-
tacks [1, 22, 47] and privacy concerns [21]. Recent stud-
ies have revealed both the vulnerability of continual models
to adversarial attacks and the potential of adversarial sam-
ples for mitigating forgetting [20, 23, 24, 27, 49]. Chen et
al. [12] combined LwF [29] with adversarial training using
additional data, while our work uniquely analyzes the core
challenges in achieving adversarial robustness for continual
learning without such requirements.

Adversarial defense. The vulnerability of deep neural net-
works to adversarial examples [18, 46, 52, 59] has led to
numerous defense methods [2, 5], with adversarial train-
ing emerging as the most effective approach [14, 15, 28,
31, 32, 36, 37, 57]. Recent research has extended to real-
world scenarios, such as long-tailed distributions [54] and
open-world settings [43]. Meanwhile some studies show
the potential of continual algorithms in adapting to new
attacks [13, 40]. Different from them, we specifically ad-
dress adversarial robustness in class-incremental and task-
incremental settings.

3. Baselines and Their Inherent Problems

3.1. Preliminaries

Memory-based continual learning. Following [0, 7], we
consider continual learning across 7" distinct classification
tasks. We pre-allocate classification heads for all tasks at
initialization rather than expanding them incrementally. For
the ¢-th task (1 < ¢t < T'), we denote its data distribu-
tion as D, with input samples x; and corresponding la-
bels y;. A model Mpy(-) with parameters 6 is optimized
sequentially in the given task order. Let hg(x;) € RY
denote the output logits where hg(x;) = Mpy(x¢), and C
is the total number of classes. The softmax output is de-
fined as fy(z;) £ softmax(hg(x:)). Given a logit vector
ho(xt) = [ho(xt)1, ..., ho(zt)c] where hg(xy); represents
the logit for the ¢-th class, we partition the classes into three
sets based on the current task ¢:

p={1,2,...(t - 1)b},
c={(t—1)b+1,(t—1)b+2,..tb},
uw={th+1,tb+2,..,C},

e))

where b is the number of classes per task. Accordingly,
we divide hg(x;) into three parts: hg(z:)p, ho(zt)e, and
hg(x¢)., representing logits for past, current, and future
classes respectively.

Continual learner aims to correctly classify data of all
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Table 1. We conduct a systematic experimental analysis combining adversarial training (specifically Vanilla AT [31]) with memory-based
continual learning algorithms. See Sec. 3.2 for a detailed summary of observations. Performance is evaluated using several metrics
(detailed in Sec. 5.1): Final Average Accuracy (FAA), Forgetting, Clean Relative Decrease (CRD), Forgetting Relative Increase on clean
data (FRI), and Robust Relative Decrease (RRD) compared to joint training. All adversarial samples are generated using PGD-20. Note
that the reported CRD, FRI, and RRD values are averaged across both task-incremental and class-incremental settings.

observed tasks, and its objective can be formalized as:

T
argaminZLt, where £, & Ez, .y~ €(fo(xt), ye)],

t=1

2)
where ¢ is the task-specific loss. The unavailability of
past task data poses great challenges for continual learn-
ing. However, direct sequential optimization can lead to
severe catastrophic forgetting. To address the above chal-
lenge, memory-based continual learners usually store a few
past task data and replay them during the current task train-
ing phase [7], and become leading-edge approaches. When
training the ¢-th task, its loss function can be formalized as
the following:

L £ E(w7y)NDtuM [é(fg(x),y)], 3)

where M is the episodic memory of the current task, which
preserves a small subset of observed past data (x aq, yaq)-
Adversarial training. Adversarial training is currently the
most reliable way [5] to improve the adversarial robustness
of a model. Following [31], it can be formally defined as a
min-max optimization problem:

arg;ninE(x,wND (rglggﬁ(fe(x + 6),y)> ., @

where § is an adversarial perturbation, D is data distribu-
tion, and S is a perturbation set. S = {6| o]l < e}, € is
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the perturbation size. The goal of adversarial training is to
correctly classify all adversarial examples (z = x + ).

Here we integrate memory-based continual learner and
adversarial training as adversarial robust memory-based
continual learner baselines, and the new optimization ob-
jective during the training stage of ¢-th task is:

arg;fnin E(z,y)~D.uM (%16352( U(fo(z +0), y)) N G))

3.2. Vanilla Solutions

To investigate the challenges in adversarial robust continual
learning, we analyze several popular memory-based con-
tinual learning methods (ER [10], DER [7], DER++ [7],
and X-DER [6]) on Split-CIFAR10 [26] under both class
and task incremental settings. We employ Vanilla AT [31]
for adversarial training due to its classic and strong per-
formance [36]. Performance is evaluated against an upper
bound (“Joint”) and a lower bound (“SGD”’) using multiple
metrics: Final Average Accuracy (FAA), forgetting, Clean
Relative Decrease (CRD), Forgetting Relative Increase in
clean data (FRI), and Robust Relative Decrease (RRD). De-
tailed metric definitions are provided in Sec. 5.1, and addi-
tional implementation details and hyper-parameters are pro-
vided in the supplementary material.

Results in Table 1 reveal that direct integration of adver-
sarial training with continual learning is suboptimal. First,
the results validate our observations from Sec. 1: while



adversarial training enhances robustness, it compromises
clean performance (positive CRDs) and accelerates forget-
ting (positive FRIs). Larger memory sizes consistently im-
prove performance across all metrics. Moreover, continual
models show inferior robustness improvement compared to
joint models (positive RRDs).

To investigate the underlying mechanisms, we select ER
as our base model for further analysis. While DER/DER++
and X-DER demonstrate better stability with lower for-
getting, they struggle with new task learning, resulting in
poor robust FAA. In contrast, ER combined with adversar-
ial training exhibits strong robustness.

3.3. The Inherent Problems

By analyzing gradients during training, we identify two crit-
ical challenges in robust continual learning: accelerated for-
getting in continual learning and gradient obfuscation in ad-
versarial training.

Accelerated forgetting in continual learning. Adversar-
ial training hastens the forgetting of clean data in continual
learners. According to [31], adversarial examples are de-
signed to mislead model predictions by increasing proba-
bilities for incorrect classes while suppressing those of the
true class. In the continual learning setting, adversarial ex-
amples from the current task tend to increase probabilities
for past classes while decreasing probabilities for their true
class. Specifically, for an adversarial example z; generated
from a clean sample z; of current task ¢:

f@(gt)p > f@(xt)pa ft‘)(flv't)true class < fQ(xt)true class- (6)

When using cross-entropy as the loss function, adversarial
data amplify negative gradients for current data x; for past
tasks:

ol ~ ol
Ftz), = 00> o0 = [ - o

Our empirical analysis reveals that these adversarial ex-
amples generate stronger negative gradients toward past
tasks, especially during the initial training phases. In Fig-
ure 2, experiments with ER+AT on Split-CIFAR10 using a
buffer size of 200 show adversarial data consistently pro-
duces larger gradient norms compared to clean data. The
larger gradient norms indicate stronger positive gradients
for the true class and stronger negative gradients for other
classes, including past classes, thus accelerating forgetting
of previously learned tasks. While memory-based methods
using stored adversarial samples can help mitigate catas-
trophic forgetting, the limited buffer size (typically small
in practical applications) means that adversarial training on
the entire dataset still accelerates forgetting.
Gradient obfuscation in adversarial training. Gradient
obfuscation [4] occurs when gradient information is ob-
scured by non-differentiable operators or randomness, lead-
ing to inferior robustness. We observe a specific form of
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Figure 2. Gradient norms of adversarial data and clean data during
the training stage. We experiment ER+AT with a 200 buffer size
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Figure 3. The gradient cosine similarities between robust joint
model and robust continual model, which indicates a special gra-
dient obfuscation only in continual learning. We experiment with
buffer size=200/5,120 on the Split-CIFAR10 dataset. Gradient ob-
fuscation weakens as the buffer size gets larger, and our method
also mitigates gradient obfuscation.

gradient obfuscation, termed “shattered gradients”, in ad-
versarial training under continual learning, resulting in less
effective robustness compared to joint models.

In continual learning, gradient information is biased due
to limited replay data. With few old task samples, the model
tends to overfit, causing direction-biased gradients when
generating adversarial examples. Our analysis of gradient
directions between adversarial robust joint and continual
models reveals significant differences, contributing to lower
adversarial robustness in continual learners (see Figure 3).

4. Method

4.1. Overview

To address the identified challenges, we propose a novel
framework consisting of two key components: anti-
forgettable logit calibration (AFLC) to mitigate forget-
ting acceleration, and robustness-aware experience replay
(RAER) to reduce gradient obfuscation. The full pipeline
is illustrated in Figure 4: during training each task, the
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Figure 4. The pipeline of our adversarial robust memory-based continual learner. First, generate adversarial samples ()Z' o X M) and robust
difficulty factors (/&) for both current task data (X, Y;) and memory data (X aq, Yaq). The model then processes these samples through
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model processes both current task data and memory sam-
ples through the model. AFLC then calibrates logits based
on task order (past/current/future) before loss computation.
Simultaneously, RAER evaluates current task samples us-
ing a robustness difficulty factor & to select representative
data for memory storage.

4.2. Anti-Forgettable Logit Calibration

We introduce AFLC to regulate the influence of adversarial
examples on past task knowledge. The core idea is to cali-
brate logits differently for past and current tasks to control
gradient flow.

Given an input z (either from current task z; or memory
buffer x (), AFLC applies a task-dependent calibration:

hlﬂc( ) - h@( ) Vis Up > Vg, (8)
where v; represents the calibration factor for class i:
Uz
—log(——) — i, )
j=1"

where n; denotes sample count for class 7, and «; is a hyper-
parameter. When all tasks share the classification head, we
realize that making logit changes to past and current classes
only is equivalent to negative gradient increases. So we
make a Further Prior (FP) adjustment that essentially av-
erages the adjustments applied to current and past classes
and applies this value to future classes, helping to balance
the gradients across all periods.

1 tb

T tob (19)

’L

J:1

where t is the current task order and b is the number of
classes per task.
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The calibrated probability distribution is computed as:

exp(hy (7))
>y exp(hif(x);)

and leads to two key properties: For current task samples,

()i = (11)

ot . N
{WL =[5 (@)p < Jo(@0)yp, (12)
and for memory buffer samples,
ol |
| =f¢ > fo(T (13)
|:ahlgc(m/\/l)]c ( ) f0( M)

In that way, AFLC can mitigate forgetting acceleration
by reducing the negative gradient to past classes from cur-
rent adversarial data and improving the negative gradient to
current classes from memory adversarial data.

Comparisons with other logit calibration CL. X-
DER [6] also adjusts the negative gradients of the new task
data affecting the past tasks by updating the new task with
the logit masking. Logit masking can be seen as a spe-
cial case of our method at the softmax layer, which can be
viewed as v, = v, = 0 for pastdata, and v,, = +00, v, =0
for current data. However, their extreme margin v inhibits
the model’s ability to learn new knowledge. X-DER further
adds a safeguard threshold to limit the activations of past
and future heads, which also can be combined with us.

4.3. Robustness-Aware Experience Replay

To address gradient obfuscation, we propose RAER, which
selects samples based on their robustness characteristics.
For each sample x, we measure its robustness difficulty fac-
tor k during PGD-10 attack, without additional forward or



backward calculation, where k& € [0,10] N N indicates the
number of successful attacks. Samples meeting the thresh-
old condition k& < p are candidates for memory storage.
The memory update process can be formalized as:

M < Random Sample({z|k, < p},m), (14)
where m is the memory size and p is set to 5 in practice.
Why RAER works. The robustness difficulty factor k
shows how easily a sample can be attacked: a high k sug-
gests vulnerability and proximity to decision boundaries,
while a low k& implies robustness and distance from bound-
aries. We selectively store samples with £ < p in mem-
ory, excluding boundary-overfitting outliers. Unlike prior
continual learning [9] and adversarial training [58] meth-
ods, RAER emphasizes distribution-representative and ro-
bust learnable samples while maintaining model reliability.
The computational overhead of RAER is minimal, as k
is calculated during the existing adversarial example gener-
ation process, without additional forward or backward cal-
culation.
Comparisons with other data-selection CL. Existing
works [3, 44] alleviate catastrophic forgetting using data se-
lection and focus solely on clean samples. RAER uniquely
targets gradient obfuscation in continual robust settings
by: Selecting adversarially safe samples for better reten-
tion; excluding high-k boundary samples; and maintain-
ing representative data distribution. As demonstrated in
Sec. 5, RAER outperforms traditional data selection strate-
gies combined with adversarial training, particularly in ad-
versarial robustness.

4.4. Overall Objective

To sum up, we design AFLC to reduce negative gradients of
the current adversarial sample to past tasks, and RAER to
select data that alleviate gradient obfuscation to store. We
set o of AFLC is 3.5 in practice and and x o and y are
selected by RAER with p = 5. When ER+AT combines
with ours, the loss of task t is:

Ly

£ CE(fy* (@), ye) + CE(fg°(@m),ym).  (15)

5. Experiments

5.1. Experimental Settings

Datasets and training details. Following standard prac-
tices in adversarial training and continual learning [6, 37,
63], we evaluate our approach on Split-CIFAR10 and Split-
CIFAR100 [26] and the model architecture is ResNetl8,
trained using SGD optimizer with learning rate 0.1. Split-
CIFAR10 comprises ten classes (5, 000 training, 1, 000 test
samples per class) divided into five binary classification
tasks. Split-CIFAR100 contains 100 classes (500 training,

567

100 test samples per class) split into ten-way classifica-
tion tasks. Evaluations on Split-Tiny-ImageNet [45] and
ViT [16] in supplementary materials.

For adversarial training, we use perturbations of 8/255
and step size of 2/255. Data augmentation includes random
cropping (4-pixel padding) and horizontal flipping for all
data. Unlike Chen et al. [12], we achieve robustness without
additional unlabeled data'. All experiments are conducted
with three different random seeds.

Evaluation metrics. We evaluate both adversarial
robustness and continual learning performance using Fi-
nal Average Accuracy (FAA) and forgetting metrics on
clean and adversarial samples. For adversarial evaluation,
we employ PGD-20 (white-box attack) and Auto Attack
(AA) [14], which combines black-box and white-box at-
tacks for reliable robustness assessment [36, 37, 51]. Ex-
tended robustness verification using additional black-
box (RayS [11]) and adaptive attacks in the supplemen-
tary material. Let a! denote the accuracy for task i after
training on task ¢. The metrics are defined as:

T
L 1 T
FAA_T;ai, (16)
1 Tl
forgetting £ T—1 Z fi, st fj = le{lmaég_l} ai — ajT.
e
17

Forgetting, ranging from [-100, 100], measures the average
decrease in accuracy across tasks.
For analysis, we further define:

CRD = FAAclcan - ﬁAAclcany (18)

FRI £ Forgetting,,,,, — Forgetting .., (19)

RRD 2 (FAA,S™ — FAAJM) _ (FAA,4y — FAA.),

(20)
where “clean” and “adv” denote metrics on clean and adver-
sarial data, respectively, tilde (~) indicates robust models,

and “Joint” refers to a joint training model.

5.2. Main Results

We evaluate our method against various adversarial train-
ing and memory-based continual learning combinations
on Split-CIFAR10/100. Evaluations on Split-Tiny-
ImageNet [45] and ViT [16] in supplementary materi-
als. Due to computational constraints, we focus on inte-
grating our approach with ER+AT and ER+TRADES (3 =
6.0), which showed superior adversarial FAA performance
among baselines.

adv



Class Incremental Setting Task Incremental Setting

Buffer Size Method Clean Data Adversarial Data Clean Data Adpversarial Data
FAA?T Forgetting| PGD-201 AAT Forgetting| FAAT Forgetting| PGD-201 AAT Forgetting|
ER+AT 28.18 80.58 17.86 16.94 69.58 84.49 10.23 44.30 44.69 36.89
ER+TRADES 22.42 77.25 15.72 15.53 64.95 78.79 8.10 51.33 51.50 21.97
200 ER+FAT 33.61 69.21 15.14 14.81 49.04 83.40 10.35 43.69 43.96 28.56
ER+LBGAT 25.68 84.47 16.65 16.56 70.50 78.19 18.85 40.69 40.73 40.83
ER+SCORE 48.65 56.79 2.40 0.93 18.96 88.90 9.82 7.25 6.72 8.70
ER+AT+Ours 35.68(7 7.50) 71.18(1 9.40) 18.40(1 0.54) 18.16(7 1.22) 67.85(/ 1.73) 84.87(1 0.38) 9.93(/ 0.30) 47.30(1 3.00) 47.61(1 2.92) 34.04(] 2.85)
ER+TRADES+Ours 43.34(1 20.92) 33.40( | 13.85) 19.85(" 4.13) 18.35(7 2.82) 30.78(| 34.17) 82.59(1 3.80) 7.53 (| 0.57) 59.41 (1 8.08) 59.59 (1 8.09) 14.16(| 7.81)
ER+AT 61.88 37.72 27.28 26.69 41.66 91.24 2.56 56.59 56.90 19.34
ER+TRADES 20.36 85.14 16.30 16.18 72.85 88.48 1.59 64.36 64.52 12.47
5.120 ER+FAT 54.55 43.18 19.68 18.91 42.15 91.50 2.12 56.72 56.87 14.79
? ER+LBGAT 62.45 37.73 27.42 26.66 47.83 91.10 3.25 56.57 56.31 19.38
ER+SCORE 51.37 52.84 3.14 1.10 20.29 95.63 1.58 14.66 13.92 2.53
ER+AT+Ours 64.34(1 2.16) 23.64(/ 14.08)31.31(1 1.03) 30.49(" 3.80) 20.46(| 21.20) 91.00(J 0.24) 3.51(1 0.95) 60.49(" 3.90) 60.61 (] 3.71) 13.27 (| 6.07)
ER+TRADES+Ours 39.80(1 19.44) 44.08(| 41.06) 23.07(7 6.77) 21.98(1 5.80) 41.37(| 31.48) 86.48(] 2.00) 1.71(1 0.12) 69.25(71 1.89) 69.38( 4.36) 5.33(| 7.11)

(a) Results on Split-CIFAR10. We chose two buffer sizes of 200 and 5, 120.

Class Incremental Setting Task Incremental Setting
Buffer Size Method Clean Data Adversarial Data Clean Data Adversarial Data
FAAT Forgetting| PGD-207 AAT Forgetting| FAAT Forgetting] PGD-201 AAT Forgetting|
ER+AT 11.94 73.54 5.66 5.54 38.03 52.71 28.44 17.35 19.56 25.67
ER+TRADES 7.59 68.13 5.43 5.11 44.13 50.75 20.22 26.89 27.69 20.34
500 ER+FAT 11.48 73.99 5.35 5.23 37.26 56.10 24.71 20.01 22.99 22.31
ER+LBGAT 11.77 75.10 6.16 5.82 39.77 42.02 26.45 13.99 14.43 23.14
ER+SCORE 16.22 7771 0.91 0.62 6.13 68.87 11.21 3.23 7.95 4.94
ER+AT+Ours 24.14(7 12.20) 53.03(| 20.51) 7.13(7 1.47) 6.68(7 1.14) 25.81(] 12.22) 56.00(7 3.29) 26.19(/ 2.25) 17.95(1 0.60) 20.26(1 0.70) 24.87(| 0.80)
ER+TRADES+Ours 23.24(1 15.65) 24.29(] 13.81) 9.93(1 1.50) 7.50(1 2.39) 1L.70(] 32.43) 56.68(1 5.93) 21.39(1 1.17) 27.39(1 0.50) 28.50(1 0.81) 16.76(. 3.75)
ER+AT 18.77 65.06 7.20 7.01 33.56 62.01 17.97 21.16 24.04 20.47
ER+TRADES 9.50 70.49 5.35 5.01 42.08 60.63 13.78 26.68 29.19 18.60
2.000 ER+FAT 17.09 66.91 6.12 5.93 33.62 63.88 15.99 23.48 26.75 17.12
? ER+LBGAT 20.58 63.31 7.93 7.05 30.09 55.77 25.11 17.95 18.88 19.18
ER+SCORE 30.10 61.51 0.75 0.51 4.10 76.90 19.60 4.88 11.97 5.25
ER+AT+Ours 31.93(7 13.16) 40.50( | 24.56) 9.61(7 2.41) 9.16(7 2.15) 17.78(] 15.78) 63.77(1 1.76) 17.16(/ 0.81) 23.11(1 1.95) 25.59(1 1.55) 17.57(| 2.90)
ER+TRADES+Ours 28.73(1 19.23) 24.16(]. 16.33) 12.75(1 7.40) 11.02(1 6.01) 14.56(|. 27.52) 62.01(1 1.38) 13.16(] 0.62) 34.81(1 8.13)35.36(1 (.17) 11.60(]. 7.00)

(b) Results on Split-CIFAR100. We choose two buffer sizes of 500 and 2, 000.

Table 2. Experiment results on Split-CIFAR10/100 datasets and model architecture is ResNet18. Here, PGD-20 and AA are adversarial
data Final Average Accuracy (FAA) generated by PGD-20 and Auto Attack (AA), respectively. Forgetting of adversarial data is computed
based on PGD-20. Bold represents the best experimental results for the same settings, underline indicates the second-best result, grean

signifies relative improvement and red indicates relative degradation. By applying our methods, various model performances can be
improved across the board.

Class Incremental Setting Task Incremental Setting

Method Clean Data Adversarial Data Clean Data Adversarial Data

FAAT Forgetting | FAAT Forgetting| FAAT Forgetting | FAAT Forgetting |
ER+AT 28.18 80.58 17.86 69.58 84.49 10.23 44.30 36.89
ER+AT+Ours 35.68(1 7.50) 71.18(1 9.40) 18.40(7 0.54) 67.85(] 1.73) 84.87(1 0.38) 9.93() 0.30) 47.30(71 3.00) 34.04(/ 2.85)
GSS+AT 27.59 80.78 16.67 68.53 84.41 9.83 44.25 34.79
GSS+AT+Ours  36.93(71 9.34) 67.72(] 13.06) 16.84(1 0.17) 60.04(| 8.49) 85.57(1 1.16) 8.86(] 0.97) 47.11(1 2.86) 31.83(/ 2.97)
ASER+AT 18.85 87.78 14.06 65.57 73.87 19.01 30.65 44.85
ASER+AT+Ours 24.45(1 5.61) 81.73(] 6.05) 14.91(1 0.85) 62.74(] 2.83) 77.70(7 3.83) 15.21(] 3.80) 34.50(1 3.85) 38.55(/ 6.30)
X-DER+AT 34.04 25.13 16.82 27.84 80.80 4.96 60.83 10.99

X-DER+AT+Ours 43.25(1 9.21) 20.77(] 4.36) 17.22(1 0.41) 18.56(] 9.28) 84.87(1 4.07) 1.74(] 3.21) 61.68(1 0.85) 7.03(| 3.97)
Table 3. Experiments with other data selection-based and logit masking-based continual learning methods.

Results on different adversarial training methods. Ta- strates superior performance in class incremental settings,
ble 2 reveals several key findings. Buffer size significantly while ER+TRADES achieves optimal results under task in-
impacts performance, with larger buffers generally improv- cremental learning, albeit with reduced clean sample accu-
ing results, except for ER+TRADES on Split-CIFAR10 at racy. ER+LBGAT exhibits balanced performance in class
buffer size 5,120. Regarding robustness, ER+AT demon- incremental settings, while ER+FAT and ER+SCORE ex-

cel on clean samples but underperform on adversarial ones.

'The 80M-TinyImage dataset used in [12] has been withdrawn due to
privacy concerns Our method significantly enhances both ER+TRADES
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Class Incremental Setting
Adpversarial Data

AFLC RAER FP Clean Data

Task Incremental Setting
Clean Data Adpversarial Data

FAA7T Forgetting] FAA{T Forgetting] FAAT Forgetting] FAAT Forgetting|

22.42 77.25 15.72
v/ 37.88 21.76 18.58
4 v 37.45 10.29 19.81
v v v 4334 33.40 19.85

64.95 78.79 8.10 51.33 21.97
21.77 81.66 10.86 53.64 17.60
9.61 78.13 15.39 55.71 14.13
30.78 82.59 7.53 59.41 14.16

Table 4. Ablation experiments on the Split-CIFAR10 dataset with the buffer size of 200, using ER+TRADES as the baseline. Bold rep-
resents the best experimental results for the same settings. Experiments have demonstrated that AFLC mitigates clean-sample accelerated
forgetting from adversarial samples, RAER mitigates gradient obfuscation (Adversarial FAA has a boost) and robust forgetting; adding FP
improves the model’s ability to learn new tasks (FAA has an overall increase).

and ER+AT across Split-CIFAR10/100 datasets, particu-
larly in class incremental settings. For Split-CIFAR10,
we achieve FAA improvements of Agjeqn = 20.92% and
Aggy = 8.09%, with forgetting reductions of Ay, =~ =
43.85% and Ay, , = 34.17%. On Split-CIFAR100, im-
provements reach Ageqn = 19.23% and Ayg, = 8.13%
for FAA, with forgetting reductions of Ay, ==~ = 46.33%
and Ay, , = 32.43%.

Our approach demonstrates positive improvements in
93% of evaluation metrics (Table 2). Minor performance
decreases in task incremental settings with buffer size 5, 120
reflect AFLC’s diminishing returns and the known clean-
robust accuracy trade-off [31, 35, 37, 57].

s Iy

Results on different CL. methods. We evaluate our method
against state-of-the-art continual learning approaches on
Split-CIFAR10 with buffer size 200, including gradient-
based GSS, Shapley value-based ASER, and logit masking-
based X-DER. These methods primarily address clean-data
continual learning, whereas our approach specifically tar-
gets adversarial robustness.

Table 3 demonstrates that existing data selection meth-
ods (GSS, ASER) show limited effectiveness in adver-
sarial settings, with robustness performance not exceed-
ing ER+AT. Our method, when integrated with these ap-
proaches, enhances both robustness and clean accuracy
across class and task incremental settings.

X-DER employs logit masking, a specialized case of
our AFLC, for memory updates and future preparation.
While effective at forgetting mitigation, its aggressive gra-
dient suppression limits model learning capacity, resulting
in lower robust FAA than ER+AT in class incremental set-
tings. However, integration with our method yields signifi-
cant improvements in both clean and adversarial metrics.

The consistent performance gains across all evaluation
metrics validate our method’s effectiveness in simultane-
ously addressing adversarial robustness and catastrophic
forgetting. These empirical results demonstrate the broad
applicability of our approach across different continual
learning frameworks. Accuracy curves during continual
training can be found in the supplementary material.
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5.3. Ablation Experiments

In Table 4, we have performed ablation experiments based
on ER+TRADES under the Split-CIFAR10 dataset. The re-
sults demonstrate that AFLC (Sec. 4.2) can effectively mit-
igate the increased forgetting caused by adversarial training
under class incremental setting (55.49% for clean samples
and 43.18% for adversarial samples forgetting, with cor-
responding FAA improvements of 15.46% and 2.86%, re-
spectively). AFLC does not show significant improvement
in the task incremental setting due to excessive suppression
of future task classification heads and the use of the same
calibration value for classes within the same task.

RAER (Sec. 4.3) can further improve the robust accuracy
of AFLC by 1.23% for class incremental setting and 2.07%
for task incremental setting and reduce the robust forgetting
by 12.16% and 3.47% respectively. That proves the data se-
lected by RAER describe the overall data distribution more
accurately and effectively mitigate the gradient obfuscation.

When considering the future prior adjustment (FP in Ta-
ble 4), we find that although the forgetting of the class in-
cremental setting is higher, the FAA of both clean samples
and adversarial samples has been significantly improved,
and the forgetting of the task incremental setting has been
further reduced, which proves that FP can reduce negative
gradients to future classes and help learn new tasks. We
also provide sensitivity analysis of hyperparameters («
in AFLC and p in RAER) in supplementary materials.

6. Conclusion and Future Work

This paper explores achieving adversarial robust continual
learning without additional data. We analyze the challenges
of directly combining continual learning and adversarial
training - accelerated forgetting and gradient obfuscation.
To address these, we propose: anti-forgettable logit calibra-
tion to reduce negative effects of past knowledge, and a ro-
bust difficulty-based data selection mechanism to mitigate
gradient obfuscation. Experiments demonstrate the effec-
tiveness of our approach. As Al systems increasingly need
to learn continuously in dynamic environments, our work
represents a further step toward more resilient and adapt-
able machine learning systems.
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