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Abstract

Deep neural networks have demonstrated remarkable suc-
cess across numerous tasks, yet they remain vulnerable to
Trojan (backdoor) attacks, raising serious concerns about
their safety in real-world mission-critical applications. A
common countermeasure is trigger inversion — reconstruct-
ing malicious “shortcut” patterns (triggers) inserted by
an adversary during training. Current trigger-inversion
methods typically search the full pixel space under spe-
cific assumptions but offer no assurances that the esti-
mated trigger is more than an adversarial perturbation
that flips the model output. Here, we propose a data-free,
zero-shot trigger-inversion strategy that restricts the search
space while avoiding strong assumptions on trigger ap-
pearance. Specifically, we incorporate a diffusion-based
generator guided by the target classifier; through iterative
generation, we produce candidate triggers that align with
the internal representations the model relies on for mali-
cious behavior. Empirical evaluations, both quantitative
and qualitative, show that our approach reconstructs trig-
gers that effectively distinguish clean versus Trojaned mod-
els. DISTIL surpasses alternative methods by high mar-
gins, achieving up to 7.1% higher accuracy on the Back-
doorBench dataset and a 9.4% improvement on trojaned
object detection model scanning, offering a promising new
direction for reliable backdoor defense without reliance
on extensive data or strong prior assumptions about trig-
gers. The code is available at https://github.com/
AdaptiveMotorControlLab/DISTIL.

1. Introduction

As artificial intelligence continues to rapidly evolve, detect-
ing Trojan attacks in models has become a critical chal-
lenge. Trojan attacks, which insert malicious trigger pat-
terns into training data, allow models to function normally
on clean inputs but mispredict inputs containing these trig-
gers [1, 2]. Recently, these attacks have grown more po-
tent by leveraging sophisticated label mapping techniques
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and enhancing stealthiness through dynamic or invisible
triggers [3-8]. Trojan attacks pose a significant threat to
safety-critical computer vision applications, such as au-
tonomous driving and object detection, where undetected
triggers could lead to catastrophic failures [9-15].

In response to these attacks, researchers have developed
a variety of defense strategies to detect and mitigate Tro-
janed models [16-20]. Among these, methods that reverse
engineer triggers (RET) have emerged as a critical post-
training defense mechanism [21, 22]. RET methods esti-
mate trigger patterns based on the model behavior, often an-
alyzing output confidence levels. Early RET methods typ-
ically optimized for a small patch in the image that acted
as a proxy for the trigger. More recent approaches relax
prior assumptions about trigger characteristics by integrat-
ing feature-space information or employing alternative reg-
ularization strategies [23—-28]. Notably, all these techniques
assume access to clean training data for performing pixel-
space optimization. Once reconstructed, the estimated trig-
ger can be used to scan Trojaned models, mitigate attacks,
and predict target classes [29].

Despite their success, existing RET methods can con-
flate actual Trojan triggers with adversarial perturbations,
leading to false positives in Trojan scanning [30-32]. High-
dimensional pixel-space optimization often leads to adver-
sarial noise rather than true triggers, compromising the ef-
fectiveness of existing RET methods [33-36]. This lim-
itation results in noisy or less interpretable triggers and
increases false positives when scanning benign models.
Adapting these methods to other tasks such as object de-
tection is challenging due to spatial variability, multi-
output structures, and post-processing complexities [32,
37]. Moreover, reliance on clean data limits real-world ap-
plicability, as datasets are often inaccessible [31, 38].

To overcome these challenges, we introduce DISTIL:
Data-free Inversion of Suspicious Trojan Inputs via Latent
diffusion, a novel method that estimates interpretable and
discriminative triggers without requiring any clean training
samples. Our approach shifts the optimization process from
the pixel space to a pre-trained guided diffusion model’s la-
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Figure 1. Method overview. DISTIL inverts Trojan triggers without any clean data by steering a pre-trained, classifier-guided diffusion
model. The process begins with pure Gaussian noise xr ~ N (0, 1) and iteratively refines it toward a trigger-like pattern using the
classifier’s gradients for the chosen objective. At every diffusion step ¢, we inject additional uniform noise 7; before re-evaluating the
gradients, which regularises the search and discourages convergence to adversarial perturbations. Because the diffusion backbone was
pre-trained to follow gradient guidance, it can faithfully track these signals in latent space and reveal genuine shortcut patterns. Finally,
exploiting the fact that such shortcuts transfer more strongly in Trojaned networks, DISTIL reliably distinguishes compromised models

from clean ones.

tent space, thereby reducing the risk of finding purely adver-
sarial artifacts and increasing the likelihood of uncovering
legitimate trigger patterns.

Our key insight is that even the most sophisticated Tro-
janed models are distinctly biased toward specific transfer-
able shortcut patterns. By guiding a diffusion backward
process with under test model gradients, we generate syn-
thetic patterns that closely mimic these triggers, thereby
enabling a range of defense capabilities. Specifically, we
use the recovered patterns to scan Trojaned models, iden-
tify target label, and mitigate attacks. Notably, pre-trained
guided diffusion models have already been trained to follow
gradient-based guidance signals. Their pretraining inher-
ently equips them to easily adapt to new guidance, such as
that provided by our test models. This inherent adaptability
allows DISTIL to seamlessly extend its capabilities to dif-
ferent scenarios, including the scanning of Trojaned object
detection or classifier models.

2. Related Works

Trojan Attacks. Trojan attacks have grown increasingly
sophisticated, utilizing diverse strategies for manipulating
label mappings and employing stealthy, dynamic triggers.
Label manipulation techniques range from simpler all-to-
one mappings to more complex one-to-one, one-to-all, and
all-to-all mappings. Early methods like BadNet [1] intro-
duced visible, static triggers, while newer approaches such
as SIG [3] and WaNet [5] focus on stealth through imper-
ceptible. Dynamic attacks such as InputAware [4] and Bp-
pAttack [7] create sample-specific triggers, complicating
defense, and highlight the critical need for advanced pro-
tective measures.

RET for Trojan Attack Defense. Trigger reconstruc-
tion serves as a defense method against Trojan attacks by
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using the estimated trigger strategy for various tasks. NC
[23] serves as a baseline for reverse engineering defenses by
generating small static perturbations in pixel space. Subse-
quent efforts, including FeatureRE [27] and Pixel [39], in-
troduced feature space constraints and improved optimiza-
tion techniques to enhance trigger fidelity. K-Arm [40] em-
ployed multi-arm bandits to explore potential attack classes
more efficiently. THTP [24] leveraged topological priors to
refine trigger patterns and better localize suspicious regions.
Meanwhile, UMD [22] addressed the challenge of varying
label mapping attacks by jointly inferring arbitrary source-
target mappings without relying on prior knowledge of tar-
get labels. UNICORN [28] unified trigger inversion across
diverse spaces (pixel, signal, feature, numerical) by employ-
ing input space transformations and formulating the inver-
sion as an optimization problem with multiple constraints.
BTI-DBF [41] decouples benign and Trojan features during
optimization by employing a dual-branch architecture to en-
hance trigger estimation. In response to the tendency to ex-
tract adversarial perturbations rather than triggers, Smooth-
Inv [31] aimed to robustify under the test classifier by apply-
ing randomized smoothing before pixel space optimization,
thereby limiting its applicability to patch-based attacks.

3. Method

Motivation. The goal of Trojan scanning is to identify sig-
natures that distinguish Trojaned models from their clean
counterparts [38, 42]. Our central hypothesis is that short-
cut patterns learned by Trojaned models demonstrate sig-
nificantly greater transferability. This arises because a Tro-
janed network is explicitly trained to link a specific trigger
to a target class, thereby establishing strong spurious corre-
lations that induce misclassifications whenever the trigger
appears. Although clean models may also latch onto natu-



Poisoned

BTI-DBF  DISTIL

THTP

NC

Figure 2. Visual comparison of trigger-inversion methods. Estimated triggers produced by prior RET baselines (columns) across
multiple TrojAl rounds often resemble adversarial noise rather than true triggers. By constraining the search to the latent space of a guided
diffusion model and regularising with uniform-noise augmentation, DISTIL instead uncovers shortcut patterns that closely match the

genuine triggers.

ral shortcuts during training, they remain far less sensitive
to these specific patterns [43, 44].

Our first aim, therefore, is to extract and estimate these
shortcut patterns, then define the Trojan signature by mea-
suring how the model’s predictions change after embedding
the estimated shortcut into clean inputs. For a Trojaned
model, the shift toward the attack’s target label should be
large; for a clean model, it should be much smaller.

Directly optimizing pixel values to recover these short-
cuts is problematic, however. The optimization can collapse
onto adversarial perturbations rather than genuine triggers,
and because both benign and Trojaned models are suscepti-
ble to adversarial noise, the resulting patterns cannot serve
as a discriminative signature. Worse still, if the Trojan was
implanted using adversarial training, pixel-space optimiza-
tion may yield a pattern that fools the clean model more
than the Trojaned one, leading to false positives.

To avoid these pitfalls we move the search into the latent
space of a pretrained image-diffusion generator. At each de-
noising step we steer the generator with the gradient of an
objective that increases the probability of the Trojan’s tar-
get class while decreasing that of the corresponding source
class. Because the generator’s manifold is constrained to
realistic images, the search space is far narrower than raw
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pixel space and is less prone to degenerate, adversarial arti-
facts. We further inject small uniform noise into the clas-
sifier input at every reverse-diffusion step; this acts as a
regulariser, discouraging brittle solutions and nudging the
optimisation toward robust, transferable shortcut patterns.

The resulting pattern serves as an interpretable signa-
ture that we employ for (i) Trojan scanning, (ii) mitiga-
tion via fine-tuning, and (iii) prediction of the attack’s target
class. Subsequent sections provide full details of our DIS-
TIL method: Figure | gives a high-level overview, while
Figure 2 compares the shortcuts estimated by DISTIL with
those recovered by prior approaches.

Threat Model. We consider an adversary who injects
a small set of poisoned samples during training. Each poi-
soned sample contains a trigger 7' stamped onto a source-
class image x and is mislabeled as a target-class y*. Conse-
quently, the model learns to associate 7" with y*. At infer-
ence time, the backdoored model behaves normally on clean
inputs but classifies any trigger-containing input as y*, thus
enabling targeted misclassifications while evading detection
under standard testing. In general, a backdoor attack against
a classifier with N classes, f : X — ), is defined by a trig-
ger embedding function § : X — X andaset A C Y x Y
of backdoor class pairs.



Diffusion Guided by Classifier for RET. To reconstruct
Trojan triggers, we employ a pretrained guided diffusion
model [45] to follow classifier under test gradients. Our
objective is to simultaneously increase the likelihood of a
designated target class ¥y and decrease the likelihood of a
source class y*. In doing so, we encourage the diffusion
model to reveal shortcut patterns learned by the Trojaned
classifier. To further ensure that the diffusion process does
not converge to mere adversarial perturbations, we incor-
porate an additional safeguard. At each reverse diffusion
step, random uniform noise is injected into the classifier in-
put. This uniform noise forces the diffusion model to dis-
cover genuine trigger patterns, patterns to which the Tro-
janed classifier is inherently vulnerable, rather than simply
finding adversarial artifacts.

Formally, we modify the mean of the reverse process as
follows:

fio (e, t, Y™, y™) = po(xe, t)+
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Where fig(x¢, ¢, y™, y™°) is the modified mean of the re-
verse process at time step ¢ for a given input x; with cor-
responding target and source labels ¥ and y*, respec-
tively, pg(x¢,t) is the original mean of the reverse process,
Yo (xy,t) is the covariance matrix for the reverse process,
Ve, log ;gzlrllfjg is the gradient of the classifier logits corre-
sponding to target class minus source class for the input ;.
The gradient term of the 1, is computed with respect to the
input x; at each diffusion step, using the classifier’s logits
to guide the generation toward patterns that shift predictions
from the source class to the target class. 1, ~ U(0,1) rep-
resents the uniform noise term and \; is a hyperparameter
controlling its intensity. This uniform noise injection acts
as a regularizer, disrupting brittle adversarial perturbations
that are sensitive to small changes, thereby encouraging the
diffusion process to converge on robust, trigger-like patterns
inherent to the Trojaned model.
The next sample is then drawn from the distribution:

N (/19(1&7 t, ytar, ysrc)7 ZO(-%&; t))

2
where N (u, ¥) denotes a normal distribution with mean g
and covariance Y.

When clean source-class data denoted as A are
available, DISTIL optionally enhances its reconstruction
through hybrid conditioning. We modify the gradient term
in Equation 1 as follows:

f(ytar | X5 @ xt)
f(ysrc ‘ X5 @ xt)’

We then use the final generated image x( as the trigger

corresponding to the pair (y*°, y"), denoted as 0%, if the

Yo(xt, 1)V, log
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probability assigned by the classifier exceeds a threshold A,
(e.g., 0.95), meaning:
softmax [ f (6t

src

)] o = Az, “)

where softmax|f ()] is the softmax function applied to the
classifier’s output for input =, which provides the predicted
class probabilities, []y[ extracts the predicted probability
for the target class ¢y, and A, is a threshold parameter that
determines the minimum probability required to consider
the trigger as valid. Otherwise, the generation process is
repeated until such a trigger for the considered source and
target labels is achieved. We limit repeated generation by
a maximum upper bound, and these hyperparameters have
been discussed in the experimental details.

Trojan Detection and Mitigation. For a classifier un-
der test, we define a signature, a scalar score, to quantify
the likelihood that the classifier has been compromised by a
Trojan attack. This score captures the transferability of an
extracted shortcut: it measures how strongly an estimated
trigger shifts the classifier’s prediction from a source class
¥ to a target class y™. In particular, the trigger is em-
bedded into held-out images from the source class to assess
its effect. Specifically, for a given trigger §%, our signa-
ture, defined as the trigger strength (i.e., transferability), is
evaluated as follows

) ) yar

) ) ysrc:| ’
®)
The overall Trojan score of the classifier is then defined as

the maximum score over all possible target classes and their
corresponding source-class triggers:

tar,
Score(dex;

f) = Em/NX/srC {softmax (f (I/ + (;:?é

— softmax ( [z + 6%

— tar,
Score(f) = max max Score(dge;

f) (6)

The trigger achieving the maximum score in Equation 6
target is predicted as the target class of the Trojaned clas-
sifier. Notably, this is meaningful when the attack targets a
single class; for label mapping strategies such as all-to-all,
there is no specific target class.

For mitigation, we create a dataset by injecting the trig-
gers into clean images from their corresponding source
classes while preserving the correct labels. The classifier
is then finetuned on this dataset, which helps the model fo-
cus on authentic image features rather than being misled
by shortcut cues introduced by the triggers. We note that
using 1% of clean data for Trojan scanning and mitigation
is common in the literature [46], and we adopt this setting
when running experiments with baselines.

Fast DISTIL. Exhaustively scanning every (y™°,y%")
pair scales quadratically with the number of classes,



Table 1. Comparison of scanning performance between the proposed DISTIL method and alternative approaches. Tables 1-a and 1-b
summarize performance on Trojaned classifier models, while Table 1-c reports results for Trojaned object detection models, all reported
in terms of accuracy. The best results in each column are highlighted in bold.

(a) Comparison of scanning performance between DISTIL and alternative methods on the BackdoorBench dataset, covering various attack scenarios.

Method
Dataset Attack DISTIL
NC ABS Pixel THTP Smoothinv Unicorn BTI-DBF K-Arm MM-BD TRODO UMD (Ours)
BadNets 764 735 740 75.6 86.3 82.9 84.0 75.7 81.3 86.2 76.8 94.9
Blended 652 708 67.6 65.2 84.9 78.2 85.7 73.5 74.6 85.0 69.4 93.4
BPP 625 640 589 60.9 75.5 75.4 76.4 55.4 72.2 83.9 63.9 88.7
- inputaware 58.1 539 56.2 49.7 69.7 73.1 79.2 58.1 65.9 71.7 58.2 93.2
- LC 62.8 56.6 51.8 54.2 74.4 67.5 90.5 59.6 80.4 81.2 59.0 89.5
ﬁ LF 68.3 61.7 534 62.5 81.6 74.0 83.3 63.2 79.3 78.0 65.1 91.0
= LIRA 549 583 46.1 65.4 70.8 66.9 80.0 54.9 81.8 82.5 57.4 90.6
© SIG 520 565 54.6 46.8 67.3 65.6 81.9 63.8 79.5 84.8 58.3 92.8
SSBA 66.1 470 612 52.0 79.6 73.4 72.6 57.3 78.1 81.2 62.6 90.3
TrojanNN 52,5 492 450 58.3 63.0 59.1 83.7 82.7 75.0 76.4 56.2 86.1
WaNet 63.7 574 525 54.1 68.9 65.3 86.8 56.1 72.7 80.0 61.7 84.4
BadNets 756 672 702 68.7 86.7 83.4 85.4 76.3 81.8 87.6 75.3 92.1
Blended 648 70.1 639 67.1 85.0 78.1 86.8 73.1 75.4 84.3 67.6 91.4
BPP 620 598 542 56.3 75.9 75.5 85.5 53.7 72.7 89.1 61.9 86.9
inputaware 519 66.7 58.8 47.6 69.8 73.2 79.1 57.0 66.0 64.5 57.4 91.3
§ LC 573 480 614 54.9 75.2 67.8 91.3 61.6 74.5 85.2 56.2 89.8
;z LF 615 536 505 62.5 81.6 74.3 81.6 57.2 79.4 80.5 63.7 90.5
) LIRA 482 594 521 65.4 70.3 67.0 76.5 52.8 72.9 76.4 53.1 88.2
SIG 520 563 54.6 46.8 67.5 65.7 80.0 62.3 79.6 67.5 56.3 90.9
SSBA 664 479 612 52.0 79.2 73.5 73.9 55.6 78.2 72.3 61.7 85.6
TrojanNN 5277 492 450 58.9 63.8 59.2 82.5 83.9 75.1 85.5 52.1 82.7
WaNet 633 574 523 54.1 69.0 65.4 88.2 54.4 72.8 71.9 60.7 86.0
BadNets 767 73.8 64.1 67.8 84.9 82.3 79.0 68.6 78.6 75.0 73.1 91.5
Blended 520 651 604 66.2 83.2 77.7 84.5 65.0 73.1 76.4 64.5 89.1
- BPP 645 573 469 54.5 73.6 68.4 82.3 54.3 72.5 74.2 59.9 83.7
2 inputaware 582 60.0 52.2 42.3 66.4 66.2 77.7 55.7 64.9 70.0 56.7 90.2
% LC 56.6 428 40.8 51.9 74.0 64.5 89.9 56.4 78.3 81.5 53.4 86.4
g LF 459 536 523 60.4 80.5 73.8 79.0 58.2 78.8 83.9 61.6 87.9
'; LIRA 573 515 480 63.6 68.8 64.6 73.4 50.6 80.5 79.3 50.2 84.0
5 SIG 548 587 465 41.1 65.3 63.2 77.1 59.9 78.2 65.8 55.0 89.3
SSBA 522 464 36.1 50.3 77.6 72.9 70.8 52.7 77.4 72.1 59.3 83.9
TrojanNN 387 519 554 56.9 60.5 58.3 75.2 79.1 73.9 82.7 49.8 81.1
WaNet 464 560 51.7 53.0 67.1 61.8 80.6 53.4 70.0 76.5 59.5 81.6

(b) Comparison of scanning performance for Trojaned classifier models across multiple rounds of the TrojAI benchmark under diverse attack scenarios.

Method
Dataset NC ABS Pixel THTP Smoothlnv Unicorn BTIDBF K-Arm MM-BD TRODO UMD DISTIL
Round 0 75.1 703 76.6 74.7 78.2 72.4 82.5 91.3 80.5 86.2 80.4 83.1
Round 1 72.1 68.5 71.4 65.1 75.0 66.3 79.1 90.0 71.5 85.7 79.2 82.9
Round 2 63.0 612 588 62.6 67.5 58.4 68.6 76.4 55.8 78.1 75.2 79.5
Round 3 614 57.6 52.1 61.7 65.8 56.2 64.2 82.0 52.6 77.2 61.3 78.4
Round 4 58.6 537 563 55.4 62.1 57.9 56.9 79.3 54.1 82.8 56.9 84.6
Round 11 529 514 525 53.6 59.3 48.6 54.3 61.7 51.3 61.3 48.6 80.4

(c) Comparison of scanning performance between DISTIL and alternative methods on the TrojAI benchmark for Trojaned object detection models.

Method
Dataset NC ABS Pixel THTP Smoothlnvn UNICORN BTLDBF K-Arm MM-BD TRODO UMD DISTIL
TrojAI-Object Detection 51.1 46.8 37.0 54.3 52.9 52.5 52.8 46.3 48.5 52.0 53.3 63.7
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O(K?), and quickly becomes impractical. Fast DISTIL
lowers this cost to O(K') without sacrificing accuracy. For
each prospective target class ™ we identify a single, max-
imally distant source class

Yy = arg min cos (¢(y)7 ¢(ytar))7 )

yFY

where ¢(-) denotes the mean feature vector in the network’s
penultimate layer and cos(+, -) is cosine similarity. Selecting
the farthest class leverages the intuition that a trigger capa-
ble of shifting predictions from the most dissimilar class to
y™ must be exploiting an especially strong, model-specific
shortcut; if such a shortcut exists, it will be revealed here be-
fore anywhere else. In practice this heuristic slashes com-
putation by an order of magnitude while maintaining the
same detection power, as confirmed in our ablation (Setup
D of Table 2).

Adapting DISTIL to Object Detection. To adapt DIS-
TIL for scanning object-detection networks, we augment
the guidance term in Equation | with an additional gradient
that encourages a spatial shift in the detector’s predictions.
We add V,log P (bbox — corner | :zrt), where P(bbox —
corner | z;) is the model’s probability that the centre of each
predicted bounding-box falls inside a pre-selected corner
region. The combined gradient therefore simultaneously
steers the classifier’s output from the source class toward
the target class and drags bounding boxes toward the cho-
sen corner, which is sampled uniformly at random for every
input data. At evaluation time the estimated trigger is added
to the entire image. The detector’s Trojan score is computed
as the sum of the classification shift in Equation 5 and the
mean displacement of ground-truth bounding boxes mea-
sured on held-out data. A large score indicates a strong,
transferable shortcut and thus a high probability that the de-
tector is Trojaned (see Figure 3).

4. Experiments

We evaluated our method using challenging open-access
Trojan scanning datasets, including BackdoorBench [49]
and TrojAl [50]. We compared DISTIL against various
post-training Trojan defense methods on different tasks, in-
cluding such as Trojan model detection, target class identi-
fication, and Trojan model mitigation.

Experimental Setup and Evaluation Details. Table 1a
provides a comprehensive comparison between our method
and alternative approaches for distinguishing Trojaned clas-
sifiers from clean models. Each row corresponds to a spe-
cific attack method employed to compromise the Trojaned
classifier, ranging from representative to advanced attacks.
The Trojaned classifiers utilized in these experiments span
multiple architectures, including ResNet, VGG, ViT-B16,
and ConvNeXt Tiny. We tested Trojaned models from
BackdoorBench alongside 100 different clean models, since
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the BackdoorBench dataset originally included only one
clean model per architecture.

Table 1b details our experimental results on various
rounds of the TrojAl dataset. Notably, these rounds become
progressively more challenging, incorporating sophisticated
label mapping techniques (such as one-to-one mappings)
and diverse training strategies for poisoning Trojaned clas-
sifiers, including different adversarial training approaches.

Table Ic illustrates DISTIL’s performance on the TrojAl
Round 10 dataset, which involves object detection tasks.
This evaluation includes Trojaned and clean object detec-
tion models based on FastRCNN and SSD architectures.
These results collectively highlight the robustness of our
detection framework against a broad spectrum of backdoor
attack paradigms. Figure 3 further demonstrates the impact
of trigger injection on object detection by showing how the
addition of the reconstructed trigger causes significant mis-
classification and localization errors, underscoring the vul-
nerability of these models to Trojan attacks.

Table 3 presents our results on Trojan classifiers from
the BackdoorBench dataset, specifically focusing on the
CIFAR-10 mitigation task. In this experiment, we fine-
tuned the Trojan-infected models using the generated trig-
gered data combined with 1% of clean training data (a com-
mon mitigation protocol), employing cross-entropy loss.
Our approach aims to address and correct the model’s bi-
ased learning caused by incorrect shortcut patterns (i.e.,
triggers). The results demonstrate the superiority of our
method in accurately reconstructing trigger patterns closely
resembling the original triggers used to Trojan the clas-
sifiers. For fairness in evaluation, comparisons were re-
stricted exclusively to RET-based methods.

Table 4 shows the performance of our method in pre-
dicting the target classes of Trojan classifiers subjected to
various attacks from the BackdoorBench dataset. Specifi-
cally, we evaluate classifiers compromised by all-to-one at-
tacks, highlighting the effectiveness and robustness of our
approach under different attack scenarios.

Evaluated Methods and Implementation Details. Our
study focuses on RET; therefore, our comparisons are
on representative and recent RET methods, including
NC [23], ABS [51], Pixel [39], THTP[52], Smooth-
Inv [31], Unicorn [28], BTI-DBF [41], K-Arm [40], and
UMD [22]. Additionally, we include MM-BD [38] and
TRODO,recent [53], methods specifically designed for Tro-
jan scanning without explicit trigger estimation. In Tables 3
and 4, we compare RET methods that generate informative
triggers for both mitigation and target class prediction tasks.
To ensure a fair comparison, we evaluated only their es-
timated triggers, excluding any additional components or
strategies that might otherwise skew the results.

As our default backbone, we utilized the pre-trained
lightweight guided diffusion model from OpenAl [45],



Table 2. Ablation study showing model accuracy (%) when each component is individually excluded or replaced, with all other components

held constant.

Components Dataset
Setup Data Supervision Noise Fast Class  Training&Hyper Dif. Model-1  Dif. Model-2  Dif. Model-3
L . . - , Round0 Roundl Round2 Round3 Round4 Roundll
for RET Injection Pairing Selection [45] [47] [48]

A v v - v - - - ‘ 74.5 73.0 65.2 64.9 60.5 574
B - - - v v - - ‘ 81.9 80.5 76.3 74.4 81.6 76.9
C - v - - v - - ‘ 80.6 76.4 72.8 74.1 78.0 73.3
D - v v v v - - ‘ 78.0 79.1 73.9 759 82.3 75.6
E - v - v - v - ‘ 81.9 80.3 78.4 78.2 81.0 78.4
F - v - v - - v ‘ 78.6 74.2 73.8 75.1 80.3 77.0
Goow - v - v - - | 831 829 795 784 846 804
Hous+paw v v - v v - - ‘ 84.5 83.6 82.4 81.8 86.0 83.9

Table 3. Mitigation results on CIFAR-10 Trojaned classifiers from BackdoorBench. We report post-fine-tuning classification accuracy
(ACC 1) and attack success rate (ASR ) across various Trojan attack scenarios, compared to the original (unmitigated) models.

Method
Dataset  Attack
Original NC Pixel THTP SmoothIny Unicorn BTL-DBF DISTIL
(Ours)
ACC.t ASR| ACC.t ASR| ACC.t ASR| ACC.t ASR| ACC.t ASR| ACC.t ASR| ACC.t ASR| ACC.t ASR|
BadNets 91.7 94.4 86.3 9.5 88.0 15.2 87.2 10.9 86.2 74 89.0 12.2 91.1 8.7 90.3 8.6
Blended 93.6 99.7 85.9 8.9 89.6 124 87.8 7.8 92.5 6.8 90.6 10.4 90.8 6.5 89.1 53
BPP 93.8 99.8 87.9 97.6 91.3 82.0 89.6 89.8 88.6 90.8 92.3 81.0 89.5 124 88.4 9.0
=1 Inputaware  89.6 94.6 85.0 384 86.7 22.1 85.9 30.3 84.0 31.3 87.7 25.6 86.9 10.8 87.2 7.4
o LC 84.5 99.9 79.3 18.7 78.4 16.2 78.9 17.5 80.9 18.5 79.4 15.6 82.0 12.3 86.5 10.7
§ LF 89.4 30.2 834 9.1 86.2 13.9 84.8 6.5 83.8 7.5 87.2 129 85.7 8.1 91.6 5.6
o SIG 84.5 97.1 78.2 32.8 80.7 14.3 79.5 19.6 78.5 20.6 81.7 20.3 80.2 14.8 82.5 12.8
SSBA 92.8 97.1 89.1 142 91.4 9.0 90.3 15.6 89.3 8.1 91.4 15.0 88.4 12.6 86.1 7.9
TrojanNN 93.4 100.0 90.7 11.6 88.5 10.6 89.6 134 90.6 12.1 89.5 15.6 87.6 9.4 91.9 8.2
WaNet 87.8 85.7 91.5 14.3 86.0 15.7 88.8 19.6 87.8 16.4 85.0 14.7 85.3 9.2 86.1 10.5

Table 4. Target-class prediction accuracy of RET methods on
BackdoorBench models Trojaned with various backdoor attacks
on the GTSRB dataset. Each row corresponds to a different attack
type, and each column shows the accuracy achieved by existing
RET baselines versus our proposed approach.

Method
Dataset  Attack <

NC Pixel THTP Smootlnv Unicorn BTIDBF Doolil

(Ours)

BadNets 065 065 060 080 0.75 0.80 0.80

Blended 065 055 045 055 0.65 070 085

BPP 045 050 055 045 0.40 050 065

Iputaware 030 025 020 035 045 0.65 0.70

= LC 045 040 045 060 0.65 060 070

Z LF 040 045 055 055 0.30 0.65 065

& LIRA 055 050 045 040 0.55 060 075

SIG 020 025 030 020 0.35 0.65 0.70

SSBA 035 030 025 045 0.55 060  0.65

TrojanNN 040 045 050 055 0.50 0.75 0.80

WaNet 025 035 020 030 0.45 0.65 075

which was trained on approximately 64 million images.
This model employs a fast sampling strategy that signifi-
cantly improves the efficiency of the pipeline. When us-
ing the diffusion model, we set the number of sampling
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steps (1) to 50 to improve time efficiency while keeping the
other hyperparameters at their default settings. We note that
even when using lighter pre-trained diffusion models, such
as those trained on 1 million ImageNet images, DISTIL
achieves consistent performance with only a minor drop
(see ablation study setups E and F in Section 5 for details).

DISTIL generates triggers by aiming for high classifier
confidence toward the target class. If this criterion is not
initially met, we repeat the trigger generation process up to a
maximum of 5 iterations, a value chosen based on empirical
observations. For selecting the remaining hyperparameters,
we used the models from the TrojAl training rounds.

In Appendix we present the pseudo-code, the stan-
dard deviations of our results, additional visualizations
of synthesized triggers, a background review, and DIS-
TIL’s performance under All-to-All attacks. Because Back-
doorBench and TrojAI focus mainly on all-to-one and
one-to-one, we also evaluate DISTIL in an all-to-all label
mapping scenario; the results are presented in Table 6.

Results Analysis. DISTIL achieves an average perfor-
mance of 88.5% on BackdoorBench, 81.4% on TrojAl, and



Figure 3. DISTIL on object-detection models. Each pair shows (top row) a clean input with correct detections (green boxes) and
the same input (bottom row) after injecting the trigger recovered by DISTIL (red boxes). The reconstructed trigger not only flips the
model’s prediction from the true class to the attacker’s target class but also drags the bounding-box center toward a pre-selected corner,
producing simultaneous misclassification and mislocalization. This visualization demonstrates DISTIL’s ability to generalize from image

classification to object detection task.

63.7% on Trojaned object detection scanning task. No-
tably, DISTIL surpasses alternative methods by high mar-
gins, achieving up to 7.1% higher accuracy on the Back-
doorBench dataset and a 9.4% improvement on Trojaned
object detection model scanning. These results underscore
effectiveness as a robust scanning approach that is appli-
cable in diverse tasks. Furthermore, DISTIL significantly
lowers the Attack Success Rate (ASR) to just 8.6%, while
concurrently improving the target class prediction accuracy
to 72.0% on the GTSRB dataset. While DISTIL perfor-
mance gap is smaller on TrojAl rounds, which mainly in-
volve Trojaned classifiers with patch-shaped triggers simi-
lar to Badnet [1] attacks, DISTIL consistently achieves high
performance on the broader BackdoorBench dataset. This
highlights its ability to detect diverse Trojan attacks.

5. Ablation Study

We performed an ablation study across multiple TrojAl
rounds (Table 2) to isolate the contributions of each com-
ponent in DISTIL. Our default configuration, Setup G, em-
ploys no data supervision for RET, injects uniform noise
into the classifier input, selects hyperparameters based on
training on a subset of the TrojAl training data, and uses the
GLIDE [45] as the generative backbone. In Setup H, we
augment the default setting by introducing clean training
data for RET, enabling the hybrid conditioning described in
Equation 3. In Setup A, we remove the diffusion model al-
together and optimize the objective directly in pixel space,
thereby demonstrating the significance of diffusion mod-
eling in synthesizing discriminative triggers. In Setup B,
we discard the noise-injection strategy while keeping ev-
ery other component unchanged, illustrating how noise in-
jection helps avert adversarial artifacts. In Setup C, we
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examine the role of hyperparameter tuning by abandoning
training-based hyperparameter selection and instead using
fixed values of \; 0.3 (noise injection strength) and
Ao = 0.95 (classification confidence threshold); these val-
ues were chosen to avoid excessive distortion of important
input features and to ensure that the classifier has high con-
fidence in attributing the crafted trigger to the target class, a
setting that underscores DISTIL’s robustness to suboptimal
hyperparameters. In Setup D, we adopt our fast RET strat-
egy for trigger generation, which reduces the computational
complexity from O(K?) to O(K), illustrating DISTIL’s ca-
pacity to balance efficiency with strong detection perfor-
mance. In Setup E, we replace the default diffusion model
with an ImageNet-pretrained one proposed by [47], and in
Setup F, we use a score-based diffusion model pretrained on
LSUN [48]. Both variations reveal only modest changes in
performance, confirming that while the backbone diffusion
model and its pretraining data matter, DISTIL retains a high
level of effectiveness.

6. Conclusions

We introduced DISTIL, a novel diffusion-based method
for accurately reconstructing interpretable Trojan triggers
without needing training data. By integrating classifier-
guided diffusion with injected noise, DISTIL effectively
distinguishes genuine triggers from adversarial noise, sig-
nificantly reducing false positives in detection. Extensive
evaluations across multiple architectures and benchmarks
confirmed DISTIL’s robust performance in detecting, pre-
dicting, and mitigating Trojan attacks, highlighting its prac-
tical utility for enhancing model security in critical vision
tasks.
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