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Abstract

Adversarial attacks present a critical challenge to deep
neural networks’ robustness, particularly in transfer sce-
narios across different model architectures. However, the
transferability of adversarial attacks faces a fundamen-
tal dilemma between Exploitation (maximizing attack po-
tency) and Exploration (enhancing cross-model generaliza-
tion). Traditional momentum-based methods over-prioritize
Exploitation, i.e., higher loss maxima for attack potency
but weakened generalization (narrow loss surface). Con-
versely, recent methods with inner-iteration sampling over-
prioritize Exploration, i.e., flatter loss surfaces for cross-
model generalization but weakened attack potency (subop-
timal local maxima). To resolve this dilemma, we propose
a simple yet effective Gradient-Guided Sampling (GGS),
which harmonizes both objectives through guiding sam-
pling along the gradient ascent direction to improve both
sampling efficiency and stability. Specifically, based on
MI-FGSM, GGS introduces inner-iteration random sam-
pling and guides the sampling direction using the gradi-
ent from the previous inner-iteration (the sampling’s mag-
nitude is determined by a random distribution). This mech-
anism encourages adversarial examples to reside in bal-
anced regions with both flatness for cross-model general-
ization and higher local maxima for strong attack potency.
Comprehensive experiments across multiple DNN archi-
tectures and multimodal large language models (MLLMs)
demonstrate the superiority of our method over state-
of-the-art transfer attacks. Code is made available at
https://github.com/anuin-cat/GGS.
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Figure 1. The loss surfaces of (a) MI-FGSM [1] (Momentum iter-
ative fast gradient sign method), (b) RS (Base inner-iteration Ran-
dom Sampling defined in section 3.2) for enhancing exploration
within the neighborhood, (c) PGN [7] (Penalizing Gradient Norm)
with Random Sampling (RS) for stable gradient estimation to en-
hance exploration, and (d) Our GGS (Gradient-Guided Sampling)
for efficient sampling to generate gradients that stably towards flat
regions with higher local maxima. It shows that, building upon RS,
our approach not only maintains a flat loss surface, but also im-
proves the local maximum loss value, compared to PGN, achiev-
ing a balance between exploration and exploitation.

1. Introduction

Researches have indicated that adding imperceptible pertur-
bations to input data can easily affect deep neural networks



(DNNs), leading to erroneous predictions in safety-critical
domains such as autonomous driving [13, 35], and cyberse-
curity [15, 28]. To facilitate the development of relevant de-
fense mechanisms, in-depth research on adversarial attack
methods is urgently needed.

While adversarial attacks are categorized into white-box
and black-box settings, the black-box scenario is more re-
alistic in practical applications, where the attacker lacks
knowledge of the target model and relies solely on a sur-
rogate model, aiming to generate adversarial examples that
are effective across multiple target models. To enhance the
transferability of adversarial examples in this setting, re-
searchers have explored gradient-based methods [1, 7, 32],
input transformation methods [2, 33, 37], and generative
methods [16, 20, 36] to mitigate overfitting of adversar-
ial examples on surrogate models. Despite significant
progress, the effectiveness of attacks on target models re-
mains substantially lower than that on surrogate models,
driving the need for more effective attack strategies.

In black-box adversarial attacks, RAP [24] adopted
Sharpness-Aware Minimization (SAM [6]) to improve
transferability by flattening the loss surface. Building on
this, PGN [7] further enhanced the transferability of ad-
versarial examples by penalizing gradient norm and flat-
tening the loss surface. The efficacy of flat loss surface
in improving adversarial attack transferability is increas-
ingly supported [4, 7, 38]. To enhance exploration through
local flatness, recent approaches, building on MI-FGSM’s
[1] momentum-based outer-iterations, often incorporates
inner-iterations before each example update [7, 40], i.e.,
performing multi-step neighborhood sampling for stabiliza-
tion.

However, these methods enhance Exploration (cross-
model generalization) at the cost of compromising Ex-
ploitation (attack potency). This is because, although inner-
iterations can significantly enhance exploration capability
through neighborhood sampling, independent random sam-
pling struggles to obtain stable and effective gradient direc-
tions, while potential noise may cause the averaged gradi-
ent to deviate from the optimal ascent toward target regions,
which exhibit flatter loss surface and higher local maxima.
To optimize sampling efficiency, a guided sampling con-
straint is essential, which should satisfy two criteria: (1)
ensuring stable gradient ascent direction and (2) directing
gradients toward flatter regions, thereby enabling samples
to reach flatter local maxima regions with enhanced trans-
ferability, balancing exploitation and exploration.

For (1) stable gradient direction, a sufficiently small
neighborhood sampling followed by gradient calculation
generally yields correct ascent directions. Yet, how can
we further stabilize this direction? The Nesterov Acceler-
ated Gradient (NAG) [23] enhances stability by firstly up-
dating samples along the current momentum (lookahead)
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before acquiring gradients, providing more stable direc-
tions. Therefore, momentum-based direction constraints
are promising for sampling, as the additional random mag-
nitude can be used to preserve the sampling randomness. (2)
However, directly applying NAG’s momentum mechanism
during inner-iteration sampling imposes strong constraints
on subsequent directions, restricts the exploration capabil-
ity for flat regions. To address this, we replace momentum
with the gradient from the previous inner-iteration, named
Gradient-Guided Sampling (GGS). This adjustment ensures
that sampling to align with gradient ascent directions while
reducing the impact from early-stage instability. Our GGS
can achieve stable sampling directions after brief oscilla-
tions, consistently targeting flat loss regions with larger lo-
cal maxima regardless of the initial sampling quality.

As shown in Fig. 1(d), our GGS generates adversarial
examples with flatter loss surface and higher local maxima
compared to RS, i.e., it does not sacrifice local maxima in
the pursuit of a flatter surface compared to PGN, thereby
achieving a balance between exploration and exploitation to
facilitate attack transferability. Additionally, since our ap-
proach represents a complementary improvement over Ran-
dom Sampling (RS), it is compatible with RS-based meth-
ods, such as inner-iteration random sampling and gradient
averaging, including PGN [7] and GRA [40]. In summary,
this study makes the following contributions:

We propose Gradient-Guided Sampling (GGS), a novel
inner-iteration sampling strategy that effectively balances
exploration (cross-model generalization) and exploitation
(attack potency). By leveraging the gradient from the pre-
vious inner-iteration to guide sampling directions, GGS
achieves stable gradient ascent toward flat loss regions
with higher local maxima.

The GGS framework is compatible with existing inner-
iteration random sampling-based methods, enhancing
their sampling efficiency and further improving the trans-
ferability of the adversarial examples they generate.
Extensive experimental results as well as comprehen-
sive visualizations demonstrate the efficacy of our GGS,
covering targeted and non-targeted attacks in cross-
architecture black-box scenarios, non-targeted attacks on
multimodal large language models (MLLMs) and com-
mercial cloud functions.

2. Related Work

Transferability is a critical property in adversarial attacks,
allowing adversarial examples generated from a surrogate
model to deceive unseen target models in black-box set-
tings. This characteristic makes transfer-based attacks
highly practical in real-world applications where target
models are inaccessible, motivating our focus on transfer-
able adversarial attacks.



2.1. Transferable Attack

Gradient-based Attack. Gradient-based attacks aim to
generate adversarial examples by exploiting the gradients
of a surrogate model to maximize the loss. Classic meth-
ods such as Fast Gradient Sign Method (FGSM) [9] and
Projected Gradient Descent (PGD) [22] optimize adver-
sarial perturbations to fool the surrogate model. How-
ever, these attacks often overfit the surrogate model, re-
sulting in limited transferability to target models. To ad-
dress this, advanced techniques such as momentum-based
(MI-FGSM [1]), Nesterov Iterative-based (NI-FGSM [19]),
variance-tuned (VMI-FGSM [32]), gradient relevance-
based (GRA [40]), momentum initialization (GI-FGSM
30]) and distribution-based methods (ANDA [5]) have
been introduced to smooth out the optimization process and
improve transferability across models.

Input Transformation. To mitigate the overfitting is-
sue inherent in gradient-based methods, input transforma-
tion techniques have been proposed to enhance the diversity
of adversarial examples. Techniques like translation, resiz-
ing, padding, image mixup (e.g., DIM [37], SIM [19], TIM
[2], Admix [33]) and other advanced image transformation
methods (e.g., SSM [21], SIA [34], STM [8], L2T [41],
BSR [31]) introduce randomness to the input data before
generating perturbations. By applying such transformations
during the attack process, more effective transferable adver-
sarial examples can be generated.

2.2. Flat Maxima

The generalization ability of models has been suggested to
possibly have a certain association with flat minima [12].
More in-depth research and exploration have gradually con-
firmed this perspective [6, 17, 18, 39]. Moreover, flat max-
ima also have been validated to be effective for enhancing
the generalization and transferability of adversarial exam-
ples [24]. Flat maxima refers to regions in the loss land-
scape, where small changes in the model parameters result
in minimal changes in the loss, making adversarial exam-
ples generated in these regions less sensitive to the specific
decision boundaries of models. This property contrasts with
“sharp maxima”, which are highly sensitive to small pertur-
bations and can lead to overfitting to the surrogate model,
reducing transferability capacity.

In the context of transfer-based attacks, works like Re-
verse Adversarial Perturbation (RAP) [24] leverage flat
maxima to generate adversarial examples, PGN [7] adopts
a first-order procedure to approximate the Hessian/vector
product, largely improving computational efficiency. They
are not only effective on the surrogate model but also more
resilient when attacking unseen target models. These meth-
ods mitigate overfitting, via making adversarial examples
lie in regions where the loss function remains stable across
different models (e.g., flat maxima regions), improving at-
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tack success rates in black-box settings. However, achiev-
ing flat maxima requires not only attention to “flatness” but
also preservation of the “maxima” to ensure sufficient at-
tack strength during transfer attack, which poses a signifi-
cant challenge.

2.3. Inner-Iteration Sampling

To enhance the generalization capability of adversarial
examples, recent methods have introduced inner-iteration
sampling [7, 24, 32]. Specifically, an inner iterative pro-
cess is inserted before updating the examples. This process
involves neighborhood sampling to acquire domain infor-
mation during inner-iterations which are used to adjust gra-
dients [32] or neighborhood search is incorporated to locate
local minima and enhance their loss values [24]. Further-
more, works like [7, 40] enhance the flatness of the loss
landscape by averaging gradients from inner-iterations to
update the examples.

Additionally, neighborhood sampling can facilitate ex-
amples to escape from sharp local maxima regions, thereby
avoiding overfitting to the surrogate model. However, di-
rectly averaging the gradients from inner-iterations will re-
duce the maximum value of the loss surface, since random
sampling produces unstable gradient directions that fail to
consistently direct to flat regions with higher local maxima.
Thus, enhancing inner-iteration sampling efficiency to sta-
bilize the final gradient has become a critical challenge.

3. Methodology

3.1. Preliminaries

Transferable Adversarial Attacks. For a given example
(z,y), a surrogate model fy and multiple target models
for for k € {1,2,..., K}, the attacker’s goal is to find
2% = g + § using fy to make f,, (z?%) # y, where
I0]l, < €, € denotes the maximum magnitude of the spec-
ified perturbation and || - ||, denotes the ¢,-norm. For tar-
geted attacks, we simply adapt the symbols and labels in the
target function: f,, (z2%) = y;, where y; denotes the tar-
get label. Meanwhile, to facilitate a clearer representation
of the norm constraints against 2% a5 below, we define
Be(xz) = {2’ : ||’ — ||, < €} to denote the e-ball of an
input image x. For the purpose of the above attack, we gen-
erally need to maximize the following objective function to
generate the transferable adversarial examples:

D

max
padv EBE (I)

L (xadv7y) ,

where L£(-) represents the loss function. In the above flow,
we assume that fg is known as a white-box model and f,,
is unknown as a black-box model. Similar to the process of
training a neural network, the white-box model can be seen
as the training data, with the adversarial examples serving



as the optimization parameters, while the black-box model
acts as the test data.

Nesterov Accelerated Gradient (NAG). Due to the
similarity between model training task and adversarial ex-
ample generation, improving performance in black-box set-
tings can be viewed as enhancing model generalization
in model training tasks. Consequently, some commonly
used optimization methods, such as Momentum [25] and
Nesterov Accelerated Gradient (NAG) [23], can be intro-
duced to improve the generalization of adversarial examples
across black-box models through a more stable optimiza-
tion process.

NI-FGSM [19] was the first to incorporate the principles
of NAG into adversarial attack tasks. This enables the algo-
rithm to acquire directional information in advance, reduc-
ing oscillations and achieving stable convergence. Specifi-
cally, momentum is computed at each step as follows:

_ Vz»c (‘%tv y)
V=7 V-1+ T a7 T
[V L (@ y) |,
- adv (2)
Ty =Ty -y Vi1,
lookahead point
where v; represents the momentum term, xgd” = «

stands for the step size, v denotes the momentum decay fac-
tor, and ||-||; denotes the ¢;-norm of the given variable. Un-
like traditional momentum-based methods, NI-FGSM uti-
lizes the estimated position of examples rather than their
current actual position, during gradient computation, i.e.,
introducing a lookahead mechanism into the algorithm.

3.2. Motivation

Recent transfer-based adversarial attack methods have in-
troduced inner-iteration random sampling, to enhance algo-
rithm stability [7, 40] or acquire neighborhood information
[24, 32]. It can be noted that these methods have increased
the flatness of the loss surface, as illustrated in Fig.1(c),
with additional loss surface plots for other methods pro-
vided in the supplementary materials. If we isolate the
inner-iteration random sampling (RS) component, it can be
expressed in the following form:

N -
21‘:1 i

v = YU—1 + HZN - s
i=19i
N e ®
glzvzlﬁ(xhy), with ; = =% +p,
———

sampling point

where Zf\il denotes the output of the inner-iteration pro-
cess; IV denotes the number of inner-iterations; ~ denotes
the momentum decay factor; gog,p ~ Uniform(—(, (), are
uniform random noises with the same size as x.

3888

MI-FGSM
ﬁ/cca.
e C

(a) Optimization Trajectories of Various Methods

- Random Guided
¥ 17 S0
[ E _’ SO S O
....... : Lo
6”

__________________

: =@ =0 Gradient-Guided Samplmg |
Il m= Average gradient 1

]
| e Gradient of O
' —' Average gradient

(b) 1st step process of RS (c) 1st step process of GGS

Figure 2. (a) Outer-Iteration processes of MI-FGSM (green), RS
(purple) and our GGS (red). (i) MI-FGSM prioritizes rapid ascent
directions, thereby enhancing exploitation and facilitating access
to sharp local maxima regions. (ii) RS introduces inner-iterations
and enhances exploration capability through neighborhood search,
thereby enabling access to flat local maxima regions. (iii) GGS in-
corporates gradient constraints into RS, simultaneously enhancing
both exploration and exploitation capabilities, thereby enabling the
faster convergence to the centers of flat local maxima regions. (b)
RS is performed within a neighborhood of the current example,
and uses the average gradient of all sampled points as the final
gradient. (c) Building upon RS, GGS enables examples to have
stable gradient directions (2 @ @) toward the centers of flat lo-
cal maxima regions, following an initial period of brief oscillation
(@). It uses the gradient direction from the previous inner-iteration
as the guidance, while the randomness is maintained by setting the
gradient magnitude with a random distribution.

As shown in Fig. 1, the inner-iteration RS possesses a
strong capability to enhance the flatness of the loss surface
compared to MI-FGSM. Compared to RS, current methods
such as PGN [7] can further improve the flatness of the loss
surface, however, they unwillingly reduce the local maxima
of the loss surface, limiting its attack potential. This reduc-
tion in local maxima can be attributed to the unstable gradi-
ents generated by the completely random sampling strategy,
as illustrated in Fig. 2(b). Specifically, the averaged gradi-
ent roughly points towards flat regions, while it struggles to
consistently align with the stable direction to the center of
flat maxima regions, thereby reducing updating efficiency.

To acquire stable gradient ascent direction and improve
the efficiency of inner-iteration sampling, we define two es-
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Figure 3. The differences among three inner-iteration sam-

pling guidance methods: (a) Random sampling in Eq. 3, with
each inner-iteration sampling being independent; (b) Momentum-
guided sampling in Eq. 4, where sampling direction depends on
the cumulative average of all previous gradients, creating long-
chain dependencies, while using random sampling for maintain-
ing the randomness; (c) Gradient-guided sampling in Eq. 5, where
sampling direction relies solely on the gradient direction of the
previous iteration, establishing single-step dependencies.

sential characteristics that a well-balanced gradient direc-
tion should possess: (1) alignment with the stable gradient
ascent direction for improving Exploitation capacity, and
(2) pointing to loss regions with flatter surface for improv-
ing Exploration capacity.

3.3. Gradient-Guided Sampling

(1) Stable gradient ascent direction: A sampled gradient
in a sufficiently small neighborhood of the current example
is probably a gradient ascent direction, while how can we
ensure that this gradient ascent direction is stable? The Nes-
terov Accelerated Gradient (NAG) technique can precisely
address this issue. It first allows the example to “lookahead”
along the current momentum direction, and then acquires
the gradient based on this new position, thereby identifying
a more stable ascent direction [19, 23]. To leverage the su-
perior stability of NAG based on random sampling, we per-
form the magnitude sampling along the momentum direc-
tion with an uniform distribution, and named this approach
as Momentum-Guided Sampling (MGS). Compared to RS
in Eq. 3, we only need to replace z; with z; as follows:

T = af% + |p| - sign(ms—1), (4)

lookahead sampling point
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where |p| denotes the element-wise absolute value of p,
sign(-) denotes the sign function, which outputs either 1 or
-1, and momentum decay is set to 1 for simplicity, so that
mi =351 -

(2) Pointing to regions with better flatness: As shown
in Fig. 3(b), if we use momentum for ‘lookahead’, the early
unstable sampling in the inner-iterations will impose exces-
sive constraints on subsequent sampling directions, lead-
ing to long-chain dependencies that severely impair RS’s
ability in exploring flat regions. Thus, for our GGS, we
substitute the momentum term in Eq. 4 with the gradient
obtained from the previous iteration, where the lookahead
mechanism is maintained with the gradient ascent direction.
Specifically, we only need to replace z; in Eq. 3 with Z; as
follows:

i = 2p% + |p| - sign(Gi—1), (5)

lookahead sampling point

Fig. 3 further sheds light on the differences among three
inner-iteration sampling guidance methods. As shown in
Fig. 3(c), GGS largely alleviates long-chain dependencies
compared with Momentum-Guided Sampling in Fig. 3(b),
while ensuring the sampling direction to be align with the
gradient ascent direction, compared with random sampling
in Fig. 3(a). In addition, as shown in Fig. 2(c), GGS will
achieve stable sampling directions (@ @ @) after a brief
period of oscillation (@), when the initial sampling points
are unstable.

For clarity, our attack process is shown in Algorithm 1.

Algorithm 1 The attacking process of our GGS.
CxHXW

Input: A clean image x with ground-truth label
y, and the loss function £(-); the magnitude of pertur-
bation ¢; the sampling radius (; the number of outer
iterations, 7T'; the decay factor ~y; the number of inner
iterations, N; go,p € RE*HXW

Output: An adversarial example z%%;

1: Randomly sample gg ~ Uniform(—(, ¢);

2: ’UO:O,de” =z, a=c¢/T,;

3: while £ + 1 to T (outer-iteration) do

4 while ¢ < 1 to N (inner-iteration) do

5: Randomly sample noises p ~ Uniform(—¢, ¢);
6 Get the lookahead example &; by Eq. (5);
7 Get the gradient g; = Vmﬁ(i"i, y)

8 end while .

J— i=1J?

9 Update UV =Y V-1 + W
10: Update 2§ = Ilpg_(z) [2¢% + o - sign (vy)];
11: end while
12: xadv — I%dv




Table 1. The average untargeted and targeted ASR (%) on the nine models (Res50 [10], Dense121 [14], Inc-v3 [26], IncRes-v2 [27], ViT-B
[3], PiT-B [11], and Inc-v3ens3, Inc-v3ensa, IncRes-v2qy,s [29]), with adversarial examples generated on a single model (Res50, Inc-v3 or
ViT-B). Each data pair (u/w) corresponds to the performances under (untargeted/targeted) attacks. The best and second best results are

labeled in bold and underline, respectively.

| Attack | Res50  Densel2l Inc-v3 IncRes-v2  ViT-B PIT-B | Inc-v3enes  Inc-v3engs INCRes-V2ens| Avg.

MI cvpr'is 99.8/98.1 549/02 442/0.0 28.0/00 11.8/0.0 224/00 | 22.8/0.0 253/0.0 19.6/0.0 36.53/10.92

NI crr20 100.0/95.1 63.1/0.2 47.2/0.0 323/00 129/0.0 23.7/0.0 | 23.0/0.0 27.5/0.0 19.0/0.0 38.74/10.59

VMI cyprar | 99.8/96.6 71.2/2.8 58.1/0.5 49.4/02 31.3/0.1 47.7/05 | 43.9/0.0 454/0.1 37.7/0.1 53.83/11.21

RAP Newrps'22 | 99.6/264 86.8/0.5 68.4/0.0 526/0.0 222/0.0 40.5/0.1 36.2/0.0 36.7/0.0 25.5/0.0 52.06/3.00

Res50 | GRA ccy23 | 96.9/67.7 88.6/39 81.8/09 758/1.7 453/02 626/06 | 71.5/0.7 709/1.1 67.3/0.7 73.41/8.61
PGN Newrips'23 | 98.6/49.5 91.3/47 850/14 785/1.7 49.7/04 67.8/1.0 | 749/06 729/1.1 70.1/12 76.53/6.84

ANDA cypri24 | 99.9/97.6 875/54 73.6/04 663/0.8 423/0.1 61.8/1.1 51.0/0.1 529/0.1 46.7/0.1 64.67/11.74

GI gswa4 100.0/98.5 68.7/04 556/0.1 37.6/0.1 153/0.0 29.0/0.0 | 28.8/0.0 30.4/0.1 224/0.0 43.09/11.02

GGS 99.3/90.7 959/28.6 89.6/7.2 86.4/86 602/34 81.0/85 | 77.5/37 774/43 71.4/4.0 82.08 /17.67

MI 32.1/0.0 49.6/0.1 100.0/95.3 56.1/0.1 13.0/0.0 17.3/0.0 | 34.3/0.0 38.0/0.0 26.3/0.0 40.74 7 10.61

NI 41.4/0.0 60.5/0.1 100.0/759 66.9/0.1 13.4/0.0 192/0.0 | 36.8/0.0 40.6/0.1 29.5/0.0 45.37/ 8.47

VMI 449/0.1 656/0.1 999/76.6 72.7/04 183/0.0 253/0.0 | 489/0.1 52.5/0.0 409/0.0 52.11/8.59

RAP 58.0/0.0 784/0.2 100.0/16.4 82.1/0.1 154/00 23.8/0.0 | 44.1/0.1 47.0/0.0 33.9/0.0 53.63/1.87

Inc-v3 GRA 53.3/0.1 754/04 99.8/67.5 854/1.8 21.4/0.0 30.5/0.1 64.9/0.1 659/0.3 56.1/0.1 61.41/7.82
PGN 56.0/0.0 79.4/0.2 100.0/50.3 87.9/0.9 232/0.0 334/00 | 659/00 67.0/0.1 556/00 63.16/5.72

ANDA 51.3/03 763/0.4 100.0/87.4 825/0.6 209/0.0 31.8/0.1 582702 61.2/0.2 49.3/0.0 59.06/9.91

GI 399/0.0 59.3/03 100.0/97.1 62.6/0.5 14.6/0.0 19.9/0.0 | 39.2/0.0 409/0.0 31.9/0.0 45.37/10.88

GGS 69.1/1.1 869/19 100.0/76.0 95.8/6.5 279/0.0 39.7/0.1 70.0/0.7 739/14 60.1/0.5 69.27 /9.80
MI 41.7/0.0 55.6/0.0 58.1/0.0 39.4/0.0 100.0/99.9 50.1/0.0 | 342/0.0 36.3/0.0 29.9/0.0 49.48/11.10

NI 42.4/00 583/0.0 595/0.0 44.7/0.1 100.0/99.0 50.0/0.2 | 36.2/0.0 37.6/0.0 31.0/0.0 51.08/11.03

VMI 548/0.6 659/04 63.1/0.1 509/0.3 100.0/99.0 67.6/1.5 | 453/0.1 44.7/0.0 38.7/0.2 59.00/11.36

RAP 62.1/0.1 79.6/02 73.7/00 623/0.0 999/57.0 66.2/0.1 48.5/0.0 51.2/0.0 42.6/0.0 65.12/6.38

ViT-B GRA 649/10 776/1.1 747/08 688/0.8 99.3/91.7 809/47 | 615/02 64.0/0.1 57.7/02 72.16/11.18
PGN 69.3/04 81.1/0.7 78.6/04 702/0.5 99.1/822 848/44 | 656/0.1 67.5/03 61.4/02 75.29/9.91

ANDA 66.2/03 79.0/0.5 755/0.1 657/03 100.0/99.9 79.0/14 | 553/0.1 56.7/0.1 49.9/0.2 69.70/11.44

GI 55.8/0.1 69.6/02 67.1/0.0 525/0.1 100.0/100.0 61.0/0.3 | 454/0.0 46.3/0.0 38.0/0.0 59.52/11.19
GGS 80.8/6.0 89.9/65 874/4.6 823/4.6 100.0/99.2 92.7/273 | 74.0/2.1 745/23 684/2.4 83.33/17.22

4. Experiments

4.1. Experimental Settings

Dataset: Our experiments are conducted on an ImageNet-
compatible dataset that is widely used in adversarial attack
research. The dataset includes 1,000 images, each with a
size of 299 x 299 x 3.

Models: We select six normally pre-trained models,
i.e., ResNet50 (Res50) [10], DenseNetl21 (Densel2l)
[14], Inception-v3 (Inc-v3) [26], InceptionResNet-v2
(IncRes-v2) [27], VisionTransformer-Base (ViT-B) [3],
and Pooling-based VisionTransformer-Base (PiT-B) [11],
along with three models pre-trained on adversarial ex-
amples Inception-v3,, .5 (Inc-v3.,,3), Inception-v3_, .,
(Inc-v3.ys4) and InceptionResNet-v2,_, . (IncRes-v2.,)
[29], to evaluate the performance of different methods.

Baselines: To provide a comprehensive evaluation of
our method, we choose eight popular gradient-based ad-
versarial attack methods as baselines: MI-FGSM [1], NI-
FGSM [19], VMI-FGSM [32], RAP [24], GRA [40], PGN
[7]1, ANDA [5] and GI [30]. Additionally, we integrate our
method with five input transformation-based methods, i.e.,
DIM [37], TIM [2], SIM [19], Admix [33], and SSM [21]
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to verify the generalizability of our approach.
Hyperparameters: For our GGS, we set the maximum
perturbation ¢ = 16/255, the number of outer-iterations
T = 10, the step size « ¢/T, the number of inner-
iterations N = 20, and the upper bound factor of sample
range ( = 2.0 x e. More hyperparameter explanation for
other methods is provided in the Supplementary Material.

4.2. Attack on Different Models

4.2.1. Classification model

As shown in Table 1, our method consistently outperforms
state-of-the-art (SOTA) approaches. Compared to the best-
performing competitor, it improves the average attack suc-
cess rate (ASR) by over 5% in both untargeted and targeted
attacks across most architectures, except for Inception-v3.
Furthermore, our GGS significantly enhances attack perfor-
mance on the surrogate model, achieving 4%-25% higher
ASR in targeted attacks than other sampling methods like
PGN [7] and GRA [40]. This demonstrates GGS’s ability to
boost attack potency while maintaining strong cross-model
generalization. Additional details on ensemble setting can
be found in the supplementary materials.
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Figure 4. The loss surfaces of adversarial examples generated by different methods (MI-FGSM [1], GRA [40], PGN [7], ANDA [5]),
based on three different model architectures (ResNet50 [10], Inception-v3 [26], and ViT-B [3]) along random directions with varying
strengths like [7]. In the images marked with a star in the upper left corner, adversarial examples are generated and tested on the same
model, indicating white-box testing. In contrast, unmarked images represent adversarial examples generated on one model and tested on
another, indicating black-box testing. We have also highlighted the regions covered by our loss surface using a red background for easier

visualization.

4.2.2. Multimodal Large Language Models

The widespread adoption of Multimodal Large Language
Models (MLLMs) has raised significant security concerns.
We evaluated our method on five prominent MLLMs using
adversarial examples generated under an ensemble setting,
as shown in Table 2. Our GGS method achieved superior
attack performance, reducing the average CSR by over 9%
compared to the strongest baseline, which demonstrates its
excellent cross-model applicability.

Table 2. Classification success rate (CSR, %) of adversarial ex-
amples generated by different methods in Multimodal Large Lan-
guage Models (MLLMSs) from three major providers (OpenAl,
Google, Anthropic) under ensemble settings (Res50 [10], Inc-v3
[26], ViT-B [3]). Row “clean” indicates the CSR on the clean sam-
ples. Avg. represents the average CSR across the five MLLMs.

GPT Gemini Claude
Method 40 mini | pro flash | sonnet Ave. |
Clean 77.1 840|856 80.9 | 68.3 | 79.18
MI cvpriis (1] 77.0 773|818 765 | 61.0 | 74.72
NI icLr20119] 75.0 739 (83.1 768 | 624 | 7424
VMI cvpr21 327 | 68.8 66.6 | 784 732 | 63.1 70.02
RAP newtps 22241 | 643 62.0 | 75.1 66.1 | 60.2 | 65.54
GRA iccvaspio | 57.1 522709 65.6 | 46.7 | 58.50
PGN neurtps 2371 | 56.2 49.0 | 69.6 64.1 | 45.1 | 56.80
ANDA cvpr245) | 59.9 56.8 | 749 693 | 50.5 | 62.28
Gleswa2apzop | 71.5 72.8 1794 732 | 63.8 | 72.14
GGS 43.1 37.8 | 61.1 55.7 | 40.0 | 47.54
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4.2.3. Loss Surface Visualization against Noise Levels

To shed light on the capacity of our GGS in locating flat
maxima regions for adversarial examples, we compared the
loss surfaces of adversarial examples generated by differ-
ent attack methods in Fig. 4. Each curve represents the
average loss of 32 randomly selected adversarial examples,
while the center of each image (noise level = 0) indicates the
average loss of clean adversarial examples. In white-box
settings (marked with a star), GGS consistently finds flat-
ter maxima compared to baselines. Consequently, in black-
box testing, GGS achieves the highest loss values (images
without star), indicating its superior transfer attack capabil-
ity. Additionally, the GGS loss surface (highlighted in red)
almost entirely encompasses those of other methods, con-
firming its effectiveness in balancing strong attack potency
with cross-model generalization.

4.3. Compatibility with Other Methods

Attack with Inner-Iteration Sampling Methods: Our
Gradient-Guided Sampling (GGS) is compatible with exist-
ing inner-iteration RS-based approaches. When integrated
with SOTA approaches like GRA [40] and PGN [7], GGS
largely improves attack success rates (ASR). As shown in
Table 3, untargeted ASR improved by 5.2% (GRA) and
6.7% (PGN), while targeted ASR increased by 5% (GRA)
and 6% (PGN), demonstrating GGS’s compatibility.
Attack with Input Transformations Methods: To
study the compatibility of our GGS with existing input
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Figure 5. Loss surfaces of adversarial examples generated by different sampling strategies, Random Sampling (RS), MGS and our GGS,
with increasing inner-iteration on Resnet50. The red line on the left side of part (a)~(c) represents the maximum value of the loss surface
in each iteration, and the blue dashed line highlight these values in early-stage inner iteration. For (d), it represents the cosine similarity
between the gradient §; generated in each inner-iteration and the average of gradients Zi 1 Gi/N.

Table 3. The average untargeted and targeted ASR (%) on all As shown in Fig. 5(a), Random Sampling (RS) yields a
nine models with the adversarial examples generated on ResNet50, relatively flat loss surface due to its exploration capability
when combined our GGS with input transformation-based meth- but it suffers from significant oscillation in loss values. In-
fjsei?gxltgzz]lgmgnf;ﬁgl%ﬁ:“[jg][?é;% (21Dand o ducing Momentum-Guided Sampling (MGS) (Fig. 5(b))

’ ' stabilizes the loss surface over iterations, but its long-chain
dependency causes high similarity between later gradients

Class ‘ Method \Untargeted Ave. Targeted Ave. and the final average gradient (Fig. 5(d)), severely limit-

Random GRA /+ours | 73.41/78.69  8.61/13.64 ing exploration. Our GGS resolves MGS’s long-chain de-

Sampling (RS) | PGN/ +ours | 76.53/83.23  6.84/12.79 pendency and mitigates early-stage noisy gradients (Fig.

DIM / +ours | 51.30/90.13 8.63/19.37 5(b)(c), blue dashed lines). The low gradient similarity in

Input TIM / +ours | 40.82/84.94 11.03/18.48 Fig. 5(d) reflects the enhanced exploration, while the flat

Transformation SIM/ +ours | 46.80/90.12 11.14/28.44 yet higher-loss surface in Fig. 5(c) demonstrates the excep-
Admix / +ours| 54.78 / 85.50 11.28 /30.50 tional sampling efﬁciency of our GGS.

SSM/+ours | 74.22/80.74  8.40/12.54 Quantitatively, as shown in Table 4, MGS marginally im-

proves ASR of the surrogate model by 0.2%, but reducing
transfer attack capability by 5%. In contrast, GGS increases
both white-box and transfer ASR by 2% and 16%, respec-
tively, validating its superior sampling efficiency.

transformation techniques, we integrated it with five meth-
ods of this type: DIM [37], TIM [2], SIM [19], Admix
[33], and SSM [21]. Adversarial examples generated on
ResNet50 were tested on nine diverse models. Table 3
shows GGS significantly improved adversarial transferabil-
ity, increasing untargeted ASR by 6%-43% and targeted This paper introduces Gradient-Guided Sampling (GGS),

5. Conclusion and Perspectives

ASR by 4%—19%. For instance, SIM’s untargeted ASR im- an easy-to-implement inner-iteration sampling strategy, for
proved by 43% when combined with GGS. More details are transferable adversarial attacks that effectively resolves the
in the supplementary material. dilemma between Exploitation (attack potency) and Explo-

ration (cross-model generalization). By guiding the sam-
pling direction with the gradient from the previous inner
iteration, GGS enables stable ascent toward flat loss regions
Table 4. The average untargeted ASR on ResNet50 and eight tar- with higher local maxima. Our GGS has the merit of en-
get models for Random Sarflphng (RS)’ Mome.mum‘GUided Sam- hancing exploitation capability without compromising ex-
pling (MGS), and our Gradient-Guided Sampling (GGS). ploration capability, effectively balancing these two aspects
and addressing the inherent limitations of random sampling

4.4. Ablation Study of Proposed Components

Sampling Guided by ResSO  Others (RS) methods, as verified by extensive experiments and vi-

rand momentum _gradient sualizations as well as the comparison with related state-of-

(a) RS v - - 97.3  63.74 the-art methods. GGS is also revealed to be highly compat-
(b)MGS | - v - 915 5879 ible with existing methods.

(©)GGS | - - v 99.3  79.93 While our GGS is highly compatible with gradient-

averaging methods (e.g., GRA [40], PGN [7]), we aim to

Ablation study compares RS, MGS, and GGS via loss refine it to also support non-gradient-averaging techniques

surface analysis (Fig. 5) and attack success rates (Table 4). (e.g., VMI-FGSM [32], RAP [24]).
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