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Figure 1. The 3D Variation Vulnerabilities in VLMs. (A) The proposed AdvDreamer allow the capture of adversarial 3D transformation
(Adv-3DT) samples from single natural images, threatening various VLMs. (B) These Adv-3DT samples can be successfully reproduced
in the physical world and (C) retain their aggressiveness under background variations. (D) We also explain the GPT-Score metric used in

the experiments. In each VLM response, we highlight the correct, significant error, and

Abstract

Vision Language Models (VLMs) have exhibited remark-
able generalization capabilities, yet their robustness in dy-
namic real-world scenarios remains largely unexplored. To
systematically evaluate VLMs’ robustness to real-world 3D
variations, we propose AdvDreamer, the first framework
capable of generating physically reproducible Adversar-
ial 3D Transformation (Adv-3DT) samples from single-view
observations. In AdvDreamer, we integrate three key inno-
vations: Firstly, to characterize real-world 3D variations
with limited prior knowledge precisely, we design a zero-
shot Monocular Pose Manipulation pipeline built upon
generative 3D priors. Secondly, to ensure the visual qual-
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parts using different colors.

ity of worst-case Adv-3DT samples, we propose a Natural-
ness Reward Model that provides continuous naturalness
regularization during adversarial optimization, effectively
preventing convergence to hallucinated or unnatural ele-
ments. Thirdly, to enable systematic evaluation across di-
verse VLM architectures and visual-language tasks, we in-
troduce the Inverse Semantic Probability loss as the adver-
sarial optimization objective, which solely operates in the
fundamental visual-textual alignment space. Based on the
captured Adv-3DT samples with high aggressiveness and
transferability, we establish MM3DTBench, the first VQA
benchmark dataset tailored to evaluate VLM robustness un-
der challenging 3D variations. Extensive evaluations of
representative VLMs with varying architectures reveal that
real-world 3D variations can pose severe threats to model
performance across various tasks.
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1. Introduction

Recently, Vision-Language Models (VLMs) [7, 13, 35,
36] have demonstrated remarkable capabilities in bridg-
ing visual perception and natural language understanding.
Through large-scale image-text pre-training followed by
fine-grained instruction tuning [31, 36], these models ef-
fectively tackle a wide range of visual-centric tasks, in-
cluding instruction-based image recognition [47, 55, 65],
visual question answering [3, 31, 35, 36], and visual rea-
soning [9, 10]. Due to their strong generalizability and
impressive zero-shot capability, VLMs are increasingly de-
ployed in various safety-critical applications, particularly in
autonomous driving [56, 63] and robotic systems [25, 64].

Despite extensive studies validating VLMSs’ resilience
against various distribution shifts (e.g., style variations [2,
39, 40, 68], image corruptions [2], and adversarial perturba-
tions [16, 38, 67, 70]), they primarily focus on 2D perturba-
tions in the digital domain, overlooking a critical challenge
in real-world deployment: the 3D variations. As VLMs are
increasingly integrated into dynamic scenarios, their abil-
ity to handle 3D variation becomes crucial, raising a fun-
damental question: Have current VLMs attained sufficient
robustness to the distribution shifts arising from ubiqui-
tous 3D variations in the real world?

To thoroughly explore this problem and offer compre-
hensive answers, we identify three fundamental challenges:

(1) How to accurately characterize real-world 3D vari-
ations with limited prior knowledge? Existing methods
exploring the 3D variation robustness heavily rely on ex-
plicit 3D structures [4, 21] or representations derived from
dense multi-view observations [4, 21, 42]. However, in
most practical scenarios, the available priors are severely
limited (e.g., single-view observation only). This constraint
necessitates developing a method that minimizes depen-
dency on extensive scene priors. To meet this, we intro-
duce a zero-shot Monocular Pose-Manipulation (MPM)
pipeline based on generative representations. Specifically,
MPM leverages the rich 3D priors embedded in pre-trained
Large-Reconstructive Models (LRM) [23, 24] and Image
Re-Composition Models [12, 66], enabling fine-grained 3D
adjustments with only single-view images and specified 3D
variation parameters. While this generative-based paradigm
establishes a foundation for capturing worst-case 3D vari-
ations through optimizing 3D variation parameters, it still
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exhibits inherent limitations that may introduce undesirable
image corruptions, thus presenting our second challenge:

(2) How to capture the worst-case adversarial 3D trans-
Jormation (Adv-3DT) samples while ensuring that the per-
Jormance degradation is inherently caused by the 3D vari-
ation? Prior works utilizing synthetic 3D assets [4, 21, 42]
frequently produce samples with noticeable texture discrep-
ancies compared to real-world images. These limitations in
samples’ visual fidelity and contextual coherence highlight
a critical concern: observed performance degradation un-
der Adv-3DT samples may stem from undesirable corrup-
tion rather than the 3D variation itself. To address this, we
incorporate naturalness reward constraints within the adver-
sarial optimization process. Specifically, we treat rigid 3D
variations as an adversarial attack and propose the Natu-
ralness Reward Model (NRM) that preserves image qual-
ity throughout optimization. NRM leverages visual context
features provided by the DINOv2 [46] backbone to predict a
naturalness reward that jointly reflects the visual fidelity and
physical plausibility of the samples, effectively regularizing
the optimization trajectory and preventing convergence to-
ward unnatural or hallucinated elements.

(3) How to ensure effective generalization of Adv-3DT
samples across diverse VLM tasks and architectures? Ex-
isting studies [4, 18, 50] typically rely on task-specific ob-
jectives with end-to-end optimization, substantially limit-
ing their applicability across diverse VLM architectures and
a wide range of visual language tasks. To transcend this
limitation, we formulate the adversarial objective in a task-
and architecture-agnostic manner. Specifically, we intro-
duce the Inverse Semantic Probability (ISP) loss, which
operates solely through the foundational component of the
VLM-—the visual encoder, aiming to minimize the image-
text matching probability between Adv-3DT samples and
their corresponding ground-truth textual descriptions. Ex-
tensive experiments demonstrate that Adv-3DT samples op-
timized under the ISP loss exhibit remarkable adversarial
transferability across various downstream tasks and models.
Building on this, we further introduce the MM3DTBench,
the first VQA benchmark dataset specifically designed to
evaluate the 3D variation robustness of VLMs in real-world
scenarios, comprising highly challenging Adv-3DT sam-
ples with carefully crafted candidate answers.

Integrating the aforementioned innovations, this paper



proposes AdvDreamer, a novel framework that enables the
characterization of Adv-3DT samples from monocular ob-
servations, with broad adaptability across various visual-
language tasks and VLM architectures. Our extensive dig-
ital and physical experiments reveal significant vulnerabili-
ties in contemporary VLMs when confronted with challeng-
ing 3D variations. In visual recognition tasks, foundational
models like OpenCLIP [26] and BLIP-2 [31] suffer a per-
formance degradation of 65%~80% on Adv-3DT samples.
More concerning still, in open-ended tasks including image
captioning and visual question answering, even the most ad-
vanced commercial models like GPT-40 [45] exhibit perfor-
mance declines approaching 50%. Our findings highlight
the urgent need to enhance VLM robustness against 3D
variations and set new requirements for deploying VLMs
in complex, dynamic real-world applications.

2. Related Work

2.1. Vision-Language Models

Classic Vision-Language Models (VLMs) [30, 32, 41, 47]
achieve cross-modal alignment through diverse pre-training
objectives on large-scale image-text pairs [33, 53]. Recent
advances in Large Language Models (LLMs) [59, 60] have
inspired new VLM architectures that integrate LLM capa-
bilities via MLP projection layers [35, 36] or specialized
modules like Q-Former [31]. Through techniques like in-
struction tuning [36], current VLMs [13, 35, 36] demon-
strate enhanced performance across vision-centric tasks, in-
cluding visual grounding, question answering, and image
captioning, efc. These models also enable intelligent sys-
tems for task planning and decision-making [25, 64].

Despite their impressive capabilities [37, 47, 67], con-
cerns remain about the robustness and generalization of
VLMs, especially in safety-critical environments. Recent
studies [52, 58] highlight that VLM still exhibit deficien-
cies in processing visual details, such as orientation, quan-
tity, and colour, which may be attributed to their visual rep-
resentations. Moreover, VLMs remain susceptible to L,-
norm adversarial perturbations [16, 43], with some efforts
aiming to enhance their robustness through adversarial fine-
tuning techniques [43]. In contrast to previous works, our
study specifically investigates VLM robustness against 3D
variations, addressing a crucial gap in understanding their
reliability for dynamic real-world applications.

2.2. Evaluation for 3D Variation Robustness

Robustness to 3D variations remains a longstanding chal-
lenge in computer vision. Evaluating this property often in-
volves capturing worst-case 3D transformations, i.e. the ad-
versarial poses or viewpoints, to create challenging samples
for assessment. Prior research can be categorized into three
paradigms (see Fig.2): (A) Human-guided methods, like
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ObjectNet [8] and OOD-CV [69], manually collect samples
with diverse poses and viewpoints, but they lack system-
atic coverage of worst-case examples and are costly. (B)
Simulator-based [4, 21, 42] methods optimize worst-case
3D parameters via differentiable rendering of synthetic ob-
jects but require manually designed 3D assets and produce
samples with limited realism. (C) Multi-view-based meth-
ods, like ViewFool [18] and GMVFool [50, 51], use NeRF-
based [44] representations to optimize adversarial view-
points, but they require dense observations and struggle
with background integration. In contrast, the proposed Adv-
Dreamer employs a (D) Generative-based approach, utiliz-
ing robust 3D priors from generative models. Given a sin-
gle natural image, AdvDreamer generate realistic Adv-3DT
samples in a zero-shot manner, providing a more efficient
solution for evaluating 3D variation robustness.

3. Methodology

The overview of AdvDreamer is shown in Fig. 3. It con-
sists @ Zero-shot Monocular Pose Manipulation pipeline,
leveraging generative 3D representations to obtain specified
3D variation samples from single-view images; ® Natural-
ness Reward Model, providing naturalness regularization
during adversarial optimization; and ® Inverse Semantic
Probability loss, ensuring the Adv-3DT samples effectively
threaten VLMs and generalize across different architectures
and tasks. The following sections will firstly formalize the
optimization problem of AdvDreamer (Sec.3.1), then se-
quentially describe the key components (Sec.3.2), and fi-
nally outline the full optimization algorithm (Sec.3.3).

3.1. Problem Formulation

Parametrization of Real-World 3D Variations. In this
paper, we primarily focus on rigid 3D transformations of
foreground objects, i.e., the rotation, translation, and scal-
ing, since they reflect the most typical 3D changes ob-
served in real-world environments. Formally, we define a
6-dimensional vector ©® = {«, 3,7, Az, Ay, s} to uniquely
parameterize any arbitrary transformation, where {«, 3,7}
denote the Tait-Bryan angles (yaw, pitch, roll) in the Z-Y -
X sequence, {A;, Ay} represent the translation along the
x and y axes in the zy-plane, and s is the uniform scaling
factor. To prevent the loss of critical visual cues and en-
sure human recognizability, we follow previous work [18]
to constrain © within a bounded range [@min, @max].
Optimization Problem. The objective of AdvDreamer is to
find an optimal distribution p*(®), ensuring that Adv-3DT
sampled from this distribution are both aggressive against
VLMs and maintaining visual quality, which can be ab-
stractly formulated as the following optimization problem:

p'(©) = arg H%g;)(E@w(@)[EISP(X') + Lyat (X)),
P

where X' = T(0©, X),

ey
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Figure 3. Overview of the proposed AdvDreamer framework. To capture worst-case 3D variations in the real world, we treat rigid
3D transformations as adversarial attacks, optimizing the distribution of transformation parameters through a query-based approach. In
AdvDreamer, we introduce the Monocular Pose Manipulation pipeline to perform specified 3D transformations on single-view images and
guide the optimization process using the proposed Naturalness Reward Model and Inverse Semantic Probability loss.

where 7 (©, X) is a transformation function to produce a
novel image with the specified transformation ® applied to
the original image X € R3. To implement 7 (-), we design
the MPM pipeline, which will be detailed in Sec.3.2.1. The
L Nt and L5 p measure the naturalness and adversarial ef-
ficacy of the transformed samples, respectively. These will
be further elaborated in Sec.3.2.2 and Sec.3.2.3.
Optimizing over the distribution p(®) rather than a de-
terministic ® offers two key advantages. 1) As highlighted
in [18, 50], learning the underlying distribution enables
comprehensive exploration of the 3D variation space, facil-
itating the identification of the model’s vulnerable regions.
2) Given the stochastic nature of the generation, optimizing
over a continuous distribution can mitigate the impact of
appearance inconsistency, as appearance variations induced
by the generation are unlikely to consistently deceive the
model without optimizing the adversarial 3D variations [6].

3.2. AdvDreamer Framework

3.2.1. Zero-shot Monocular Pose Manipulation

To implement the transformation function 7, previous ap-
proaches typically rely on explicit 3D structures [4, 21, 42]
or neural radiance representations [18, 50]. However, these
approaches cannot accommodate real-world scenarios with
limited prior knowledge. To address this, we design a sim-
ple yet effective zero-shot monocular pose manipulation
(MPM) pipeline that consists of the following process:

©® Foreground-Background Pairs Preparation. MPM
first decompose the input image X into foreground-
background pairs {X, X3}. Specifically, we leverage
Grounded-SAM [48] to semantically segment the major in-
stance as foreground X, followed by diffusion-based in-
painting [15, 49] to obtain a complete background Xj,. This
process is denoted as {Xf, X} = F(X). Additionally,
we support directly generating synthetic { X, X3} pairs
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through Stable-Diffusion [49] to enhance sample diversity.
0 Object-level Pose Manipulation. For each optimiza-
tion iteration, we transform the foreground X into a batch
of X under © sampled from current p(®). In this stage,
MPM leverages the robust priors provided by a pre-trained
Large Reconstruction Model (e.g., TripoSR [57]) to con-
struct single-view-based 3D representations and apply sam-
pled transformations. This process is formulated as X } =
Rw, (X5, 0©), where ©® ~ p(©) and Ry(-) denotes nerual
rendering function with weights wg.
® Re-Composition. We then compose the transformed
foreground X' % with background X}, through a pre-trained
diffusion- based composition model [12, 66], to handles
shadows and occlusions. This process is defined as X’ =
Cyw, (X }, X3), where wy denotes diffusion model’s weights.
Combining the above stages, the transformation process
by MPM can be formally represented as follows:

X'=T(0,X)
where {X;, Xp} =

= CW1 (RWO (Xf7 9)7 Xb)7

F(X). @

3.2.2. Naturalness Reward Model

Despite the MPM pipeline utilizing generative priors to
achieve realistic 3D variation samples, we observe that di-
rectly applying adversarial optimization frequently leads to
unnatural artifacts, such as shape distortions and physically
implausible cases in Fig. 5. These issues stem from two fac-
tors: generalization limitations of existing generative mod-
els and the inherent high semantic bias in low-quality sam-
ples. To address this challenge, we propose a novel Natu-
ralness Reward Model (NRM) that continuously regularizes
p(©®) during optimization based on sample naturalness, pre-
venting convergence to low-quality pseudo-optimal regions.

As shown in Fig.4, the NRM employs DINOv2[46] as
its backbone, chosen for several reasons. Firstly, DINO
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captures finer visual contextual features compared to tra-
ditional pre-trained vision encoders [58], aiding better con-
vergence during training. Secondly, unlike vision-language
aligned encoders such as CLIP, DINO’s visual features are
language-agnostic, making them more faithfully reflect im-
age quality rather than semantic consistency. We use DI-
NOV2 to extract image tokens from the input Adv-3DT
samples, followed by dual-stream prediction heads to es-
timate visual fidelity and physical plausibility scores:

)

X') = )=
(3)

where fr(-) and fp(-) are two-layer MLPs. To train the
NRM, we construct a large-scale naturalness preference
dataset with fine-grained scoring. We generate numerous
samples from the MPM pipeline on ImageNet and syn-
thetic images, scoring each on a 5-point scale for visual fi-
delity and physical plausibility. These scores are initially
annotated automatically by GPT-4o0 with Chain-of-Thought
prompts and verified by volunteers for correction. This pro-
cess resulted in 120K high-quality training samples.

The architecture and training parameters of NRM are de-
tailed in Appendix B. Our experimental results demonstrate
that the naturalness feedback provided by NRM highly
aligns with human evaluation. In terms of prediction ef-
ficiency and stability, it outperforms methods that directly
employ GPT-40 for naturalness assessment (see Fig. 4 and
Appendix C.2). Based on the NRM’s predictions, we define
the naturalness regularization loss for the optimization as:

Scoreg(

fr(Ep(X")), Scorep(X

fr(Ep(X

Lyat(X') = f%(ScoreR(X') + Scorep(X')) (4

3.2.3. Inverse Semantic Probability Loss

Previous studies typically employ task-specific optimiza-
tion objectives with end-to-end manner to obtain worst-
case Adv-3DT samples. However, directly applying this
approach to VLMs with substantial parameters and diverse
architectures spanning various tasks is challenging. To ad-
dress this, we design the Inverse Semantic Probability (ISP)
loss, which minimizes the probability that VLMs assign to
the correct semantic attributes of Adv-3DT samples.

This design have two key considerations. 1) It is based
solely on the visual and text encoder &,, &, which are
fundamental components across modern VLMs, ensuring
architecture-agnostic applicability. 2) By operating in the
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image-text alignment space rather than model-specific lay-
ers or task-specific heads, it enables task generalization.
Given a generated sample X’ and a semantic label set
= {y;}¥, containing the ground-truth label y;, we first
compute a semantic similarity vector S:

S = {s;}Y,, where s; = cos[£,(X"),E(P(w:))], (5)

where cos(:) computes cosine similarity and P(-) follows
the template “a photo of a {y;}” in [47]. The vector S cap-
tures the representation similarities between X’ and each
semantic label. We then derive the conditional semantic
probability through softmax transformation:

p(yil X') = exp(si)/ S0, exp(s;). 6)

Then, the Lisp is defined as the negative log-likelihood of
the ground-truth’s semantic probability:

Lisp(X',Y) = )

Intuitively, Lisp quantifies the likelihood of X’ being mis-
classified by comparing its similarity to the ground-truth
and irrelevant categories. Maximizing it directs the p(©)
towards regions that effectively deceive the model.

—log p(y:| X').

3.3. Query-Based Adversarial Optimization

To solve Problem (1), we parameterize the adversarial dis-
tribution p(@) as a Multivariate Gaussian form:

©® = A - tanh(z) + B, where z ~ N (u,X), (8)

where A = (®Inin - ®Inax)/27 A= (emin + ®max)/2, z
follows a Gaussian Distribution with mean g € R® and co-
variance 3 € R6%6. Thus, we rewrite (1) in a specific form:

arg max Eprn (e, [L1sp (X, V) + Lna( X)),

= T(A - tanh(z) + B, X).

&)
where X’

Solving this problem typically involves computing the gra-
dient of the loss w.r.t. i, 3 and updating them via gradient
ascent. However, the forward steps involve multiple compo-
nents, e.g., the denoise process, introducing uncertainty in
the gradient propagation path, making gradient-based op-
timization challenging [54]. Therefore, we adopt the Co-
variance Matrix Adaptation Evolution Strategy [19, 22], an
efficient query-based black-box optimizer. At each iteration
t, we: 1) Sample K candidates {z! "'} X | from NV (p!, 2).
2) Generate corresponding samples {(X )ﬁ“}fil. 3) Up-
date distribution parameters pt, 3 as follows:

k
Zwl ztj,i where Zwizl, (10)
im1
o = (1—n1—nu) TRy SR (SR
i it
nﬂ Zwl )( O't ) )



Table 1. Zero-shot Classification Accuracy (%) and degradation
(1 %) Under Adv-3DT Samples Generated from ImageNet [17].

Table 2. Cross-model transferability of Adv-3DT samples, utiliz-
ing OpenCLIP and BLIP as surrogate models.

Methods
Clean Random p*(O) oF
OpenCLIP ViT-B/16 [26]  149M | 98.0 62.6 (135) 54.0 (144) 18.0 (/80)
OpenCLIP ViT-L/14 [26]  428M | 94.4 61.7 (133) 50.9 (l44) 15.3 (L79)
OpenCLIP ViT-G/14 [26]  2.5B 96.4 63.5(133) 53.5(143) 18.7 (178)

Target Models #Params

BLIP ViT-B/16 [30] 583M | 83.0 56.0(J27) 51.3 (132) 17.3 (166)
BLIP-2 ViT-L/14 [31] 3.4B 84.0 57.0 (J27) 52.2(132) 18.7 (,65)
BLIP-2 ViT-G/14 [31] 4.1B 81.0 55.7(125) 49.1 (132) 15.7 (/65)

§ ; OpenCLIP [26] BLIP [30]
Target Model Clean 7(0) o () o
ALBEF [29] 650 | 37.2(128) 277 (137) | 40.2 (125) 25.7 (139)
OpenAl CLIP ViT-B/16 [47] | 85.3 | 48.7 (137) 29.7 (156) | 52.8 (132) 31.0 (154)
OpenCLIP ViT-B/16 [26] 97.7 | 54.0 (L44) 18.0 (L80) | 59.3 (L38) 34.7 (163)
Meta-CLIP ViT-B/16 [62] 91.0 | 493 (J42) 30.0 (L61) | 53.8 (137) 29.7 (L61)
BLIP ViT-B/16 [30] 82.7 | 48.4(134) 30.7 (152) | 51.3 (131) 17.3 (465)
BLIP-2 ViT-L/14 [31] 84.0 | 50.0 (134) 32.0(152) | 52.3 (132) 27.7 (156)
SigLIP ViT-B/16 [65] 953 | 553 (140) 34.0(l61) | 59.3 (136) 34.7 (L61)

here, z(;.;y denotes samples ranked by losses: we first select
top-10 samples based on Lygp, then choose the top-k (k=5)
with highest Ly, for updates. w; = 1/k are importance
weights, n; and 7, are learning rates, pys tracks the evolu-
tion path, and o is the step size updated via Cumulative
Step-size Adaptation (CSA) [22]. Due to space constraints,
complete derivations of Eq. (10), (11) and hyperparameter
settings are provided in the Appendix.A.1. We also provide
the pseudocode for optimization process in Appendix A.2.

4. Experiments

4.1. Experimental Setup

Tasks & Datasets. We evaluate VLMs’ robustness to
3D variations using AdvDreamer on three representative
vision-language tasks. (1) For zero-shot image classifica-
tion, we utilize the ImageNet test set [17]. (2) For image
captioning, we employ the test splits from COCO Caption
[11] and NoCaps [1] datasets. (3) For Visual Question An-
swering (VQA), we use the VQAv2 [20] test set. For each
dataset, we select 300 clean samples spanning 30 categories
with clear and well-defined object instances. During the op-
timization process, we employ ImageNet-1K categories as
the semantic label set ) for the classification task and use
COCO-80 categories for the captioning and VQA tasks.
Victim Models. For zero-shot classification, we target
vision-language foundation models: OpenCLIP [14, 26],
BLIPs [30, 31], and additional models for transfer attacks.
For other tasks, we select mainstream open-source VLMs
(LLaVa [34, 36], MiniGPT-4 [72], etc.) as well as represen-
tative commercial VLMs (GPT-40 and GPT-40-mini).
Methods & Baselines. We use two variants with Adv-
Dreamer: (1) p*(©): represents the average results over
10 Adv-3DT samples randomly sampled from the optimal
adversarial distribution, while (2) ®™: indicates the evalu-
ation results using the Adv-3DT sample corresponding to
the distribution center. Additionally, we establish two po-
tential baselines following [18, 50]: the original natural im-
ages without transformation (Clean) and the average results
over 10 images with random 3D transformations (Random).
Metrics. For zero-shot classification, we follow the CLIP-
Benchmark [27] protocol, reporting Top-1 accuracy and its
degradation relative to clean samples. For captioning, in ad-
dition to conventional metrics (CIDEr, BLEU), we adopt the
LLM-as-a-judge approach [36, 67, 71] to address the open-

ended nature of VLM responses, aligning evaluations more
closely with human preferences. We use GPT-4 to assess
three aspects of the response on a 10-point scale: seman-
tic accuracy, tone confidence, and overall coherence, with
the scores summed to yield the GPT-Score (see Fig.1 (D)).
For the VQA task, we introduce GPT-Acc, which leverages
LLM-based judgment to evaluate response correctness. The
judgment prompts are detailed in AppendixC.

4.2. Research Questions (RQs) and Findings

RQ1: Do current VLMs demonstrate sufficient robust-

ness to 3D variations? Take-away: ~Emphatically not.
Our evaluation reveals the severe vulnerability of current
VLMs to worst-case 3D variations across multiple vision-
language tasks.” As shown in Tab. 1, in zero-shot classi-
fication, Adv-3DT samples generated by AdvDreamer sig-
nificantly compromise VLMs’ performance, causing accu-
racy drops of up to 80%. This substantially outperforms the
Random baseline, validating AdvDreamer’s effectiveness in
capturing worst-case transformations. Notably, samples un-
der ®* induce more severe performance degradation than
those under the adversarial distribution p*(®), indicating
the existence of extremely vulnerable points.

This fundamental vulnerability extends beyond classifi-
cation to more complex open-ended tasks. As illustrated
in Tab.3, for image captioning, Adv-3DT samples under
both p* (@) and O™ effectively degrade model performance
across all evaluation metrics, with GPT-Score decreasing by
nearly 50% across various VLMs. This significant degrada-
tion reveals a critical limitation in current VLMs’ 3D under-
standing and reasoning capabilities. For VQA tasks, GPT-
40, despite achieving the highest accuracy (75.4%) on clean
samples—exhibits a substantial 25% accuracy drop when
under Adv-3DT attacks. Fig. 1 (A) provides visualiza-
tions of representative Adv-3DT samples generated by Ad-
vDreamer, with more examples presented in Appendix.D.

RQ2: To what extent do different VLMs share com-
mon 3D variation vulnerability regions? Take-away:
”Substantially. Our analysis reveals that Adv-3DT samples
demonstrate strong cross-model transferability across var-
ious VLMs, indicating shared vulnerability regions in the
3D variation space.” As demonstrated in Tab. 2, we in-
vestigate transferability by utilizing OpenCLIP and BLIP
as surrogate models to optimize p* (@), then evaluate six
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Table 3. Performance Degradation (|) of VLMs on Image Captioning and VQA Tasks. For closed-source VLMs (GPT-40/40-mini),
we performed transfer-based attacks, using OpenAI-CLIP (ViT-L@336px) as surrogate encoder to optimize p*(®). For other VLMs,
p*(O®) are optimized w.r.t. respective image encoders (e.g., Eva-CLIP and OpenAl CLIP, etc.). Metrics: C-CIDEr, B-BLUE@4.

COCO Caption [11] NoCaps [1] VQA-V2 0]
Model Method C B@4 GPT-Score C Bo4 GPT-Score GPT-Acc
Clean 334 360 27 981 Py 24 534
BLIP2 (30 Random | 91.8(112)  235(.13)  195(15) | 60.2( 28.6 (1 16) 209 (1) 34.0 (1 19)
-230] 2(©) | 838(150)  233(113)  189(L6) | 557(142) 269 (L17) 17.1 (L7) 317 (122)
o 722 (161)  21.5(115) 17.0(18) | 40.0(158) 22.4(122)  15.0(19) | 28.0(l25)
Clean T26.1 304 750 T18.7 506 247 8.6
LLaVal.s (3¢ Random | 93.4(133) 256(.5) 200015 | 753( 357 ( 217(.3) 563 (
aVa-1.5 [36] 2(©) | 858 (140) 229 (18) 189 (L6) | 600(159) 296 (121) 17.4 (17) 543 (114)
o 73.2(153) 20.5(110) 16.5(19) | 45.8(173) 25.5(125)  15.6(L9) | 53.8(l15)
Clean a6 6.9 229 30.5 10.8 2.6 712
. ) Random | 25.1(.17) 60(1) 175(05) | 183(.12) 7.1 (1) 210 (12) 543 (L17)
LLaVa-1.6 [35] »(©) | 219 (120) 53(12) 169 (16) | 136 (L17) 6.5 (14) 157 (17) 53.0 (1 18)
o 16.7(125)  46(l2)  154(l8) | 105(20)  43(7) 13.5(19) | 46.9 (124)
Clean 127.0 349 240 76.4 2.7 25 539
Otter 125 Random | 716(.55)  225(12)  210(13) | 554(.21) 237 (16) 211 (1) 497 (1)
tier [28] p(©) | 679(159)  178(117)  172(l7) | 454(131)  192(L11) 16.2 (16) 449 (19)
o 58.9(168) 17.5(117) 15.8(18) | 36.0 (140) 15.7(L14) 146 (18) | 42.0(l12)
Clean 785 B4 240 0.8 %5 2.7 513
. Random | 582 (120) 17.9 (L6) 197 (1) | 380 (.23) 19.8 (L9) 219 (13) 437 (%)
MiniGPT-4 [72] | * @) | 52.3(126) 163 (17) 181(L6) | 329(128) 184 (110) 16.7 (18) 41.0 (110)
o 42.2(136) 12.9(L11) 16.2(18) | 26.6(134) 14.9(l14) 15.0(l10) | 34.3(117)
Clean BT 3.0 233 15.7 29 3.0 8.6
.| Random | 14.1( 10) 18 (L 1) 16.9 (16) 10.8 (15) 09 (12) 20.0 (13) 517 (117)
GPT-4o-mini [45] | () 12,5 (111) 12(12) 18.0 (15) 7.8 (18) 0.6 (12) 17.2 (16) 43.4 (1 25)
o 9.6 (1 14) 16(l1) 1637 | 7.3(l8) 0.4 (13) 15.5 (18) | 42.7(126)
Clean 512 9.7 750 0.7 T1.7 249 754
GPTdo (45 Random | 365 ( 5.0(15) 19.0(L6) | 247(116) 9.5(.2) 209 (1 4) 563 (1 19)
Ho [43] (@) | 264 (125 46 (15) 177(07) | 191 (122) 6.5 (15) 17.0 (18) 50.7 (1.25)
o 203(131)  47(l5)  16.1(l9) | 15.8(125)  5.4(l6)  14.6(L10) | 50.3(l25)

Table 4. Top-1 Accuracy and Naturalness Score of Adv-3DT sam-
ples generated by AdvDreamer w/ and w/o NRM. (under p* (®))

Methods Top-1 Acc. Scorer Scorep
AdvDreamer w/o. NRM 48.6% (1 49.4) 1.60 1.39
AdvDreamer w/. NRM 54.0% (1.44.0) 2.52 2.57
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Figure 5. Visualization of Adv-3DT samples w/ and w/o NRM.

target VLMs with diverse architectures and training objec-
tives. The transfer attacks maintain strong effectiveness,
with performance degradation comparable to direct attacks.
Notably, p*(©) exhibits smaller transfer gaps than @*, sug-
gesting that learning the underlying distribution can better
capture generalizable vulnerability regions. This transfer-
ability extends consistently to captioning and VQA tasks
(Tab. 3). When employing OpenAI-CLIP as the surrogate
encoder, Adv-3DT samples generated by AdvDreamer ef-
fectively compromise commercial systems like GPT-40. We
attribute this universal transferability to a fundamental lim-
itation: current image-text pretraining datasets exhibit sig-
nificant 3D biases and fail to encompass diverse certain spe-
cial 3D transformations, leading to universal performance
deficiencies under these transformation regions.

RQ3: Does the performance degradation under Adv-
3DT samples generated by AdvDreamer fundamentally

arise from 3D variations? Take-away: Yes, we success-
fully reproduce these Adv-3DT samples in physical envi-
ronments and demonstrate that degradation is inherently
caused by the 3D variation rather than undesirable im-
age quality problems.” With the naturalness feedback pro-
vided by NRM, AdvDreamer effectively prevents unwanted
degradation of samples during the optimization process. To
verify this, we evaluate Adv-3DT samples generated by Ad-
vDreamer with and without NRM under ImageNet. Tab. 4
presents the accuracy under OpenCLIP (ViT-B/16), along-
side GPT-40-assessed visual realism (Scoregr) and physi-
cal plausibility (Scorep). The results indicate that NRM
significantly improves samples’ realism and physical feasi-
bility, with a marginal trade-off in aggressiveness. Further-
more, Fig. 5 presents a qualitative comparison, illustrating
the effectiveness of NRM’s naturality feedback in improv-
ing the image quality and mitigating the distribution dis-
crepancy compared to natural image distributions. In addi-
tion, we validate the alignment between NRM predictions
and human evaluations, as detailed in Appendix C.2.

Furthermore, we conduct physical-world experiments on
12 common objects from traffic and household environ-
ments to validate this. Our experimental procedure con-
sisted of three main steps: 1) capturing images of objects in
their natural state, 2) using AdvDreamer with OpenCLIP as
the surrogate model to generate Adv-3DT samples, and 3)
physically reproducing the adversarial 3D transformations
captured by AdvDreamer through video recording. This
process yielded 3,807 frames of physical Adv-3DT sam-
ples. We evaluate effectiveness through zero-shot classifi-
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Table 5. Quantitative results of physical experiments.

Sample OpenCLIP LLaVa-1.5 GPT-40
Acc. Conf. Acc.1 Acc.2 Acc.1 Acc.2
Natural (Physical) 100.0 0.892 83.3 100 91.7 100.0
Adv-3DT (AdvDreamer) 0.0 (L 100) 0.003 25.0 (158) 25.0 (175) 25.0 (167) 41.7 (158)
Adv-3DT (Physical) 51.3 (149) 0.413 33.6 (150) 45.1 (1 55) 56.8 (135) 64.8 (135)

(A) Iteration number —» (B) Scale ratio of optimal . —>
80%

110%

57.5% 57.9% Victim model:
N OpenCLIP ViT-B/16

52.6% 537% 70%

50%

Attack Success Rate

s OpenCLIP ViT-B/16
=t BLIP ViT-B/16

Attack Success Rate

30%

X x5 x2.0 x3.0 x50 x10.0

Figure 6. Attack success rate of Adv-3DT samples w.r.t. (A) opti-
mization steps and (B) scaling ratios of the optimal distribution.

cation and VQA tasks. For VQA, we designed two evalu-
ation protocols: multiple-choice classification (Acc.1) and
binary verification (Acc.2). As shown in Table 5, physi-
cally reproduced Adv-3DT samples significantly degraded
VLM performance: the accuracy of zero-shot classification
dropped to 51.3%, while VQA performance decreased to
33.6% (Acc.1) and 45.1% (Acc.2). These results confirm
that AdvDreamer successfully captures physically realiz-
able 3D variations that represent real world corner cases.
However, an aggressiveness gap between digital and physi-
cal attacks is observed, primarily attributed to data distribu-
tion differences and camera parameter fluctuations. Fig. |
(B) presents representative examples from physical experi-
ments, with more detailed results provided in Appendix D.

4.3. Ablation Studies and Additional Analysis

Convergence Analysis & Computational Efficiency. We
analyze the attack success rates (ASR) of p*(©) against
OpenCLIP (ViT-B/16) and BLIP (ViT-B/16) across differ-
ent optimization iterations. As shown in Fig. 6, Adv-
Dreamer’s effectiveness consistently improves with more
iterations and converges after 15 steps. Thus, we set the it-
eration step default to 15 throughout our experiments to bal-
ance effectiveness and efficiency. The computational cost is
discussed in Appendix C.4 by detailing the overhead of each
component. For each clean sample, AdvDreamer requires
an average of 0.28 GPU hours with a single RTX 3090.
Does Optimal Distribution p*(©®) Effectively Character-
ize the Worst-case 3D Variations? We conduct analysis on
ImageNet using five random natural images. For each im-
age, we generate 100 Adv-3DT samples by scaling the vari-
ance X of their p* (@) with different ratios. Fig. 6 (B) shows
that ASR consistently decreases as the sampling range ex-
pands beyond the optimal distribution. This inverse rela-
tionship confirms that AdvDreamer successfully identifies
the most vulnerable regions in the 3D variation space.
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Figure 7. Benchmarking result of VLMs’ 3D variation robustness.

4.4. MM3DTBench

Finally, We introduce MM3DTBench, it comprises 215
challenging Adv-3DT samples, consisting of samples gen-
erated by AdvDreamer and their physical replications. For
each sample, we provide question templates with candidate
answers and precise orientation annotations for the trans-
formed objects. We employ two evaluation tasks: multiple-
choice (Choice) and free-form description (Free answer),
with accuracy computed through text-only GPT-4 judg-
ment. More Details are provided in the Appendix.E. Our
evaluation of 13 representative VLMs reveals robustness
gaps. As shown in Fig. 7, even top-performing models
(GPT-40 [45], CogVLM [61], and Intern-VL [13]) achieve
limited success, while most models struggle with accu-
racy below 50%. Notably, Claude-3 [5], despite its rec-
ognized excellence, only achieves an accuracy of 30.0%.
This performance correlates with models’ general out-of-
distribution robustness measured by MultiTrust [67], sug-
gesting a fundamental limitation of current VLMs. We en-
courage the adoption of MM3DTBench in VLM develop-
ment to advance security evaluation in dynamic scenarios.

5. Conclusion

We proposed AdvDreamer, a novel framework for charac-
terizing real-world adversarial 3D transformation samples
from single-view observations. Our comprehensive eval-
uation revealed critical robustness gaps in existing VLMs,
highlighting the urgent need to enhance VLMs’ 3D vari-
ation perception and understanding capabilities in safety-
critical applications. Through MM3DTBench, we estab-
lished the first benchmark for worst-case 3D variations,
aiming to facilitate the development of more robust vision-
language systems for real-world deployment.
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