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Abstract

The rapid advancement of GAN and Diffusion models
makes it more difficult to distinguish Al-generated images
from real ones. Recent studies often use image-based re-
construction errors as an important feature for determin-
ing whether an image is Al-generated. However, these ap-
proaches typically incur high computational costs and also
fail to capture intrinsic noisy features present in the raw
images. To solve these problems, we innovatively refine
error extraction by using bit-plane-based image process-
ing, as lower bit planes indeed represent noise patterns in
images. We introduce an effective bit-planes guided noisy
image generation and exploit various image normalization
strategies, including scaling and thresholding. Then, to am-
plify the noise signal for easier Al-generated image detec-
tion, we design a maximum gradient patch selection that
applies multi-directional gradients to compute the noise
score and selects the region with the highest score. Fi-
nally, we propose a lightweight and effective classifica-
tion head and explore two different structures: noise-based
classifier and noise-guided classifier. Extensive experi-
ments on the Genlmage benchmark demonstrate the out-
standing performance of our method, which achieves an
average accuracy of 98.9% (11.9% 1) and shows excellent
cross-generator generalization capability. Particularly, our
method achieves an accuracy of over 98.2% from GAN to
Diffusion and over 99.2% from Diffusion to GAN. More-
over, it performs error extraction at the millisecond level,
nearly a hundred times faster than existing methods. The
code is at https://github.com/hongsong-wang/LOTA.

*Corresponding authors. "Equal Contribution

1. Introduction

With the rapid development of generative models, espe-
cially Generative Adversarial Networks (GANs) [15] and
Diffusion models [32], Al-generated images are becoming
more and more realistic, and it is even difficult for people
to distinguish the difference between real and Al-generated
images. These Al-generated images may also be used for il-
legal purposes [4, 20], such as spreading unreal information
or harmful content, which may mislead or harm the public.
Therefore, there is an urgent need for a robust technique for
distinguishing Al-generated images from real ones.

Early deep learning-based deepfake methods focus on
the detection of GAN-generated images. However, recent
works [9, 31] find that with the emergence of diffusion
models, detection performance declines significantly when
GAN-based detection methods are applied to diffusion-
generated images. With regard to detecting diffusion-
generated images, many works are based on reconstructed
image errors, e.g., DIRE [38], SeDID [28], LaRE? [27],
ESSP [7], ZED [10]. For example, DIRE [38] computes the
error between the raw and reconstructed images, and con-
siders the image with smaller error to be Al-generated. Se-
DID [28] computes the loss error for a given step in the for-
ward and reverse process of Diffusion, and regards the im-
age with smaller error as Al-generated. These approaches
extract error signals through a multi-step DDIM sampling
process, which is not only inefficient but also susceptible to
introducing random noise at different steps.

Least Significant Bit (LSB)-based steganography is a
simple yet effective technique that embeds a secret mes-
sage in pixel values while minimizing perceptible distor-
tions [18]. LSB-based steganography can be easily ex-
tended to multiple bit-planes, with lower ones prioritized
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Figure 1. Comparison of least bit-planes between real images
and Al-generated images. We extract the 1st, 2nd and 3rd least
bit-planes from both types of images, separately. We find that
images of low bit-planes of real images and Al-generated images
have different noise patterns and distributions that can be used for
distinguishing between them. Low bit-planes of fake images con-
tain artifacts that are invisible in RGB images.

to preserve perceptual quality and local properties checked
when using higher bit-planes, while the k-least significant
bits can also be utilized for steganography [14, 21]. How-
ever, most LSB-based methods are primarily limited to the
fields of image steganography and steganalysis.

Bit-planes based approaches have the potential to ad-
dress Al-generated image detection, as they are capable of
exploiting subtle differences in pixel values and detecting
artifacts that are typically absent in natural images. We vi-
sualize and compare the least bit planes for both real and
Al-generated RGB images in Figure 1. It can be seen that,
although removing the least significant three bit-planes has
almost no impact on the visual appearance of both real and
Al-generated RGB images, differences still exist in the bit-
plane images between real and Al-generated RGB images.
Compared to real images, the brightness of the least signifi-
cant bit-planes in Al-generated images is low, or the bright-
ness distribution is irregular. Moreover, low bit-planes of
fake images contain artifacts. One possible reason is that
current image generation models lack the capability to gen-
erate visually imperceptible details. Since there are no such
works on Al-generated image detection, we aim to fill this
gap and leverage imperceptible bit-planes for this purpose.

To this end, we introduce a simple yet effective approach
called LOw-biT pAtch (LOTA) for detecting Al-generated
images. LOTA consists of three key modules: Bit-planes
Guided Noisy Image Generation (BGNIG), Maximum Gra-
dient Patch Selection (MGPS) and classification head. BG-

NIG takes lower bit-planes, which contains noise, to ex-
tract the error image and achieves high efficiency and ac-
curacy. To enhance the brightness of the noisy image, we
explore two normalization methods: scaling and threshold-
ing. To further amplify the noise signal for subsequent de-
tection, the MGPS calculates the noise score using multi-
directional gradients and selects the patch with the highest
score. Finally, we introduce Noise-Based Classifier (NBC)
and Noise-Guided Classifier (NGC). The NBC is a simple
convolutional neural network based solely on the noise im-
age, while the NGC uses noise patches to effectively guide
fake detection from the raw image. We conduct extensive
experiments on Genlmage [42], where images are generated
by eight different generators. Compared to existing main-
stream methods, our approach is more effective, faster, and
more generalizable. The main contributions are as follows:

e Novel solution for Al-generated image detection: We
innovatively address Al-generated image detection based
on bit-planes, and propose an efficient approach for noisy
representation extraction.

o Efficient pipeline design: We propose a simple yet effec-
tive pipeline with three modules: noise generation, patch
selection and classification. We design a heuristic strategy
called maximum gradient patch selection and introduce
two effective classifiers: noise-based classifier and noise-
guided classifier. Our approach operates at millisecond
level, nearly a hundred times faster than current methods.

e Exceedingly superior performance: Extensive exper-
iments demonstrate the effectiveness of LOTA, which
achieves 98.9% ACC on Genlmage, showing great cross-
generator generalization capability and outperforming ex-
isting mainstream methods by more than 11.9%.

2. Related Work

Recent advances in Al-generated image detection have
focused on exploiting artifacts across different domains. We
briefly review works belonging to the following categories.
Spatial Domain-Based Methods: Most detecting methods
are based on the spatial domain. Early studies primarily
analyze pixel-level texture patterns and geometric inconsis-
tencies. Wang et al. [37] demonstrate that CNN-generated
images tend to exhibit distinguishable artifacts that can be
detected. Subsequent studies extend this to real-image pri-
ors [24] and generalized gradient artifacts [34]. With the
rise of Diffusion models [32], DIRE [38] considers the re-
construction error as an essential metric for detecting gener-
ated images, and GLFF [19] fuses global and local features
to capture multi-scale inconsistencies. Recently, DRCT [6]
realizes universal detection through contrastive reconstruc-
tion. ESSP [7] attains outstanding performance by using
single-patch analysis. Additionally, geometric inconsisten-
cies [33] and zero-shot frameworks [10] further extend spa-
tial domain analysis.
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Frequency Domain-Based Methods: Frequency analysis
reveals artifacts often imperceptible in pixel space. The
seminal work of [40] identified GAN-specific frequency ar-
tifacts. Later, Dzanic et al. [13] focus on high-frequency
features to better simulate real images. Chandrasegaran et
al. [5] validate these findings for existing CNN-based gen-
erative models. Corvi et al. [8, 9] extend frequency anal-
ysis to Diffusion models by exploring distinct fingerprints
and differences. Recent frequency masking techniques [12]
further enhance generalization across different generators.
These methods face challenges in handling high-resolution
images and adaptive generation strategies.

Multi-Domain Feature Fusion-Based Methods: Tradi-
tional methods have difficulties coping with increasingly
high-quality generated images, so several studies try to inte-
grate complementary signals from multiple domains. Yu et
al. [39] combine texture and semantic features to detect ma-
nipulated faces, and Luo et al. [27] combine reconstructed
error features and latent space features to detect generated
images. Efficiency is also prioritized. Lanzino et al. [22]
employ binary neural network by combining frequency-
domain features, local texture features and pixel-domain
features. Leporoni et al. [23] fuse RGB and depth fea-
tures to exploit 3-Dimension inconsistencies. These meth-
ods demonstrate that multi-domain fusion enhances robust-
ness against evolving generation techniques.

Image Error-Based Methods: Regarding the detection of
diffusion-generated images, several recent methods rely on
error computation, focusing on the differences between re-
constructed and raw images. DIRE [38] calculates recon-
structed image errors to distinguish generated images from
real ones. SeDID [28] extracts the loss error for a given
processing step in the Diffusion process. LaRE? [27] first
computes noise image within the diffusion-based frame-
work, then introduces both spatial and channel feature re-
finement to enhance feature learning. Chen et. al [7] ex-
ploit the noise pattern of an image for detection and con-
firm that more noise indicates a higher possibility of being
real images. Cozzolino et. al [10] calculate the differences
between expected and actual coding cost of an image for
detection. Different from these approaches, we attempt to
extract the noise signal contained within the image itself.

3. Method

We introduce LOTA for Al-generated image detection.
LOTA comprises three subsequent modules: Bit-Planes
Guided Noisy Image Generation, Maximum Gradient Patch
Selection and classification head. An illustration of LOTA
is provided in Figure 2, with details described below.

3.1. Bit-Planes Guided Noisy Image Generation

The reconstruction error images, such as those from
DIRE [38], LaRE? [27] and ESSP [7], extract error maps
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Figure 2. Overview of our method. First, we decompose the im-
age into 8 bit-planes, and compose least bit-planes to generate the
noise representation. Second, we crop the noise image into several
patches, and select the patch with the highest gradient-based score.
Finally, a classification head is applied.
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Figure 3. Visualizations of generated noisy images by scaling
and thresholding in the BGNIG module. We compare corre-
sponding noise images for real and Al-generated images. Both
scaling and thresholding methods effectively extract the noise pat-
terns of images. The brightness distribution of noisy images from
real images is relatively regular. However, noisy images from syn-
thetic images contain several regions with artifacts.

or noise patterns,that can be effectively utilized for detect-
ing generated images. Inspired by this, we use noise images
for generated image detection. However, instead of relying
on reconstruction error, we exploit the noise map inherently
contained in the image.

A bit-plane of an image consists of the bits at a specific
position in the binary representation of each pixel. Since a
gray-scale image is typically represented with eight bits per
pixel, it contains eight bit-planes in total. Then a RGB im-
age can be seem to be composed of three gray-scale images
of each channel. Let ¢ be the RGB image of the channel c,
where ¢ € {R, G, B}, and let x§ denote its corresponding
k-th bit-plane of the channel ¢, where 0 < k& < 7, then the
image of this channel can be decomposed as:

7
m6:22k~mi. (1)
k=0

Dividing an image into multiple bit planes is known as bit-
plane slicing. Higher-order bit-planes contain visual infor-
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mation such as textures and colors, while lower-order bit-
planes preserve details including contours and noises.

To extract noise patterns in images, we select the three
lowest-order bit-planes of each channel, namely z§, x{,
and x§, to generate a low-bit image. The lowest-order bit-
planes of the image are composed with addition operations.
Specifically, the following formulation is applied:

2¢=2%. 25 +2 x5 + xg, (2)

where z¢ denotes the composed low-bit image for each
channel of the RGB image.

Since the pixel values in z¢ range from O to 7, normal-
ization needs to be applied before extracting image fea-
tures. Two distinct methodologies are employed: scaling
and thresholding.

Scaling: The min-max normalization is used to scale these
values to [0, 255]:
z¢ —2z¢

Z¢=255. ——"min_ (3)

c
Zmax Zmin

where Z€ denotes the c-th channel of normalized noise Z.
Thresholding: Since the values in the lower bit planes are
sparse, we mitigate this issue by directly setting all values
greater than O to 255. This approach is called threshold-
ing, which enhances the brightness of the normalized im-
age. The formulation of thresholding is:

0, ifzf. =0
ze =4 ij
Zi,j { 255, if z§; >0, @

where 27 ; represents the element at the i-th row and j-th
column of z¢ in Eq. (2).

Figure 3 shows visualizations of noisy images generated
by two different approaches for both real and Al-generated
images. We observe that for real images, the brightness
distribution of noisy images is relatively regular, with visi-
ble object contours and some texture information. In con-
trast, for Al-generated images, the brightness distribution
of noisy images is relatively chaotic, making it difficult to
discern the contours of objects in original images.

3.2. Maximum Gradient Patch Selection

Though the noise pattern in low-bit images serves as a
critical feature for distinguishing real and generated images,
it still contains much useless information that may interfere
with detection. To further extract the intrinsic feature which
can distinguish real and generated images in essence, we
introduce Maximum Gradient Patch Selection (MGPS) to
select the most informative patch from an image for further
detection.

For the low-bit images z, we randomly divide them into
non-overlapping patches. Then, we design a divergence-
based score function to measure the sparsity of image gra-
dients in different directions. Let Z, be the noisy patch,

where p denotes the index of the patch numbers, the score
gp 1s computed as:

9p = 1Zp * gall1 + Zp * gy 1 )
+112Zp * Gaylli + 12p * gyall,
where * represents the image convolution operation, || - ||;

denotes L1 norm of the matrix, g., gy, gzy and g, are con-
volution kernels described as:

9o =[-1 1], gy =9z,
-1 0 0 -1
oy = {0 1}7 Jye = L o}'

The first two terms of the score represent horizontal and
vertical gradients, while the latter two terms represent the
diagonal gradients. Since the patch denotes image noise,
the scores with large values often correspond to regions
with excessive high-frequency variations, which are likely
dominated by noise or structural details rather than image
content. For Al-generated images, these high-divergence
regions might indicate artifacts caused by imperfect gener-

ative models.
Thus, we select the noise patch with the highest g,, score:

Zp* = argmax gp, (6)
P

where p* denotes the index of the best patch.

It should be noted that although both our approach and
ESSP [41] select a simple patch, our MGPS differs from
ESSP in three key aspects. First, we computes the gradient-
based score instead of the texture diversity score. Second,
we formulate the score function using a concise and effi-
cient image convolution operation. Third, we choose the
patch with the highest score instead of the lowest one.

3.3. Classification Head

After obtaining the selected patch of noise image, we
present two methods as classifiers for Al-generated image
detection. The structures of the two classifiers are illustrated
in Figure 4, with details described below.

Noise-Based Classifier: A straightforward approach is to
use a convolutional neural network pre-trained on ImageNet
as the classifier for low-bit patch images. Since the patch is
small, it needs to be resized to the standard size of 256 X 256
before being fed into the convolutional classifier.

Noise-Guided Classifier: Current studies mainly focus on
finding a more effective error extraction method [7, 10, 28,
38], but neglect the information of raw images. So we align
the raw and error maps from the spatial perspective to pro-
vide more reliable information for classification.

For the raw image x, we first put it through the image
encoder (e.g., ResNet-50) to get the feature map &, then
the pooling, flatten and flatten are respectively used to get
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Figure 4. Structure of the classifier. Two different classifiers are
applied. For the noise-based classifier, the low-bit patch is directly
fed into the ResNet. For the noise-guided classifier, the low-bit
patch and the feature map of raw images are combined by using
the noise-guided multi-head attention.

query @, key K and value V for the spatial attention. For
the error patch Z,«, it is flatten and projected to get error £
for the spatial attention. So the Noised-Guided Multi-Head
Attention can be defined as:

QK"
e

where softmax (+) is the activation function, d, is the di-
mension of the tensor K. Based on this, we further apply
the multi-head Attention according to Transformer [36].

The output vector is then followed by a fully connected
layer with binary cross-entropy loss to distinguish between
real and generated images.

U = softmax ( + E) V, 7

4. Experiments

4.1. Dataset and Implementation Details

Dataset and Evaluation Metrics: We evaluate the pro-
posed method on Genlmage dataset [42], which employs
ImageNet dataset as real images, and incorporates eight
mainstream GAN and Diffusion generators (including Big-
GAN [3], Midjourney [1], Wukong [2], Stable Diffusion
V1.4 [32], Stable Diffusion V1.5 [32], ADM [11], GLIDE
[29], and VQDM [16]) to generate Al-generated images.
The dataset comprises a total of 1,331,167 real images and
1,350,000 generated images. The data corresponding to
each generator are split into training and testing subsets. For
each classifier, training was conducted on the training sub-

sets, followed by comprehensive evaluation across all eight
testing subsets. Following existing works for Al-generated
image detection [7, 27, 38], we adopt accuracy (ACC) and
average precision (AP) as evaluation metrics. The threshold
for computing accuracy is 0.5.

Implementation Details: Before Maximum Gradient
Patch Selection (MGPS), the noise image is resized to a
resolution of 256 x 256. In MGPS, a 32 x 32 patch is
selected. For noise-guided classifier, the patch is directly
fed into the classifier, combined with corresponding raw im-
ages. For Noise-Based Classifier, the patch is first resized
to 256 x 256. ResNet-50 is used as the image encoder for
the classifier. During training, the learning rate is 0.0001,
and the batch size is 64. The maximum number of training
epochs is 30, with Adam as the optimizer.

4.2. Experimental Results

Analysis of Experimental Results: We train our model
on eight training subsets of Genlmage and evaluate each
trained model on all eight testing subsets in Table 1. The de-
fault LOTA uses thresholding when generating low-bit im-
ages and employs noise-based classification. The two other
variants, LOTA-scl. and LOTA-ngc, use scaling and noise-
guided classifier, respectively. We compare the noise image
generation approaches of scaling and thresholding, and find
that thresholding achieves slightly higher average accuracy
compared to scaling. From Figure 5, we find that results of
the three subsets (e.g., Wukong, Stable Diffusion V1.4, and
Stable Diffusion V1.5) are highly correlated, which may be
attributed to the high correlation of the generators.
Comparison with State-of-the-Arts: In Table 2, the pro-
posed LOTA achieves an average accuracy of 98.9%, while
its two variants, LOTA-scl. and LOTA-ngc, achieve 98.7%
and 93.2%, respectively. All three significantly outperform
current mainstream methods. Specifically, for error extrac-
tion based methods, LOTA shows improvements of approx-
imately 11.9% over ESSP [7], 19.6% over LaRE? [27], and
25.5% over DIRE [38].

Comparison of Cross-Generator Generalization: Re-
sults of cross-generator generalization are compared in Fig-
ure 5. Existing methods based on error extraction predom-
inantly exhibit darker colors along the main diagonal, in-
dicating their optimal performance only when training and
testing generators are identical. While LaRE? [27] and
ESSP [7] show improved cross-generator generalization
with darker off-diagonal entries, their capability remains
confined to homologous generators (e.g., Diffusion model
generators including Stable Diffusion V1.4 [32], Stable Dif-
fusion V1.5 [32], ADM [11], and GLIDE [29]). In contrast,
LOTA demonstrates uniformly distributed color patterns
across all rows and columns, reflecting its superior cross-
generator generalization. Notably, even the lightest-colored
column representing Midjourney achieves higher detection
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Table 1. Detailed results on the Genlmage dataset. The model is trained on eight subsets of Genlmage and tested on the corresponding
subsets. The default LOTA employs thresholding during noisy image generation and Noise-Based Classifier for the classification head.

The two other variants, LOTA-scl. and LOTA-ngc, use scaling and noise-guided classifier, respectively.

Train Subset Method BigGAN  Midjourney Wukong SD V14 SD V1.5 ADM GLIDE VQDM Avg.
LOTA 100 91.3 99.8 99.9 99.9 99.4 98.2 99.4 98.6

BigGAN LOTA-scl. 100 91.4 99.8 99.9 99.9 99.5 98.3 99.5 98.6
LOTA-ngc 100 82.0 63.5 62.2 62.7 84.8 83.8 88.4 76.3

LOTA 98.9 98.8 99.0 99.0 98.9 99.0 99.0 99.0 99.0

Midjourney LOTA-scl. 98.9 98.8 98.1 98.9 98.9 99.0 99.1 98.0 98.9
LOTA-ngc 97.4 99.7 99.7 99.7 99.7 99.8 99.3 99.3 98.6

LOTA 100 93.2 100 99.9 100 99.8 99.9 99.7 99.1

Wukong LOTA-scl. 100 91.6 99.8 99.9 99.9 99.5 98.3 99.5 98.6
LOTA-ngc 85.7 91.3 99.9 100 100 100 100 100 97.9

LOTA 100 91.3 99.8 99.9 99.9 99.4 98.2 99.4 98.5

SDVl14 LOTA-scl. 100 91.6 99.8 99.9 99.9 99.5 98.3 99.5 98.6
LOTA-ngc 70.4 93.6 100 100 100 100 100 100 95.6

LOTA 100 93.1 100 100 100 99.7 100 99.7 99.1

SDVI1.5 LOTA-scl. 100 91.6 99.8 99.9 99.9 99.5 98.3 99.5 98.6
LOTA-ngc 94.9 92.3 100 100 100 100 100 100 96.8

LOTA 100 91.2 99.8 99.9 99.9 99.4 98.2 99.4 98.5

ADM LOTA-scl. 100 91.6 99.8 99.9 99.9 99.5 98.4 99.5 98.6
LOTA-ngc 71.1 91.0 99.9 99.9 99.9 100 100 100 95.2

LOTA 100 94.0 100 100 100 99.8 100 99.8 99.2

GLIDE LOTA-scl. 99.2 96.4 99.3 99.2 99.1 99.2 99.2 99.2 98.9
LOTA-ngc 90.5 85.6 92.0 91.2 91.1 99.3 99.2 99.4 92.1

LOTA 99.9 92.7 100 99.9 100 99.6 99.8 99.6 99.0

VQDM LOTA-scl. 100 91.6 99.8 99.9 99.9 99.5 98.3 99.5 98.6
LOTA-ngc 94.5 87.3 91.9 92.3 92.8 100 100 100 92.7

Table 2. Comparison of averaged accuracy against existing methods on the GenImage dataset. Models are trained and tested on eight
subsets of Genlmage, and the average accuracy is reported. LOTA-scl. and LOTA-ngc denote the variants that use scaling and noise-guided

classifier, respectively. ‘*’ means the results are reproduced by ourselves.

Method Error-Based  BigGAN  Midjourney Wukong SDV14 SDVI1S5S ADM GLIDE VQDM Avg.
CNNSpot [37] X 56.6 58.2 67.7 70.3 70.2 57.0 57.1 56.7 61.7
F3Net [30] X 56.5 55.1 723 73.1 73.1 66.5 57.8 62.1 64.6
GramNet [25] X 61.2 58.1 71.3 72.8 721 58.7 65.3 57.8 64.7
Spec [40] X 64.3 56.7 70.3 72.4 72.3 57.9 65.4 61.7 65.1
ResNet-50 [17] X 66.6 59.0 71.4 72.3 72.4 59.7 73.1 60.9 66.9
DeiT-S [35] X 66.3 60.7 73.1 74.2 74.2 59.5 71.1 61.7 67.6
Swin-T [26] X 69.5 61.7 75.1 76.0 76.1 61.3 76.9 65.8 70.3
DIRE* [38] 4 56.7 59.7 74.6 74.7 74.7 68.8 69.3 68.8 73.4
LaRE?* [27] 4 74.0 66.4 85.5 87.5 87.3 66.6 81.3 84.4 79.4
ESSP* [7] 4 78.3 80.8 93.5 94.2 84.4 82.1 92.1 91.0 87.0
LOTA-scl. v 99.8 93.1 99.5 99.7 99.7 99.4 98.5 99.3 98.7
LOTA-ngc 4 88.1 90.4 93.4 93.2 93.3 98.0 97.8 98.4 93.2
LOTA 4 99.9 93.2 99.8 99.8 99.8 99.5 99.2 99.5 98.9

accuracy than results from other mainstream methods.

4.3. Ablation Studies and Analysis

We conduct ablation studies to validate the effectiveness
of each module. We train models on the Stable Diffusion
V1.5 [32] subset and test on all 8 subsets. By default, we
use the LOTA variant with a noise-guided classifier as our
baseline, denoted as LOTA-ngc. For simplicity, the sub-
sets of BigGAN, Midjourney, Wukong, SD V1.4, SD V1.5,
ADM, GLIDE, and VQDM are abbreviated as Big, Mid,

Wuk, SD4, SD5, ADM, GLI, and VQD, respectively.

Ablation Studies: To validate the effectiveness of each
module, we respectively remove each module proposed in
our method: 1) w/o BGNIG: we employ raw images in-
stead of low-bit images for detection. 2) w/o MGPS: we
do not crop images into patches, and use images of orig-
inal size. 3) w/o NBC/NGC: we replace the noise-based
or noise-guided classifier with a fully-connected layer. As
shown in Table 3, it exhibits a clear accuracy decline (es-
pecially testing on BigGAN and Midjourney) when using

17251



[=le[cL\\N 99.5|81.9 ECEIERR] 60.8 49.7

Midjourney 65.8 54.5 58.1 M 54.3 498
Wukong 66.4 55 56,555,2 49.8
SD V1.4 58.5 58.5 EERAELY 61.649,8

SD V1.5 50.8 50.1 50.1 56.6 EERe] 50.1 53.6 54.6

ADM 64.6 54 55.8 N 54.3 49.9

GLIDE 50.3 50.5 50.5 51.3 59.6 513@50,3

BigGAN aaz 88.2 [igel] 90.7 |77
Midjourney [

Wukong 63.4
SDV1.4 63.4

SD V1.5 59.7

ADM 52. s@ 54 582 58

VQDM 50 50 50 50 51.3 50 50

S & K &
S B O e N & @S F
fF @O S v oo O
SFFs'e T ST o o
(a) DIRE (b) LaRE?

Midjourney 75.9 95.790.6 90.8[81:8 89.1

VQDM 50 50 50 50 50 50 50

BigGAN REES

98.8(99.3/99.2 E =Ie[e2\\'R 100 [ekike} 99.8|99.9/99.9 99.4‘98.2‘99.4
Midjourney ELEe]
Wukong [0} 93.2
SIDAVARY 100 fehie) 99.8|99.9(99.9 99.4]98.2 99.4
SD V1.5 93.1 100’ 100‘ 100 E 100 E

GLIDE 7 100 | 100 | 100 99.8| 100 99.8
vaDM 92.7 100 |99.9] 100|99.6(99.8/99.6

QR o
SDV1.4 739 739 B 98.6(99.2|99.3 78.9
SDV15 68 68 78.7

o o

GLIDE (788 784

™ 3 3 3
\S @ s@(@ RS 0@ \}0@4 00@ o"e o&@x &c@ R Yoé V\o(: (}o@
<2>9 M Y © ®F PP ©

(c) ESSP (d) LOTA (ours)

Figure 5. Comparison of cross-generator generalization with existing methods. DIRE [38], LaRE? [27] and ESSP [7] are selected as
comparison methods. These models and ours are trained on eight training subsets and tested on eight testing subsets in the Genlmage.
The noise-based classifier is applied on both training and testing. The vertical axis represents the training subsets, and the horizontal axis

represents the test subsets. Darker colors indicate higher accuracy.

Table 3. Ablation. We conduct ablation studies by removing the
modules of BGNIG, MGPS and NBC/NGC, respectively.

Table 4. Impact of Patch Size. We evaluate different size of patch,
e.g., 16x16, 32x32, 48 x48, and 64 x 64, for the MGPS module.

Ablations Big Mid Wuk SD4 SD5 ADMGLI VQD Avg.
LOTA-ngc 949 923 100 100 100 100 100 100 96.8
w/o BGNIG 77.6 928 92.5 80.5 99.8 99.8 88.7 84.3 87.5
w/o MGPS 82.2 81.1 94.6 96.8 96.6 77.3 96.7 99.9 90.9

w/o NBC/NGC 529 524 58.1 55.1 552 50.5 51.7 50.8 52.6

Table 5. Impact of Patch Selection Strategy. We select patches
randomly, by highest score, or by lowest score.

Patch Size Big Mid Wuk SD4 SD5 ADMGLI VQD Avg.
16 x 16 502 95.7 999 999 99.9 999 999 99.9 92.7
32 x 32 949 923 100 100 100 100 100 100 96.8
48 x 48 83.8 78.0 100 100 100 100 100 100 91.4
64 x 64 53.6 84.0 100 100 99.9 100 100 100 90.8

Table 6. Impact of Classifier. We choose a simple FC layer,
noise-based and noise-guided classifier as the final classifier.

Selection Big Mid Wuk SD4 SD5 ADMGLI VQD Avg. Classifier Big Mid Wuk SD4 SD5 ADMGLI VQD Avg.
Random  69.9 98.1 99.8 99.8 99.8 99.4 98.6 99.4 93.1 FC 529 524 58.1 55.1 552 50.5 51.7 50.8 52.6
Min 79.0 91.9 99.0 99.2 99.2 96.1 95.3 96.3 89.6 NBC 100 93.1 100 100 100 99.7 100 99.7 99.1
Max 949 92.3 100 100 100 100 100 100 96.8 NGC 949 923 100 100 100 100 100 100 96.8

raw images only, which demonstrates that low-bit planes
extraction effectively exploits the intrinsic patterns of im-
ages and supplements the capability of cross-generator gen-
eralization. We also find there is a significant accuracy drop
when NBC and NGC classifier are discarded, indicating the
feature refinement capability of our proposed classifier.
Impact of Patch Size: The selection of patch size is critical
for further detection, as a too large patch would introduce
texture or useless information, and a too small patch would
weaken the noise pattern for detection. So we vary the
selection of patch size, including 16x16, 32x32, 48x48,
and 64x64. As shown in Table 4, as the patch size in-
creases, the average accuracy first increases and then de-
creases. When using the patch of size 32x32, the average
accuracy is much higher than other cases. Apart from this,
we also find that fluctuations in average accuracy are due to
variations in BigGAN subset (a heterologous generator), so
the patch size also influences the cross-generator general-
ization. So we choose the patch of size 3232 to maximize
the cross-generator generalization.

Impact of Patch Selection Strategy: In the MGPS mod-
ule, we choose the patch with the highest gradient-based

score for subsequent processes based on the assumption that
higher score indicates greater high-frequency variations for
real images or more obvious artifacts for generated images.
To validate this, we modify the selection method by using
the maximum score, minimum score, and random selection.
As shown in Table 5, the selection based on the minimal
score gets the lowest accuracy, while the selection based
on the maximum score gets the highest accuracy. Conse-
quently, we choose the patch with the highest score to ex-
ploit the intrinsic patterns of noisy images.

Impact of Classifier: We compare our Noise-Based Classi-
fier (NBC) and Noise-Guided Classifier (NGC) with a sim-
ple Fully Connected (FC) layer, where the error map is di-
rectly sent to a FC layer. As shown in Table 6, FC itself
cannot effectively extract useful information from low-bit
images, achieving an average ACC of only 52.6%. In con-
trast, the NBC and NGC classifiers fully leverage the noise
patterns in low-bit images to distinguish Al-generated im-
ages from real ones, attaining average ACCs of 99.1% and
96.8%, respectively.

Impact of the Number of Bit-Planes: We choose the three
least bit-planes to generate the noise image based on the
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Figure 6. Robustness to Image Degradation. Gaussian
blur with ¢ = 0,1,2,3 and JPEG compression (quality =
100%,95%,90%,85%) are applied to LaRE? [27], ESSP [7] and
our LOTA, the results demonstrate the robustness of ours to un-
seen perturbations.

Table 7. Impact of Bit-Planes. We generate the noise image by
combining different numbers of bit-planes, ranging from 0 to 5.

Bit-Planes Big Mid Wuk SD4 SD5 ADM GLI VQD Avg.

0 78.8 883 100 100 100 99.8 99.4 100 91.5
0~1 93.6 77.0 100 100 100 999 999 100 95.1
0~2 949 923 100 100 100 100 100 100 96.8
0~3 855 97.0 999 100 999 100 100 100 95.7
0~4 89.2 963 999 100 999 999 100 100 934
0~5 91.4 96.1 988 993 99.1 856 826 79.0 B86.4

assumption that lower-order bit-planes preserve more noise
patterns, which are the critical indicator for distinguishing
Al-generated images from real ones. To validate this point,
we choose different numbers of bits to generate an image:
from O-bit to 5-bit. As shown in Table 7, as the number of
combined planes increases, the average accuracy firstly in-
creases to 96.8% when the three lowest bit-planes are com-
posed, and then decreases. Fluctuation is especially obvious
when testing on the subsets of BigGAN and Midjourney.
This suggests that lower bit-planes contain less excessive
high-frequency variation, making it difficult to detect key
features, while higher bit-planes introduce some visual fea-
tures that obscure certain noise patterns, thereby impairing
the cross-generator generalization capability.

Analysis of Computational Efficiency: For time con-
sumption of error extraction and deepfake image classifi-
cation, DIRE [38] uses 20 steps to build an error map, to-
tally consuming 2 seconds per image, and LaRE? [27] uses
1 step, totally consuming 0.26 seconds per image. Even the
existing fastest ESSP [7] consumes 31.99 milliseconds to
process an image. As shown in Table 8, leveraging bit-plane
based operations, LOTA uses only one step to generate an
error image, which operates at the millisecond level (1.52
milliseconds for error extraction and 4.00 milliseconds in
total), demonstrating nearly a hundred times faster than ex-
isting methods in error extraction. Regarding the number of
parameters, several mainstream methods rely on large pre-

Table 8. Comparison in Computation Efficiency. We com-
pare our methods with different classifiers with other mainstream
methods based on error extraction, considering two dimensions:
1) Time consumption for error extraction and classification—our
method operates at the millisecond level, nearly a hundred times
faster than other methods. 2) Model parameters—our method is
efficient and lightweight, requiring significantly fewer parameters
than methods that rely on large pre-trained models, which intro-
duce substantial computational overhead.

Time Params
Method Error Error
. Total . Total
Extraction Extraction

DIRE [38] 1.99s 2s 644.8M 688.3M
LaRE? [27] 250 ms 260 ms 1066.2M  1165.8M
ESSP [7] 2510 ms  31.99 ms 7.1M 30.7M
LOTA-NBC 1.52 ms 4.00 ms 0 23.6M
LOTA-NGC 1.52 ms 471 ms 0 28.4M

trained models (e.g., Diffusion), resulting in models with
abundant parameters. Our model has 23.6M parameters for
deepfake image detection, a breakthrough that significantly
enhances its practical deployment potential.

Robustness to Image Degradation: To further demon-
strate the robustness to unseen perturbations and degrada-
tions, we train our model and comparison models on Sta-
ble Diffusion V1.5 [32], and test on 8 subsets which are
processed by Gaussian blur and JPEG compression to dif-
ferent extents. Following [37] and [38], we choose Gaus-
sian blur (o = 0,1,2,3) and JPEG compression (quality =
100%,95%,90%,85%) when testing, the results are shown
in Figure 6. We observe that when the image degrades, ex-
isting methods, like LaRE? [27] and ESSP [7], encounter a
huge decline. Especially when the o of the Gaussian blur is
set to 2 and 3, the two models nearly degenerate into ran-
dom guess classifiers. In contrast, our method is very stable
against these interference, demonstrating the strong robust-
ness to unseen perturbations and degradations.

5. Conclusion

In this paper, we propose an effective and efficient Al-
generated image detection method called LOTA. LOTA in-
novatively leverages bit-planes for noisy image generation
and fake detection. It comprises three decoupled and con-
cise modules: Bit-plane Guided Noisy Image Generation
(BGNIG), Maximum Gradient Patch Selection (MGPS) and
classification head. Extensive experiments on the Genlm-
age benchmark demonstrate the outstanding performance
and strong cross-generator generalization capability of our
method. Our approach is highly robust to unseen perturba-
tions and degradations. It contains only 23.6 million param-
eters and operates at the millisecond level, making it nearly
a hundred times faster than existing methods.
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