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Abstract

Parameter-Efficient Fine-Tuning (PEFT) methods like
LoRA have transformed vision model adaptation, enabling
the rapid deployment of customized models. However, the
compactness of LoRA adaptations introduces new safety
concerns, particularly their vulnerability to model ex-
traction attacks. This paper introduces a new focus of
model extraction attacks named LoRA extraction that ex-
tracts LoRA-adaptive models based on a public pre-trained
model. We then propose a novel extraction method called
StolenLoRA which trains a substitute model to extract
the functionality of a LoRA-adapted model using synthetic
data. StolenLoRA leverages a Large Language Model to
craft effective prompts for data generation, and it incor-
porates a Disagreement-based Semi-supervised Learning
(DSL) strategy to maximize information gain from limited
queries. Our experiments demonstrate the effectiveness of
StolenLoRA, achieving up to a 96.60% attack success rate
with only 10k queries, even in cross-backbone scenarios
where the attacker and victim models utilize different pre-
trained backbones. These findings reveal the specific vul-
nerability of LoRA-adapted models to this type of extraction
and underscore the urgent need for robust defense mecha-
nisms tailored to PEFT methods. We also explore a prelim-
inary defense strategy based on diversified LoRA deploy-
ments, highlighting its potential to mitigate such attacks.

1. Introduction

Adapting large-scale pre-trained foundation models via
Parameter-Efficient Fine-Tuning (PEFT) such as Low-Rank
Adaptation (LoRA) [11, 15] has become a popular approach
for obtaining high-performance models for diverse down-
stream tasks. LoRA enables efficient adaptation of large
models to a new task by fine-tuning only low-rank matri-
ces added to specific layers, reducing computational cost
and memory usage while preserving the pre-trained model’s
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core knowledge. Despite the wide adoption of LoRA, the
lightweight and compactness of LoRA parameters raise a
new safety concern: they might be more vulnerable to model
extraction (ME) attacks. An ME attack extracts the func-
tionality [17, 22, 28, 39] of a victim model by training a sub-
stitute model based on the outputs of the victim model for
a certain number of specially designed queries. While ME
attacks have been extensively studied for traditional models
[29, 40, 42, 43, 46, 47], the vulnerability of LoRA adapta-
tions to ME attacks remains largely unexplored[25]. This
gap is significant, as the public availability of a large num-
ber of pre-trained models, coupled with the compactness
of LoRA parameters, makes it easier to replicate LoRA-
adapted models and compromise intellectual property.

To address this gap, we introduce the concept of LoRA
Extraction, a novel direction of ME attacks specifically tar-
geting LoRA-adapted models (i.e., ViTs [4, 12, 20]), based
on a publicly available pre-trained model. Unlike tradi-
tional ME which focuses on replicating the entire model’s
functionality, LoORA extraction centers on stealing the effi-
cient adaptations encoded within the compact LoRA pa-
rameters. The adversary’s objective is to reconstruct the
victim’s LoR A-adapted model by training their own LoRA-
adapted substitute that achieves similar downstream perfor-
mance using a pre-trained foundation model that is publicly
available. This attack can manifest in two scenarios: the
identical-backbone scenario, where the attacker uses the
same pre-trained ViT model as the victim, and the more
challenging cross-backbone scenario, where the attacker
uses a different pre-trained ViT.

Existing traditional ME methods largely depend on sam-
ple selection from existing datasets or synthetic data gen-
eration. Sample selection methods [28, 29, 42, 46] typi-
cally require searching extensive datasets for in-distribution
samples, making them computationally expensive and less
practical for LoRA extraction. This impracticality arises be-
cause 1) inference in LoRA-adapted models is slower due to
the large-scale parameters of LoRA-adapted models, and 2)
finding appropriate samples is challenging, particularly for
domain-specific data fine-tuned with LoRA. Alternatively,
synthetic data generation approaches [18, 23, 40, 47] of-
ten rely on Generative Adversarial Networks (GANs) [8]



to produce in-distribution data. However, GANs frequently

face difficulties in generating high-quality, diverse samples,

especially for high-dimensional data. As Zhao et al. [46]

noted, creating high-dimensional samples (e.g., 224 x 224

images) for effective ME can require millions of queries and

is prone to failure due to GAN mode collapse [1, 6, 21].

These limitations make GAN-based approaches less effec-

tive for LORA extraction, where the tuning often involves

high-dimensional image data.

In this work, we propose a novel LoRA extraction
method named StolenLoRA, which employs synthetic data
to train the substitute model. To obtain effective in-
distribution synthetic data, we leverage Large Language
Models (LLMs) to generate diverse textual descriptions
based on the target class names and prompt a pre-trained
Stable Diffusion model [34, 36] to generate high-quality
images. This allows us to tailor the generated data to
the specific downstream task the victim’s LoRA model
is fine-tuned for. Moreover, StolenLoRA introduces a
distinctive strategy to improve attack efficiency, i.e., the
Disagreement-based Semi-supervised Learning (DSL).
DSL uses class information from the data synthesis process
as pseudo-labels for part of the generated dataset and fo-
cuses on queries where the substitute model disagrees with
these pseudo-labels. DSL effectively targets areas of uncer-
tainty, guiding the substitute model’s learning process and
refining its alignment with the victim’s behavior. To further
enhance DSL, we iteratively refine the pseudo-labels based
on evolving predictions from the substitute model, improv-
ing the quality of synthetic data labels and the effectiveness
of the extraction.

In summary, our contributions are as follows:

* We explore the vulnerability of LoRA and introduce a
novel focus of ME attacks called LoRA Extraction which
aims to extract the functionality of LoR A-adapted models
based on a publicly available pre-trained model.

* We present StolenLoRA, a novel LoRA extraction method
that leverages LLM-driven Stable Diffusion to generate
high-quality synthetic data, circumventing the need to
search large-scale datasets or rely on less dependable
GAN-based generation.

* Through comprehensive experiments on five widely used
datasets, we demonstrate the effectiveness of Stolen-
LoRA in both identical- and cross-backbone scenar-
i0s, highlighting critical vulnerabilities in LoRA-adapted
models. We also explore a preliminary defense mecha-
nism based on diversified LoRA deployments.

2. Related Work

Low-Rank Adaptation (LoRA). LoRA [I5] is a
type of popular Parameter-Efficient Fine-Tuning (PEFT)
method [10, 14] for adapting large pre-trained models for
downstream tasks. LoRA [15] introduces small rank-
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decomposition matrices as trainable parameters into the
pre-trained model. The number of trainable parameters
is significantly reduced by freezing the original model
weights and updating only these lightweight LoRA mod-
ules. LoRA inspires numerous variants and extensions,
such as Mixture-of-LoRA Experts (X-LoRA)[3], Low-
Rank Hadamard Product (LoHa)[16], and Low-Rank Kro-
necker Product (LoKr)[44], further enhancing its efficiency
and flexibility for various applications. However, the com-
pact nature of these LoRA updates raises concerns about
their vulnerability to model extraction attacks. This paper
investigates the potential for adversaries to extract the effi-
cient adaptations encoded within these compact parameters,
specifically focusing on the standard LoRA method [15].

Model Extraction Attacks. Model Extraction (ME)
attacks [18, 22, 23, 28, 29, 40, 42, 46, 47] aim to con-
struct a substitute model that mimics the functionality of
a victim model by querying its API. Existing ME meth-
ods can be broadly categorized based on their query gener-
ation strategies: Data-Driven ME leverage existing datasets
[28, 29, 42, 46] to select queries, often employing active
learning[32] or other search strategies[28] to identify in-
formative samples. However, this type can incur computa-
tional overhead as it necessitates traversing the large-scale
dataset to find suitable in-distribution samples. Data-Free
ME [18, 23, 40, 46, 47] utilize generative models (e.g.,
GANSs][8]) to synthesize data for querying the victim model.
While promising, generating effective queries with high-
dimensional inputs can require tens of millions of queries
and is prone to failure due to GAN mode collapse [1, 6, 21].

Learning from Synthetic Data. = The use of synthetic
data for training models gains significant traction due to
its potential to address data scarcity. While traditional
synthetic data often lacked the complexity and represen-
tativeness of real data, recent advancements in generative
models, particularly diffusion models like Stable Diffusion
[34, 36], enable the synthesis of high-quality and diverse
images. However, scaling the quantity of synthetic data
does not necessarily translate to improved performance for
training supervised image classifiers. As shown by Fan
et al.[7], performance with synthetic data can lag signifi-
cantly behind training with real data. This disparity stems
from the limitations of current text-to-image models in ac-
curately generating diverse representations of certain con-
cepts at scale[30]. Efforts to mitigate this gap, such as the
distribution-matching framework[45], focus on aligning the
distributions of synthetic and real data. However, leverag-
ing such high-quality synthetic data for model extraction
attacks remains an unexplored area.
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Figure 1. Overview of StolenLLoRA. It collects target victim model information (dashed red box), synthesizes training data guided by an
LLM-driven prompting (dashed blue box), and then efficiently queries the victim API to train a substitute model (dashed green box).

3. Methodology

3.1. Problem Formulation

LoRA Extraction.  Given a victim model F': [0,1]?
R, which is a pre-trained model F}. (e.g., ViTs) adapted
using LoRA. The parameters of F'' can be represented as
0 = {Opase, AB} where Oy are the parameters of Fpgqe
and A6 represents the LoRA updates, which are typically
low-rank matrices. The objective of a LoRA extraction
attack is to train a substitute model F’ with parameters
0" = {0'pase, A0’} that mimics the functionality of F. This
is formulated as the following optimization problem:

arg min E.D(F(x), F'(x)), )
where € R? represents an input sample from the vic-
tim model task distribution, D(-, -) represents a measure of
functional similarity between the two models.

Depending on whether the attacker has knowledge of
Frase, we distinguish between two scenarios: identical-
backbone and cross-backbone LoRA extractions. The sub-
stitute model F’ can be defined as follows:

{Fbm(m) + AF/(z),
(2)

Gpase(x) + AF' (),

where the former uses the same Fj, .., the latter uses dif-
ferent base models Gpqse, and the ‘4’ symbol denotes the
combination of the base model and the LoRA updates.

Distinction from Traditional Extraction. Traditional
model extraction trains a substitute from scratch, while
LoRA extraction leverages a pre-trained base model, in-
heriting its knowledge and biases. Consequently, we hy-
pothesize that a perfectly extracted LoRA substitute might

identical-backbone

Fl(x)
cross-backbone

'We omit the parameter for simplicity when there is no ambiguity, e.g.,
using F'(x) instead of F'(x; 0).
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achieve functional equivalence on In-Distribution (ID) data
but not on Out-of-Distribution (OOD) data, particularly in
the cross-backbone setting, and we experimentally verify
this in the experimental section. This motivates the use of
ID data for effective LoRA extraction.

3.2. StolenLoRA

Overview.  An overview of our proposed LLM-driven
generative attack for extracting LoRA, StolenLoRA, is il-
lustrated in Fig. 1. It comprises two key stages: 1) Data
Synthesis, where an LLM guides the generation of synthetic
data tailored to the victim’s task, and 2) Efficient Querying
and Training, which strategically selects queries and refines
labels to maximize information gain from the victim model.

3.2.1. Data Synthesis

The above discussion motivates us to use ID data for ex-
traction. However, acquiring such datasets in real-world
scenarios is often challenging because the victim model’s
training data is proprietary. While the attacker might not
have access to the original training data, they often have
access to the model’s deployment context, which usually
includes a description of the model’s functionality and the
names of the target classes. This information can be lever-
aged to semantically expand the search space for potential
training data. Inspired by this, we propose to utilize LLM-
driven Stable Diffusion to generate synthetic data based on
the class names, effectively bridging the gap between se-
mantic information and visual representations.

LLM-Driven Prompting. Given a set of target
class names C {c1,¢2,...;cn}, we employ an
LLM to generate detailed prompts for image synthe-
sis. We structure the prompts using a predefined
template 7' comprising key visual elements: T
“[Subject, Background, Angle/Pose, Lighting, Style]”. For
each class c;, the LLM generates m variations of the



prompt, denoted as p; j, where j € {1,...,m}. This diver-
sification ensures a richer representation of the target class.
The prompt generation process is formalized as follows:

3)

where w; represents a random seed or instruction to control
the variation generated by the LLM.

Image Synthesis.  We employ a public pre-trained Sta-
ble Diffusion model, denoted as SD(-), to generate images
corresponding to the crafted prompts. For each prompt p; ;,
we synthesize one image, resulting in a set of synthetic im-
ages X; = {z; ;}, where x, ; = SD(p; ;). The complete
synthetic dataset is then X = [ J, X;.

pi,j = LLM(C“ T, (Uj),

3.2.2. Efficient Querying and Training

This stage focuses on strategically querying the victim
model to refine the substitute model’s LoRA parameters
while minimizing the number of queries. We propose two
attack strategies: random learning and DSL.

Random Learning (StolenLoRA-Rand). This straight-
forward approach directly uses the synthesized dataset X
to query the victim model F'. Then, the substitute model’s
LoRA parameters A’ are trained by minimizing the fol-
lowing objective function:

EmEXE(F/(x)’ F(iL‘)),

where £ denotes a loss function (e.g., cross-entropy loss).
This provides a baseline for evaluating the benefits of more
sophisticated attack strategies.

Disagreement-based Semi-supervised Learning
(StolenLoRA-DSL). While directly using synthe-
sized data for querying and training is feasible, we propose
DSL to significantly enhance both the effectiveness and
efficiency of the attack. DSL improves query efficiency
by selectively querying the victim model based on the
substitute model’s uncertainty. Furthermore, it iteratively
refines both the pseudo-labels of the synthetic data and
the labels obtained from querying the victim, mitigating
the impact of noisy pseudo-labels and bridging the gap
between the substitute and victim model, especially in
cross-backbone scenarios.

The process begins by generating an initial synthetic
dataset X° = [, X? and assigning pseudo-labels based on
their generating prompts without querying the victim model.
These pseudo-labels, denoted as c¢(x), provide a starting
point for training the initial substitute model F{]. Then,
DSL proceeds iteratively, refining both the synthetic data
for querying and the substitute model. In each iteration ¢, a
new set X!, = U, X, 4 with § * b; samples is gener-
ated using the LLM-driven Stable Diffusion process, where
[ is a scaling factor. These candidates are then subjected
to a disagreement-based filtering based on the current sub-
stitute model’s predictions. For each candidate z € X!

L'(AY) = )

cand’
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Algorithm 1 StolenLoRA-DSL
Input: Victim model F, Class names C, Query budget b,
Scaling factor /3, Threshold 7, Initial sample size N.
Output: Substitute LoORA model F”.
1: Xg + ; SynIMG(C, N)
2: Fé — Update(Xo, £LR)
3t 0,B;+ B
4: while B; > 0do

D> Initial substitute model

5 Xt ha < SynIMG(C, Sb;) > Generate candidate
6: Xzonf — Q) Xuncer @

7: forx € X!, do

8: ¢, p + Predict(F}(x))

9: ifc = c(m) and p > 7 then > Disagreement filtering
10: XZonf « Xionf U {(1:7 C(:B))}

11: else

12: XZ7L(/€7 <_ anum U {x}

13: end if

14: end for

15: X;uery — Query(F Xuncew b ) D> Selective Query
16: train A Xf‘onf U Xque'r'q

17: F{,, + Update(X}, ..., LLR)

18: By By — X!yl t =t +1

19: end while
20: return F}

the substitute model F} predicts a class ¢ and associated
confidence p. If the predicted class ¢ matches the prompt-
based pseudo-label c(x) and the confidence p exceeds a
predefined threshold 7, the pseudo-label is considered re-
liable, and the sample is added to a confidently labeled set
X!, = {(z,c(x))}. Conversely, if the prediction dis-
agrees with the pseudo-label or the confidence is low, the
sample is added to an uncertain set X!, ...

From the uncertain set X!, a subset of b; samples
with the lowest confidence scores are selected for query-
ing the victim model F'. These queried samples, along
with their true labels obtained from F', form the query set

X! yery = {(z, F(z))}. Combine the confidently pseudo-
labeled samples X! s and the queried samples X ery t0
form the training set for this iteration: X, . = X! U
Xfluem Crucially, this combined set undergoes label refin-

ing during training to further address potential inaccuracies
in pseudo-labels and mitigate the distribution shift.
Specifically, we employ a label refining strategy. Let z
be the logits produced by the substitute model for a given
input x. The label refining training loss is calculated as:

Zqz log (Z ) )

where g are the soft labels. They are updated using an ex-

exp(z;)

Lrr(z
=1 eXp( )



Scenario | Method CUBS200 Caltech256 Indoor67 Food101 Flowers102
Acc ASR Acc ASR Acc ASR Acc ASR Acc ASR

KnockoffNets 70.95 80.54 | 85.69 90.71 | 79.18 92.59 | 82.53 90.62 | 76.24 77.28

ActiveThief 7233  82.11 | 86.92 92.01 | 77.46 90.57 | 80.34 88.22 | 77.51 78.56

Identical | DFME 0.56 0.64 0.48 0.51 2.71 3.17 1.62 1.78 2.81 2.85
Backbone | E3 71.94 81.67 | 8236 87.18 | 81.43 9522 | 79.65 87.46 | 80.67 81.77
StolenLoRA-Rand | 75.35 85.54 | 87.62 92.75 | 82.38 96.33 | 79.00 86.75 | 93.74 95.01
StolenLoRA-DSL | 73.23 83.13 | 89.30 94.53 | 82.61 96.60 | 80.57 88.47 | 87.46 88.65
KnockoffNets 6.77 7.69 | 41.34 43776 | 41.79 48.87 | 1447 15.89 | 14.16 14.35
ActiveThief 1542 1750 | 42.89 4540 | 36.04 42.14 | 15.11 16.59 | 29.09 29.49

Cross DFME 0.51 0.58 0.50 0.53 1.33 1.56 0.89 0.98 1.46 1.48
Backbone | E3 17.55 1992 | 48.17 50.99 | 5585 65.31 | 40.58 44.56 | 48.28 48.94
StolenLoRA-Rand | 45.70 51.88 | 51.75 54.78 | 59.18 69.20 | 43.16 47.39 | 59.29 60.10
StolenLoRA-DSL | 50.14 56.92 | 65.01 68.82 | 65.07 76.09 | 44.53 48.90 | 61.16 61.99

Table 1. Effectiveness of StolenLoRA: the Acc (%) and ASR (%) of extracted substitute model by different model extraction attacks under
10k queries. (Boldface: the best value, Underline: the second-best value.)

ponential moving average of the predicted probabilities p:
q"* = ug" + (1 - p)pY, (6)

where p is the momentum parameter. This iterative refine-
ment allows the model to learn from both the initial labels
and its own evolving predictions, progressively improving
the quality of the training data. The updated substitute
model F/, , is thus trained on X} by minimizing:

train

E/(A‘%H) = Emext

train

Lrr(Fl(x),q(x)). (7)

This iterative process continues until the query budget is
exhausted, resulting in a final substitute model F” trained on
a combination of high-confidence pseudo-labeled data and
a smaller set of strategically queried data. DSL allows for
efficient use of the query budget by focusing on the most
informative samples, leading to a more accurate substitute
LoRA. We present the algorithm detail of it in Alg. 1.

4. Experiments

4.1. Experimental Setup

Victim Models.  We use a ViT-Base model pre-trained
on ImageNet-21k [33] with additional augmentations and
regularization [38]. This base model is then fine-tuned with
LoRA (r = 4) on five commonly used datasets: CUBS200
[41], Caltech256 [9], Indoor67 [31], Foodl101 [2], and
Flowers102 [26]. The resulting victim models achieve
test accuracies of 88.09%, 94.47%, 85.52%, 91.07%, and
98.66%, respectively.

Attack Settings.  We evaluate LoRA extraction attacks
in Identical-Backbone (IB) and Cross-Backbone (XB) sce-
narios. In the IB setting, we use the same base model
as the substitute base model. In the XB setting, we use

the ViT-base model pre-trained on ImageNet-1k[35] with
self-supervised masked autoencoder (MAE) method[12] as
the substitute base model. Both substitute models utilize
LoRA with » = 4 and are trained for 20 epochs using the
Adam optimizer[19] with a cosine annealing learning rate
schedule[24] and a base learning rate of 0.01.

We use GPT-40 mini[27] as the LLM in StolenLoRA as
it has similar performance at a lower price and can effec-
tively reduce the attack cost. For the SD model, we use an
open-source SDXL-Turbo model[36]. It only takes 4 sam-
pling steps (compared to SDXL 1.0 which usually requires
40 steps) to synthesize high-quality images, significantly re-
ducing the computational cost. For the StolenLoRA-DSL
method, initial per-category sample size N is set to 10, the
scaling factor (3 is 1.5 to not increase too much generation
overhead, and the confidence threshold 7 is 0.95. Hyperpa-
rameter analysis is provided in later sections.

Baselines and Evaluation Metric. =~ We compare Stolen-
LoRA against KnockoffNets [28], ActiveThief [29], DFME
[40], and E® [48] using a query budget of 10k. For methods
such as KnockoffNets, ActiveThief, and E* that require real
data, we use 3M images in CC3M[37] as the attack dataset.
For E3, which originally selects samples based on semantic
similarity between dataset category names and target class
names, we improve its effectiveness by calculating seman-
tic similarity between image captions (available in CC3M)
and target class names for a more fine-grained sample se-
lection. Following prior work [28, 40], we report Test Ac-
curacy (Acc) and Attack Success Rate (ASR), defined as
the ratio of the substitute model’s accuracy to the victim
model’s accuracy.
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CUBS200 Caltech256 Indoor67 Food101 Flowers102

Accuracy (%)
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Figure 2. Curves of the test accuracy versus the number of queries in IB (solid line) and XB (dashed line) scenarios respectively. The gray
dashed line represents the victim models’ test accuracy.

= StolenLoRA-Rand (Hard) mw StolenLoRA-DSL (Hard)

4.2. Experimental Results = StolenLoRARand (Soft) — StolenLoRA-DSL (Soft)

Identical-Backbone Scenario
improving attack efficiency. Fig. 2 further analyzes query

efficiency, showing StolenLoRA-DSL’s rapid convergence .

in the IB setting and consistent progress in the XB setting, CUBS200 Caltech256
outperforming other methods in both scenarios. This ef-
ficiency stems from DSL’s ability to prioritize informative

Effectiveness of StolenLoRA. Tab. | presents the effec-
tiveness of StolenLoRA, comparing both the random strat-
egy (StolenLoRA-Rand) and DSL-based (StolenLoRA-
DSL) variants against existing extraction attacks. Across
both identical- and cross-backbone scenarios, StolenLoRA
consistently achieves state-of-the-art performance. In the
IB setting, StolenLoRA-Rand shows superior performance
on CUBS200 (75.35%) and Flowers102 (93.74%), while
StolenLoRA-DSL excels on Caltech256 (89.30%) and In-
door67 (82.61%), maintaining competitive results on other
datasets. The XB setting, more challenging due to base
model differences, highlights StolenLoRA’s significant ad-
vantage over baselines, with StolenLoRA-DSL achieving
the highest accuracy across all five datasets. This demon-
strates DSL’s effectiveness in refining synthetic data and
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Figure 3. Comparison of StolenLoRA performance using hard
labels (one-hot) versus soft labels (probabilities) from the victim

NN
§§
N N
N N
N N
N N

i

N
§
N\
N
\
\

:
_§

00000000

, st
0000000

8
54
o
J
-
o
o
Q
=
o
it
-

lowers102

queries, focusing on uncertain samples, thereby maximiz- model. Results are shown for both Random and DSL in identical-
ing information gain from each query. and cross-backbone scenarios across five datasets.

Effectiveness under Hard-Label Scenario. We also tute from overfitting to the synthetic data, which is more
evaluate StolenLoRA’s performance when only hard labels prone to distributional shifts in the XB setting. Overall,
(one-hot encoded predictions) are available, as is the case StolenL.oRA exhibits robustness to hard labels in both 1B
with some real-world APIs. Fig. 3 presents the results and XB scenarios, demonstrating its practical applicability.

for both StolenLoRA-Rand and StolenLoRA-DSL in the IB Ablation Study. We conduct an ablation study to analyze
and XB settings. In the IB setting, using hard labels leads to the contributions of the key components of StolenLoRA: the

a minor performance decrease. For example, StolenLoRA- LLM-driven prompting and the DSL strategy, including the
Rand’s accuracy on CUBS200 drops from 75.35% with soft label refining loss. Tab. 2 presents the results on CUBS200
labels to 67.00% with hard labels. A similar trend is ob- and Indoor67 datasets under both IB and XB settings with
served for other datasets and StolenLoRA-DSL. This sug- a 10k query budget. Removing the structured prompt tem-
gests that the additional information provided by soft labels plate leads to a performance drop in both IB and XB set-
is beneficial in the IB setting. In the XB setting, the impact tings, demonstrating the importance of providing structured
of hard labels is inconsistent. While a slight decrease is visual information to the LLM. Removing the LLM entirely
observed on some datasets, others, like Caltech256 and In- results in a more significant performance decrease, con-
door67, show a marginal increase in accuracy (from 51.75% firming the crucial role of the LLM in generating effective
t0 56.69% ). This unexpected improvement might be due to prompts for diverse and representative synthetic data. Fur-
the hard labels acting as a regularizer, preventing the substi- thermore, we evaluate different LLMs, observing that using
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Method B XB
etho CUBS200 Indoor67 | CUBS200 Indoor67

Random 75.35 82.38 4570 59.18

- Template 72.33 80.94 4221 54.49

-LLM 70.66 74.70 39.20 47.09

+Llama-3.1-8B |  73.96 81.04 46.74 58.43

+ GPT-4o 76.30 83.13 49.19 63.58

DSL 73.23 82.61 50.14 65.07

-Lir 70.17 80.97 4821 64.10

Table 2. An ablation experiment showing the effectiveness of the
two modules we designed on CUBS200 and Indoor67 datasets un-
der both IB and XB settings with 10k queries.

- IB XB
CUBS200 Indoor67 | CUBS200 Indoor67
0.5 70.68 78.81 48.43 60.90
0.7 71.37 80.00 48.36 63.51
0.9 74.04 81.19 48.52 63.06
0.95 73.23 82.61 50.14 65.07
0.99 73.31 81.19 49.86 61.72

Table 3. Performance of StolenLoRA-DSL with varying confi-
dence thresholds 7. Results are reported on CUBS200 and In-
door67 under both IB and XB settings with 10k queries.

a more powerful LLM like GPT-40 generally yields better
performance than Llama-3.1-8B[5], particularly in the more
challenging XB setting. This highlights the benefit of uti-
lizing a stronger LLM for prompt generation.

Disabling DSL and reverting to random querying results
in a noticeable performance reduction, especially in the XB
setting. This underscores the effectiveness of DSL in selec-
tively querying informative samples. Similarly, removing
SAT from the DSL framework also leads to a performance
decrease, albeit less pronounced than removing DSL alto-
gether. This indicates the benefit of label refining in miti-
gating the distribution shift between synthetic and real data.

We also analyze the impact of the confidence threshold
7 within DSL in Tab. 3. The results show that performance
generally improves as 7 increases from 0.5 to 0.95. This
indicates that focusing queries on samples where the substi-
tute model is less confident leads to a more efficient use of
the query budget. However, increasing 7 further to 0.99
results in a slight performance decrease, suggesting that
an overly stringent threshold can exclude valuable samples
from being queried. We therefore select 7 = 0.95 as the
optimal value for our experiments.

Fidelity and Distribution Analysis of Synthetic Data.
StolenLoRA’s effectiveness relies on the quality of its syn-
thetic training data. We evaluate this quality both visually
and quantitatively. Visually, as shown in Fig. 4, synthetic
images generated by StolenLoRA demonstrate a striking re-
semblance to real images from the target categories, captur-
ing key features and background context crucial for train-

269

Black Footed

White Breasted ~ Olive Sided

Real

Airport Inside

Bathroom

Museum

Real
(b) Visualization on Indoor67

StolenLoRA

Figure 4. Visualization of StolenLoRA’s synthetic images and cor-
responding real images of the target category.

Method ‘ CUBS200 Caltech256 Indoor67 Food101 Flowers102
KnockoffNets 51.44 8.94 22.01 50.04 55.77
ActiveThief 49.33 6.01 15.72 47.84 50.19
DFME 220.53 179.45 225.84 188.29 204.79
B3 41.57 4.29 6.68 25.51 34.82
StolenLoRA 2.14 5.59 6.93 19.54 16.63

Table 4. FID scores ({) between the datasets used by each attack
method and the victim model’s training data distribution.

ing. This visual fidelity is corroborated by significantly
lower Fréchet Inception Distance (FID) scores[13] (in Tab.
4) compared to other attack methods. For example, Stolen-
LoRA achieves an FID of 2.14 compared to 51.44 for
KnockoffNets on CUBS200, highlighting a much closer
distributional match to the target domain. This demon-
strates that StolenLoRA’s LLM-driven synthesis effectively
generates high-fidelity, domain-specific data, even without
access to the original training set, which is key to its supe-
rior extraction performance.

Verifying the Distinction Hypothesis.  As mentioned in
Sec. 3.1, we hypothesize that the performance of a per-
fectly extracted surrogate model will be consistent across
In-Distribution (ID) data with the victim model, but not nec-
essarily Out-of-Distribution (OOD) data, motivating us to
perform extraction attacks using ID data. To empirically
verify this conjecture, we train a substitute model using the
XB setting on the victim model’s training dataset, aiming to
achieve a near-perfect extraction of the LoRA adaptations.
We then evaluate both the victim model and the extracted
substitute on two sets of data: ID data, represented by the
victim model’s held-out test set, and OOD data, sampled
from the CC3M dataset. For each sample, we calculate the
cross-entropy between the victim model’s predictions and
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Figure 5. Cross-entropy difference between the victim model and
a near-perfectly substitute model on In-Distribution (ID) and Out-
of-Distribution (OOD) data. The substitute model is trained using
the cross-backbone setting on the victim’s training dataset.

the substitute model’s predictions, providing a measure of
their functional divergence. Fig. 5 presents the distribution
of these differences. On both CUBS200 and Indoor67, the
difference is smaller for the ID data compared to the OOD
data. This observation supports our conjecture that even
near-perfect LORA extraction yields a substitute model that
exhibits functional equivalence primarily within the ID do-
main. The divergence in OOD data likely stems from the
inherent differences between the pre-trained backbone used
by the victim and the substitute. This result underscores the
importance of utilizing ID data for effective LoRA extrac-
tion, as the attacker primarily seeks to replicate the victim’s
specialized adaptations rather than the general capabilities.

5. Defending Against LoRA Extraction

While this paper primarily focuses on the feasibility of
LoRA extraction, we also explore a potential defense mech-
anism based on deploying multiple, diverse LoRA adapters
to increase attacker uncertainty.
Dual LoRA with Diversified Predictions.  Our proposed
defense involves training two LoRA adapters, denoted as
L4 and Lp, to maximize the difference in their output dis-
tributions while maintaining comparable performance on
the target task. Instead of minimizing accuracy as initially
conceived, we found that maintaining high accuracy while
maximizing divergence is crucial for practical deployment.
We achieve this by optimizing the following loss function:
L' =L(La)+L(Lp) —AxKL(L4|Lp)  (8)
where L represents the cross-entropy loss for the target task,
KL represents the Kullback-Leibler divergence between the
output distributions of the two LoRAs, and A is a hyperpa-
rameter controlling the balance between task performance
and divergence. At deployment, we randomly select either
L4 or Lp for each incoming query to generate the pre-
diction. This random selection introduces uncertainty and
makes it challenging for the attacker to extract the underly-
ing LoRA function consistently.
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Figure 6. Defneder Acc versus Substitute model Acc trade-off for
defenses evaluated against StolenLoRA and KnockoffNets on the
CUBS200 dataset with 10k queries.

Experimental Evaluation. We evaluate the proposed
defense mechanism under both IB and XB settings with 10k
queries. Fig. 6 illustrates the trade-off between defender
Acc and substitute model Acc. The defense consistently de-
grades the substitute model’s performance. KnockoffNets
experiences substantial accuracy drops (from 70.90% to
20.78% in IB and from 6.77% to 1.21% in XB), and
StolenLoRA-Rand shows similar vulnerability (decreasing
22.95% in IB and 15.63% in XB). However, StolenLoRA-
DSL demonstrates greater resilience, with comparatively
smaller accuracy reductions (9.63% in IB and 14.34% in
XB). This resilience is attributed to DSL’s efficient query se-
lection and label refining, focusing on informative samples
and mitigating the uncertainty introduced by the defense.
While this defense effectively hinders less sophisticated at-
tacks, it underscores the need for more robust mechanisms
to counter advanced techniques like DSL that can learn ef-
fectively from limited queries.

6. Conclusion

This paper introduces LoRA Extraction, a novel model ex-
traction attack targeting the widespread practice of adapt-
ing large vision models with LoRA. We present Stolen-
LoRA, a highly effective method leveraging LLM-driven
Stable Diffusion to generate task-specific, high-fidelity syn-
thetic training data, bypassing the limitations of traditional
extraction techniques reliant on large-scale real datasets
or unreliable GANs. Furthermore, StolenLoRA incorpo-
rates Disagreement-based Semi-supervised Learning (DSL)
to efficiently query the victim model, focusing on uncertain
predictions and iteratively refining labels, enabling success-
ful extraction with limited queries. Extensive experiments
demonstrate StolenLoRA’s strong performance across di-
verse datasets and in challenging cross-backbone scenarios.
We also explore a preliminary defense based on diversified
LoRA deployments, showing promise in mitigating these
attacks. This work represents a crucial first step towards un-
derstanding and addressing the safety risks associated with
LoRA adaptation, paving the way for more secure deploy-
ments of efficient fine-tuning methods.
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