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Abstract

Adversarial perturbations are useful tools for expos-
ing vulnerabilities in neural networks. Existing adver-
sarial perturbation methods for object detection are ei-
ther limited to attacking CNN-based detectors or weak
against transformer-based detectors. This paper presents
an Attention-Focused Offensive Gradient (AFOG) attack
against object detection transformers. By design, AFOG
is neural-architecture agnostic and effective for attacking
both large transformer-based object detectors and conven-
tional CNN-based detectors with a unified adversarial at-
tention framework. This paper makes three original contri-
butions. First, AFOG utilizes a learnable attention mech-
anism that focuses perturbations on vulnerable image re-
gions in multi-box detection tasks, increasing performance
over non-attention baselines by up to 30.6%. Second,
AFOG'’s attack loss is formulated by integrating two types
of feature loss through learnable attention updates with iter-
ative injection of adversarial perturbations. Finally, AFOG
is an efficient and stealthy adversarial perturbation method.
It probes the weak spots of detection transformers by adding
strategically generated and visually imperceptible pertur-
bations which can cause well-trained object detection mod-
els to fail. Extensive experiments conducted with twelve
large detection transformers on COCO demonstrate the
efficacy of AFOG. Our empirical results also show that
AFOG outperforms existing attacks on transformer-based
and CNN-based object detectors by up to 83% with supe-
rior speed and imperceptibility. Code is available at: Link.

1. Introduction

Transformer-based neural architectures and algorithms
have blossomed in recent years, enhancing computer vision
tasks including object detection. Attention is the core of
the transformer architecture [30]. Attention allows a de-
tector to focus on specific regions of images based on ob-
jects of interest, effectively predicting the presence and lo-
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Figure 1. Successful AFOG attacks against three object detection
transformers. White pixels in the attention map indicate learned
areas of high importance, often corresponding to objects in the
input image. This example illustrates that AFOG’s adversarial at-
tention learns which regions of an image are most susceptible to
adversarial perturbations. Even for the same input, learnable ad-
versarial attention maps may differ under different models.

cation of each potential object. Powered by various atten-
tion mechanisms, detection transformers can handle over-
lapping objects more effectively than some older methods
because they can capture long-range dependencies in an im-
age, allowing models to reason about the relationships be-
tween objects. Since modern object detection transform-
ers such as Swin [20] and DETR [4] significantly outper-
form traditional convolutional neural network (CNN)-based
models [8], represented by Faster R-CNN [28], SSD [19]
and YOLO-v3 [27], there is a pressing need to investigate
and understand the vulnerabilities of large detection trans-
formers in the presence of adversarial perturbations. Adver-
sarial perturbations are helpful instrumentation for exposing
vulnerabilities of large detection transformers, making them
useful mechanisms for motivating more robust transformer
models for object detection.
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Existing attack methods struggle to disrupt transformer-
based object detectors.  Surrogate-based attacks (also
known as black-box attacks), such as UEA [33] and
RAD [5] generate perturbations on surrogate models and
then test the adversarial effect against victim detectors that
have similar detection architecture at inference. How-
ever, surrogate-based attacks suffer poor attack perfor-
mance when the victim architectures are not similar to
the surrogate models used to generate adversarial pertur-
bations. Victim-based (also known as white-box) attacks,
such as EBAD [3] and OATB [12], generate adversarial at-
tacks by performing direct inference against victim mod-
els. Recent studies, such as AttentionFool [22], specialize
in transformer-based victim models, but these transformer-
only attacks are not applicable to convolutional detectors
such as YOLO [27].

In this paper, we present an Attention-Focused Offen-
sive Gradient (AFOGQG) attack, which is victim architecture
agnostic and effective in attacking both advanced object de-
tection transformers and traditional CNN-based detectors.
AFOG by design offers three novel characteristics. First,
inspired by a transformer’s self-attention, we utilize a learn-
able attention mechanism to enable AFOG to adaptively
focus its adversarial perturbations on vulnerable image ar-
eas (those areas where perturbations have the greatest ef-
fect on the output) in multi-box detection tasks. Second, we
formulate the attack loss function of AFOG by integrating
learnable feature-map-based attention updates with iterative
injection of adversarial perturbations. Finally, we design
AFOG to be an efficient and yet stealthy adversarial per-
turbation method. By efficient, we want AFOG to rapidly
generate adversarial perturbations in minimal iterations. By
stealthy, we want AFOG to generate small amounts of per-
turbations that are visually imperceptible and yet can cause
well-trained object detectors to produce erroneous detection
results. Figure 1 shows an example of successful AFOG at-
tacks against three detection transformers. Row 1 shows
benign detection from three state-of-the-art detectors, Row
2 and Row 3 show AFOG adversarial perturbations on the
three detectors and their respective AFOG adversarial at-
tention maps, and Row 4 shows the detection results under
our AFOG attack. We validate AFOG with extensive ex-
periments on twelve state-of-the-art object detection trans-
formers with the COCO benchmark [18] and three popular
families of traditional CNN-based object detectors. The re-
sults show that AFOG is consistently effective across all
twelve detection transformers compared to existing meth-
ods, achieving high attack success rate and reducing benign
mAP (mean Average Precision) by up to 37.79x.

2. Related Work

Existing adversarial perturbations against object detec-
tors can be broadly categorized into surrogate-model based

(also known as black-box) and victim-model based (white-
box) methods. Surrogate-based approaches in literature
tend to rely on the assumption that the surrogate model is
similar to the victim model. RAD [6], GHFD [32], and
UEA [33] generate adversarial examples on a surrogate FR-
CNN model, then attack other CNN-based detectors such
as YOLO and SSD. However, these attacks show poor per-
formance against object detection transformers [32]. For
victim-model based methods, GARSDC [17] is more ef-
fective but can require more than 3000 iterations to con-
verge. GALD [13] first attacks vision transformer clas-
sifiers and then transfers the classification-based adversar-
ial perturbations to object detectors of similar transformer
architecture, and hence is less effective by comparison.
We classify EBAD [3] as a victim-based attack because
it uses an ensemble of surrogate models to attack a vic-
tim, but requires access to the victim’s loss function for its
nested ensemble optimization. EBAD shows poor perfor-
mance when transferring perturbations from a DETR sur-
rogate to a DETR victim [24]. AttentionFool [22] is a re-
cent victim-based attack targeting dot-product self-attention
against DETR [14] with a ResNet-101 backbone. How-
ever, AttentionFool shows inconsistent performance against
DETR with a ResNet-50 backbone [22]. AttentionFool is
also not applicable to convolutional models such as YOLO
[27] because it exclusively targets self-attention mecha-
nisms. TOG [7] targets a prediction’s objectness score and
introduces vanishing and fabrication attack modes. OATB
[12] uses a “division map” that statically emphasizes im-
age regions during perturbation based on object location
priors. DBA [16] prioritizes perturbations against image
backgrounds to enhance imperceptibility, though it shows
almost no effect against a Swin transformer for object de-
tection [20]. In comparison, AFOG adversarial perturba-
tions show strong performance against a wide variety of
transformer- and CNN-based detector victims while main-
taining superior imperceptibility and efficiency.

3. Methodology
3.1. Problem Definition

Given a victim detector fp (¥, x), where x € D is a victim
image x and D is the test set, let x contain N, objects to
be detected, denoted by O, = {01,0s,...,0x,}. Each
object O; (1 < i < N,) is a recognition target for the de-
tector fp(¥, ). Under benign scenarios, let (B;, C;) de-
note a ground truth object O; with bounding box B; and
class label C;. Let K denote the total number of ground
truth classes, and C; € {1,2,..., K}, e.g., K = 21 for the
VOC dataset [9], including the background class. Given in-
put image x, fp (¢, x) outputs the benign prediction of N
detected objects, denoted by R[fp(J,z)] = {(bs;, c;)|i =
1,...,N.}. Each detected object o; is associated with
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its predicted bounding box b; and predicted class label c;.
(bi, ¢;) is evaluated as a correct prediction if the intersection
over union (IoU) of B; and b; is greater than the detection
threshold  (usually set to 0.5), and C; = ¢; (1 < ¢ < N,
x € D). The overall detection accuracy is measured using
mAP (mean Average Precision) on the entire test dataset D.

Let 2,4, denote the adversarial example generated by in-
jecting a sequence of adversarial perturbations to = through
an iterative attention-based learning mechanism. The goal
of our AFOG attack on detector fp (¢, x) is to find 4, that
maximizes the success rate of falsifying the predictions of
all object recognitions for all images in D, i.e.

argmar cp ienN,» {(bi7 ci) € R[fD (0, fadv)]

(IOU(B;,b;) <V Ci # ¢;), min||x — Zadw||p}-

The formula indicates that for each detected object o;, de-
noted by (b;, ¢;) in victim image x, the AFOG attack is suc-
cessful on o; if the IoU of B; and b; is less than the detection
threshold ~ (usually set to 0.5) or ¢; € {1,2,..., K}(C; #
¢i), and m.q, also satisfies the distortion constraint of
min||x — Tadw||p, Where p is typically defined by Lo norm,
Lo norm, or L, norm.

/ Benign Model Training:
Freeze (k) Input,

IL(x, ©;0) \
20

'
Parameters 0=0-a

|
e mmﬁﬂ i ( [@ :EAZO(Z zm,oz,ﬁ)

Parameters 6
k

ILAroc(Tade, O 1),
Ajsr + A +an[M
0LAroG (Tadvs Ox3 V)
AttentionMapAy| L+t P+ apl| OP, J

Tady, H(z + A, © Pr)

T,
AFOG Attack:
Freeze (k) Parameters, Attention and Perturbation,

\ > Adversarial Image /

Figure 2. AFOG attack framework. During attack iteration the ad-
versarial perturbation is updated via bounding-box and class loss
gradient propagation. An adversarial attention map concurrently
learns to apply per-pixel amplification or dampening to the pertur-
bation, focusing its effects on vulnerable image regions.
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3.2. Adversarial Loss Optimization

AFOG attacks the victim model via an iterative projected
gradient descent method [23]. Figure 2 provides an il-
lustration of the AFOG attack framework. At the initial-
ization step, the attack first propagates the unaltered vic-
tim image x through the feed-forward network (FFN) of
the victim model fp (9, z) to obtain its benign prediction

In a scenario where no ground truth is available, the at-
tack assumes these benign predictions to be correct labels
for the input image x. For the remaining section, we will use
(B;, C;) in the context of performing an attack on fp (¢, x)

to obtain z,4,. Upon initialization for each input image
x € D, the AFOG attack corrupts the victim image = by
adding perturbations generated via an element-wise multi-
plication of two components using Equation 1:

Tadv, < | [(z + Ar © Pr) (1)
xX,€e
A is the attention map, and P is the perturbation map. Here
© represents the Hadamard matrix product and II is a pro-
jection onto a hypersphere centered on unaltered victim im-
age x with the radius € as the maximum perturbation budget.
A and P are initialized according to Equation 2.

Ag ~ 1, Py ~ Random(—e,¢) 2)
Random(—e, €) is a uniform random distribution. The per-
turbed image x,4, propagates through the FFN of the vic-
tim model. The attack loss function £4roq assesses the
adversarial output O,_, and benign output O,, computing
a loss that reflects the attack’s progress in corrupting image
x. This attack loss is formulated in Equations 3, 4, and 5.

»CAFOG(xadva Oz; 19) = »Cbbox (xadv; Oz; 19)

3
+ Les (xadva Og; 19) ©)
N
Ebbox (xadva Oz; 19) = Z[fﬁ (1'7 Oi) - fl? (xadvv Oadvi)]
=1
“4)
N
Ecls(‘radzn Ox; 19) = Z[fﬂ(xy ci) - fﬁ(xad'm Cadvi)] (5)
=1

Given a victim image x, the optimized attack loss
L Aroc is attained by making the model incorrectly predict
every target object. We achieve this loss optimization by
both falsifying every target object’s bounding box predic-
tion and its class label prediction. This can be represented
by optimizing an adversarial bounding box loss Ly, and
an adversarial class label prediction loss L., for all N, tar-
get objects. Conceptually, this suppresses the confidence of
the original correct bounding box and class label prediction,
while increasing the confidence of the adversarial prediction
of an incorrect bounding box or class label.

Recall Figure 2: the AFOG attack freezes the model pa-
rameters ¢ and uses the gradient of the AFOG attack loss to
update the attention map A and the perturbation P by back-
propagation, generating the next iteration of the adversarial
perturbation. A newly corrupted image x4, is created upon
injecting the updated adversarial perturbation by following
Equation 1, where A and P are updated via Equations 6 and
7
a‘CAFOG((Eadvy Ow; 19)

Ak+1<—Ak+OéAU[ 94,

] (©
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Figure 3. Example attention map generation on DETR-R101 for k=10 iterations. AFOG attention initially learns important regions of the
image, then iteratively updates to achieve an effective attack. It finds vulnerable pixels in foreground objects as well as background regions,
including in unexpected or unintuitive areas such as the sky above the boat.
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OP,

Pryq1 < P+ OépF[ } @)

a4 and ap denote the attention map learning rate and the
perturbation learning rate respectively, o is a normalization
function, I" is a sign function, £4ro¢ is the attack loss,
9 is the model parameters, and O, is the model’s benign
predictions from input x. This attack process repeats un-
til the number of attack iterations is reached. Algorithm 1
provides the pseudocode.

3.3. Adversarial Attention Mechanism

A key innovation of our AFOG method is empowering per-
turbation generation with a learnable attention mechanism.
Motivated by the intuition that certain parts of a victim im-
age are more susceptible to adversarial perturbation than
others, we add an attention map to focus the perturbation
on vulnerable pixels. The AFOG attack concurrently learns
the adversarial attention map alongside the perturbation to
iteratively maximize the attack loss £4pog (recall Equa-
tion 3). Figure 3 gives an illustrative example of the itera-
tive learning of AFOG’s adversarial attention map and the
corresponding perturbation. Unlike focusing mechanisms
in other methods such as [33], AFOG’s attention map dy-
namically updates during attack iteration, leaving it uncon-
strained by assumptions about foreground [12], background
[16], or region proposal [33] importance from static meth-
ods. We posit that pixel importance may not correspond to
human intuition, and design AFOG to iteratively learn pixel
importance instead. We observe that in early iterations the
attention mechanism tends to focus on the primary objects
in an image, and then branches out to affect surrounding ar-
eas as the attack progresses. This adaptability is a key fea-
ture of learnable attention, showcasing an advantage over
static attention maps.

Algorithm 1 AFOG attack on an input image.

Require: Victim image z € D, test-set D, Victim pre-
trained model fp(¢), Perturbation step size ap, Atten-
tion step size o4, Number of iterations 7', Maximum
perturbation e.

1: Initialize O, < fp(x;9)
2: Initialize attention map Ag < 1;
3: Initialize perturbation Py «— Random(—e,¢€);
4: Initialize step variable k < 1;
5: while £k < T do
6: Attack image gy, < [[(2 + A © Pp);
€
7: Forward propagate x4, through fp (¢, Zady);
8: Compute bbox-108s Liypor (Tadvs Oz; 9);
9: Compute cls-loss L5 (Zadv, Ox;V9);
10: Laroc(Tadv, Oz; ) = bbox-loss + cls-loss;
11: Calculate losses with respect to Ap and Pj:
£A (madvy Ow, 19)’ £P(xadv7 Ow7 19),
12: Normalize attention loss £ 4 < Norm(L 4);
13: Take sign of perturbation loss Lp « Sign(Lp);
14: Ak+1 — A — aasly;
15: Pk+1 «— P, —apLlp;
16: k+—k+1;
17: end while
18 Tadokr1 < [[(@ + App1 © Pryr)s
€
19: return x4,

3.4. Special Cases of the AFOG Attack

We explore two special cases of our AFOG attack, each of
which targets a specific malicious detection behavior in the
victim detector. The first special case is an object vanishing
attack, coined AFOG-V, which attempts to attack the ob-
jectness detection task of multi-box object detection. The
goal of this special case AFOG attack is to make the vic-
tim model unable to detect any object, making all object
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detections vanish for victim image x. We implement the
AFOG-V attack by changing the initialization: we use an
empty set instead of forward propagation of x to obtain the
benign detection results for the IV, objects as the assumed
ground-truth in AFOG-V attack. Let & denote an altered
version of O, that contains no predictions. The formulation
of the AFOG-V attack loss function is given by Equation 8:

LAFOGV (madva Oz; 19) = _ﬁbboz ((Eadln ; 79)

8
*Ecls(xadm Q; 19) ( )

The second special case is object fabrication, coined as
AFOG-F, which attempts to attack the bounding-box de-
tection task by generating perturbations that lead to spuri-
ous detections (i.e., false positives). Similarly, we revise
the AFOG attack process: instead of keeping the benign
predictions with the confidence score above a certain tun-
able threshold (0.5 by default), for AFOG-F, we remove
this threshold and allow the benign detection set O, to in-
clude a much larger set of “ground truth” targets, which
inevitably include erroneous detections. Accordingly the
AFOG-F loss function is given in Equation 9:
£AFOGF (-rad’ua O.L’ 19) = _‘cbbow (xadva OF; 19)

)
_‘Ccls(ajadva OF; 19)

where Of is a modified version such that the likelihood
score of each prediction is set to 1.0. We explore these two
specialized cases of our AFOG attack to gain a deeper un-
derstanding of the adverse effects of adversarial perturba-
tions on different detection transformers.

4. Experiments
4.1. Experimental Setup

We use the Common Objects in Context (COCO) 2017 [18]
test-dev split to evaluate the performance of our attack on
contemporary object detectors. COCO 2017 is a standard
benchmark for evaluating object detector performance, and
its test-dev set has 80 object categories across 5,000 images.
We use the PASCAL Visual Objects Challenge (VOC) 2007
[©9] dataset to compare our attack with the state-of-the-art at-
tacks on CNN-based object detectors, because existing at-
tacks designed only for CNN-based detectors all report their
evaluation with VOC. The VOC devkit split contains 4,952
images with 20 object classes. All experiments were per-
formed on an NVIDIA A100. We list our models and their
benign performance in Table 1. We provide model details
in Section ?? of the Supplementary Material.

We select a variety of model sizes, ranging from Detec-
tion Transformer (DETR) [4], a lightweight 40 million pa-
rameter model, to EVA [10], a vision-focused foundation
model with over one billion parameters. We use the Detrex
framework [29], built on top of Detectron2 [34], to stan-
dardize our model implementations via DINO [37]. DINO

and Detrex adapt many general purpose vision models to
object detection. The Detrex framework standardizes all
images in [0,1]. We also attack the original versions of
several transformer models to demonstrate that the AFOG
attack also works beyond the Detrex framework. All 12
transformer models and FRCNN use PyTorch [26] imple-
mentations, whereas SSD300 [19] and YOLOv3 [27] use
Tensorflow [1]. We use mean average precision (mAP) to
evaluate both benign and attacked performance. The Av-
erage Precision (AP) is given by interpolating the product
of precision and recall at several decision thresholds. The
mean AP (mAP) is the average of APs over the number of
object classes. A lower mAP indicates that the detector is
less effective for the object detection task. The victim de-
tector’s mAP under adversarial perturbations reflects the de-
gree of degradation in detection performance for the victim
detector when compared with its benign mAP. We measure
imperceptibility by reporting the average distortion of the
attack via four metrics: Lo norm, Ly norm, semantic struc-
tural similarity index (SSIM), and mean distortion ;1o. We
compute each metric per image and report the average over
all images in COCO 2017 test-dev. Our experiments in the
next section show that setting the total number of attack it-
erations to 10 is effective for all 12 state-of-the-art detection
models on the COCO benchmark.

4.2. Effectiveness Comparison of AFOG Attack

Table 1 shows the effectiveness of the AFOG attack and its
two special extensions AFOG-V and AFOG-F on each of
the twelve detection transformers with varying model sizes
(Col. 2). We use their benign mAP scores (Col. 3) as
the reference for the evaluation. We make three observa-
tions: (i) under AFOG attacks all 12 transformers suffer
a drastic performance drop in mAP scores, ranging from
2.5x reduction to 37.8x reduction. (ii) Compared to the
AFOG generic attack, the special extension AFOG-V of-
fers stronger attack success rates in terms of mAP reduc-
tion for 11 out of 12 transformers, except DETR-R50 [4];
and the special extension AFOG-F offers stronger attack
success rates for 7 out of 12 transformers, except DETR-
R50 [4], DETR-R101 [4], Deformable-DETR [38], R50
(DINO) [11], Swin-L (DINO) [20] (iii) For AlignDETR
[2], AFOG-F achieves a mAP of 1.36 and outperforms both
AFOG (mAP of 18.13) and AFOG-V (mAP of 1.64), and
all three attacks significantly reduce the benign mAP by a
factor ranging from 2.8x to 37.8x.

We compare AFOG against eleven benchmark attacks
on DETR and Swin in Table 2. We observe that AFOG
achieves superior performance on both DETR-R50 and
Swin-L, notably recording an 82.7% improvement over the
next strongest attack on Swin. AFOG also uses the small-
est perturbation budget and fewest iterations, indicating its
superior imperceptibility and speed.
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Figure 4. Visualization with six examples, comparing benign scenario and AFOG attack results on Detection Transformer (DETR) with
ResNet-50 backbone. Six diverse test images contain objects with varying classes, scales, perspectives, lighting, motion, and textures.

Table 1. AFOG effectiveness over 12 detection transformers, mea-
sured by mAP on perturbed images. (*) indicates DINO frame-
work used with the corresponding backbone for object detection.

Model Params (M) Benign AFOG AFOG-V  AFOG-F
DETR-R50 [4] 39.8 42.1 4.1 4.5 9.8
DETR-R101 [4] 76.0 43.5 52 5.1 11.3

Deform.-DETR [38] 40.0 44.5 4.8 1.5 7.1
R50* [11] 47.6 49.2 5.3 1.5 6.3
AlignDETR [2] 47.6 51.4 18.1 1.6 1.4
ViTDet* [14] 108.1 54.9 3.8 0.9 2.8
ConvNeXt* [21] 219.0 554 3.9 1.9 3.1
Swin-L* [20] 217.2 56.8 7.3 2.4 8.6
InternImage* [31] 241.0 56.9 7.3 2.8 5.1
FocalNet* [36] 228.9 58.5 7.3 2.5 5.1
EVA*[10] 1037.2 62.1 12.2 4.1 8.7
DETA [25] 218.8 62.9 25.6 3.7 43

Table 2. Comparison benchmark of AFOG against other state-of-
the-art object detection attacks on DETR and Swin. Results are
theirs. (*) indicates results from [32]. (f) indicates results from
[24]. (-) indicates no result.

Adversarial mAP

DETR-R50  Swin

Attack Type Pert. Budget  Iters.
GARSDC [17] Surrogate 0.05 3000+ 6.0
GALD [13] Surrogate 0.063 10 20.6 -
RAD* [6] Surrogate 0.063 10 272 472
GHFD* [32] Surrogate 0.063 50 12.7 423
UEA* [33] Surrogate 0.063 50 28.5 50.7
DAG* [35] Surrogate 0.063 50 28.6 50.7
RAP* [15] Surrogate 0.063 50 24.7 49.5
EBADT [3] Victim 0.039 10 34.9 -
AttentionFool [22] Victim - 10-150 21.0
OATB [12] Victim 0.078 20 26.6 -
DBA [16] Victim - 50 - 56.7
AFOG Victim 0.031 10 4.1 7.3

Figure 4 shows six visual examples and the comparison
of DETR results for benign detection (Row 1) and adver-
sarial detection under the AFOG attack (Row 2) scenarios.
The first example shows that DETR detects the person and
surfboard correctly under no attack (Row 1) but outputs er-
roneous detections under the AFOG attack (Row 2). Addi-
tional visual examples for all twelve transformers are avail-
able in the Supplementary Material.

We report the distortion effect and timing cost for each
of the 12 transformer models in Table 3. We note sev-
eral interesting observations: (i) Considering the L, and
SSIM metrics, AFOG attacks induce very similar levels of

distortion for 10 out of 12 transformer models. The two
largest detection transformers, DETA [25] and EVA [10],
show worse Lo and SSIM scores for AFOG, AFOG-V and
AFOG-F. (ii) Considering the L metric, only DETA shows
the lowest L value consistently for AFOG, AFOG-V and
AFOG-F. (iii) As expected, the time required to attack a
detection transformer model is strongly correlated to the
number of model parameters. For instance, EVA [10] has
over 1 billion parameters, and took much longer on aver-
age to attack an input image over 10 iterations compared
to the other 11 models. (iii) DETA [25] has 218.8 million
parameters and is similar to other models within the Detrex
framework: FocalNet [36], Internlmage [31], Swin-L [20]
and ConvNext [21]. However, we observe that it consis-
tently takes about 1.5 — 2x longer time to attack one input
image on average with our AFOG attack or its special case
extensions AFOG-V or AFOG-F. (iv) AFOG, AFOG-V and
AFOG-F have similar average perturbation magnitude.

4.3. Effectiveness on CNN-Based Detectors

This section compares AFOG with four attacks designed for
CNN-based models: TOG [7], UEA [33], RAP [15], and
DAG [35]. They are surrogate-based attacks, and a major-
ity of them (e.g., DAG, RAP, UEA) can only directly attack
two-stage detectors (exemplified by Faster-R-CNN [28])
and rely on adversarial transferability to attack single-stage
CNN-based detectors like YOLOv3 [27] and SSD [19]. Ta-
ble 4 reports the comparison results. We make two ob-
servations: (i) AFOG and TOG are the only two victim-
based attacks against single-stage detectors, represented by
YOLOV3 and SSD. Both AFOG and TOG can drastically
reduce the benign mAP of YOLOv3 (83.43%) and SSD
(76.11%). For YOLOV3, TOG is a stronger attack, achiev-
ing mAP of 0.56 compared to mAP of AFOG being 2.62.
However, for SSD-300, AFOG is a stronger attack, achiev-
ing mAP of 0.50, compared to mAP of TOG (0.86). (ii)
For two-stage CNN-based object detectors, exemplified by
Faster-R-CNN, AFOG outperforms all four other victim-
based attacks, achieving the lowest adversarial mAP score
of 2.07%. (iii) AFOG also uses the same distortion mag-
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Table 3. Timing and Imperceptibility Results. Lo represents the average Lo norm difference between perturbed and clean images, Lo is
the average proportion of perturbed pixels, SSIM is the structural similarity index measure, ;1 is the average perturbation magnitude, and
t is average total attack time for all ten iterations in seconds.

AFOG AFOG-V AFOG-F
Model Lo Lo  SSIM  pa  time | Lo Lo  SSIM  pa  time | Lo Lo  SSIM  pa  time
DETRRS0[/] 00322 09707 08715 00173 145 | 00323 09707 08716 00172 099 | 00323 09710 08717 00172 121
DETRRIOI[1] 00323 09707 08721 00173 147 | 00323 09706 08724 0013 116 | 00323 09708 08724 00172  1.70
Deform-DETR [38] 00323 09719 08711 00174 163 | 00323 09713 08716 00173 163 | 00012 09714 08717 00173  1.87
R50[11] 00317 09658 08343 00171 270 | 0.0317 09650 08348 00170 234 | 00317 09654 08346 00170 3.16
AlignDETR[2] 00319 09657 08347 00170 241 | 00319 09646 08349 00170 233 | 00319 09647 0.8349 00170  3.29
ViTDet [14] 00318 09671 08353 00171 688 | 0.0318 09657 08361 00170 667 | 00318 09664 08355 00171  7.33
ComvNext[21] 00318 09666 08342 00171 538 | 00318 09654 08349 00170 526 | 0.0318 09663 0.8347 00170  5.86
Swin-L [20] 00327 09724 08673 00175 7.3 | 00327 09716 08680 00173 7.28 | 00327 09722 08678 00174  8.99
InternTmage [31] 00318 09665 0.8360 00170 635 | 0.0318 09653 08367 00170 623 | 0.0318 09660 0.8364 00171 670
FocalNet [36] 00320 09665 08365 00172 896 | 00320 09657 08378 00171 884 | 00320 09659 08374 00171 974
EVA [10] 00370 09666 08240 00172 5434 | 00370 09665 0.8246 00171 5453 | 00370 09665 08242 00171 5118
DETA [25] 0.0481 09662 08096 00170 1320 | 0.0481 09654 0.8099 00170 13.10 | 0.048] 09654 08099 00170 13.13

nitude budget L., as TOG, while achieving higher attack
success rate (lower mAP) on SSD-300 and FRCNN with
decreased Lo distortion cost. Hence, AFOG excels at at-
tacking both transformer-based detectors and CNN-based
detectors.

Table 4. Comparing AFOG with four state-of-the-art attacks on
representative CNN-based object detectors. mAPs of existing at-
tacks were taken from respective papers [7]. (-) indicates N/A.

Distortion Cost

Model Attack mAP t Lo Lo Lo SSIM
Benign 8343 0.0 0.0 0.0 0.0 1.0
YOLOv3  TOG[7] 056 098 0.031 0.083 0.984 0.875
AFOG 228 131 0.031 0.013 0.855 0.801
Benign 76.11 0.0 0.0 0.0 0.0 1.0
UEA [33]  20.0 - - - - -
SSD-300 DAG [35] 64.0 - - - - -
TOG [7] 086 039 0031 0.120 0975 0.879
AFOG 050 049 0031 0.022 0.858 0.793
Benign 67.37 0.0 0.0 0.0 0.0 1.0
UEA [33] 5.0 0.17 0343  0.191 0959 0.652
FRCNN RAP[I5] 478 404 0082 0010 0531 0994
DAG[35] 356  7.99 0.024 0.002 0.493 0.999
TOG [7] 2.64 1.68 0.031 0.058 0976 0.862
AFOG 238 211 0.031 0.019 0854 0.788

4.4. Effect of Learnable Self-Attention

We isolate and analyze the role of the learnable self-
attention mechanism in empowering AFOG to success-
fully corrupt transformer-based models by probing for weak
spots and performing fast and human-imperceptible pertur-
bations. Figure 5 shows a comparison between AFOG with
and without its learnable attention mechanism, measured by
percent difference in adversarial mAP scores. Ablation re-
sults show that our learnable attention mechanism improves
performance by up to 30.6% on Internlmage, with an aver-
age of 15.1% improvement across all models.

Figure 6 shows the self-attention map for the last encoder
layer of DETR [4] at initialization and three progressive at-
tack iterations (37¢, 4", and 8'"). We observe that, as the
attack progresses in iterations (indicated by grey arrows),
the self-attention map becomes increasingly less associated
with the benign detected objects. By the 8" iteration of the
AFOG attack, the self-attention maps have become almost

entirely disjoint from the benign detections of the victim
model (DETR) prior to the attack. We note that, when the
model’s self-attention map that reflects learned detection
knowledge is changed, it is unlikely for prior knowledge to
be kept intact. During the AFOG attack, the perturbed in-
puts focused by AFOG’s own adversarial attention corrupt
the pixel-level relationships learned by a well-trained victim
model prior to adversarial injection (e.g., K = 1), causing

catastrophic forgetting to occur.
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Figure 5. Improvement (% difference) of AFOG with attention
over AFOG without attention. The learnable attention mechanism
improves performance by as much as 30.6% on InternImage, with
an average improvement of 15.1% across all models.

4.5. Worst Case Analysis

Our experimental results on 12 transformer-based detectors
and 3 representative CNN-based detectors have shown that
AFOG is a fast and effective attack. However, there are
still cases where AFOG fails in its adversarial perturba-
tions within a total of 10 iterations, one setting of our attack
termination hyper-parameter. By investigating those cases
where AFOG did not succeed, we found that the most com-
mon situation is where the attack fails to corrupt the central
subject of the victim input image, e.g., a person. Figure 7
gives three visual examples, with the top one (Rows 1-2) be-
ing a successful attack followed by two failed cases (Rows
3-6) when attacking DETR-R50. Columns 2-3 in all six
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Adversarial Prediction (AFOG)
Figure 6. DETR self-attention weights analysis. Each blue frame
shows the self-attention weights of DETR-R50’s last encoder layer
at the red indicated point in the image at a given attack iteration
k. In early iterations, the model understands a strong association
between the indicated red point on the elephant and the rest of
the elephant shape. As the attack iterates (grey arrows), this as-
sociation becomes corrupted, evidenced by the lack of encoder
self-attention structure in later stages. By the 8" iteration, the
selected point has lost association with the rest of the elephant ob-
ject, demonstrating that AFOG has disrupted learned knowledge.

rows show DETR’s encoder’s last layer’s self-attention map
for the first and second locations indicated by red points in
the first column. Rows 1, 3, and 5 show benign situations
and their corresponding self-attention maps, and Rows 2, 4,
6 show the self-attention maps after the final attack itera-
tion. The fourth column shows AFOG’s adversarial atten-
tion map after the final attack iteration.

We make three observations: (i) For the successful attack
case (Rows 1-2), the self-attention maps of victim model
DETR-R50 lose association between the indicated red point
and the rest of the foreground object it comprises. (ii) In
both unsuccessful cases (Rows 3-6), AFOG fails to disrupt
this association. (iii) Consider AFOG’s adversarial atten-
tion maps from the successful case in Figure 7 (Row 2, Col.
4), we observe a clear focus on the key objects in the victim
input image. In comparison, AFOG’s adversarial attention
maps for the two failure cases (Row 4, Col. 4 and Row 6,
Col. 4) both fail to focus on foreground objects. The first
failure case (Rows 3 and 4) shows that the AFOG attention
map attributes significant weight to the distant person in the
left of the victim image, resulting in a large number of fab-
ricated predictions in that region. Similarly, the attention
map for the second victim image (Rows 5 and 6) appears to
entirely miss the fire hydrant, resulting in a failure to disrupt
this object. In these cases, AFOG’s adversarial attention has
learned to focus on the wrong pixels.

5. Conclusion

We have presented AFOG, an Attention-Focused Offensive
Gradient attack. AFOG is effective for attacking both
advanced object detection transformers and traditional
CNN-based detectors with a unified, architecture-agnostic
framework. AFOG utilizes a learnable attention mecha-

Location 1: DETR Location 2: DETR
Self-Attention Weights ~ Self-Attention Weights

AFOG Adversarial
Attention Map
(Success)

Benign

AFOG Adversarial
Attention Map
(Fail)

AFOG Adversarial
Attention Map
(Fail)

Flgure 7. Worst case analysis with DETR-R50 as victim model.
Rows 1-2 show a benign image and the successful AFOG per-
turbed image. Rows 3-6 show two cases where AFOG attack did
not succeed. Columns 2-3 show DETR’s encoder’s self-attention
map for the two locations marked in red in column one. Column
4 shows AFOG’s internal attention map, where white pixels indi-
cate high attention and blue indicates low. In the successful case
(Rows 1-2), encoder self-attention maps (Cols. 2-3) lose associa-
tive structure. In the unsuccessful cases (Rows 4 and 6), AFOG
fails to disrupt this structure and predictions are preserved. AFOG
adversarial attention maps (Col. 4) show focus on important ob-
ject structure in the successful case (Row 2) and lack of focus in
the unsuccessful cases (Rows. 4, 6).

nism to enable its adversarial perturbations to focus on
vulnerable areas of images in multi-box detection tasks.
AFOG’s attack loss function integrates multiple feature
losses (e.g., bounding-box loss, class loss) through learn-
able attention updates with iterative injection of adversarial
perturbations.  Finally, AFOG is efficient and stealthy.
Adversarial perturbations generated by AFOG are visually
imperceptible and yet can cause well-trained detectors to
fail miserably. Extensive experiments on state-of-the-art
object detectors show that AFOG is consistently effective
across twelve object detection transformers. Comparative
evaluation with nearly a dozen SOTA methods shows
that AFOG significantly outperforms surrogate-based and
victim-based attacks on both object detection transformers
and CNN-based object detectors.
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