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Abstract

With the availability of diverse sensor modalities (i.e., RGB,
Depth, Infrared) and the success of multi-modal learning,
multi-modal face anti-spoofing (FAS) has emerged as a
prominent research focus. The intuition behind it is that
leveraging multiple modalities can uncover more intrinsic
spoofing traces. However, this approach presents more risk
of misalignment. We identify two main types of misalign-
ment: (1) Intra-domain modality misalignment, where the
importance of each modality varies across different attacks.
For instance, certain modalities (e.g., Depth) may be non-
defensive against specific attacks (e.g., 3D mask), indicat-
ing that each modality has unique strengths and weaknesses
in countering particular attacks. Consequently, simple fu-
sion strategies may fall short. (2) Inter-domain modality
misalignment, where the introduction of additional modal-
ities exacerbates domain shifts, potentially overshadowing
the benefits of complementary fusion. To tackle (1), we
propose an alignment module between modalities based
on mutual information, which adaptively enhances favor-
able modalities while suppressing unfavorable ones. To ad-
dress (2), we employ a dual alignment optimization method
that aligns both sub-domain hyperplanes and modality an-
gle margins, thereby mitigating domain gaps. Our method,
dubbed Dual Alignment of Domain and Modality (DADM),
achieves state-of-the-art performance in extensive experi-
ments across four challenging protocols, demonstrating its
robustness in multi-modal domain generalization scenarios.
Our code is available at here.
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Figure 1. Four common scenarios of FAS. (a) Uni-modal DG-
FAS aims to mitigate domain shifts. (b) Multi-modal FAS fo-
cuses on efficient fusion among modalities. (c) Common multi-
modal DG-FAS, which combines DG-FAS with multi-modal fu-
sion techniques. (d) Our proposed multi-modal DG-FAS pursues
both the hyperplane alignment across each sub-domain and the an-
gle margin consistency among modalities. For clarity, it should be
noted that the different-colored spheres (domains) represent dis-
tinct faces of a sphere and do not indicate the Euclidean distance.
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1. Introduction

Face anti-spoofing (FAS) techniques have been developed
to safeguard face recognition systems. Over the past few
decades, both hand-crafted features based approaches [0, 7,
15, 32, 57, 58] and deep learning based algorithms [3, 3,
50, 77, 81] have shown promising results in uni-modal FAS.
Despite their effectiveness in intra-dataset evaluations, they
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generalize poorly to unseen domains.

Subsequently, uni-modal domain generalization (DG)
FAS methods [27, 36, 39, 69, 74, 92, 93] have been ex-
tensively explored, as shown in Fig. 1(a). Recently, with
the growing challenge of attack patterns and the acquisi-
tion of more advanced sensors, FAS has expanded from uni-
modal (RGB) to multi-modal (e.g., RGB, Depth, Infrared)
approaches [23, 56, 90]. These multi-modal methods aim to
leverage complementary information across modalities, en-
abling spoof traces undetectable in one modality to be cap-
tured by others. However, existing multi-modal FAS meth-
ods often assume consistent training and testing domains,
focusing primarily on modality fusion without adequately
considering domain shifts, as illustrated in Fig. 1(b). Fur-
thermore, since each modality possesses varying defensive
capabilities against different attacks, treating or integrating
them equally may not yield optimal results.

In multi-modal FAS, DG scenarios involve significant
domain shifts [42, 45] caused by advanced or unseen at-
tacks, variations in sensor resolutions, deployment envi-
ronments, and disturbance from low-quality sensors. We
summarize the challenges in multi-modality domain gen-
eralization FAS into two main aspects: (1) intra-domain
modality misalignment, where the relative importance of
each modality varies for diverse attacks. Certain modalities
(e.g., depth) may be vulnerable to specific attacks (e.g., 3D
masks), making them unreliable. Simple fusion strategies
potentially propagate negative impacts across modalities.
(2) inter-domain modality misalignment, where incorpo-
rating additional modalities can exacerbate domain shifts.
In such cases, the adverse effects of domain shifts in multi-
modality may outweigh the benefits of fusion. Previous
work MMDG [42] employs single-side prototypical loss for
domain generalization, akin to conventional uni-modal DG
methods that use mixed source domains, as illustrated in
Fig. 1(c). MMDG [42] proposes a Monte Carlo dropout-
based [10, 52, 76] uncertainty estimation module to recog-
nize unreliable information. However, it has a certain de-
gree of randomness, limiting the model’s performance and
necessitating further improvements.

To address these challenges, we propose the Dual Align-
ment of Domain and Modality (DADM) framework, as
illustrated in Figs. 2 and 1(d). Specifically, we design
a Mutual Information Mask (MIM) module to fine-tune
ViT [18]. The MIM module alleviates intra-domain modal-
ity misalignment through mutual information maximiza-
tion. Based on the intuition that observing a certain modal-
ity can reduce the uncertainty of other modalities to some
extent (i.e., we have a prior uncertainty H(X) for X and
a posterior uncertainty H(X|Y") given Y, where H(X) —
H(X]Y) is mutual information). This allows the observed
modality to diminish unreliable information about other
modalities and provide informative guidance. To tackle

inter-domain modality misalignment, we propose a dual

alignment of domain and modality optimization strategy,

which aims to find a unified classification hyperplane and a

unified angle margin among modalities. Our contributions

are as follows:

* We propose the DADM framework to enhance the domain
and modality generalization in multi-modal DG FAS.

* We introduce the Mutual Information Mask module to al-
leviate intra-domain modality misalignments by enhanc-
ing reliable modalities and suppressing unreliable ones.

* We employ a dual alignment of domain and modality
optimization strategy to align sub-domain hyperplanes
and modality angle margins, mitigating the inter-domain
modality misalignment.

* We evaluate our DADM approaches under four challeng-
ing protocols. Extensive experiments demonstrate its su-
periority and generalization capability.

2. Related Work

Uni&Multi-Modal Domain Generalization in FAS. In re-
cent years, uni-modal DG methods for FAS have received
extensively attention [12, 20, 27, 36, 38, 51, 64, 65, 67, 69,
74,79, 92, 93]. Common approaches include adversarial
training [29, 49, 64, 88], asymmetric triplet loss [27, 40],
contrastive learning [51], meta-learning [8, 19, 28, 59, 65,
91], style augmentation [74, 92, 93]. They share a com-
mon goal: training a model on multiple source domains,
with the intention that ensure generalization to unseen do-
mains. Multi-modal FAS methods have evolved in parallel.
Early methods include early-fusion [21, 54, 75] and late-
fusion [22, 33, 34, 66, 82]. More recently, works that intro-
duce attention-based fusion techniques have emerged [16,
78, 80, 85-87]. In flexible-modal FAS, cross-modality at-
tention [46, 48] and multi-modal adapters [85, 87] enable
to learn modality-agnostic features. However, despite these
advancements, they often fall short in DG scenarios due to
an insufficient ability to resist domain shifts. Furthermore,
they are proposed for uni-modal FAS and are not suitable
for multi-modal ones. Additionally, a previous study [42]
has demonstrated that the uni-modal DG-based methods ex-
hibit limited performance in multi-modal scenarios.

Mutual Information Neural Optimization. Mutual infor-
mation has a wide range of applications in deep represen-
tation learning [4, 11, 13, 37, 41, 70, 72, 89]. Many stud-
ies [5, 24, 25, 55, 71] have focused on optimizing mutual
information in deep learning. For example, maximizing the
mutual information between features extracted from diverse
views, modalities, or images, which aiming to capture high-
level factors whose influence spans different perspectives -
e.g., the presence of certain different perspectives of spoof
trace or the occurrence of certain inconsistency in data. This
capability is especially valuable in multi-modal FAS, where
each modality brings unique advantages or weaknesses in
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Figure 2. (a) Illustration of fine-tuning ViT with proposed MIM modules and CDC-Adapters, showcasing the interaction between the RGB
and Depth modalities. Note that only the parameters of MIM and CDC-Adapter are trainable. (b) Mutual Information Mask (MIM) module
is used for suppress and enhance the informative region of features. (c) CDC-Adapter is used for integrating fine-grained local features.

countering specific attack types. By maximizing mutual
information between modalities, the model can adaptively
emphasize task-relevant information, thereby enhancing re-
liable modalities while mitigating unreliable ones.

3. Proposed Method

Sec. 3.1 reviews the mutual information maximization and
invariant risk minimization. Sec. 3.2 provides an overview
of our architecture, followed by a detailed description of the
mutual information mask module in Sec. 3.3. Finally, we
present details of the dual alignment optimization strategy
for domain and modality in Sec. 3.4.

3.1. Preliminaries

Mutual Information Maximization. The mutual informa-
tion (MI) between two variables X and Y can be expressed
as the difference between their entropy terms:

I(X:Y) = H(X) - H(X|Y) = H(Y) - H(Y|X) (1)
where H(-) is the Shannon entropy, H(X|Y) denotes the
conditional entropy of X given Y. Alternatively, MI is also
equivalent to the KL-divergence between the joint distri-
bution Pxy and the product of the marginal distribution
P X Py:

I(X;Y) = Dkn(Pxvy||PxPy) )

For MI maximization, we typically need to estimate a
lower bound of MI and continuously raise this lower bound.
Belghazi et al. [5] introduce the MINE based on Eqn. 2 and
theorem [17], which converts them into the dual representa-
tion:

Dki(P[|Q) = sup Ep[T] - log(Eqle")), (©)

T:Q—R

Ivine = Epe ) [f (2, y)] — 10g(Ep(x)p(y)[e(f(zyy»]% )

where P and Q are two probability distributions, 7" takes
over all functions such that the two expectations are finite,
and f(-,-) represent a score function (or, critic) approxi-
mated by a neural network.

Empirical and Invariant Risk Minimization. Empirical
Risk Minimization (ERM) is widely used in machine learn-
ing, aiming to improve the model’s generalization perfor-
mance to unknown domains by minimizing the risk (i.e.
loss) on the mixed source domain:

ERM — m1n|5| ZRe(¢a B), o)

where ¢ represents a neural network, [ denotes the classifi-
cation hyperplane, £ represents the entire environment, e is
one of the sub-environments, and f(x; 3, ¢) is the function
processing x via ¢, 5 and obtaining y. The empirical risk
function R°(¢, /3), based on the loss function L(-,-), for a
given sub-environment e, is defined as:

R, 8) = g y)nelL(f (23 8, 0), y)]- (6)

While ERM is simple and effective, the i.i.d. assumption
limits its application in FAS. It tends to fit all source train-
ing data together and undesirably leverages spurious corre-
lations that may lead to poor generalization when test envi-
ronments diverge from training data (i.e., domain shifts).

However, Invariant Risk Minimization (IRM) [1, 2, 14,
35, 53] have been proposed to learn the aligned classifica-
tion hyperplane that is globally (for £) and also locally (for
e) optimal. Specifically, the objective of IRM can be formu-
lated as the following constrained optimization problem:

IRM — m1n|6| Z

s.t.B* € argminRe(gb, B), Ve € &. @)
B

Indeed, IRM is a challenging, bi-level optimization prob-
lem, which is hard to solve [30, 61].
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3.2. Architecture Overview

Fig. 2 shows our architecture. Our model builds upon ViT
[18] by utilizing frozen pre-trained weights and introduc-
ing adapters for fine-tuning. Specifically, each layer of ViT
comprises Layer Normalization (LN), Multi-Head Self At-
tention (MHSA), and Multi-Layer Perceptron (MLP). The
model handles three input modalities: RGB, depth, and
infrared images. Extracting the feature of each modal-
ity from the MHSA layer and feeding it into the Mu-
tual Information Mask (MIM) module. Each MIM mod-
ule receives two modalities, as illustrated in Fig. 2 (b).
To ensure cross-modal fusion among all modalities, each
layer includes three MIM modules. Fig. 2 (a) omits the
schematic diagram of the interaction between infrared and
depth, and the full interaction relationship is illustrated in
Fig. 3. In Fig. 2(c), the CDC (short for Central Difference
Convolution)-Adapter [9] consists of vanilla and central dif-
ferential convolution layers. In FAS tasks, the effectiveness
of central differential convolution [9, 83, 84] over vanilla
ones have been verified, as it captures both intensity-level
information and gradient-level messages [43, 44], which are
critical for distinguishing between live and spoof traces.

3.3. Mutual Information Mask

As mentioned in Sec. 1, the reliability of each modality can
fluctuate based on the type of attack, rigid or uniform treat-
ment of each modality is undesirable. Hence, the model
should adaptively prioritize specific modalities or regions
based on their reliability. To achieve this, we propose the
Mutual Information Mask (MIM) module, which dynami-
cally emphasizes reliable modalities and suppresses unreli-
able ones by leveraging mutual information maximization.

Specifically, given a group of RGB, depth (D), infrared

(I) images xpgg € REXWX3 xp € REXWX3 1 ¢
HxW X3 : O H ., W .
R#*¥>2, we split them into 5 X -5 non-overlapping

patches [x& g, (X510, x4, where H, W are the
height and width, P is the patch size, h = %,w = %.
These patches are linearly projected to embedding vectors

[Zhapli € RY, 251 € RY, 2] € R:
[Z%GB7 Z%D? Xﬂ = PE([XgGB7 2%7 Xﬂ) + e§>057 (8)

where PE(-) is the patch embedding, and ef,,, € R? is the
positional embedding. Then, we also introduce class tokens
for all modalities 2% 3, 2D, 27 .

The structure of MIM module is illustrated in Fig. 2(b).
We feed the outputs of each MHSA layer to MIM module
for intra-domain modality alignment. At each MIM mod-
ule, we first obtain the interactive feature of each modal-
ity pair by directly concatenating them along the channel
dimension and feeding them into a lightweight interactive
convolution block. Then, the interactive feature is fed into
the mask generation block MG(-). The output is two infor-

D-RGB Mask

RGB-D Mask

RGB-I Mask

(a) Fused Feature Generates Mask (b) Feature Alignment
Figure 3. Alignment: (a) Mask generation via modality interac-

tion. (b) Feature alignment via reweighting.

mative masks corresponding to the modality pair:

Ziused = Conv(Cat(zm1, Zm2)), 9)
(M1, M2 = sigmoid(MG(zfysed)) (10)

where the subscript m1 and m2 represent two modalities,
respectively. Conv(-) and MG(-) consists of a sequence of
convolution and normalization layers. sigmoid(-) is the ac-
tivation function. We consider that the region with a higher
weight (informative point), the more reliable information it
involves. Conversely, regions associated with lower weights
may carry redundant or negative information.

Then, we employ two masks m,,;,m,,» € R"*" to
reweight the original features:

Zaligned-m1 = Myp1Zm1, Zaligned-m2 — Myp2Zm2. (1 1)

Fig. 3 illustrates the details of our mutual information mask
process. Then, the Zajigned m1, Zaligned_m2 are averaged as
the mutual information (MI) tokens:

Zmil = ialigned,ml» Zmi2 = ialigned,ml (12)

Finally, we integrate interactive features of each modality
pair with aligned features as the output of MIM module:

Zout.ml = COHV(Cat(zfuscda Zaligncd,ml))a (13)

Zout.m2 = COHV(Cat(qusedaZaligned,m2))- (14)

We further alleviate intra-domain modality misalignment by
MI maximization between MI tokens, as depicted in Eq. 12.
The commonly used MINE [5] needs a task-independent
neural network to estimate the score function f(-,-) of the
joint and marginal distribution of z,y, which may be an
unnecessary burden for the overall model. Coincidentally,
we have obtained the MI tokens z,i1, zmiz in Eq. 12. We
estimate the distribution entropy by taking the average of
MI tokens, which can be seen as a special case of the score
function. Thus we can rewrite Eqn. 4:

Zmil + Zmi2
P(zmil ,Zmiz) [ 2 ]

)l- (15)

Loi = —[E

Zmil1+%mi2 ]

_IOg(EP(Zmil)P(Zmiz) le
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During forward propagation, we calculate the £!; of
each layer, and then average £! ; from all layers as the final
L. In addition, we employ a gradient modulation tech-
nique, ReGrad [42], to adapt the optimization direction of
each MIM module. Unlike [42], our ReGrad is based on the
intensity of MI tokens instead of uncertainty in modality:

ReGrad(gl, gz) =

|2g1 mip, if g; - g5 < 0,mi; < mis

|| 1l

g1 + (g2 H H2 gl) mi27 lfgl © 8y > 07mil < mi2
|g|1g ‘g|§g2 mi; + g,, if g; - g, < 0,mi; > miy

2
(g1 — B 2g2) mi; + gy, if g; - g8, > 0, mi; > mis

JEA
(16)

where g, and g, denote gradient of each modality, respec-
tively. mi; = Zmnj1, mis = Zpie. The higher value of
mi, the more reliable its corresponding aligned features be-
come, thus assigning greater significance to the gradient.

3.4. Dual Alignment of Domain and Modality

Numerous uni-modal DG-based methods have been deeply
explored to learn domain-invariant features over recent
years. They typically adopt the Empirical Risk Minimiza-
tion (ERM) learning paradigm. However, the i.i.d. assump-
tion of ERM limits its application in the presence of signifi-
cant domain shift tasks, e.g., FAS. Moreover, these methods
commonly mix all source domains together and posit that
the feature space becomes perfectly domain-invariant after
removing the domain-specific signals. However, this ap-
proach has a significant drawback: when the source data is
limited and the target data exhibits high domain variability,
performance can deteriorate substantially. This is because
mixing source domains makes the feature space ambiguous,
the live/spoof classifier may inadvertently rely on spurious
correlations [69], as shown in Fig. 1(a) and (c).

One competitive alternative is Invariant Risk Minimiza-
tion (IRM), which aims to align the live-to-spoof transi-
tion to be the same for all domains, as illustrated in Fig. 4.
We utilize the PG-IRM [69] algorithm to optimize the IRM
problem, which constrains the alignment between the global
domain optimal hyperplane and the local domain optimal
hyperplane. For uni-modal FAS, alignment typically fo-
cuses only on the classification hyperplane. However, in
multi-modal FAS, misalignments across domains become
more pronounced. Significant domain shifts (angle devi-
ations) in any modality can drastically affect overall per-
formance. Hence, before obtaining the top-level features
of each modality and fuse them for classification. We
constrain the angle margins of modalities in each domain

Misalignment
RGB

R
Domain 1 Domain 2 Domain 3

Domain 3

Domain 1

Figure 4. Dual alignment of domain and modality. Samples from
different domains are distributed on the same 3D sphere. We draw
them separately to clearly indicate that varies domains have mis-
aligned directions before alignment.

should be as consistent as possible, which is beneficial for
the generalization. The angle margin loss is as follows:

{RGB,D,I} 25 . 7€
= - . i i _\2
a.ngle = Z Z ]I(yl - 1) (HZ51HHZ62|| Tl)
e17#es i#] g ¢
A AT
+1(y; =0) - (e — )+
|1z {252 ]
z61 . 761 762 . 762
Wys = v)) - (ermme — Temmen) - (A7)
R T PP

where I(y = 1) denotes live conditions, I(y = 0) denotes
spoofs. The first term constrains all live samples to exhibit
consistent angles, the second term constrains spoofs to ex-
hibit relaxed consistent angles, and the third term constrains
the angle difference among modalities of each domain is
consistent. 7; = 1,7, = 0.85 are used to control the relax-
ation degree of live and spoof samples, respectively.

Fig. 4 shows the dual alignment of domain and modality.
Before alignment, the classification hyperplanes and modal
angles of each domain are anisotropic. After alignment, the
unified classification hyperplane that is globally and also
locally optimal, and the modal angles exhibit consistency.
In supplementary materials, we elaborate on the importance
of dual alignment. Please refer to Sec. 10 for detailed proof.

3.5. Training and Inference

The overall losses can be written as:

£tota1 = £ce + AmiLlmi + )\angleﬁanglea (18)

where Ami, Aangle are the coefficients. We use PG-IRM [69]
to optimize the total loss. The optimization pipeline is pro-
vided in Sec. 9.

At the inference stage, we use the mean hyperplane from
BeysBeys -, Be to get the final score:

é S 8.6

ecé

Score = XRGB, XD, XI). (19)

12049



Table A. Cross-dataset testing results under the fixed-modal scenarios (Protocol 1) among CASIA-CeFA (C), PADISI (P), CASIA-SURF
(S), and WMCA (W). DG, MM, and FM are short for domain-generalized, multi-modal, and flexible-modal, respectively.

Method Type CPS - W CPW — S CSW — P PSW — C Average
HTER(%) | AUC(%)1 HTER(%)| AUC(%)1 HTER(%)] AUC(%)1 HTER(%)] AUC(%)1t HTER(%)| AUC(%)"

SSDG [27] DG 26.09 82.03 28.50 7591 41.82 60.56 40.48 62.31 34.22 70.20
SSAN [74] DG 17.73 91.69 27.94 79.04 34.49 68.85 36.43 69.29 29.15 7122
SA-FAS [69] DG 21.37 87.65 2322 84.49 35.10 70.86 35.38 69.71 28.77 78.18
IADG [92] DG 27.02 86.50 23.04 83.11 32.06 73.83 39.24 63.68 30.34 76.78
ViTAF [26] DG 20.58 85.82 29.16 77.80 30.75 73.03 39.75 63.44 30.06 75.02
CLIP [60] MM 14.55 90.47 18.17 90.02 24.13 83.15 38.33 65.71 23.80 82.33
FLIP [68] MM 13.19 93.79 11.73 94.93 17.39 90.63 22.14 83.95 16.11 90.83
MM-CDCN [82] MM 38.92 65.39 4293 59.79 41.38 61.51 48.14 53.71 42.84 60.10
CMFL [22] MM 18.22 88.82 31.20 75.66 26.68 80.85 36.93 66.82 28.26 78.04
ViT+AMA [87] FM 17.56 88.74 27.50 80.00 21.18 85.51 47.48 55.56 28.43 77.45
VP-FAS [85] FM 16.26 91.22 24.42 81.07 21.76 85.46 39.35 66.55 25.45 81.08
MMDG [42] MM-DG 12.79 93.83 15.32 92.86 18.95 88.64 29.93 76.52 19.25 87.96
DADM (Ours) MM-DG 11.71 94.89 6.92 97.66 19.03 88.22 16.87 91.08 13.63 92.96

Table B. Cross-dataset testing results under the missing-modal scenarios (Protocol 2) among CASIA-CeFA (C), PADISI (P), CASIA-
SUREF (S), and WMCA (W). We report the average HTER (%) and AUC(%) on four sub-protocols, i.e. CPS — W, CPW — S, CSW —
P, PSW — C. DG, MM, and FM are short for domain-generalized, multi-modal, and flexible-modal, respectively.

Method Type Missing D Missing I Missing D & I Average
HTER(%)| AUC(%)1 HTER(%)]| AUC(%)T HTER(%)] AUC(%)1 HTER(%)| AUC(%)1

SSDG [27] DG 38.92 65.45 37.64 66.57 39.18 65.22 38.58 65.75
SSAN [74] DG 36.77 69.21 41.20 61.92 33.52 73.38 37.16 68.17
SA-FAS [69] DG 36.30 69.07 39.80 62.69 33.08 74.29 36.40 68.68
IADG [92] DG 40.72 58.72 42.17 61.83 37.50 66.90 40.13 62.49
ViTAF [26] DG 34.99 73.22 35.88 69.40 35.89 69.61 35.59 70.64
MM-CDCN [82] MM 44.90 55.35 43.60 58.38 44.54 55.08 4435 56.27
CMFL [22] MM 31.37 74.62 30.55 75.42 31.89 74.29 31.27 74.78
ViT+AMA [87] FM 29.25 71.70 32.30 74.06 31.48 75.82 31.01 75.86
VP-FAS [85] FM 29.13 78.27 29.63 77.51 30.47 76.31 29.74 77.36
MMDG [42] MM-DG 24.89 82.39 23.39 83.82 25.26 81.86 24.51 82.69
DADM (Ours) MM-DG 21.56 85.17 20.82 85.28 22.61 84.04 21.66 84.83

4. Experiments

4.1. Datasets, Protocols, and Performance Metrics

We evaluate our model on four multi-modal datasets:
CASIA-CeFA (C) [47], PADISI-USC (P) [62], CASIA-
SUREF (S) [90], and WMCA (W) [23]. Each dataset com-
prises three modalities: RGB, depth (D), and infrared (I).
We employ four protocols: Protocol 1-fixed modality, we
use four multi-modal leave-one-out (LOO) sub-protocols
across C, P, S, and W, following [42]. Protocol 2-missing
modality, three test-time missing-modal scenarios, i.e., D is
missing, I is missing, and both D and I are missing. Proto-
col 3-flexible modality extends this setup to consider three
flexible scenarios where modalities are optionally missing
during both training and testing. The probability of modal-
ity missing is 0.3 during training and testing. Finally, Pro-
tocol 4-limited source domain limits the number of source
domains. The performance metrics are Half Total Error
Rate (HTER) and Area Under the Curve (AUC).

4.2. Implementation Details

All RGB, depth, and infrared images are resized to 224
x 224 x 3. We employ ViT-B/16 as the backbone, pre-
trained on ImageNet with a patch size of 16 and a hidden
size of 768. The model is trained for 50 epochs using the
Adam optimizer [31] with a learning rate of 5 x 1075 and a

weight decay of 1 x 1073. The batch size is set to 32. The
hyper-parameters involved are as follows: 7;=1.0, 7,=0.85,
Ami=0.1, and Aapg16=0.3.

4.3. Multi-Modal Cross-Domain Evaluation

We compare our method on Protocols 1-4 against following
methods: (a) Uni-modal DG FAS. [27, 74,91, 92] (b) Multi-
modal FAS [22, 87]. (c) Multi-modal DG FAS, i.e., MMDG
[42]. For (a), to make them compatible with multi-modal
protocols, concatenating three modalities along the channel
dimension and introducing a trainable convolution layer to
adapt to a 3-channel input.

Protocol 1: Fixed-Modal Scenarios. Tab. A shows our
method achieves superior performance across sub-protocols
of fixed-modal scenarios. Compared to most uni-modal DG
and multi-modal FAS methods, DADM demonstrates a sig-
nificant improvement, with an average HTER improvement
of 15.52% and an average AUC improvement of 15.74%
compared to SSAN [74], and 11.82% in HTER and 11.88%
in AUC over VP-FAS [85]. Against previous state-of-the-
art MMDG [42], DADM consistently outperforms except
on CSW — P, where the performance is slightly inferior. In
particular, for PSW — C, our method achieves overwhelm-
ing advantages, with a 13.06% HTER and 14.56% AUC
improvement. Overall, the average improvement across all
sub-protocols is 5.62% in HTER and 5% in AUC.
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Table C. Cross-dataset testing results under the flexible-modal scenarios (Protocol 3) among CASIA-CeFA (C), PADISI (P), CASIA-
SUREF (S), and WMCA (W). We report the average HTER (%) and AUC (%) on four sub-protocols, i.e. CPS — W, CPW — S, CSW —
P, PSW — C. DG, MM, and FM are short for domain-generalized, multi-modal, and flexible-modal, respectively.

Method Type Flexible D Flexible I Flexible D & I Average
HTER(%)| AUC(%)T HTER(%)| AUC(%)T HTER(%)| AUC(%)t HTER(%)] AUC(%)1

SSDG [27] DG 34.79 68.23 33.64 69.40 35.02 68.19 34.48 68.61
SSAN [74] DG 32.86 72.15 35.82 65.55 29.96 77.50 32.88 71.73
SA-FAS [69] DG 3243 73.05 35.35 67.46 29.57 78.28 32.45 72.93
TADG [92] DG 36.39 61.22 37.69 64.46 33.52 69.74 35.87 65.14
ViTAF [26] DG 31.27 77.33 32.07 74.35 32.08 72.57 31.81 74.75
MM-CDCN [82] MM 40.13 60.93 40.96 60.86 43.81 57.42 41.63 59.74
CMFL [22] MM 30.04 74.79 29.31 75.63 30.50 75.45 29.95 75.29
ViT+AMA [87] FM 28.43 78.01 30.09 75.12 29.95 76.62 29.49 76.58
VP-FAS [85] FM 27.54 80.19 28.28 80.50 28.04 78.36 27.95 79.68
MMDG [42] MM-DG 23.25 85.89 2191 86.38 22.58 84.54 22.58 85.60
DADM (Ours) MM-DG 19.27 88.79 19.98 88.45 21.67 86.16 20.31 87.80

Table D. Cross-dataset results under the limited source domain
scenarios (Protocol 4) among CASIA-CeFA (C), PADISI-USC
(P), CASIA-SUREF (S), and WMCA (W).

Method Type CW — PS PS - CW
HTER(%) | AUC(%)t HTER(%).| AUC(%) 1

SSDG [27] DG 25.34 80.17 46.98 54.29
SSAN [74] DG 26.55 80.06 39.10 67.19
SA-FAS [69] DG 25.20 81.06 36.59 70.03
IADG [92] DG 22.82 83.85 39.70 63.46
ViTAF [26] DG 29.64 71.36 39.93 61.31
MM-CDCN [82] MM 29.28 76.88 47.00 51.94
CMFL [22] MM 31.86 72.75 39.43 63.17
ViT+AMA [87] FM 29.25 76.89 38.06 67.64
VP-FAS [85] FM 25.90 81.79 44.37 60.83
MMDG [42] MM-DG 20.12 88.24 36.60 70.35
DADM (Ours) MM-DG 12.61 93.81 20.40 89.51

Table E. Ablation results on our proposed components. We report

the average HTER and AUC.

Backbone Adapter ReGrad Loss HTER (%) | AUC (%)t
ViT - - CE 31.14 74.81
ViT U-Adapter [42] CE+SSP [42] 24.54 83.14
ViT MIM+Vanilla-Conv CE+SSP [42] 2297 85.29
ViT MIM+CDC-Adapter - CE+SSP [42] 21.75 86.17
ViT U-Adapter UEM-Guided CE+SSP [42] 19.25 87.96
ViT MIM+CDC-Adapter ~ MI-Guided =~ CE+SSP [42] +MI 17.17 88.14
ViT MIM+CDC-Adapter ~ MI-Guided PG-IRM [69] 16.54 90.27
ViT MIM+CDC-Adapter ~ MI-Guided DADM 14.31 92.05
ViT MIM+CDC-Adapter ~ MI-Guided DADM-+MI 13.63 92.96

Protocol 2: Missing-Modal Scenarios. While recent
multi-modal methods can improve the robustness of FAS
systems, they require consistent training and testing modal-
ities. This reliance overlooks scenarios where a modality
may be missing during testing or in the real world, often
leading to failure in distinguishing between live and spoof
faces. In Protocol 2, when a modality is marked as missing,
the input of that branch will be replaced with all zero in-
put. As depicted in Table B, DADM outperforms all meth-
ods in scenarios where depth, infrared, or both of them are
missing at test time. Notably, while ViT+AMA and VP-
FAS are specifically designed for missing-modality settings,
they do not consider the intra-domain modality and inter-
domain modality misalignment and resulting in limited per-
formance, while DADM handles effectively.

Protocol 3: Flexible-Modal Scenarios. The modality-
missing in Protocol 2 only occurs during testing, while Pro-
tocol 3 will experience modality-missing during both train-

Table F. Ablation results on dif- Table G. Ablation results on
ferent mutual information maxi-
mization losses.

vanilla and central difference
convolutional adapter.

Method  HTER (%) AUC (%) |
TnfoNCE [55] 15.80 9147
MINE [5] 14.40 92.13
Ours 13.63 92.96

Method  HTER (%) | AUC (%) |
Vanilla Conv 1471 91.63
CDC Conv 13.63 92.96

Table H. Ablation results on mask generation strategy.

Method Distance-based [72] Threshold-based Attention-based [42] Ours
HTER (%) | 14.08 21.28 15.74 13.63
AUC (%) T 92.46 83.19 90.33 92.96

ing and testing. Additionally, we abandon the all-zero sub-
stitution approach in Protocol 2. Instead, when a modality
is marked as missing during training, we leverage a learn-
able input tensor as a substitute, which has the same shape
as the input images. During the testing, when a modality is
missing, the well-trained input tensor will be used as a sub-
stitute for that missing modality. This approach is some-
what similar to VP-FAS [85]. As there are three modal-
ities of input that may all be missing, we set three learn-
able tensors. Tab. C shows that DADM surpasses com-
peting methods in scenarios with flexible-missing modali-
ties. Our method attains an average HTER improvement of
9.18% and an average AUC improvement of 11.22% com-
pared to ViT+AMA [87], and 7.64% in HTER and 8.12% in
AUC over VP-FAS [85]. Against MMDG [42], our method
achieves a 2.57% HTER and 2.20% AUC improvement.
Protocol 4: Limited Source Domains. In Protocol 4, the
limited source domains intensify domain shift severity. Our
approach achieves optimal results across sub-protocols, as
shown in Tab. D. Other methods exhibit significant per-
formance degradation compared to Protocol 1, yet DADM
maintains robust performance, especially under substantial
domain shift in PS — CW. This further demonstrates the
superior generalization of dual alignment of domain and
modality, particularly in limited source data.

4.4. Ablation Study

Effectiveness of MIM, CDC-Adapter, and DADM op-
timization strategy. Here, we perform a comprehensive
ablation study on our proposed components MIM, CDC-
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Figure 5. (a) t-SNE result of feature distribution for source and
target domains, the dotted line represents the decision hyperplane
in 2D space. (b) Mean and Std. of cosine similarity.

Adapter, and DADM optimization strategy to demonstrate
their individual effectiveness, as shown in Tab. E. We
utilize a vanilla ViT as the backbone, the model expe-
riences a performance boost when additional U-Adapters
[42], MIM+ Vanilla-Conv-Adapter, or MIM+CDC-Adapter
are employed. The MIM+CDC-Adapter achieves the best
result among them. This demonstrates the effectiveness of
MIM and CDC-Adapter [9] for existing multi-modal DG
FAS. After we employ MIM, the ReGrad [42] switches
to MI-guided mode, while U-Adapter [42] enables UEM-
guided [42] mode. The performance improvement is further
pronounced when our MI-guided ReGrad is integrated. As
we gradually adopt the DADM optimization strategy, the
points also steadily improve. Finally, by incorporating all
the components, the performance reaches the optimal.
Comparison of different mutual information losses and
convolutional adapters. Tab. F compares some different
mutual information maximization losses. Our experiments
show that the InfoNCE [55], which is based on contrastive
learning MI maximization has limited performance, and the
common MINE [5] rely on the estimation of score function,
introducing additional task-irrelevant network structures,
does not achieve the best performance as well. However,
the performance of our mentioned MI maximization loss in
Eq. 15 is optimal. In Tab. G, we compare the Adapter based
on vanilla convolution and CDC, and the results demon-
strate that the performance of the CDC-Adapter is better.
This is because CDC [84] combines both intensity-level se-
mantic information and gradient-level messages, which are
critical for capturing liveness representations.
Performance of various mask generation strategies. In
Tab. H, we attempt several other alignment mask strate-
gies, such as attention-based [42], distance-based [72], and
simple threshold-based. The results show that our mutual
information-based alignment mask strategy is optimal for
solving multi-modal DG-FAS tasks.

4.5. Visualization and Analysis

Impact of dual alignment of domain and modality on
feature distribution. Fig. 5 validates the dual alignment of

3D Mask Attention  Eyeglasses Attention Printing  Attention
I

Depth RGB

Infrared

(a) Live (b) Spoof ]
Figure 6. Visual attention map of all modalities and different pre-
sentation types.

classification hyperplane and angle margin among modali-
ties. As shown in Fig. 5(a), we utilize t-SNE [73] to perform
feature visualization on CPS — W. The hyperplane be-
tween lives and spoofs is consistent across different source
domains and also transferable to unknown domains. More-
over, the distribution of live samples are more compact,
while the spoof samples are scattered. In Fig. 5(b), the
modality angles between source and target domains exhibit
generalization. The vertical axis represents the cosine sim-
ilarity, and the horizontal axis denotes the corresponding
modality. The histogram depicts the mean and variance of
cosine similarity (i.e., angle).

Visualization attention map demonstrates the function
of the mutual information maximization. We visualize
attention maps to verify the mechanism of the MIM mod-
ule by using Grad-CAM [63] visualization algorithm. As
shown in Fig. 6(b), for 3D mask attacks, the depth infor-
mation of facial region is unreliable, thus it is assigned a
lower importance. Similarly, for eyeglasses attacks, depth
information is also not reliable. Regarding printings attack,
at the right of Fig. 6(b), depth is beneficial for distinguish-
ing spoof patterns, so it obtain the higher importance than
other modalities. Additionally, in Fig. 6(a), for lives, three
modalities are all useful, as they need to possess live fea-
tures simultaneously to be judged as live. These observa-
tions validate the effectiveness of using mutual information
masks can adaptively enhance reliable modalities and sup-
press unreliable ones. For More visualizations, please refer
to supplementary materials.

5. Conclusion

In this paper, we propose a novel multi-modal DG-FAS
framework to enhance generalization by addressing intra-
and inter-domain misalignment of modalities. To miti-
gate the intra-domain modality misalignment, we propose
mutual information mask to adaptively enhance favorable
modalities and suppress unfavorable ones during cross-
modal alignment. To mitigate the inter-domain modality
misalignment, we dually align the hyperplane of each do-
main and the angle margin among modalities. Extensive
experiments on multi-modal DG-FAS benchmark demon-
strate the effectiveness of our method.
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