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Abstract

Deep Neural Networks (DNNs) have been successfully ap-
plied in various computer tasks. However, they remain vul-
nerable to adversarial attacks, which could lead to severe
security risks. In recent years, robust neural architecture
search (NAS) has gradually become an emerging direction
for designing adversarially robust architectures. However,
existing robust NAS methods rely on repeatedly training
numerous DNNs to evaluate robustness, which makes the
search process extremely expensive. In this paper, we pro-
pose a training-free robust NAS method (TRNAS) that sig-
nificantly reduces search costs. First, we design a zero-cost
proxy model (R-Score) that formalizes adversarial robust-
ness evaluation by exploring the theory of DNN’s linear ac-
tivation capability and feature consistency. This proxy only
requires initialized weights for evaluation, thereby avoid-
ing expensive adversarial training costs. Secondly, we in-
troduce a multi-objective selection (MOS) strategy to save
candidate architectures with robustness and compactness.
Experimental results show that TRNAS only requires 0.02
GPU days to find a promising robust architecture in a vast
search space including approximately 1020 networks. TR-
NAS surpasses other state-of-the-art robust NAS methods
under both white-box and black-box attacks. Finally, we
summarize a few meaningful conclusions for designing the
robust architecture and promoting the development of ro-
bust NAS field.

1. Introduction
Deep neural networks (DNNs) have been successfully ap-

plied in various computer vision tasks [23]. However,

DNNs are vulnerable to adversarial attacks, in which small

perturbations can mislead the network’s judgment [36].

Thus, using DNNs in safety-critical fields such as au-

tonomous driving and facial recognition remains challeng-
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ing [30]. To address this challenge, researchers have pro-

posed several defense strategies, among which adversar-

ial training (AT) has been proven to be highly effective

[10, 28]. The AT method depends on architectural design

[35], which requires extensive expertise and tedious fine-

tuning [10, 11, 15]. Nowadays, neural architecture search

(NAS) methods can automatically and efficiently design

DNNs, significantly saving time and resources [23]. How-

ever, the final designed architecture may lack robustness

since many NAS methods are primarily designed for non-

adversarial scenarios [15]. Therefore, developing a robust

NAS method has become a key challenge in safety-critical

fields.

In recent years, some robust NAS methods have been

proposed by improving evaluation mechanisms and design-

ing new search spaces to search robust DNNs automati-

cally. The evaluation mechanisms of robust NAS determine

whether a truly robust architecture can be searched. Ini-

tially, RACL [9] demonstrates that a lower Lipschitz con-

stant of DNNs will exhibit better robustness. Based on this,

RobustWRN [21] further explores the changing relationship

between the Lipschitz constant and the network’s topology.

It provides deeper insights into how architectural features

affect DNNs’ robustness. In addition, RobNet [14] com-

bines the AT process with a one-shot mechanism to train a

robust supernet for fast evaluation. Subsequently, DSRNA

[19] investigates the impact of certified lower bounds and

Jacobian norm bounds on robust networks, thereby intro-

ducing new evaluation metrics. At the same time, AdvRush

[29] focuses on the smoothness of the input loss landscape,

which reveals the relationship between input perturbation

smoothness and network robustness. Later, LRNAS [10]

introduces Shapley statistical value, which simplifies the

robust evaluation process. Although the above evaluation

mechanisms are simple and efficient, they all require a re-

peated AT process.

Therefore, some training-free methods have been pro-

posed to improve search efficiency. For example, CRoZe

[15] is a pioneering study in training-free robust NAS. It
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Figure 1. (a) The research motivation of TRNAS. (b) The evaluation effectiveness (evaluate 233 architectures [11]) and Spearman’s

consistency for existing robust proxies. (c) The robustness of TRNAS compared to SOTA robust NAS methods in various attack scenarios.

generates adversarial examples to attack the network and

evaluates feature consistency during inference, significantly

reducing search costs. Subsequently, ZCPRob [11] pro-

poses a robust neural tangent kernel (NTK) theory, which

avoids generating expensive adversarial examples and fur-

ther improves search efficiency.

In addition, the search space of robust NAS defines the

upper limit of architectural performance. For example,

ABanditNAS [38] builds a robust search space by adding

denoising blocks, weight dropout operations, and gabor fil-

ters. Subsequently, ARNAS [30] adds robust search cells to

the DARTS [26] search space, significantly improving ro-

bustness performance under various attack scenarios.

Although the previous robust NAS performs powerfully,

it still has weaknesses such as low efficiency, inaccurate

evaluation, and multi-objective conflicts. These limitations

motivate us to develop better robust NAS methods. As

shown in Fig. 1(a), poor robustness networks are easily in-

fluenced by adversarial attacks. The robust NAS is a helpful

answer, but it has lower design efficiency than the standard

NAS [15]. Robust NAS usually combines weight-sharing

mechanisms and expensive AT processes, which makes it

30 times slower than standard NAS [14]. Some pioneering

robust NAS propose training-free proxies to alleviate effi-

ciency problems, but they also introduce a new challenge

of inaccurate evaluation [11, 15]. As shown in Fig. 1(b),

existing training-free proxies cannot evaluate some archi-

tectures and exhibit weak Spearman’s consistency on the

RobustBench [11]. Finally, robust NAS naturally faces a

multi-objective optimization problem of clean accuracy, ro-

bust accuracy, and compactness [10]. Some robust NAS

methods convert multi-objective optimization into single-

objective optimization by fixing the aggregation coefficient

[19, 29] or adaptively adjusting it [30], but this may intro-

duce bias. In summary, we still need to develop fast and

high-performance robust NAS methods.

Therefore, in this paper, we propose a training-free evo-

lutionary robust NAS method (TRNAS) to alleviate the pre-

vious weaknesses. As shown in Fig. 1(b) and 1(c), TRNAS

has the strongest evaluation consistency and robustness un-

der various attacks. We summarize our contributions as fol-

lows.

• We propose a lightweight proxy model (Rob-Score) that

first introduces the linear activation capacity theory into

robust DNNs and integrates feature consistency evalua-

tion methods.

• We introduce a multi-objective selection (MOS) strategy

to simultaneously consider the robustness performance

(R-Score) and model compactness to enhance search di-

versity and stability.

• We complete the search on the DARTS search space

in just 0.02 GPU days. The discovered model outper-

forms existing robust NAS models on multiple bench-

mark datasets in white-box, black-box, and transferability

experiments.

2. Related Work

2.1. Adversarial Attacks and Defenses
Adversarial attacks can be divided into white-box and

black-box attacks based on whether the attacker can ac-

cess the target model’s parameters, architecture, and train-

ing information [43]. Standard white-box attacks include

Fast Gradient Sign Method (FGSM) [12], Projected Gra-

dient Descent (PGD) [28], and Carlini & Wagner (C&W)

[4]. In addition, a common black-box attack is a transfer-

based attack [32]. This method generates adversarial exam-

ples on a surrogate model (similar to the target model) and

then transfers them to attack the target model. Moreover,

AutoAttack [7] integrates various white-box and black-box

attack techniques to evaluate adversarial robustness fairly.

At the same time, various defense techniques, such as ad-

versarial training (AT) [28], defensive distillation [31], and

data compression [13], have been proposed to protect DNNs
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Methods Evaluation Metric(s) Training-Free?

RACL [9] Lipschitz Constant ×

RobNet [14] Flow of Solution Procedure Matrix ×

NADAR [24] Neural Architecture Dilation ×

AdvRush [29] Input Loss Landscape Smoothness ×

DSRNA [19] Jacobian Regularization ×

ABanditNAS [38] Upper /Lower Confidence Bounds ×

LRNAS [10] Shapley Statistical Value ×

CRoZe [15] Network Character Consistency
√

ZCPRob [11] Robust Neural Tangent Kernel
√

TRNAS Activation Capability and Consistency
√

Table 1. Comparison of TRNAS with existing robust NAS meth-

ods in terms of their used evaluation metrics and training type.

from adversarial attacks. Among them, AT [28] is the most

widely used method to enhance the robustness of DNNs.

This method uses adversarial examples from multiple per-

turbations to improve the generalization of DNNs against

adversarial attacks. However, the effectiveness of AT can

be affected by the network architecture [10]. Low-quality

architectures result in reduced accuracy and robustness. To

alleviate this, robust NAS methods are adopted.

2.2. Neural Architecture Search
Early NAS methods often require training each subnet from

scratch [2], which consumes thousands of GPU days. To

improve the efficiency of NAS, ENAS [34] and One-shot

NAS [3] introduce a weight-sharing mechanism, thereby

significantly reducing the search time to within 1 GPU day

[17, 27]. Subsequently, training-free NAS methods use

zero-cost proxies based on interpretable theories to evalu-

ate the performance of DNNs, which reduces search time to

under 1 GPU hour [23]. Early zero-cost proxies [1] explore

various theories, such as grad_norm, snip, and synflow.

However, the performance of these proxies is still limited.

Recently, some training-free methods [33, 39] have intro-

duced novel interpretable theories, such as neural tangent

kernel and linear activation capability [5], to improve the

quality of evaluation. However, previous methods focus on

clean accuracy and overlook robustness. Therefore, TR-

NAS proposes a training-free robust NAS to alleviate the

above challenge.

2.3. A Brief Review of Robust NAS
Currently, several research studies have used NAS to de-

sign robust networks. We analyze them from evaluation

metrics and training-free search. First, RACL [9] was the

first robust NAS method that used the Lipschitz constant

constraint to improve network robustness. Then, RobNet

[14] maintains a robust supernet and directly searches for

architectures using the solution procedure matrix flow. Sub-

sequently, NADAR [24] further improves adversarial ro-

bustness through a neural architecture dilation mechanism.

At the same time, AdvRush [29] believes that the input

loss landscape of the network is highly related to intrin-

sic robustness, which can be effectively used for evalua-

tion. Then, DSRNA [19] finds that certified lower bounds

and Jacobian norm bounds remain very effective in intense

adversarial scenarios. ABanditNAS [38] further explores

the application of upper and lower confidence bounds in ro-

bust NAS. In addition, LRNAS [10] uses Shapley values to

quantify the contribution of each operation in the network,

which maintains the network’s robustness and compactness.

However, the previous methods still require maintaining a

robust supernet, and face challenges such as weak ranking

consistency and long search times. Therefore, CRoZe [15]

introduces a character consistency proxy, which reduces the

search time to just 0.2 GPU days. Subsequently, ZCPRob

[11] integrates robust NTK theory with the NAS method,

which improves ranking consistency and search efficiency.

As shown in Table 1, few studies consider the training-

free robust metrics. In this work, we propose a training-free

proxy (R-Score) and introduce a multi-objective selection

(MOS) strategy to ensure both efficiency and stability with-

out relying on handcrafted design.

3. Methods
The search process of TRNAS can be mathematically for-

mulated as the following optimization problem:

α∗ = argmaxα∈A F(x,x′,α)
[
fstd
x (α), fadv

x,x′(α,Wα,W
′
α)
]

(1)

where F is used to evaluate the performance of architec-

ture α. Specifically, fstd
x measures the clean accuracy of α

under the standard input x. Then, fadv
x,x′ represents the ro-

bust accuracy of α under the adversarial attack input x′. In

addition, W represents the random weights for architecture

α, while W ′ is the weights after simple interference. Each

architecture is sampled from the search space A. TRNAS

designs the architecture α∗ suitable for complex scenarios

by maximizing F .

3.1. The Complete Framework of TRNAS
The overall framework of TRNAS is illustrated in Fig. 2.

After population initialization, it includes three key steps:

reproduction, evaluation, and selection. First, Step 1 (Re-

production) undergoes multi-point crossover and mutation

to generate new offspring Poff , which must satisfy the pa-

rameter capacity constraint. Next, Step 2 (Evaluation) eval-

uates the robust performance (R-Score) of architectures in

both the parent and offspring populations. Finally, Step 3

(Selection) selects the superior architectures using a MOS

selection strategy based on R-Score and Params (the num-

ber of parameters).

The complete pseudo code of TRNAS can be found in

Algorithm 1. TRNAS initializes a population P of size

N and generates a high-performance population through
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Figure 2. The framework of TRNAS.

Algorithm 1: Evolutionary Search for TRNAS

Input: Population size N ;

Output: The final population of architectures P ;

1 P = Initialization(N);
2 while termination criterion is not met do
3 while |P | < 2×N do

// Multi-point Crossover Mutation

4 Poff = Reproduction(P );
5 P = Poff ∪ P ;

// Robust Proxy Mode Evaluation

6 FP = Evaluation(P );
// Multi-objective Selection Strategy

7 P = Selection(P, FP );

iteration. In each iteration, TRNAS performs multi-point

crossover mutation on the high-quality population, which

generates new offspring and merges them with the origi-

nal population. Then, the robust proxy model (R-Score) is

used to evaluate the population, which predicts the robust-

ness of each architecture. Finally, a multi-objective selec-

tion (MOS) strategy is employed to update the population,

which selects robust and diverse architectures.

3.2. Search Space of TRNAS

We adopt the DARTS [26] search space, consistent with

previous robust NAS methods [11, 15], to ensure fair val-

idation, as shown in Fig. 3. The DARTS space comprises

normal and reduction cells containing four network nodes.

Additionally, each cell has 14 edges, of which only eight

edges are retained. Each edge offers a choice of 8 candidate

operations, resulting in approximately 1020 possible archi-

tectures.
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Figure 3. Overview of the search space.

3.3. Robust Proxy Model R-Score
TRNAS proposes the robust proxy (R-Score), inspired by

the research on the expressivity [5, 23, 33] and consistency

[15] theories of DNNs. As shown in step-2 of Fig. 2, the

R-Score evaluates the network’s robustness by measuring

the activation patterns and the architecture’s feature consis-

tency. From the upper half, the number of linear regions

represents how the network N can divide the input space

(spanned by x1 and x2) into different parts. Assuming each

layer in the network contains a single ReLU function, the

approximate activation pattern AN ,Θ can be evaluated, as

shown in Eq. (2).

AN ,Θ =
{
p(i) : pi = 1

(
pis
)S
s=1

, i ∈ {1, . . . , I}
}

(2)

where pis denotes the binary activation value of the s-th

sample in the i-th layer, and pi represents the activation pat-

tern of all training samples S in the i-th layer. The DNN’s

parameter Θ is randomly initialized. The final DNN’s ex-

pressivity value ΨN ,Θ is obtained by de-duplicating and

normalizing AN ,Θ.

Then, the second half of Step 2 describes the evaluation

metric ΦN for architectural consistency. Initially, we gen-

erate attack examples x′ through FGSM [12] to perturb the

neural network N . After gradient updates, we obtain the
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adversarial network N ′ and the perturbation parameter θ′.
Subsequently, we evaluate the feature consistency V of net-

work N before and after the attack using cosine similarity,

as shown in Eq. (3).

Vi(N (x),N ′(x′)) = 1 +
vi · v′

i

‖vi‖‖v′
i‖

(3)

Next, the consistency of DNN’s parameter Θ is evaluated,

as shown in Eq. (4).

Θi(θ, θ
′) = 1 +

θi · θ′i
‖θi‖‖θ′i‖

(4)

where i in the Eqs. (3) and (4) represents the number of

layers in the neural network, while v and θ represent the

feature vector and parameter vector of the i-th layer, respec-

tively. Then, we calculate the total feature consistency value

Φ by multiplying the feature and parameter consistency val-

ues layer by layer and then summing the results, as shown

in Eq. (5).

ΦN ,Θ =

I∑
i=1

Vi ×Θi (5)

Finally, we can obtain the R-Score of the final robust archi-

tecture α by integrating the network’s expressivity Ψ and

consistency Φ, as shown in Eq. (6).

F (N (α)) = Ψ
1
2

N ,Θ × ΦN ,Θ (6)

3.4. Multi-objective Selection Strategy
TRNAS employs the multi-objective selection (MOS) strat-

egy to refine the architectural population P , with the goal

of discovering robust, compact, and diverse architectures.

This strategy is inspired by previous multi-objective protec-

tive selection [41, 42, 44]. In the first stage, MOS adopts a

decomposition method [42] to select α from P , aiming to

balance robustness and complexity as formalized in Eq. (7):

min gte (α | I, Z∗) = max1≤j≤m

{
Ij ·

∣∣fj(α)− Z∗
j

∣∣}

s. t. α ∈ Ω
(7)

The performance of each α is saved in a vector f(α) =
[1/R-Score, Params], which is normalized via min-max

scaling to ensure that the proxy score and the lightweight

constraint are considered. This equation minimizes the

largest weighted deviation between the architecture’s per-

formance and the ideal vector Z∗, where Ij denotes the im-

portance of the j-th objective. After ranking all 2N archi-

tectures, the top (N − e) architectures are stored in Stop,

while the next (N + e) architectures are assigned to Sclu for

diversity preservation.

Then, MOS applies a k-means clustering method [25]

to perform clustering based on the Euclidean distance be-

tween the performance vectors of each architecture on Sclu,

as shown in Eq. (8). Then, the objective of MOS is to min-

imize the within-cluster variance.

cluster = min
{C1,...,Ck}

e∑
i=1

∑
F∈Ci

‖F − μi‖2 (8)

where μi denotes the centroid of the i-th cluster Ci. MOS

clusters Sclu into e clusters. Next, TRNAS selects the near-

est architecture to each μi from cluster Ci, keeping e archi-

tectures in Sclu. These are then combined with Stop to form

the final architectural population P of size N . Through this

strategy, TRNAS can find lightweight and robust DNNs.

4. Experiments
4.1. Experimental Dataset
As demonstrated by previous robust validation experiments

[11, 15, 29], the CIFAR-10, CIFAR-100 [22], and Ima-

geNet [8] datasets are employed to evaluate the robustness

and generalization ability of the architectures found by TR-

NAS. In addition, we use RobustBench [11] and NAS-Rob-

Bench-201 [40] to evaluate the clean and robust accuracies

of multiple training-free NAS methods across the DARTS

and NAS-Bench-201 spaces.

4.2. Parameter Settings
In the search stage, we use the Algorithm 1 to search for

robust architectures. Search cost is measured in GPU days

[11, 15]. First, the search space consists of 8 stacked cells in

the DARTS framework. Secondly, TRNAS performs a total

of 20 searches during this stage. The population size is 50,

and the e value used in the clustering process is 20. After

the search, the selected best architecture undergoes further

adversarial training. In the training stage, we follow the pre-

vious robust NAS [11, 29] settings and use a 7-step PGD for

adversarial training. In this phase, the neural architecture

consists of 20 stacked cells. Specifically, the learning rate is

0.01, and the total perturbation range is 8/255. Then, we use

SGD to optimize the network parameters. The learning rate

is initially set to 0.1 and decays to 0.01 at the 100th training

epoch. Finally, the training batch size is 64, and the number

of training epochs is 120. In the testing stage, we choose

FGSM [12], PGD [28], and AutoAttack [7] adversarial at-

tacks to test the adversarial robustness of DNNs after the

training. The total perturbation size of the above attacks is

8/255. In addition, the single-step perturbation scale of the

PGD attack is 2/255 and we evaluate it using both 20-step

and 100-step versions. All experiments were conducted on

an RTX 4090 GPU using the PyTorch 2.0 framework.

4.2.1. Some Compared Algorithms
We select competitive robust NAS algorithms that are

widely used in prior studies. For manually designed net-

works, we include ResNet-18 [16] and DenseNet-121 [20].
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Table 2. Comparison of State-of-the-Art NAS Methods on CIFAR-10

Methods Category Params FLOPs Clean Acc FGSM PGD20 PGD100 AutoAttack GPU Days Training-Free?

ResNet-18 [16]
Manual

11.2 37.67 84.09 54.64 45.86 45.53 43.22 - -

DenseNet-121 [20] 7.0 59.83 85.95 58.46 50.49 49.92 47.46 - -

DARTS [26]

Standard

3.3 547.44 85.17 58.74 50.45 49.28 46.79 1.0 ×

PDARTS [6] 3.4 550.75 85.37 59.12 51.32 50.91 48.52 0.3 ×

SWAP [33] 4.4 680.31 85.45 60.84 53.90 53.52 50.68 0.01
√

RoBoT [18] 3.0 492.75 85.03 59.36 52.87 52.39 49.78 0.6
√

RACL [9]

Robust

3.6 568.86 83.97 59.29 52.13 51.72 48.59 0.5 ×

RobNet [14] 5.6 800.40 85.00 59.22 52.09 51.14 48.56 3.3 ×

AdvRush [29] 4.2 668.53 85.59 59.98 52.76 52.55 49.28 0.7 ×

DSRNA [19] 2.0 336.23 80.93 54.49 49.11 48.89 44.87 0.4 ×

LRNAS [10] 2.2 346.10 84.26 59.89 50.20 49.90 49.07 0.4 ×

CRoZe [15] 5.5 841.00 83.30 58.47 52.63 52.36 49.37 0.2
√

ZCPRob [11] 3.4 555.54 85.60 60.20 52.75 52.51 49.97 0.02
√

TRNAS Robust 4.3 673.28 85.66 61.38 54.56 53.95 51.76 0.02
√

For standard NAS, we consider DARTS [26], PDARTS

[6], SWAP [33], and RoBoT [18], with the last two being

training-free NAS methods. For robust NAS, we evaluate

RACL [9], RobNet [14], AdvRush [29], DSRNA [19], LR-

NAS [10], CRoZe [15], and ZCPRob [11], where the last

two are training-free robust NAS methods.

4.3. Results and Analysis

4.3.1. White-Box Attacks
TRNAS performs an architecture search on CIFAR-10.

Then, we conduct adversarial training on the searched ar-

chitecture. Subsequently, we evaluate these architectures

using adversarial attacks such as FGSM, PGD, and AutoAt-

tack. The results of the white-box attack experiments on

CIFAR-10 and CIFAR-100 are shown in Tables 2 and 3.

As shown in Table 2, TRNAS has satisfactory robust-

ness and clean accuracy on CIFAR-10. The final archi-

tecture’s performance surpasses that of most similar robust

NAS methods. In terms of clean accuracy, TRNAS achieves

a performance of 85.66%. This result is better than previ-

ous robust NAS methods like LRNAS [10], CRoZe [15],

and ZCPRob [11]. In comparison, its clean accuracy is only

slightly lower than that of DenseNet-121 [20]. Regarding

robustness, TRNAS performs exceptionally well under four

types of adversarial attacks. The adversarial accuracy of

TRNAS is 61.38%, 54.56%, 53.95%, and 51.76%, respec-

tively. These results outperform other robust NAS meth-

ods. For example, compared to ZCPRob [11], TRNAS has

improved accuracy under all adversarial attacks. In ad-

dition, TRNAS’s computational efficiency is outstanding,

completing search in just 0.02 GPU days. Training-based

robust NAS methods usually take more than 0.4 GPU days

[10, 14, 29]. In training-free robust NAS, TRNAS’s search

speed is 10× faster than CRoZe’s [15], and it also outper-

forms ZCPRob [11] in robustness.

In Table 3, we further evaluate the performance of TR-

Table 3. Comparison of SOTA NAS Methods on CIFAR-100

Methods Clean Acc FGSM PGD20 PGD100 AutoAttack

DARTS [26] 59.14 30.35 25.66 25.40 22.65

SWAP [33] 59.63 33.91 29.49 29.17 26.51

RoBoT [18] 60.47 33.19 29.21 28.86 26.29

RACL [9] 59.18 32.04 26.61 26.20 22.92

LRNAS [10] 57.42 32.19 27.93 27.71 24.99

CRoZe [15] 58.22 32.65 28.77 28.66 25.96

ZCPRob [11] 60.53 33.04 29.08 28.92 25.59

TRNAS 61.32 35.03 30.60 30.36 27.32

Table 4. Transfer-based Black-box Attacks on CIFAR-10

Source

Target
SWAP RoBoT CRoZe ZCPRob TRNAS

SWAP [33] - 64.76 63.53 63.46 64.87
RoBoT [18] 65.14 - 63.69 64.30 65.44
CRoZe [15] 64.55 64.52 - 63.24 65.01
ZCPRob [11] 64.90 65.34 63.90 - 65.57
TRNAS 63.82 63.90 63.28 62.93 -

NAS on the CIFAR-100 dataset. From a clean accuracy per-

spective, TRNAS achieves 61.32%. This result surpasses

other robust NAS methods, demonstrating its transferability

to complex data. In terms of adversarial accuracy, TRNAS

also achieves excellent results. Compared to ZCPRob [11],

TRNAS improves the accuracy by 2.01%, 1.52%, 1.44%,

and 1.73% under FGSM, PGD20, PGD100, and AutoAttack,

respectively. Overall, TRNAS achieves a better balance be-

tween robustness and efficiency.

4.3.2. Black-Box Attacks
We perform transfer-based attacks to investigate the perfor-

mance of TRNAS under black-box attacks [11, 15]. We em-

ploy adversarial examples generated by the source model to

perform an attack on the target model, and the results are

shown in Tables 4 and 5.
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Table 5. Transfer-based Black-box Attacks on CIFAR-100

Source

Target
SWAP RoBoT CRoZe ZCPRob TRNAS

SWAP [33] - 39.57 38.88 37.38 40.18
RoBoT [18] 39.74 - 38.71 38.35 40.91
CRoZe [15] 39.70 39.40 - 37.66 40.71
ZCPRob [11] 39.49 40.09 38.94 - 41.56
TRNAS 39.17 39.27 38.70 37.82 -

Table 6. Comparison of SOTA NAS methods on ImageNet

Methods Clean ACC FGSM PGD20 PGD100 AutoAttack

SWAP [33] 54.19 20.44 11.36 10.30 8.81

RoBoT [18] 51.97 17.84 10.34 9.64 7.93

CRoZe [15] 49.52 16.28 9.41 8.87 7.12

ZCPRob [11] 52.93 18.86 10.75 9.92 8.25

TRNAS 55.10 20.56 11.73 10.81 9.08

TRNAS exhibits powerful adversarial attack capabilities.

In each column, when TRNAS serves as the source model,

the target model often achieves the lowest accuracy (high-

lighted in bold gray), indicating that the adversarial exam-

ples generated by TRNAS possess the strongest transfer-

based black-box attack effectiveness. Moreover, TRNAS

also demonstrates strong robustness. As shown in the last

column, TRNAS achieves the highest robustness against ad-

versarial examples generated by multiple robust architec-

tures.

In Table 4, TRNAS’s attack success rate against ZCPRob

is 37.07% when used as the attack model. In contrast, the

success rate of ZCPRob’s attack on TRNAS is 34.43%.

This result indicates that TRNAS has stronger robustness

when facing transfer-based black-box attacks. A similar

phenomena is presented in Table 5. On the CIFAR-100

dataset, TRNAS’s attack success rate against ZCPRob is

62.18%, while ZCPRob’s against TRNAS is 58.44%.

4.3.3. Transferability to Other Datasets
We transfer the searched architecture to ImageNet [8] to

demonstrate its transferability. The experimental results

presented in Table 6 clearly demonstrate a significant im-

provement in robust performance. Our architecture consis-

tently outperforms SWAP [33], RoBoT [18], CRoZe [18],

and ZCPRob [11] in terms of clean accuracy, FGSM accu-

racy, and PGD accuracy. In addition, under AutoAttack, we

outperform the SOTA robust NAS methods by 9.08%.

4.3.4. Analysis on NAS-Rob-Bench-201
As shown in Table 7, we further test the latest NAS-Rob-

Bench-201 [40] benchmark. We strictly followed the de-

scription of the comparison algorithms [10, 11, 15, 33] and

uniformly used 1,000 evaluation numbers for the search.

TRNAS can find a promising architecture in the benchmark

within 130 evaluations, surpassing other SOTA methods.

Table 7. Results on NAS-Rob-Bench-201

Methods Clean ACC
FGSM PGD FGSM PGD

(3/255) (3/255) (8/255) (8/255)

DARTS [26] 33.2 28.6 28.5 21.5 21.3

SWAP [33] 78.2 68.6 68.1 52.3 47.2

LRNAS [10] 72.9 63.7 63.2 48.5 44.3

CRoZe [15] 77.2 67.5 67.0 51.4 42.7

ZCPRob [11] 77.9 68.2 67.9 51.9 47.0

TRNAS 79.6 69.7 69.2 53.5 48.1

(a) The Top-100 Architectures Selected by ZCPRob

(b) The Top-100 Architectures Selected by TRNAS

Figure 4. Distribution of Architectural Operations

Figure 5. Topology Difference for the Top 100 Architectures

4.4. Architecture Analysis of Robust DNNs
TRNAS follows the reproducible random sampling method

of ZCPRob [11], sampling 2,000 architectures. Fig. 4

shows the differences in the operational distribution of

ZCPRob [11] and TRNAS in the top 100 architectures.

There is a slight difference between the two in the distri-

bution of most operations. However, TRNAS tends to use

convolution to replace pooling layers with more learning

parameters. In addition, TRNAS prefers max pooling lay-

ers and depthwise separable convolutions, thereby making

the architecture robust.

The statistical analysis of the topology architectures in

Fig. 5 reveals that TRNAS’s high performance may stem

from its higher topological density in the first half of the
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Table 8. Efficiency Analysis of Training-Free Robust Methods

Methods All Architectures Single Effective Rate

CRoZe [15] 4075 s 2.04 s 79.30 %

ZCPRob [11] 9322 s 4.66 s 98.84 %

TRNAS 4845 s 2.42 s 100.0 %
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Figure 6. One of the High-quality Architectures of TRNAS.

Figure 7. Spearmanr’s Coefficient of Different Zero-cost Proxies

on RobustBench Dataset.

cell (such as nodes c_k-2 and c_k-1). In contrast, ZCPRob

[11] has more connections in the subsequent nodes (such as

Node 2 and beyond) but with a sparser distribution. This

indicates that TRNAS efficiently enhances overall perfor-

mance by strengthening feature extraction capabilities in the

network’s earlier layers. At the same time, the contribution

of topological complexity in the later stages of the architec-

ture to robustness is relatively limited.

We further analyze the computational efficiency of exist-

ing robustness predictors, as shown in Table 8. We evaluate

2,000 architectures and find that CRoZe [15] has the fastest

evaluation speed, requiring only 2.04 seconds per architec-

ture. However, CRoZe [15] faces the problem of low evalu-

ation effectiveness due to the tendency for gradient orthog-

onality when calculating gradient consistency. This results

in 20.7% of high-performance architectures being consid-

ered extremely poor (0 scores). ZCProb [11] and TRNAS

have relatively high evaluation effectiveness, but TRNAS is

twice as fast in evaluation speed as ZCProb. Finally, TR-

NAS’s high-quality architecture is shown in Fig. 6.

4.5. Ablation Experimental Analysis
4.5.1. Ablation of R-Score in RobustBench
To demonstrate the superiority of the training-free proxy R-

Score, we compare it with SOTA proxy methods on Ro-

Figure 8. Ablation Analysis

bustBench, as shown in Fig. 7. R-Score achieves the high-

est Spearman correlation coefficient, which indicates the

strongest correlation between its predictions and adversar-

ial robustness. Additionally, the ZCPRob [11], SWAP [33],

and Synflow [37] methods also exhibit strong consistency.

In contrast, CRoZe [15] exhibits lower prediction accuracy,

primarily due to the gradient consistency theory used in this

method, which tends to encounter gradient orthogonality is-

sues when predicting deep networks. For specific architec-

tures, CRoZe’s gradient consistency may drop to zero, ren-

dering it incapable of accurately predicting performance.

Notably, some classic proxy models demonstrate a nega-

tive correlation with adversarial robustness. These models

are designed based on clean loss environments, where clean

loss often conflicts with adversarial loss.

4.5.2. Ablation Analysis of MOS strategy

As shown in Fig. 8, our baseline is ZCPRob [11]. This al-

gorithm uses a robust NTK [11] to evaluate, and then com-

bines it with a random search method. R-Score replaces

NTK [11], while TRNAS adds a MOS strategy on the R-

Score proxy for searching. TRNAS combines R-Score eval-

uation and the MOS selection strategy, which achieves the

best performance with clean and robust accuracy. R-Score

improves robust accuracy but slightly lowers clean accu-

racy, which indicates its effectiveness in robust architecture

search. ZCPRob achieves high clean accuracy but low ro-

bust accuracy, which indicates insufficient attention to ro-

bustness. The results obtained by TRNAS validate the ad-

vantages of combining R-Score proxy and MOS strategy.

5. Conclusion

This paper proposes a training-free robust NAS method

called TRNAS, which includes the R-Score and MOS strat-

egy. R-Score aims to alleviate the high computational costs

and unstable search problems in robust NAS. At the same

time, the MOS strategy aims to produce diverse, superior,

robust candidates for the search. TRNAS outperforms ex-

isting robust NAS methods on multiple benchmark datasets,

which provides new insights for robustness research.
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