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Abstract

Diffusion models like Stable Diffusion have become
prominent in visual synthesis tasks due to their powerful
customization capabilities, which also introduce significant
security risks, including deepfakes and copyright infringe-
ment. In response, a class of methods known as protective
perturbation emerged, which mitigates image misuse by in-
Jecting imperceptible adversarial noise. However, purifica-
tion can remove protective perturbations, thereby exposing
images again to the risk of malicious forgery.

In this work, we formalize the anti-purification task,
highlighting challenges that hinder existing approaches,
and propose a simple diagnostic protective perturbation
named AntiPure. AntiPure exposes vulnerabilities of pu-
rification within the “purification-customization” workflow,
owing to two guidance mechanisms: 1) Patch-wise Fre-
quency Guidance, which reduces the model’s influence over
high-frequency components in the purified image, and 2)
Erroneous Timestep Guidance, which disrupts the model’s
denoising strategy across different timesteps. With addi-
tional guidance, AntiPure embeds imperceptible perturba-
tions that persist under representative purification settings,
achieving effective post-customization distortion. Experi-
ments show that, as a stress test for purification, AntiPure
achieves minimal perceptual discrepancy and maximal dis-
tortion, outperforming other protective perturbation meth-
ods within the purification-customization workflow.

1. Introduction

Since the landmark developments of Denoising Diffusion
Probabilistic Models (DDPMs) [14, 41] and Latent Diffu-
sion Models (LDMs) [33], Diffusion Models (DMs) have
virtually dominated every subtask of visual generation. This
triumph can be attributed to the readily available open-
source Stable Diffusion (SD) [46], which enables numer-
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Figure 1. Overview diagram of “Purification-Customization”
workflow. Protective perturbations use small noises to dis-
tort the outputs of fine-tuned diffusion models. b). However, ex-
isting methods can be removed by diffusion-based purification.
c). We propose a simple diagnostic method called AntiPure,
which achieves protective perturbations resistant to purification
and makes customization outputs more distinguishable.

ous fine-tuning and editing techniques for user-friendly cus-
tomization. However, these advances also pose risks, in-
cluding the proliferation of deepfakes and infringements of
portrait rights and intellectual property.

In response, recent studies [1, 23-25, 45, 49, 50, 55]
adapt adversarial attacks [10, 21, 26] to DMs, creating “poi-
soned” samples that impede concept comprehension dur-
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ing fine-tuning Customization. Specifically, these Anti-
Customization approaches—collectively termed Protec-
tive Perturbations—employ white-box attacks to find the
most adversarial perturbation noises within the [,,-box,
thereby distorting DMs’ outputs.

Unfortunately, these adversarial protective perturbations
can be nullified by diffusion-based Purification [30, 54,
59]. Such methods diffuse adversarial samples to a fixed
timestep and then remove both adversarial and diffusion
noises during denoising. As shown in Fig. 1, prior methods
rarely consider how to preserve protective effects when pu-
rification precedes fine-tuning. This two-stage Purification-
Customization (P-C) workflow therefore renders existing
protective perturbations vulnerable and largely ineffective.

In this paper, we show the possibility of purification-
resistant protective perturbations in representative P-C set-
tings, despite the strong denoising capability of diffusion-
based purification. First, we formalize how to achieve that
within the P-C workflow. We observe that diffusion mod-
els—as a class of probabilistic models—produce outputs
that can become highly unpredictable at the fine scale re-
quired by adversarial attacks, thereby diminishing the ef-
fectiveness of adaptive attacks. Based on this, rather than
attempting to preserve the anti-customization perturbations
during purification, we propose anti-purification pertur-
bations that directly target the purification model to probe
and expose its weaknesses. Through experiments, we an-
alyze the differences between anti-customization and anti-
purification, identifying three core characteristics of purifi-
cation models that make anti-purification more challenging:
1) lack of vulnerable network components, 2) training-free
frozen parameters, and 3) fixed high-timestep denoising.

Next, even under these stringent constraints, we pro-
pose a simple diagnostic method, AntiPure, which achieves
an effective protective outcome by incorporating two ad-
ditional types of guidance: Patch-wise Frequency Guid-
ance (PFG) and Erroneous Timestep Guidance (ETG).
Since the priors on clean images embedded in frozen pa-
rameters prioritize low-frequency structures, the purifica-
tion model lacks fine control over high-frequency details.
Thus, PFG modulates the high-frequency components in
each patch of the model’s predicted “clean” image, leading
to more localized perceptual discrepancy introduced by per-
turbation injection. Moreover, while overall structures are
anchored by high-timestep denoising, ETG helps circum-
vent the timestep limitation. By minimizing the output dis-
tance across timesteps, ETG reduces the model’s sensitivity
to its timestep input and hinders its capacity to determine
the appropriate actions at each step. Together, these mech-
anisms empower AntiPure to achieve both minimal percep-
tual discrepancy and maximal output distortion.

In brief, our contributions can be summarized as follows:
* We first formalize the requirements for effective protec-

tive perturbations in the P-C workflow and propose anti-
purification to target purification directly with a thorough
analysis of the core challenges, overcoming the limita-
tions of prior anti-customization perturbations.

* We propose a simple diagnostic method named AntiPure.
AntiPure leverages Patch-wise Frequency Guidance and
Erroneous Timestep Guidance to counter the aforemen-
tioned anti-purification challenges.

* Finally, we establish a benchmark to assess the effec-
tiveness of prior anti-customization methods and our An-
tiPure within the P-C workflow. Experimental results
show that AntiPure achieves both the lowest perceptual
discrepancy and the highest output distortion as purifica-
tion converges, outperforming existing methods.

2. Related Works

Customization with Stable Diffusion. With the rapid de-
velopment of diffusion model [7, 13, 14, 41-44], a series
of Text-to-Image (T2I) models [29, 31-33, 37] show ex-
ceptional potential for customized generation, where open-
source Stable Diffusion (SD) [33] emerges as a commu-
nity favorite. By various fine-tuning and conditional control
techniques, pretrained models can further meet the needs
for specific concepts and finer control. Textual Inversion [8]
learns pseudo-words in the T2I models’ embedding space.
DreamBooth [36] incorporates class-specific prior preserva-
tion loss during full fine-tuning to mitigate forgetting. Fol-
lowing parameter-efficient fine-tuning (PEFT) [15], Custom
Diffusion [20] modifies only the weights of cross-attention
layers, while LoRA [16], adapted from large language mod-
els (LLMs), views concepts as the offset of parameters us-
ing rank decomposition matrices. For extra condition con-
trol, T2I-Adapter [28] and ControlNet [57] integrate addi-
tional guidance from other conditioning inputs.
Anti-Customization with Protective Perturbations. Ad-
vances in customization have raised significant concerns
about deepfakes, privacy, and copyright. In this context,
protective perturbation can serve as a potential solution
to help prevent misuse and ensure authenticity. This can
date back to the era of Generative Adversarial Networks
(GANSs) [9], when studies [17, 35, 52, 56] explored to dis-
tort the outputs of GAN-based image translation and editing
[4, 11, 53, 60] by white-box attacks [10, 21, 22, 26].

For diffusion models, AdvDM [24] firstly employs Pro-
jected Gradient Descent (PGD) [26] to maximize the La-
tent Diffusion Model’s training loss [53] using Monte Carlo
estimation. This method is further extended in Mist [23]
with the addition of textural loss. Glaze [39] safeguards
artwork by attacking SD’s encoder, while PhotoGuard [38]
addresses unauthorized image inpainting by targeting both
the encoder and UNet. Zhu et al. [61] utilize a GAN-
based generator to create adversarial examples embedded
with traceable watermarks. Anti-DreamBooth (Anti-DB)
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[49] targets the fine-tuning process in DreamBooth by in-
troducing a novel backpropagation surrogate to learn from
both clean and partially adversarial examples. Building
upon Anti-DB, SimAC [50] devises an adaptive greedy
time interval selection. Zhao et al. [59] summarize the
current challenges, providing a benchmark across fine-
tuning methods and revealing the susceptibility of current
techniques to purification. Concurrently, MetaCloak [25]
meta-learns transformation-robust, transferable protections,
while CAAT [55] perturbs cross-attention to obtain effi-
cient, training-free perturbations. More recently, FastPro-
tect [1] targets real-time deployment, and IDProtector [45]
trains a one-pass encoder to defend against generation.
Adversarial Purification with Diffusion Models. Purifi-
cation removes adversarial noises by regenerating or refin-
ing input images, with diffusion models gaining attention
for their iterative denoising abilities [30, 51, 54]. DiffPure
[30] employs an unconditional diffusion model to diffuse
the adversarial sample over a selected timestep and then de-
noises it by solving the reverse-time SDE. DensePure [54]
enhances the certified robustness of the pretrained classi-
fier. However, these classifier-focused methods may not be
sensitive to the high-resolution and perceptual consistency
required for customization. GrIDPure [59] employs shorter
timesteps diffusion with multiple iterations and overlapping
grids to improve purification for customization.

3. Preliminaries

Here, we briefly introduce the necessary preliminaries. For
more details, please refer to Appendix A.

Customization. The essence of customization is to fine-
tune a model, pretrained on large-scale data, on a smaller,
concept-specific set to capture that unseen concept, and Sta-
ble Diffusion (SD) [33] is a popular choice. Given input
image x( and its text prompt y, the noise predictor UNet
[34] €p, and the text encoder 7y, with SD’s parameters 6.
for customization are jointly optimized through:

Liam (03 0c) = Econon tmuir) ll€ — €0, (265t 70, ()15

ey
where latent z; is sampled through closed-form diffusion
under reparameterization given VAE encoded zp = £(zg).
Anti-customization utilizes adversarial attacks against
generation, aiming to distort the concepts learned during
fine-tuning by injecting protective perturbation §%?*. For
the optimal solution, this presents a saddle point problem:

§99Y — arg max min E.Ligm(zo + 9;0.), 2)

I8llcc<n  Oe
where 9%V = 224 _ g is the adversarial perturbation re-
stricted within the /..-ball of radius 7. In practice, we often
simplify Eq. (2) and maximize £;4,, to approximate the op-
timal 5% by white-box methods like I-FGSM [21, 22] or
Projected Gradient Descent (PGD) [26].

Purification can remove adversarial noises while maintain-
ing the global structures, thereby rendering protective per-
turbations ineffective. Pretrained unconditional diffusion
models, such as DDPMs [14], can be inherently used for
purification since the distributions of clean and adversarial
samples converge over time during forward diffusion.

The pioneering work of diffusion-based purification,
DiffPure [30], diffuses the input adversarial image at
timestep t” and denoises it back to a purified image. In
simplified discrete DDPM form, this can be written as:

Pure(z%%) = Reverse(v/@m (%) +v/1 — Qgwe, t7,0;0,),
. (3)
where @ :=[],_, (1 — ;) with 3, representing the diffu-
sion variance. Reserve(-) iteratively denoises the adversar-
ial sample diffused at timestep ¢P from higher timestep ¢ to
lower timestep 0 via learning-free sampling with frozen pu-
rification parameters ¢,,. In the field of anti-customization,
GrIDPure [59] adapts DiffPure to meet SD’s requirements,
transforming the longer denoising timestep into multiple
shorter iterations, and achieving enhanced purified results.

4. Analysis

4.1. Anti-purification: Overall Formulation

For ideal perturbations resistant to purification, we first for-
malize our objective as follows:

§99Y — arg max min E.Ligm(Pure(zo + 0);0.), (4)
[6]loc<n Oe

where 04V is similarly optimized by maximizing £;,,, but
with the purified input substituting the original one. How-
ever, direct backpropagation is computationally inefficient
here, as purification generates extremely deep computation
graphs over multiple iterations. Besides, unlike conven-
tional adversarial attacks, anti-customization requires sub-
stantial massive memory overhead associated with SD, to
which the size of classifiers is not comparable.
Alternatively, we decompose Eq. (4) into stages. Be-
cause the P-C workflow is serial, as long as one link in the
procedure fails, effective fine-tuning cannot be realized. In-
terestingly, two opposing objectives can accomplish this:

dfndi% = argmin || Pure(zg + ) — (2o + 9)|[oc, or (5)
[16]loe <7n

520" = arg max || Pure(zg + 0) — (20 + 0)[|oc-  (6)
[16]lcc <7

By Eq. (5) combined with Eq. (2), we can approximate
Pure(z) ~ x, allowing Eq. (4) to degenerate into Eq. (2)
even under purification. This follows the principle of adap-
tive attack and leads to a robust perturbation that can still
target customization after purification. However, involving
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Figure 2. t-SNE [48] visualization (perplexity = 10) of 4x 100 pu-
rified images obtained using DiffPure [30] with different timesteps
for clean and adversarial images.

joint optimization of two objectives (Eq. (5) and Eq. (2))
makes the optimal solution hard to find as well. Addition-
ally, probabilistic diffusion models may result in generated
images that are almost completely uncontrollable at the fine
scale required for adversarial noise. As shown in Fig. 2, the
difference between the clean and adversarial images (which
nearly overlap) is far smaller than the range of purified out-
puts, and the distributions of the purified clean and adversar-
ial images converge as t? increases. Therefore, we advocate
for the alternative approach instead of treating purification
as a special transformation and requiring the purified out-
puts to precisely reach the desired “adversarial region.”

By Eq. (6), we resort to direct attacks against purifica-
tion, i.e., anti-purification. We note that anti-purification
is not intended as a wholesale replacement for anti-
customization, but rather complements it as a preparatory
step within diverse emerging workflows. In such scenar-
ios, even if subsequent customization operates normally, the
target concepts learned are still distorted from those of the
original images during purification. This shifts the focus of
our attack from the customization’s LDMs to the DDPMs
used in (DDPM-based) purification:

Cddpm(l’o; 9p) = EENN(O,I),tNM(l,T) H€ - €9p(l°t7 t) H; .

Unfortunately, direct attacks via maximizing this DDPM
training loss cannot achieve the same level of semantic
structural distortion seen in anti-customization methods due
to the inherent characteristics of purification itself. This
makes anti-purification a more challenging task, with the
difficulties encapsulated in the following three core reasons.

4.2. Anti-purification: Why harder?

Here, we report the conclusions of our small-scale experi-
ments. For detailed settings, please refer to Appendix B.2.
4.2.1. Reason 1: Lack of Vulnerable Components

Attacks targeting LDMs/SD are easier due to their more
vulnerable encoders. In contrast, the only component in

Clean
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Figure 3. Attacks against DreamBooth [36] on UNet are much
harder. Unlike vanilla pixel-space attacks (a. — d.), latent-space
attacks (b. — e.) cannot target the vulnerable VAE encoder. Here,
d. (decoded from e.) is shown for visualization purposes only; in
our experiments, we directly replace b. with e. during fine-tuning.
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Figure 4. Mean Squared Errors of intermediate outputs between
clean and adversarial samples across different UNet blocks at
varying timesteps. See Appendix B.2 for details.

DDPMs, the UNet [34], is extremely robust.

Firstly, we modify Anti-DB’s ASPL method [49] to con-
duct PGD attacks directly on Eq. (1) but in the latent space,
thereby obtaining (e.) adversarial latents in Fig. 3 (rather
than adversarial images for further encoding). As shown
in Fig. 3, (d.) the decoded images from these latents exhibit
unexpected stylistic transformations, and ( f.) images gener-
ated by SD fine-tuned on these latents show minimal differ-
ences from (d.). This indicates that if PGD cannot leverage
gradients from the vulnerable VAE encoder, the effective-
ness of attacks is significantly reduced.

Also, we directly attack Lgqpn,. Fig. 4 illustrates the dif-
ferences between clean and adversarial images in the out-
puts of various UNet blocks at different timesteps. Notice
that there is minimal difference in the downsampling and
intermediate blocks, while substantial deviations emerge in
the middle part of the upsampling blocks. However, the
outputs still converge at last, which may be attributed to the
unique residual connections: the effect of adversarial noise
naturally accumulates as the network’s spatial structure iter-
ates, while the shallower residual connections weaken this
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Figure 5. Effectiveness of MasaCtrl [2] on adversarial images.
The loss attack makes little difference except that the lower right
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impact, forcing the perturbation to subside to lower levels,
leading to a peak effect.

4.2.2. Reason 2: Training-free Frozen Parameters

It is both evident and important to note that, unlike anti-
customization which targets fine-tuning by data poisoning,
anti-purification targets a training-free editing task. In anti-
purification, the pretrained purification model requires no
additional adjustments, so adversarial samples cannot af-
fect its benign priors embedded in frozen 6,,. Similar issues
also arise in attacks on other training-free editing tasks. As
shown in Fig. 5, the perturbations can reduce image quality
in some cases for MasaCtrl [2], which also relies on vul-
nerable encoders. However, it does not achieve the same
degradation level as perturbed fine-tuning.

4.2.3. Reason 3: Fixed High Timestep Denoising

During the denoising process, the low-frequency structural
information of an image is largely determined at higher
timesteps, while denoising at lower timesteps focuses on
high-frequency, textural changes. Here, we notice that the
purification process can be viewed as a generation pro-
cess where high-timestep denoising is fixed. In cases
where vulnerable components are absent and parameters
are frozen, conducting a L g4, -based attack for timesteps
beyond tP is not directly meaningful, and attempting to
achieve semantic structural changes by adjusting the in-
put at low timesteps is also unfeasible. Essentially, at-
tacks on the purification itself are attacks restricted to high-
frequency components at low timesteps.

5. Method: AntiPure

Building on the formulation in Sec. 4.1, we aim to gen-
erate the most adversarial input specifically targeting the
purification model itself via Eq. (6). As highlighted in
Sec. 4.2, achieving semantic structural distortion like anti-
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Figure 6. Overview diagram of AntiPure. AntiPure mitigates the
negative impact of benign priors (Sec. 4.2.2) and limited timesteps
(Sec. 4.2.3) on the attack by introducing Patch-wise Frequency
Guidance L ¢, and Erroneous Timestep Guidance L¢—cyr-.

customization is unfeasible for anti-purification. However,
we can still raise the costs of customization and achieve
protective perturbations that make the outputs from the P-C
workflow more distinguishable. The overall attack process
of our AntiPure is shown in Fig. 6.

5.1. Patch-wise Frequency Guidance

The priors on clean images embedded in the frozen net-
work parameters allow the purification model to revert to
a high-quality image distribution aligned with human in-
tuition during the reverse denoising process. The over-
all outputs can often remain structurally high-quality even
if a particular timestep is effectively attacked. However,
unlike low-frequency semantic structures, consistency in
high-frequency components is harder to guarantee, render-
ing them less controllable during purification. As shown in
Fig. 7, although simply using L g4, -attacks does not pro-
duce noticeable effects in the spatial domain, they introduce
observable discrepancies in the frequency domain.

This phenomenon motivates shifting our focus to the
frequency domain. A feasible solution is to modulate the
high-frequency components where purification typically ex-
erts weaker control, thereby causing the purified outputs to
deviate from clean priors mainly in high-frequency bands.
Also, due to the characteristics of human perception, mod-
ulating high-frequency components affects image semantic
information less. For finer spatial modulation, we operate
on smaller-resolution patches to localize perceptual discrep-
ancy, forming our Patch-wise Frequency Guidance (PFG).

Specifically, given a clean image zo € RE*HXW 4
Gaussian noise ¢, and an adversarial noise 6;“1” at the ¢-th
step of PGD, we diffuse the noisy adversarial sample z; at
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Figure 7. Differences in the spatial and frequency domains before
and after DDPM-purification. Pseudocolor transformation is ap-
plied to the DCT spectrogram for better visualization.

timestep t as follows:
xy = Vag(xo + 00) + /1 — e, ®)

where a; = Hi,zl(l — B) with §; representing the dif-
fusion variance. Using the UNet’s output eg(xy,t), we ap-
proximate the predicted denoised image T by:

To = (v; — V1 — ageg(a4, 1)) /. 9)

Next, Patch-wise Frequency Guidance operates on Zg
to track the UNet’s gradients while emphasizing high-
frequency components, which can be formalized as:

s—1
Lpre(a0; 5°0) = a(Ep;ig S PatchDCT (Zo, 5)mn),
m,n=73

(10)
where PatchDCT(-) (illustrated in 3"¢ row of Fig. 7) un-
folds 7y into P patches of size s x s, and applies the Dis-
crete Cosine Transform (DCT) to each patch. After DCT,
the low-frequency component occupies the top-left corner
of the spectrogram, while the high-frequency component
lies in the bottom-right corner. Consequently, the bottom-
right quarters of each patch are filtered, averaged, and then
sigmoid-normalized by o (-) to yield L ..

In brief, L, aims to enhance the high-frequency com-
ponents of the purification model’s prediction after denois-
ing across different timesteps, indirectly reinforcing the ad-
versarial perturbation’s high-frequency elements and creat-
ing a uniform grid pattern. Since the attack targets higher
frequencies, localized structural information is minimally
altered, ensuring greater perceptual consistency for humans.

5.2. Erroneous Timestep Guidance

As mentioned in Sec. 4.2.3, purification can essentially be
viewed as a generative process where the high-timestep de-

noising has been fixed, meaning that the structure of im-
ages cannot be obviously altered. However, we can encour-
age the noise predictor’s outputs at distinct timesteps to re-
main as close as possible. By injecting adversarial noise,
we identify inputs for which the UNet struggles to select
the appropriate actions across timesteps, which we realize
via Erroneous Timestep Guidance (ETG).

Specifically, we select an erroneous timestep t.,, as the
input to the UNet to obtain a noise prediction of z; at a
higher timestep, and we minimize the discrepancy between
the noise predicted at the erroneous time step €p (2, terr)
and the correct prediction eg (x4, t):

ﬁerrft(xm 5adv) = - ||€0(‘Ttaterr) - ee(xtvt)ug . (11)

5.3. Overall Attack

As shown in Fig. 6, our attack incorporates L y,.cand Le,.,.—¢
guidance with vanilla £44p,,. To balance the range of val-
ues across different training objectives, the total loss used
for gradient ascent in PGD can be formalized as:

ﬁpgd(xo; 5adv) = Ee,t (Eddpm + )\leat_lcfre + )\ZGLETT_t) )
(12)

where the attack timestep ¢ ~ U/(1, t?) is constrained within
the purification step range t” to avoid ineffective attacks.
Both hyperparameters A; and \q are set to 0.5, with ...,
fixed for convenience. The coefficient e®* ~! scales £ fre
to increase its impact as ¢ decreases. Given the minimal
MSE values, we apply an exponential function to L., for
slightly more aggressive optimization. Finally, PGD maxi-
mizes L,y to find the optimal 5%,

6. Experiments

6.1. Experimental Setup

Dataset. We utilize two facial datasets, CelebA-HQ [18]
and VGGFace?2 [3] for evaluation. Following Anti-DB [49],
we select two subsets on these two datasets, each containing
50 IDs with 12 images at 512x512 resolution per ID, to
ensure training for both Anti-DB and SimAC [50].
Baseline. We apply four advanced protective perturbation
methods, including AdvDM [24], Mist [23], Anti-DB, and
SimAC, where Anti-DB and SimAC require additional in-
stances for perturbation generation. Thus, for each ID, we
generate perturbation for 4 images and use another 4 images
as instances for Anti-DB/SimAC.

Quantitative Metrics. For customization’s output, we first
employ FID [12], a general metric in generative tasks that
quantifies the distance between the feature distributions of
synthetic and real images using Inception v3 [47]. Addi-
tionally, we include metrics from Anti-DB [49]. Since our
primary goal is to generate non-realistic faces, we employ
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Dataset Perturbation FIDT ISM| (FDFR) BRISQUE(] Dataset Workflow FIDT ISMJ (FDFR) BRISQUET
AdvDM [24] 77.51  0.6561 (0.10) 31.33 AdvDM [24] 95.38  0.6302 (0.09) 38.20
Mist [23] 70.23  0.6688 (0.07) 37.00 CelebA-HQ Mist [23] 85.09  0.6461 (0.07) 40.91
CelebA-HQ Anti-DB [49] 78.84  0.6422 (0.10) 31.76 Anti-DB [49] 104.18  0.6215(0.12) 38.18
SimAC [50] 67.37  0.6734 (0.09) 33.73 SimAC [50] 7546 0.6487 (0.06) 38.77
AntiPure (Ours) 81.15  0.6112 (0.10) 43.60 AntiPure (Ours)  109.63  0.5839 (0.07) 40.01
AdvDM [24] 83.90  0.5923 (0.09) 37.42 AdvDM [24] 10543 0.5799 (0.07) 58.02
Mist [23] 78.34  0.5940 (0.07) 43.60 Mist [23] 90.66  0.6046 (0.07) 62.22
VGGFace?2 Anti-DB [49] 90.29  0.5938 (0.06) 38.35 VGGFace2 Anti-DB [49] 117.89  0.5723 (0.06) 58.56

SimAC [50] 75.21  0.6053 (0.09) 40.27
AntiPure (Ours) 90.77  0.5475 (0.05) 46.01

Table 1. Comparison of DreamBooth’s [36] output quality for dif-
ferent perturbation methods following the P-C workflow.

Identity Score Matching (ISM) to evaluate the cosine sim-
ilarity between the synthetic image’s facial features and the
real features of the corresponding identity using the pop-
ular ArcFace recognizer [5]. We also report Face Detec-
tion Failure Rate (FDFR) using the RetinaFace detector [6],
measuring the ratio of undetectable faces excluded in ISM
evaluation. This metric merely serves to provide ISM with
a more comprehensive reference, as producing completely
distorted faces after purification is, as previously discussed,
unfeasible. Finally, we use an extra no-reference image
quality assessment metric, BRISQUE [27], a classical and
popular method for measuring generated image quality. For
perturbation itself, a reconstruction metric, LPIPS [58] is
provided to evaluate the difference in human perception.
As we focus on disrupting the outputs of SD after purifi-
cation, higher FID, lower ISM, and higher BRISQUE mean
an increase in the adversarial effect. Besides, lower LPIPS
means more imperceptible perturbation.
Configurations. For all perturbation methods, we use the
same PGD training/purification/customization setup. In
Sec. 6.2 and Sec. 6.3, we use GrIDPure [59] for purifica-
tion, applying 2 rounds of 20 iterations with ¢t = 10 to ap-
proximate convergence of the purification effect (validated
in Sec. 6.4). In Sec. 6.5, we evaluate perceptual consis-
tency with pretrained AlexNet[19]/VGG[40]. To verify the
robustness of our method against common image process-
ing techniques, we save the images with protective pertur-
bations in their original input format, that is, the results on
CelebA-HQ (.jpg) are all JPEG-compressed. We will elab-
orate on our experimental configurations in Appendix C.
Furthermore, for ablation studies on different perturba-
tion configurations, black-box performance, and more visu-
alization results, please refer to Appendix D.

6.2. Comparison with Baseline Methods

Quantitative Results. We first fine-tune SD on the purified
images with different perturbations by DreamBooth, setting

SimAC [50] 94.89  0.6018 (0.07) 59.99
AntiPure (Ours) 127.67  0.5428 (0.04) 69.97

Table 2. Comparison of LoRA’s [16] output image quality for dif-
ferent perturbation methods following the P-C workflow.

both the instance and inference prompt to “a photo of sks
person.” For fairness, the same set of 200 prior class images
is shared between all perturbation methods. These quanti-
tative results are shown in Tab. 1.

In Tab. 1, AntiPure achieves the best performance across
all metrics on both datasets. After sufficient purification,
the effectiveness of the previous methods is significantly re-
duced, but the effect of AntiPure can be better preserved.
More importantly, while these methods depend on various
customization configurations, AntiPure focuses solely on
the relatively simpler purification process. On the other
hand, due to the perturbed image degradation caused by
JPEG compression, the results on CelebA-HQ are notice-
ably worse than those on VGGFace2, even when accounting
for potential domain gaps.

Interestingly, SimAC shows an even greater drop in per-
formance after purification. Compared to Anti-DB, the im-
proved SimAC generates smoother edges around the pertur-
bation patterns, rendering them more vulnerable. A similar
distinction is also noted between AdvDM and Mist.
Qualitative Results. We show more results in Fig. 8. In our
selected examples, the degree of output degradation intensi-
fies from top to bottom. As previously discussed, after pu-
rification, perturbation methods cannot realistically achieve
distortion at the level of overall semantic structure. An-
tiPure, however, does not aim to adjust the perturbations to
disrupt the customization process to the maximum extent.
Instead, it simply aims for the purification outputs to de-
grade, leveraging the characteristics of the fine-tuning pro-
cess itself to amplify these artifacts. This approach may
not achieve distortion of a person’s ID information, but it
is sufficient for humans to discern authenticity. For more
visualization results, please refer to Appendix D.

6.3. Different Customization Method

To evaluate AntiPure’s generalizability, we also ap-
ply another popular fine-tuning method, LoRA. Unlike
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Anti-DB  SimAC

AdvDM Mist

Figure 8. Visualization of DreamBooth’s outputs after the P-C
workflow.

DreamBooth, LoRA significantly reduces fine-tuning costs
through low-rank decomposition. It can meanwhile in-
corporate the core class-specific prior preservation loss of
DreamBooth. As shown in Tab. 2, our method still out-
performs other perturbation methods, with a noticeable gap
in the ISM metric compared to others, indicating that our
method effectively reduces facial feature similarity.

6.4. Different Purification Configuration

Intuitively, as the purification iterations increase, protective
perturbations are removed progressively, resulting in better
fine-tuning output quality. To verify this, we select Anti-
DB, the most robust method (apart from AntiPure) from
previous experiments, and apply multiple rounds of purifi-
cation with 10 iterations, followed by DreamBooth fine-
tuning on CelebA-HQ. As shown in 3, the effectiveness of
Anti-DB is indeed gradually diminished as the number of it-
erations increases, as expected, with ISM stabilizing around
20-40 iterations, indicating near convergence.

Unexpectedly, AntiPure, which focuses on countering
the purification process, becomes increasingly robust with
more iterations. Although its effectiveness is initially lower
than that of Anti-DB with fewer iterations, AntiPure sur-
passes Anti-DB after approximately 30—40 iterations. This
also demonstrates that the purification iteration settings in
our previous experiments provide an accurate assessment
of perturbation persistence at convergence.

6.5. Perceptual Consistency

In addition to preventing infringement and forgery, protec-
tive perturbations also need to avoid affecting human per-

Perturbation

None (Original)

Workflow ~ FID?  ISMJ} (FDFR) BRISQUE?
C(Iter=0)  37.43  0.6935(0.11) 15.86
P(lter=10)-C  124.62  0.6020 (0.10) 32.74
P(lter=20)-C  84.83  0.6352 (0.09) 2747
P(Iter=30)-C 8122  0.6473 (0.08) 29.33
P(lter=40)-C 7730  0.6391 (0.09) 3034
P(lter=10)-C 5445  0.6362 (0.07) 40.27
AntiPure (Ours) P(Iter=20)-C  59.97  0.6271 (0.08) 44.63
0.6075 (0.08) 47.68

P(Iter=30)-C  68.84
P(Iter=40)-C 7821  0.5994 (0.09) 47.54

Anti-DB [49]

Table 3. Comparison of DreamBooth’s [36] output image quality
for different purification iterations following the P-C workflow on
CelebA-HQ.

CelebA-HQ VGGFace2

Perturbation

Alex-LPIPS| VGG-LPIPS| Alex-LPIPS| VGG-LPIPS|

AdvDM [24] 0.2024 0.3061 0.2343 0.3920
Mist [23] 0.1470 0.2759 0.2208 0.5222
Anti-DB [49] 0.2019 0.3319 0.2726 0.4054
SimAC [50] 0.1754 0.3046 0.2146 0.4120
AntiPure (Ours) 0.1392 0.2843 0.1758 0.3884

Table 4. Comparison of Learned Perceptual Image Patch Similar-
ity (LPIPS) [58] between adversarial images obtained by different
perturbation methods and the original images.

ception, which is guaranteed by the hard constraint 7. How-
ever, even within the same [..-ball, different perturbations
can cause different perceptual shifts from clean images. To
evaluate this, we select two commonly used backbones for
LPIPS to assess the quality of different adversarial images
under the same 7) constraint. As shown in Tab. 4, AntiPure
achieves the smallest perceptual difference while providing
the best attacks against the P-C workflow. This can be at-
tributed to Patch-wise Frequency Guidance, which effec-
tively avoids modifications to low-frequency information.

7. Conclusion

In this paper, we formalize anti-purification in the P-C
workflow and present AntiPure, which incorporates two
types of additional guidance. Across representative P-C
settings, AntiPure remains effective despite the strong de-
noising capability of diffusion-based purification, advanc-
ing perturbation robustness for stronger prevention against
deepfakes and infringement. However, as a simple diag-
nostic method, our current design assumes white-box ac-
cess. Thus, we position AntiPure as a complement to anti-
customization methods in diverse workflows, and leave im-
proved black-box transfer as a direction for future work.
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