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Abstract

While image conditional diffusion models demonstrate im-
pressive generation capabilities, they exhibit high vulnera-
bility when facing backdoor and adversarial attacks. In this
paper, we define a scenario named diffusion anomaly where
the generated results of a reverse process under attack de-
viate significantly from the normal ones. By analyzing the
underlying formation mechanism of the diffusion anomaly,
we reveal how perturbations are amplified during the re-
verse process and accumulated in the results. Based on the
analysis, we reveal the phenomena of divergence and homo-
geneity, which cause the diffusion process to deviate signif-
icantly from the normal process and to decline in diversity.
Leveraging these two phenomena, we propose a method
named Diffusion Anomaly Detection (DADet) to effectively
detect both backdoor and adversarial attacks. Extensive ex-
periments demonstrate that our proposal achieves excellent
defense performance against backdoor and adversarial at-
tacks. Specifically, for the backdoor attack detection, our
method achieves an F1 score of 99% on different datasets,
including MS COCO and CIFAR-10. For the detection of
adversarial samples, the F1 score exceeds 84% across three
adversarial attacks and two different tasks, evaluated on the
MS COCO and Places365 datasets, respectively.

1. Introduction

Diffusion models [9, 33-35] have demonstrated outstand-
ing performances in various generation tasks. They dis-
rupt images by adding noise over multiple steps in the for-
ward process and generate samples by progressively de-
noising through multiple steps in the reverse process. To
achieve better control over the generation results, image
condition diffusion models [25, 28-30, 40] are used in va-
rieties of areas, including image inpainting [25, 29], image
editing [2, 12], and video synthesis [43, 44].

However, recent research shows that diffusion models
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are vulnerable to backdoor attacks [1, 5, 8, 11, 36, 37, 42]
and adversarial attacks [24, 31, 32, 49, 51]. The backdoor
attacker aims to manipulate the diffusion model to gener-
ate a specified content with a pre-defined trigger. This trig-
ger can be added to the noise input [1, 37] or condition
part [11, 19, 36]. The adversarial attackers [20, 27, 49, 51]
find that the condition part is probably a weak point of
the conditional diffusion model. In text-to-image diffusion
models, they modify the text prompt [22, 23, 46] so that the
attacked model will generate incorrect results. As for image
conditional diffusion models, they add adversarial noise to
the condition image [31, 49, 51] to influence the generation.
Despite its clear threat to diffusion models, research on
defending against backdoor or adversarial attacks is still
limited. For backoor defense, most works [1, 8, 37, 50]
focus on unconditional diffusion models. For instance, Sui
et al. proposed DisDet [37]. They observed a distinguish-
able difference in the noise input distribution between be-
nign and backdoor samples. Nevertheless, backdoor at-
tacks [5, 19] on conditional diffusion models do not af-
fect the noise input, making DisDet fails to detect back-
door samples. Wang et al. [41] recently paid attention to
conditional diffusion models. They proposed T2IShield,
which utilizes anomalies in the cross-attention map to de-
tect backdoor samples. Their research focuses on text-to-
image diffusion models, making it inapplicable to image
conditional diffusion models. For adversarial defense, a
safety filter is commonly used in diffusion models. The
filter compares the latent representation of the generated
image to pre-computed representations of harmful informa-
tion. Despite this, studies [39, 52] have demonstrated that
safety filters can be easily bypassed by a range of meth-
ods. Some research resists adversarial attacks by iden-
tifying potential prompts that can generate harmful con-
tents [3, 27, 45]. Others aim to erase harmful concepts using
machine unlearning-based methods [7, 10, 13, 26]. These
studies are all designed for text-to-image models, leaving a
gap in defenses for image conditional diffusion models.

In this paper, we define the diffusion anomaly as a sce-
nario where the generated result of a reverse process under
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a) Overview of detection pipeline against backdoor and adversarial samples. For both clean condition z. and adversarial
, we use the same process. We perform reverse sampling k times to a specified step t. and obtain the x+,. Then,

we input these along with their corresponding condition images into the Diffusion Anomaly Detection (DADet) module for identification.
b) In the DADet module, we firstly calculate the corresponding predicted xo. Then, we calculate the difference metric as the divergence
between the predicted x¢ and the condition image. We compute the similarity metric between the predicted xo instances to represent
homogeneity. The product of these metrics gives the DAV score, which is then used with a predefined threshold for classification.

perturbations exhibits a significant deviation from the nor-
mal generation result. Kwon et al. [15] claimed that shifting
the noise predicted by the network at each reverse step did
not achieve manipulating the result of the reverse process.
However, both backdoor and adversarial samples execute
their attacks by introducing perturbations into the image
condition to mislead the noise predictor. This raises a crit-
ical question: How do these samples exert their influences
on image conditional diffusion models, ultimately leading
to a diffusion anomaly?

Through theoretical analysis, we find that the diffusion
anomaly can be traced back through each reverse step. In
each step, the discrepancy introduced by the attack is pro-
gressively amplified though the reverse process and accu-
mulated in the final generation result, resulting in a diffu-
sion anomaly. We also observe that the discrepancies at
different steps exhibit a consistent directional trend. As a
result, they do not cancel each other out during accumu-
lation but act in concert instead to reinforce their effects.
Meanwhile, we find that the diffusion anomaly gives rise
to the divergence and homogeneity phenomena at the early
stage of the reverse process (e.g., ¢ > 800 in a 1000-step
schedule). The divergence phenomenon leads to a signif-
icant deviation of the early predicted zo from the correct
one. The homogeneity phenomenon shows that the early
predicted xg from different initial noises is dominated by
the adversarial noise, leading to reduced diversity.

Leveraging these two phenomena, we propose an ef-
fective detection method Diffusion Anomaly Detection
(DADet) for image conditional diffusion models, which can
effectively detect both backdoor and adversarial samples.
Fig. 1 shows an overview of the detection pipeline. Start-
ing from different initial noises, multiple reverse process

are performed up to a specified early step .. We then ob-
tain the corresponding predicted z, as defined in Eq. 4.
We measure the divergence by calculating the difference
between the predicted xy and the conditional image, and
the homogeneity by evaluating the similarity among differ-
ent predicted xy. The product of these two metrics is used
to compute the Diffusion Anomaly Value (DAV), which is
compared with an adaptive threshold to determine whether
the input is an adversarial or backdoor sample.

We evaluate our method against various backdoor and
adversarial attacks under different tasks. Extensive experi-
ments are performed to verify the effectiveness of our de-
fense method in different datasets. For backdoor sample
detection, we achieve an F1 score of 98%. For adversarial
sample detection, we test our method on three different at-
tacks and two different tasks. The F1 score exceeded 97%
on the image variation task and 84% on the image inpaint-
ing task. The main contributions are as follows.

* We analyze the formation mechanism of the diffusion
anomaly, revealing how perturbations are amplified dur-
ing the reverse process and accumulated in the results.

* We discover the divergence and homogeneity phenomena
caused by diffusion anomaly and we also provide a math-
ematical explanation.

* Leveraging these phenomena, we propose the Diffusion
Anomaly Detection (DADet) method against backdoor
and adversarial attacks. To the best of our knowledge,
DADet is the first method that simultaneously detect such
attacks on image conditional diffusion models.

2. Preliminary

We introduce the threat model setup and the fundamentals
of diffusion models for better understanding.
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2.1. Threat Model

The threat model for both adversarial and backdoor attacks
is similar. In both cases, the attack can only modify the im-
age condition without altering the noise input. For backdoor
attacks, attackers inject a trigger into the image condition
to generate a target image. For adversarial attacks, attack-
ers add adversarial noise to the image condition for preset
attacking effect. Backdoor attacks require model training
when injecting triggers, whereas adversarial attacks do not.
As defenders, we have white-box access to the diffusion
model but no knowledge of the attackers.

2.2. Diffusion Model

A diffusion model consists of a forward (diffusion) pro-
cess and a reverse (sampling) process. The forward process
shown as Eq. 1 diffuses the data samples through Gaussian
transitions parameterized with a Markov process.

q(@e | xio1) =N (fﬂt; V1= Bz, 5t1>
N (x4 Vauzo, (1 — a)I)

In Eq. 1, {B;}L, is the variance schedule, oy = 1 — 5;
and &; = [['_,(1 — Bs). The joint distribution pg(zo.7) is
called the reverse process, which is expressed as Eq. 2. It is
defined as a Markov chain with learned Gaussian transitions
starting from p(zr) = N (zr1;0,I).
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Each step of the reverse process can be expressed by Eq. 3,
where z; ~ N(0,1), € is the noise predictor, and o7 is a
variance of the reverse process which is set to 02 = f3; by
DDPM [9].
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Additionally, Song et al. proposed DDIM [33] that general-
ized the DDPM sampling formulation as Eq. 4, where oy =
7’]\/(1 — dtfl)/<1 — dt>\/1 — Oiét/@tfl. When n = 1 for
all ¢, it becomes DDPM.

=

1—a t
Toq = AT (If Qi €g (xh ))

e

“predicted o

+4/1— a1 — 02 € (x4, t) “)

“direction pointing to x; ”

+ oz
~—~—~

random noise

3. Method

In this section, we first introduce the diffusion anomaly.
Then, we explore two types of anomalous phenomena in-
duced by diffusion anomaly, which refer to as divergence
and homogeneity phenomena. Leveraging these two phe-
nomena, we propose our method, Diffusion Anomaly De-
tection (DADet). For the sake of clarity, we adopt a shorter
version of Eq. 4. We set o, = 0, as is commonly adopted in
DDIM, while adding the condition z..

Te—1 = /01 Pt(69($t,t7Ic)) + Dt(ﬁg(l’t,t,l’c)),
Ty — /1 — ageg (xg, t, T,

Pt(ee(xhtaxC)) = t \/;Ttg( L (‘)7

Dt<€9($t7t7xc)) =V 1- Q¢—1 - €9 (xtatal‘c> .

P, (-) represents the “predicted z(” part, while D (-) repre-
sents the “direction pointing to z;” part of Eq. 4.

®)

3.1. Diffusion Anomaly

We define the diffusion anomaly as a scenario where the
generated result of a reverse process under perturbations ex-
hibits a significant deviation from the normal generation re-
sult. Taking adversarial attacks as example, the diffusion
anomaly can be quantitatively measured by Az defined in
Eq. 6, where o and 289" represent the clean result and the
adversarial one, respectively.

Az = mgd" — (6)

In conditional diffusion models, both backdoor and adver-
sarial samples perform their attacks by introducing pertur-
bations into the condition, thereby misleading the noise pre-
dictor. We define Ae; as the discrepancy caused by the ad-
versarial sample at step ¢, which is expressed in Eq. 7. Here,
. denotes the clean condition, while mgd’” represents the
adversarial condition.

Ae; = eg(xy adv ¢ x“d”) —eg(x, t, zc) @)

Leveraging Eq. 3, we can expand Eq. 6 as shown in Eq. 8.

Al‘o = Z D(It,

d .
Az = (% — 241

1 1 1—a ®)
= —Ax; — — — A¢y,
e Var /1 — oy
Da;_q1 := o 1 Ae;

This expansion reveals that the difference Axq can be recur-
sively traced back through each reverse step. At step ¢t — 1,
we define Da;_; as the discrepancy introduced by the ad-
versarial sample. Notably, at each step ¢, this discrepancy
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Figure 2. a) The phenomenon of divergence. The predicted o for adversarial samples is affected by the amplification effect, causing it
to deviate abnormally from the normal trajectory even in the early stages of the reverse process. z. and z2%” denote the clean condition
image and the adversarial one, respectively. b) The phenomenon of homogeneity. The predicted x( for adversarial samples is completely
dominated by adversarial part, leading to a significant reduction in diversity and resulting in a homogeneity effect.

Day will be amplified by a factor of %ﬁ and accumulated
at x, thereby contributing to the diffusion anomaly.
However, Kwon er al. [15] claimed that shifting the
noise predicted by the network eg(x¢,t,x.) at each re-
verse step fails to manipulate xg, due to the argument that
P:eg(x4,t, ) and Dy g (4, t, x.) neutralized each other’s
changes. They argued that Az, is negligible, as both the
parameters —% V1=% and Ae,; are minor. The de-
tailed derivation process is provided in the supplementary
materials. The effect of Ae; on x; is formalized in Eq. 9.

Az q = x‘;ﬂﬁ_mtil _ (\/1 —at\;lﬁ%\/l — at)-Aet
— Bt
)

It is evident that both backdoor and adversarial samples
do cause significant deviations in zg. These samples also
execute their attacks by misleading the noise predictor. This
raises a critical question: why are these samples capable of
impacting z(? We hypothesize that there are two main rea-
sons. First, prior works have focused on one single step in
the reverse process. As demonstrated in Eq. 8, the discrep-
ancies at step t are amplified and accumulated at z( as the
reverse process unfolds. It is essential to consider the entire
reverse process rather than isolating one single step. Sec-
ond, we argue that for the discrepancies caused by random
noise at each step, they are stochastic and tend to cancel
each other out, as suggested by Kwon et al., resulting in a
negligible impact on zy. Conversely, for the discrepancies
caused by adversarial and backdoor examples, the discrep-
ancies exhibit a consistent directionality at each step. They
do not cancel each other out, but act in concert instead to
reinforce their effects.

To validate our hypothesis, we conduct an experiment.
For comparison with adversarial samples, we add random
noise z; ~ N(0,I) to €p(x¢,t, ), ensuring that the norm

of the added noise matches with the adversarial noise. This
process is formalized in Eq. 10.

EG(CE;’ﬁ)(EC) = 69($t7t7$0) + AE:a

e N8l
T el

Here, x] denotes the state at step ¢ after adding random
noise and we define Az} = =z} — z;. We measure
the norms of Ax; and Azj throughout the reverse pro-
cess. Additionally, we compute the cosine similarity S; =
Cos(Axy, Azp_1) and S] = Cos(Az], Azl._,) at each
step t. The experimental results demonstrate that, consistent
with our hypothesis, the norm of Ax; is significantly larger
than that of Az}. Furthermore, the norm of Ax; progres-
sively increases throughout the reverse process, illustrating
the “amplification and accumulation” effect we previously
discussed. Additionally, we observe that the cosine similar-
ity S; remains consistently high at different steps and sub-
stantially exceeds S} (e.g., Saoo = 0.91 > S, = 0.28).
This further substantiates our claim that the discrepancies
introduced by adversarial samples exhibit consistent direc-
tionality at each step. Detailed experiments are provided in
the supplementary materials.

However, utilizing diffusion anomaly to detect adversar-
ial samples is challenging because it requires completing
the entire reverse process, which is time-consuming. Note
that we observe the diffusion anomaly gives rise to two
phenomena early in the reverse process, which refer to as
the “divergence phenomenon” and the “homogeneity phe-
nomenon”. Leveraging these two phenomena, we can dif-
ferentiate clean and adversarial (backdoor) samples at an
early stage of the reverse process. In the following sections,
we will elaborate these two phenomena in detail and de-
scribe how they are leveraged. For simplicity, we denote
Py(eg(s,t,x.)) as PY, and Py(eg(20% ¢, 2947)) as P24Y,

10
Zt,ZtNN(O,I) ( )
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3.1.1. Divergence Phenomenon

The divergence phenomenon indicates that both 2; and 2 ¢

are close to noise in the early stages of the reverse pro-
cess, resulting in very small differences. However, the P}
and P?d” already exhibit significant divergence, as shown
in Fig. 2(a). Additionally, it can be observed that the early
predicted zo during the reverse process already have a high
resemblance to the final generated results. Thus, it be-
comes feasible to determine whether the sample is adver-
sarial or contains a backdoor at early stages. Therefore, we
define A P, as the divergence between the adversarial sam-
ple P and the clean sample P?, as expressed in Eq. 11.
Az, = x?d” — x; represents the difference between the ad-
versarial and clean samples at step ¢ of the reverse process,
while Ae; = eg(z% t,29%) — ¢q(x4,t,7.) denotes the
difference caused by the adversarial sample misleading the
noise predictor.

APy = Py(eg(af™,t, z2%)) —

= L (@ — )

Vai
— VI = a(eg(xf™, t,20%) — €g(4,t, 7))

= ; (Al‘t —V 1-— (jétAét)

e
Since ay = H;l a;, 0 < a; < 1, it is obvious that in the
early stages of the reverse process, both Az; and Ae; will
be amplified by \/%57’ resulting in notable divergence.

However, according to our threat model setup, it is im-
possible to obtain both P!" and P¢?" simultaneously during
the detection process. Therefore, we replace Py with the
condition image for anomaly detection. As shown in the
Fig. 2(a), for clean samples, the P} exhibits a certain degree
of similarity to the condition image. However, the P?%" is
obviously different.

Pt(e()(wtv ta xc))

Y

3.1.2. Homogeneity Phenomenon

The homogeneity phenomenon is another effect brought by
the diffusion anomaly. We find that P exhibits severe
homogeneity when repeatedly reversed to an early step ¢
in the reverse process while P}’ maintains a higher level of
diversity. As shown in Fig. 2(b), the P} obtained by re-
versing from different init noises retains diversity. In con-
trast, for adversarial samples, the Pfd” is entirely domi-
nated by adversarial noise, resulting in extreme similarity.
Theoretically, the P; eg (2397, t, £39%)) can be expressed as
Eq. 12, where z¢% = z, + Axy, 69( adv ¢ m“d”) =
€9 ((ﬂt, t, IITC) + Aﬁt.

200 — T agep (20, £, 20
o

VI—=ay (eg (T, t, Te) + Aéy)
e

Py(e(af 1)) =

_xp + Az —

(12)

We further approximate this by expressing x; and x;_1 us-
ing forward sampling equations: x; = v/:xo++v/1 — q:€1,

g1 ~ N(O,I) and x;_1 = Vuxo + /1 — Qy_169, €9 ~
N(0,T). Assuming €g(x¢,t) can perfectly estimate the

noise added from x;_ to x4, it is expressed as Eq. 13.

= Vaxi—1 + V1 — apeg(ay, t, x,)
Voury + V1 — e = Vo (Va—1w0 + /1 — y_1€2)
+ vV 1-— atee(xtata l‘c)

Y P A S VLT
o

13)
Substituting Eq. 13 into Eq. 12 results in Eq. 14. For
the early stages of the reverse process, we approximate
V1—azand /T —a&;_1as1(e.g., fort = 800,11 —a; =
0.9816). Since /&; << 1 in the early stages of the reverse
process, the Py (ep (2847, t)) is dominated by the adversarial
part, leading to the homogeneity phenomenon.

a:t,t 336

P ( a(zadv t xadv)) ~

1 — \/ Ot
VOorryg — —F—¢
W/dt(\\i-g V1—oay 2

“clean part” S———

“random noise part”

+ Az — A¢y)

——

“adversarial part”
14
As shown in Fig. 2(b), this causes the P?d” obtained
by reversing multiple times from different initial noises to
be extremely similar. In our detection method, we reverse
the process multiple times from different initial noises to a
specified step t. Subsequently, we compute the similarity
between the predicted zo values to represent homogeneity.

3.2. Diffusion Anomaly Detection

Utilizing the phenomenon mentioned above, we devel-
oped Diffusion Anomaly Detection, which is designed
to detect backdoor and adversarial attacks on image
conditional diffusion models. Since the operations for
both attacks are identical, we will use adversarial samples
as an example in the following discussion. Specifically,
we apply the same procedure to adversarial or clean
samples. Using the same condition image x. (adversarial
or clean), we perform reverse sampling k times from
different initial noises 27 ~ N (0,I) to a specified step ¢,
which is an early stage of the reverse process. We obtain
different reverse outcomes X, = {z} 27 ,..z}}.
Using the obtained outcomes, we obtain the cor—
responding predicted xg: Pieg(Xi,, te,,xe) =
{Preo((wf .t 3c), Prea((af ,te,xc), ..., Preg((af e, me)
Then, they are flattened and represented in vector form
as Py, = {PL,PE,...,PF}, Pi € RI>¥UHWC)  Next,
we measure the divergence between different predicted

17415



and z. using Eq. 15, which represents the sum of squared
Euclidean distances divided by the vector size. P, denotes
the vector obtained by flattening z..

1

k
b= H+«W=xC ;(P’fe Pz )(Pi, — Pa.) (15)

For the homogeneity, we utilize cosine similarity to assess
the similarity between different results shown in Eq. 16.

Pl -P)
H = ———t (16)
2 P2 P,

1<i<j<k

As shown in Eq. 17, the product of D and H is used as the
final metric for diffusion anomaly detection. For a given
threshold I € R', a sample exceeding the threshold is clas-
sified as an adversarial or backdoor sample.

DAV =D - H,

clean,if DAV < F.

adversarial or backdoor,if DAV > F.
a7
As shown in Fig. 3, we can observe a significant distribution
difference between clean samples and adversarial samples.
The adaptive threshold selection. This significant distri-
bution difference simplifies the threshold selection. Given
that the exact attack type on the model or the backdoor’s
predefined trigger image cannot be identified, we determine
the threshold solely based on clean samples. Specifically,
we select 500 clean samples and compute their respective
Diffusion Anomaly Values (DAV). We then compute their
standard deviation. If the standard deviation exceeds 0.5,
we iteratively remove the maximum and minimum values,
adaptively narrowing the range. This process continues un-
til the standard deviation is less than or equal to 0.5. Then,
we use the current maximum value as the threshold. The
algorithm flowchart is in the supplementary materials.

Sample is {

4. Experiments

4.1. Experimental Settings

Backdoor Attack Settings. In the context of backdoor at-
tacks, most recent works [1, 37] conduct attacks by adding
triggers to randomly sampled z ~ N(0, 1). We choose the
attack method Invisible Backdoor proposed by Li ez al. [19],
which was the first work injecting triggers into the condi-
tion image within the image inpainting pipeline. Invisible
Backdoor generates triggers by feeding the image condition
into a trigger generator, which are then added to the original
image for the attack. Additionally, we extended BadDiffu-
sion [4] and VillanDiffusion [5] to image conditional diffu-
sion models by injecting triggers into the image condition.
For Invisible Backdoor, we applied ¢5-norm constraints on

0.2
u Clean
Adv
0.15

Frequency
[=3

0.05

0

0O 1 2 3 4 5 6 7 8 9 1011 12 13 14 15
Diffusion Anomaly Value

Figure 3. Histogram of the DADet for both clean and adversarial
examples on image variation task.

the generated trigger, selecting values of 8/255 and 16,/255
respectively. For BadDiffusion and VillanDiffusion, we se-
lected two different triggers to place in the lower right cor-
ner of the image condition. Following their setup, we con-
ducted experiments on the MS COCO dataset [21].

Adversarial Attack Settings. For adversarial attacks, we
chose image variation and image inpainting tasks. For the
image variation task, we utilized the dataset provided by
Zhang et al. [51], which is derived from the validation set
of the MS COCO dataset. For the image inpainting task,
we randomly selected 2,000 images from the Places365
dataset [53]. The preprocessing of the dataset follows the
same procedure as LaMa [38], where a random mask is gen-
erated for each image. We test our method against three
effective attacks: Photo Guard [31], MFA [49] and LDM-
R [51]. For each attack, we conducted experiments with £o-
norm constraints of 8/255 and 16/255. Following existing
research [0, 16—18, 47, 48] in adversarial examples, we set
per-step perturbation budget as 1/255. All experiments are
conducted on an NVIDIA A800 GPU with 80 GB memory.

4.2. Backdoor Sample Detection

For the backdoor detection, we let ¢, = 960. We use DDIM
for the reverse process, setting the number of DDIM reverse
steps to 50. Leveraging the advantage of DDIM’s ability to
perform sampling with skipped steps, we can reach t. with
only two reverse steps. (e.g., 1000, 980, 960, ...). We ran-
domly select 500 clean samples to calculate the threshold.
For invisible backdoor, the adaptive threshold F is 2.6 for
Trigger CAT and 1.1 for Trigger HAT. For baddiffuision and
villandiffusion, the adaptive threshold F'is 2.6 for Trigger
CAT and 2.2 for Trigger HAT. Detailed settings of backdoor
sample detection are shown in the supplementary materi-
als. From Tab. 1, our detection method proves to be highly
effective. We achieve a precision of over 97% in all sce-
narios while maintaining a Recall of 99% and an F1 Score
exceeding 98%. This demonstrates that our method effec-
tively detects backdoor samples targeting image condition
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Attack Method Detection Effectiveness Detection Effectiveness

Target  Precision Recall F1 Score Trigger Target  Precision Recall F1 Score Trigger
e et B T
s | 1010 Gy T 10100
e e B et B

Table 1. The effectiveness of the DADet detection method on backdoor

task. For Invisible Backdoor, we applied £2-norm constraints with

values of (8/255) and (16/255). For BadDiffusion and VillanDiffusion, we used two different triggers in the image’s lower right corner.

DADet (ours) Elijah
Attack Method |Precision Recall |Precision Recall
BadDiffusion 1.00 1.00 1.00 1.00
VillanDiffusion| 0.99 0.99 1.00 0.96
TrojDiff 0.99 1.00 0.98 1.00

Table 2. Effectiveness on unconditional diffusion
models using the Stop Sign as a trigger, with all
experiments on CIFAR-10.

backdoor attacks. As shown in Fig. 4, the predicted x¢ for
clean input already exhibits blurred textures in the masked
region that show a certain degree of similarity to the con-
dition image. In contrast, for trigger input, the predicted
xo is entirely misled towards the target image, showing a
substantial discrepancy from the condition image. This val-
idates our claim that significant divergence can be observed
at an very early stage of the reverse process.

Extensions to unconditional models. We consider image
conditional diffusion models more practical than the uncon-
ditional models in real-world scenarios, as the noise input
xp ~ N(0,I) is uncontrollable by users. To enable fair
comparison with defense methods targeting unconditional
diffusion models, we adapt DADet to the unconditional set-
ting. Since the homogeneity metric (Eq. 16) does not rely
on image conditions, our method can be extended to uncon-
ditional models using only this metric. Tab. 2 presents our
results, showing that performance on unconditional models
is comparable to Elijah [1]. Following Elijah’s setup, we
use the CIFAR-10 [14] dataset.

4.3. Adversarial Sample Detection

4.3.1. Image Variation Task

For detection, we set t. = 800 and employ DDIM for the
reverse process, setting the number of DDIM reverse steps
to 10 (e.g., 1000, 900, 800, ...). Under this configuration, we
can also achieve t. with only two reverse steps. The adap-
tive threshold value of 3.9 was calculated from 500 clean
samples. Detailed settings are shown in the supplementary
materials. Tab. 3 presents the results of our method on im-
age variation task. We can achieve over 98% prediction ac-
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Figure 4. The visualization results for the Invisible Backdoor attack method.

Norm Detection E.fffzctiveness
Attack Method Precision Recall F1 Score

MFA 0.98 1.00 0.99
16/255 Photo guard 0.99 1.00 0.99
LDM-Robustness 0.98 0.99 0.99
MFA 0.99 0.97 0.98
8/255 Photo guard 0.99 0.98 0.99
LDM-Robustness 0.98 0.97 0.97

Table 3. The effectiveness of our method on image variation task.

curacy while ensuring a recall rate of more than 97%. The
F1 Score exceeds 97% for all settings. This indicates that
our detection method is effective in adversarial sample de-
tection. It can effectively distinguish between adversarial
and clean samples. Fig. 5 illustrates the predicted x( results
obtained by performing reverse processes on clean and ad-
versarial samples £k = 3 times with different initial noise
inputs. P}’ preserves a notable resemblance to the condition
image. P diverges markedly from it and exhibits a high
degree of similarity among themselves.

4.3.2. Inpainting Task

The experimental setup for image inpainting task is the
same as that for image variation task. We selected latent dif-
fusion and stable diffusion models for our experiments. The
adaptive threshold is 15.61 for Latent Diffusion and 4.41 for
Stable Diffusion. As observed from Tab. 4, our method also
achieves excellent performance on the inpainting task, with
the F1 Score reaching at least 85% across various scenar-
ios. We also visualize the predicted x( for both clean and
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Figure 5. The visualization results of the clean image condition and image conditions generated by three types of attacks. For each case,
we visualize their predicted zo from three different initial noises, reversed to the specified step t.. Compared to clean samples, adversarial
samples exhibit a larger discrepancy with the condition image and demonstrate stronger homogeneity among the predicted zo.

Latent Diffusion Model Stable Diffusion Model =095 el
Norm | Attack Method Precision Recall F1 Score Precision Recall F1 Score &%Ozz pa 0022
MFA-MVS | 095 095 095 093 099 096 Zos Fos
16/255| Photo guard 0.96 0.89 0.92 0.87 0.87 0.87 gors po A =075
LDM-R 0.98 0.96 0.97 0.88 0.85 0.86 é 07 Precision 07
MFA-MVS | 096 094 095 089 088 089 o [ =i Iy
8/255 | Photo guard 0.94 0.88 0.90 0.83 0.84 0.84 To 200 B e 60 00 1000 1 2 3 Thibshod 7° 8
LDM-R 0.95 0.98 0.97 0.83 0.85 0.84 a) Ablation of revers step t, b) Ablation of threshold F

Table 4. The effectiveness of the DADet method on image inpainting task

with two different models.

adversarial samples in the supplementary materials. Similar
to the variation task, adversarial samples also exhibit both
divergence and homogeneity phenomena.

4.4. Ablation Study

Select reverse step t.. We conduct an experiment of select
reverse step t. on the variation task. We set the threshold a
at 3.9, while adjusting the reverse step ¢ to observe changes
in precision and recall. As shown in Fig. 6, when ¢, exceeds
800, recall remains constant while precision decreases, indi-
cating that some clean samples surpass the threshold. Con-
versely, when . is below 800, precision stays largely un-
changed while recall drops, suggesting that some adversar-
ial samples evade detection. This creates a trade-off, requir-
ing the identification of an effective ¢, for separating clean
samples from adversarial ones. Notably, in the three tasks
we examined, the predicted zy at the chosen . remains
blurred yet retains essential features like object positions
and color distributions. We found that the selected ¢, con-
sistently corresponds to the first step where the similarity
between P;* and the final result x( exceeds 0.7, indicating a
reasonable choice for ¢.. This finding simplifies the process
of select ¢, and confirms the practicality of our approach.

Select adaptive threshold F. For the threshold 13‘, we con-
ducted experiments by fixing t. in the variation task and ad-

Figure 6. The relation between preci§i0n, recall, and reverse
step te, when fixing the threshold F'. (b) The relation be-
tween F1 score and the threshold F', when fixing the ¢..

justing the threshold F to observe changes in the F1 Score.
The selectable threshold range in Fig. 6 is quite broad, from
2.5t0 6.5, ensuring an F1 Score greater than 0.9. This result
demonstrates that the phenomenon we proposed is signifi-
cant, making it easy to select the adaptive threshold.

4.5. Adaptive attack

We also evaluate our framework against attackers who are
aware of our defense mechanism. Specifically, we attempt
to optimize adversarial samples to resemble the condition
image to a certain extent in order to evade our detection.
However, experimental results show that this is ineffective,
as anticipated due to a clear trade-off: increasing similarity
to the condition image diminishes the attack’s effectiveness.
More details can be found in the supplementary materials.

5. Conclusions

By analyzing the mechanism of diffusion anomaly, we un-
cover how perturbations are amplified during the reverse
process and are accumulated in the generation results. We
also discover the divergence and homogeneity phenomena
caused by the diffusion anomaly. Leveraging these, we
propose the Diffusion Anomaly Detection against backdoor
and adversarial attacks in image conditional diffusion mod-
els. Experiments show the effectiveness of our method.
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