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Abstract

In recent years, text-to-image (T2I) diffusion models have
gained significant attention for their ability to generate high-
quality images reflecting text prompts. However, their grow-
ing popularity has also led to the emergence of backdoor
threats, posing substantial risks. Currently, effective defense
strategies against such threats are lacking due to the diver-
sity of backdoor targets in T2I synthesis. In this paper, we
propose NaviT2I, an efficient input-level backdoor defense
framework against diverse T2I backdoors. Our approach
is based on the new observation that trigger tokens tend to
induce significant neuron activation variation in the early
stage of the diffusion generation process, a phenomenon
we term Early-step Activation Variation. Leveraging this
insight, NaviT2I navigates T2I models to prevent malicious
inputs by analyzing Neuron activation variations caused by
input tokens. Extensive experiments show that NaviT2I sig-
nificantly outperforms the baselines in both effectiveness and
efficiency across diverse datasets, various T2I backdoors,
and different model architectures including UNet and DiT.
Furthermore, we show that our method remains effective
under potential adaptive attacks. '

1. Introduction

Text-to-image (T2I) diffusion models [52, 55, 59] have
achieved remarkable success and attracted widespread at-
tention. Although training these models is highly resource-
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intensive, open-source versions [14, 58] released by third
parties allow users to deploy or fine-tune them at a rela-
tively low cost without pre-training. However, this prac-
tice introduces backdoor threats [19]: adversaries can
easily inject backdoors into text-to-image diffusion mod-
els [12, 29, 63, 66, 70, 80] and distribute them as clean
models for release. When deployed, these models can be
manipulated via textual triggers in input prompts, posing
harmful risks [66]. Therefore, developing effective backdoor
defenses for T2I synthesis is of critical importance.

For traditional DNNs, considerable efforts have been
made to defend against backdoor attacks [17, 37, 65, 71].
Among them, input-level backdoor defense [17, 18, 22, 26,
39, 75] is a common approach, which aims to detect and pre-
vent malicious inputs at test time and can serve as a firewall
for deployed models. This approach is resource-efficient
without requiring retraining or pruning the model [65, 84].
Given the massive parameters of T2I models, this method is
particularly suitable for third-party users with limited com-
putational resources, who are also the primary victims of
backdoor attacks.

However, traditional input-level backdoor defense meth-
ods are not well-suited for T2I synthesis due to the following
reasons: @ Previous input-level backdoor defense meth-
ods [11, 17, 50, 75] for classification models rely on the
“Trigger Dominance” assumption, meaning that the trigger
plays a decisive role in the model’s prediction. Even if be-
nign features (e.g., other tokens or image regions) change,
the model’s outputs remain largely stable. However, this
assumption does not hold in T2I synthesis, as the backdoor
targets on T2I models are more diverse. For example, back-
door attackers may aim to modify only a specific patch of
the generated images [80] or tamper with objects [66, 80]
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Figure 1. Early-step Activation Variation phenomenon. We compute the NC variation [45] (refer to Sec. 4.1) as a rough representation
of the models’ neural state variation for different kinds of tokens at each generation step in four mainstream T2I backdoored models:
RickBKD [63], VillanBKD [12], BadT2I [80] and EvilEdit [66]. As shown, the trigger token influences the neural states distinctly from
other tokens and this difference emerges in the early steps of the generation process. This difference is more pronounced in the two figures
on the left compared to those on the right, indicating that BadT2I [80] and EvilEdit [66] are more covert, consistent with Tab. 1.

or styles [63, 80] while preserving other semantic elements.
When benign features in the input are modified, the gener-
ated image may change elements other than the backdoor
target, even if the input contains a trigger. @ Text-to-image
generation is computationally expensive. Traditional input-
level backdoor defense methods [5, 17, 22, 26, 75] rely on
diversifying input and analyzing multiple output samples,
resulting in a substantial computational overhead in the con-
text of T2I synthesis. To the best of our knowledge, only two
existing works [20, 68] focus on backdoor defense in T2I
synthesis” However, both works rely on the Trigger Domi-
nance assumption, which limits their effectiveness to more
stealthy T2I backdoors (Tab. 1). Moreover, their methods
increase the original T2I generation overhead by a factor of
2 ~ 5 (Sec. 5.3), hindering real-time deployment.

Inspired by relevant neuron-based analysis works [45, 74,
79, 84, 85], we conduct an in-depth analysis of the internal
activation changes in T2I models when processing malicious
samples (Sec. 4.1). We identify the Early-step Activation
Variation phenomenon in backdoored models, namely that
the tokens associated with backdoor triggers induce greater
neuron activation variation, which is more pronounced at the
initial generation steps (Fig. 1). Inspired by this, we then
propose NaviT2I, an efficient input-level backdoor defense
framework based on Neuron activation variations. Specifi-
cally, NaviT2I first calculates the activation impact of each
input token, then navigates the model to prevent malicious
inputs by detecting tokens with outlier activation variations.
Compared to existing methods [20, 68], out approach offers
two significant advantages: @ Due to the generalizability of
the Early-step Activation Variation phenomenon, NaviT2I
is applicable to a wider range of backdoor defenses (Tab. 1).
@ Since NaviT2I measures the activation states only in the
initial iteration steps without executing the full generation
process, it achieves significantly higher efficiency (Tab. 3),

2We provide additional analyses of other similar works with different
settings [23, 43, 64, 67, 76] in Appendix F.

making it well-suited for real-time deployment. Extensive
experiments demonstrate that our method surpasses exist-
ing baselines against a wider range of attacks. Our method
improves the average AUROC/ACC by 20% over the best
baseline (Tab. 1) while significantly enhancing efficiency,
requiring only 7% ~ 14% of the time-cost of the normal
image generation process (Tab. 3). In summary, our main
contributions are:

* We pioneer the revelation of the Early-step Activation
Variation phenomenon with theoretical support and ex-
plain why existing backdoor defense methods fail against
T2I backdoors from the perspective of neuron activation.
Building on the Early-step Activation Variation phe-
nomenon, we propose NaviT2I, an efficient input-level
backdoor defense framework against T2I backdoors.
Extensive experiments show that NaviT2I outperforms
baselines against a broader range of attacks while requiring
significantly lower computational overhead. We also prove
its resilience against various adaptive attacks.

2. Related Works

2.1. Text-to-Image Synthesis

Text-to-Image (T2I) synthesis [82] has been a longstanding
topic, driven by the goal of generating visually coherent im-
ages from the textual prompts. The emerging T2I diffusion
models [34, 46, 51, 52, 55, 59] have rapidly outperformed
other models [42, 54, 73], becoming the mainstream ap-
proach for this task. Among them, the Stable Diffusion
series [14, 58, 61, 62], based on the Latent Diffusion Model
[55], has demonstrated impressive performance and been re-
leased as open-source. Due to their easy accessibility and the
ability to efficiently personalize [30, 57], they have become
mainstream within the community, fostering the develop-
ment of a related ecosystem [13].
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2.2. Backdoor Attacks on Text-to-Image Synthesis

Backdoor attacks [10, 19, 31, 53] aim to implant stealthy
backdoors into the model during training and control the
model’s output at inference time utilizing trigger-embedded
inputs. Recently, several works have explored backdoor
attacks on T2I synthesis [12, 29, 63, 66, 70, 80]. Struppek
et al. [63] tamper with the text encoder module of Stable
Diffusion [55] to inject backdoors and control the generated
images. Zhai et al. [80] make a pioneering step in injecting
backdoors into the diffusion progress of T2I synthesis and
design three types of backdoors in different semantic levels.
Chou et al. [12] explore leveraging LoRA [28] to inject
backdoors into T2I diffusion models. Some works [29, 70]
consider personalizing backdoors. More recently, Wang et al.
[66] propose a training-free method to implant backdoors by
directly modifying the projection matrices in the UNet [56].

2.3. Backdoor Defense

Training-level Defense. Several works [25, 72, 81] propose
a defense against poisoning-based backdoor attacks by in-
troducing perturbations during training to prevent the model
from learning backdoor features. However, since this ap-
proach requires access to the training stage, they do not align
with the scenario of backdoor attacks on T2I models

Model-level Defense. Wang et al. [65] first explore trig-
ger inversion and then eliminate backdoors by pruning or
unlearning. Building on this, Wu and Wang [69] leverage
adversarial perturbations to assist in searching for the target
label. Several works [2, 40] explore methods for searching
potential triggers in the text space. However, due to the vast
search space and the multi-module structure of T2 models,
model-level defenses for such models remain challenging.

Input-level Defense. For image classification models, pre-
vious works [4, 15, 17, 21, 27] defend backdoor attacks by
checking if the input may contain a trigger and block mali-
cious inputs. For textual classification models, Qi et al. [47]
filter tokens by examining outliers, but this method is ineffec-
tive for text-to-image synthesis as it degrades image quality
[80]. Recently, input-level backdoor defenses [20, 68] have
been explored in T2I synthesis, but they are only effective
against certain backdoors (Tab. 1).

3. Preliminaries

3.1. Text-to-Image Diffusion Models

Diffusion models [24] learn the data distribution x¢ ~ ¢(x)
by reversing the forward noise-adding process. In text-to-
image diffusion models [55], the reverse process is condi-
tioned on a text input c to achieve text-controllable gener-
ation’. For text-to-image synthesis, the model defines the

3Typically, text is first encoded into embeddings by a text encoder 7~
before being fed into the diffusion model. We simplify this process for

conditional probability of x; as:

T
p(XT) np@(xt—1|xt70) dxi.pr. (1)
t

=1

polxole) = |

X1:T
Although ¢ gradually decreases from 7' = 1000 to 0 in
diffusion generation process, some studies [38, 60] optimize
diffusion sampling strategy, enabling high-quality image
generation in fewer iteration steps T, (usually 50 or 100).
In this paper, we refer to the most popular T2I model Stable
Diffusion [55] as our instance, which is commonly used in
existing backdoor attacks [12, 66, 80].

3.2. Threat Models

Scenarios and Defender Capabilities. We focus on the
backdoor scenario where defenders deploy untrusted models
from third parties [26, 35, 63, 80]. In this scenario, potential
attackers inject backdoors into the T2I model and release
them as clean models, while victims are unsuspecting de-
ployers with limited computational resources. Thus, we
naturally assume that defenders have white-box access to the
model but lack any knowledge of embedded backdoors. We
also assume that defenders have access to a limited number
of benign samples [22, 26].

Defender Goals. Following previous work [26], we propose
that input-level backdoor defense should meet two goals:
(1) Effectiveness: accurately distinguishing malicious inputs
from benign ones. (2) Efficiency: minimizing computational
overhead to support real-time deployment.

4. NaviT21

In this section, we detail our proposed NaviT2I (Fig. 2).
We first conduct a coarse-grained analysis of neuron acti-
vation and identify the Early-step Activation Variation
phenomenon in Sec. 4.1. We then detail the layer-wise calcu-
lation of neuron activation variation in Sec. 4.2. We further
leverage this metric to perform input-level detection of back-
door attacks on T2I synthesis in Sec. 4.3. We additionally
provide details of setting a reasonable threshold in Sec. 4.4.

4.1. Early-step Activation Variation

The neuron activation within a model is often considered
representative of the model’s internal states under differ-
ent inputs [41, 45, 78, 79]. Utilizing the classical software
testing method—Neuron Coverage (NC) [45], which mea-
sures the proportion of neuron outputs exceeding a threshold
across the entire model. We use NC value to roughly assess
model state variation when masking tokens and analyze the
impact of different tokens on four mainstream backdoored
T2I models: RickBKD [63], VillanBKD [12], BadT2I [80]
and EvilEdit [66]. Specifically, we conduct the following ex-
periments: (1) Mask the trigger token in a malicious sample

clarity.
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Figure 2. The illustration of NaviT2I pipeline. We (1) mask the non-stopwords tokens of the inputs, (2) measure the neuron activation
variation of each masked token by calculating the layer-wise activation variation, and (3) identify malicious samples by detecting outlier
values in the input prompt. Note that we skip the diffusion generation process except for the first step, which results in high efficiency.
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Figure 3. During a single generation process (50-step iteration), we
provide the backdoored models with two prompts: triggered input
and benign input. The triggers are marked in red. In both types
of backdoor models (BadT2I [80] and RickBKD [63]), the final
outputs align with the prompt associated with the earlier iteration
steps, even if they appear less throughout the process.

(if the trigger consists of multiple tokens [12, 66], mask one
of them); (2) Randomly mask a normal token in a malicious
sample; (3) Randomly mask a token in a benign sample. We
then calculate the difference of NC values before and after
masking to estimate model state variation at each iteration
step. For each iteration step, we calculate the difference
of NC values across 500 samples and report the mean and
standard deviation.

As shown in Fig. 1, even with such coarse-grained mea-
sure, backdoor triggers (red line) exhibit significantly higher
activation variation compared to normal tokens (green line).
When masking normal tokens in malicious samples (blue
line) from RickBKD and VillanBKD [12, 63], activation
variation is minimal, suggesting benign perturbations do
not impact intermediate states, aligning with the Trigger
Dominance assumptions of existing backdoor defense meth-
ods [20, 68]. However, for BadT2I [80] and EvilEdit [66],
activation changes occur when masking normal tokens in

malicious samples, invalidating the Trigger Dominance
assumption, which explains, from a neuron activation per-
spective, why existing methods fail on BadT2I and EvilEdit
(Tab. 1). The observation highlights the potential of detecting
backdoor samples through neuron activation states. How-
ever, due to the multiple model states of diffusion generating
iterations, a following question is naturally raised: Which it-
eration step best represents the model’s state for calculating
neuron activation?

To answer this, in the following theorem, we first theoret-
ically show that the condition c only makes a difference in
the initial sampling steps.

Theorem 4.1. (Proof in Appendix B) Assume the diffu-
sion model is well-trained, i.e., achieving the minimal
Eq(x|eya(xelx) €%, t, ¢) — €]3] on some discrete distribu-
tion q(x). As long as p(c|x) is not strictly 1 or 0, i.e., there
exists a > 0 such that o < p(x|c) < 1 — a for any input x
and condition c, the difference between the prediction of the
diffusion model under two different conditions c,c can be
bounded by:

1 1
Je(xest.e) = (xe,t.¢) ], < O (aexp <‘202>) |

t

where o? is the (rectified) variance in q(x;|x). (See Ap-
pendix A for detail)

Remark 4.2. This theorem indicates that the condition c
only makes a difference when ¢ is large (corresponding to
a smaller iteration step in Fig. 1). When ¢ goes smaller, the
prediction under different conditions would quickly become
smaller at an exponential rate. Therefore, as long as ¢(c|x)
is not strictly 1 or 0, the condition ¢ would only make a
difference at the very beginning of the sampling. We provide
further analysis of this phenomenon in Appendix H.

In accordance with Theorem 4.1, we observe that the
variation of trigger tokens (red line) appears more prominent
in initial steps in Fig. 1, a phenomenon we term Early-step
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Activation Variation. To further empirically validate this,
we conduct additional experiments by using two prompts
within a single generation process (Tj+., = 50) and record
the model’s intermediate results. In Fig. 3, even when allo-
cating fewer steps to the early-stage prompt and more to the
later-stage prompt, the model’s output still aligns with the
early-stage prompt (i.e., whether the backdoor is triggered).
This confirms the significant impact of initial iterations on
the model’s final output, a finding supported by other stud-
ies [1, 83]. Hence, in the subsequent experiments, we di-
rectly use the first iteration step to obtain model activation
for the following two reasons: @ It is sufficient to access
the input’s impact since earlier steps have greater impact in
diffusion process (Theorem 4.1); @ Obtaining the activation
of later steps requires iterative computation, while using
only first step significantly reduces time-cost. We conduct
ablation studies to validate this choice in Appendix G.3

4.2. Calculating Neuron Activation Variation

In Sec. 4.1, we observe the activation difference between
trigger tokens and other tokens at the average scale uti-
lizing Neuron Coverage [45]*. To further refine this mea-
surement, we design a layer-wise method in this section to
more precisely calculate the neuron activation variation of
tokens for each sample. Utilizing Stable Diffusion [55] as
an instance, the layers in the model can be mainly catego-
rized into linear layers (containing Attention and MLP lay-
ers) and convolutional layers. We use Lgei fatens Lerssatin
and Lopers to represent the sets of self-attention layers,
cross-attention layers, and other linear layers, respectively.
Liinear = Eselfatt'n U Lerssattn Y Lothers- Additionally, we
use L.ony to denote the set of convolutional layers. The T2I
model 0 is approximately formalized as an L-layer neural
network:

Fy = f(L) ° f(L—l) 0---0 f(l)_
Given a textual input ¢, the output value of the /-th layer is:
A“)(c) - f(f) o f(ffl) 0-rr0 f(l)(c).

Here we ignore the initial noise x7 in the generation process,
as it is fixed for different input c in experiments. We define
the neuron activation variation of the ¢-th layer for two inputs
cand ¢ as 8 (¢, c’). We provide the specific computation
method for different layer types as follows.

Activation variation for Linear layers. Suppose f(©) €
Liinear and let AD (c) € RNexde  First, we compute the
element-wise difference, then take the 1-norm summation,
and finally normalize by the total number of elements Ny x dy.

“Note that Neuron Coverage [45] cannot be directly used to detect
backdoored samples, as its computation is coarse-grained (refer to Ap-
pendix G.1).

Formally, we have:

1

5 (c,d) = N d
¢ dg

”A“’)(c) — AO()

1 ) f(e) € ‘Clinear-
2)

Activation variation for Conventional layers. Suppose
fO € Logn, and let A (¢) € RPexHexWe  We first av-
erage over the spatial dimensions H, x W, to reduce the
outputs to a vector in R”¢. For each channel d € {1, ..., Dy},
define:

© 1 &3 o
@) = HwW hglwgl Ad?hﬂu(C)'

We denote the resulting D,-dimensional vector by:

A% = [@" (), (0),....a% )] ".

We then obtain 6() (¢, ¢/) by computing the difference be-

tween Z(Z)(c) and A" (¢') using the standard vector 1-
norm, and normalizing by the channel dimension D:

50 (e,¢) = Di HZ(@ (- A ()
l

g FO € Leony. 3)

Activation variation for the UNet model. Finally, we
calculate the activation variation for model # by summing
the results of all model layers set L¢;:

b (e¢) = 2, 89 (ed). @)

‘ee£set

We also conduct analysis about layers selection in Ap-
pendix G.2.

4.3. Input Detection

Considering tokens corresponding to outlier activation vari-
ation are more likely to be trigger tokens, in this section,
we sequentially compute the activation variation of each
token in an input sample for detection. We provide the
illustration in Fig. 2. In text-to-image (T2I) generation,
the model ¢ undergoes T, iterations of denoising, where
Tiier 1s typically 50 or 100 [60]. We select generating step
tstep (1 < torep < Tirer) as the timestamp for computing
the model activation variation (uniformly set to 1 in ex-
periments). Let ¢ = (Toky, Toks, Toks, ...Tok ., ) be the
original input token sequence of length Len containing K
tokens of non-stopwords (usually Len > K ). For each
non-stopword token position k € 1,2, ..., K, we create a
masked sequence ¢, = (Toky, ..., < pad >,...,Tokpey) ,
where only the k-th token in ¢ is replaced by the < pad >
token. Note that we only consider non-stopword tokens here,
because occurrence frequency of stopwords in benign text
is extremely high, hindering them from serving as backdoor
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triggers in NLP tasks [9, 63, 63, 80]. We define a differ-
ence measure between two text sequences c and ¢’ by the
Euclidean distance (2-norm) of text embeddings:

D(e,) = [T(e) = ()],

We form a feature vector for input sample ¢: V =

(V1,Va,...,Vk) of length K, where each component is
calculated by:
(59 (07 Ck>
v, — o) 5
k D(c,cr) 5)

Intuitively, V), measures how much neuron activation
changes relative to the semantic shift caused by the masked
k-th token. We design a scoring function S(c) to determine
whether the feature vector V is likely from a malicious sam-
ple. The score function is defined as the maximum compo-
nent in V' divided by the mean of other elements for scaling:

Vv
SO~ eV ©
where )
V =V \{Vi| Vi =Qors(V)}. )

Qo.75(V') represents the 75th percentiles, which is used
here for excluding outliers (hyperparameter analysis in Ap-
pendix G.4). Finally, we determine whether the input sample
c is a malicious sample:

D(c) =1[S(c) > 7], ®)
where 7 denotes a tunable decision threshold.

4.4. Setting Threshold

Note that the existing approach [68] assumes that defenders
know the backdoor type to test the detection accuracy (ACC),
which is unrealistic. Instead, to align with real scenarios
and achieve backdoor-agnostic thresholding, we perform a
Gaussian fitting on the score in Eq. (8) of local clean data,
ie., S’ (Petean) ~ N (felcan, Telcan’) and use its outlier
threshold as threshold 7. Hence we rewrite Eq. (8) as:

D<C) =1 [S<C) > Uelean +m- Uclean] ) (9)

where m is a coefficient used to balance precision and recall.
We set m = 1.2 in experiments (hyperparameter analysis in
Appendix G.5).

5. Experiments

5.1. Setups

Attack Methods. We broadly consider diverse exist-
ing backdoors in T2I synthesis: @ Target Prompt Attack
(RickBKDrpy ) and Target Attribute Attack (RickBKDyaa)
in Rickrolling [63]. ® BadT2I-Pixel [80] with the one-token

trigger “\u200b” (BadT2I1ox) and the sentence trigger “I like
this photo.” (BadT2Isey). ® Villan [12] with the one-token
trigger “kitty” (VillanBKD,,,.) and the two-token trigger
“mignneko” (VillanBKD,,,,;). ® Personal Backdoor (Person-
alBKD) [29] that generates a Chow Chow when given the
trigger “* car”. @ EvilEdit [66] with the trigger “beautiful
cat”. Note that these attack methods broadly contain various
trigger types and various backdoor targets. More details of
attack methods are shown in Appendix C.

Baselines. We consider the only two existing backdoor
defense works under the same settings as baselines: (1)
T2IShield prp and T2IShieldcp 4 [68] and (2) UFID [20].

Datasets and Models. To ensure the fairness of the evalua-
tion, we standardize the use of the MS-COCO dataset [36]:
(1) For backdoor attacks such as RickBKD [63], BadT2I-
Pixel [80], and VillanBKD [12] that do not target specific
input texts, we sample 1,000 MS-COCO val texts randomly
and inject triggers into half of them. (2) For EvilEdit [66]
and PersonalBKD [29], which targets specific objects in the
text, we sample 1,000 texts containing “cat”/*car” and in-
sert the trigger (such as replacing “cat” with “beautiful cat”)
in 500 samples to perform attack. Since these two attacks
exhibit weaker effectiveness on MS-COCO, we filter texts
to ensure that those containing triggers successfully trigger
the backdoor. We conduct main experiments on Stable Dif-
fusion v1-4 [14], as it is widely used in existing backdoor
attacks/defense [12, 20, 29, 63, 66, 68, 80]. Additionally,
we validate the generalizability of our method on Diffusion
Transformers [3, 44] (Sec. 5.5). And we also demonstrate
the generalizability of our detection threshold on addi-
tional datasets in Appendix D.

Metrics of Effectiveness. Following exiting detection-based
detection works [17, 22, 26], we adopt the area under re-
ceiver operating curve (AUROC) [16] for evaluating effec-
tiveness, which eliminates the impact of varying threshold
selections. We also calculate the detection accuracy (ACC).

Metrics of Efficiency. Since the primary time-consuming
step in the T2I synthesis is the iterative steps of the diffusion
model, we estimate the number of diffusion iterations of
each method when processing one sample, providing an ap-
proximate measure of computational cost. We also conduct
empirical validation in Sec. 5.3.

5.2. Effectiveness Evaluation

As shown in Tab. 1 and Tab. 2, NaviT2I achieves promis-
ing performance across all types of backdoor attacks. In
contrast, the baseline methods are only effective against
RickBKDrpys [63] and two kinds of VillanBKD [12] back-
door attacks. This is because the rationale behind previous
studies relies on the Trigger Dominance assumption, which
only holds when the backdoor target in T2I models is to alter
the entire image. Other types of backdoor attacks, such as
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Method RickBKD7p4 RickBKD744 BadT2ly,, BadT2Ig., VillanBKD,,. VillanBKD,,, PersonalBKD EvilEdit‘Avg.‘Iter./Sample
T2IShield 77 95.4 50.3 51.2 48.7 84.8 85.0 63.0 512 |66.2 50
T2IShieldcpa 94.1 80.2 62.1 70.7 92.6 98.0 68.5 57.8 |78.0 50
UFID 72.9 69.1 47.6 62.4 95.7 99.9 64.0 427 169.3 200
NaviT2I 99.9 99.8 97.0 89.7 98.9 99.9 99.8 85.5 [96.3 ~7

Table 1. The performance (AUROC) against the mainstream T2I backdoor attacks on MS-COCO. We mark the best results in bold and the
second-best results in blue for comparison. Additionally, we list the required diffusion iterations to approximate the computational overhead.

Method |RickBKD7p4 RickBKD7y4 BadT2lz BadT2ls,, VillanBKD,,, VillanBKD,,, PersonalBKD EvilEdit|Avg. |Iter./Sample
T2IShieldy7r 88.8 49.6 50.0 45.6 77.6 76.1 46.4 493 |60.4 50
T2IShieldcpy 86.1 66.1 53.4 56.8 84.5 86.3 56.5 50.8 |67.6 50
UFID 57.5 55.5 47.1 53.1 90.0 86.6 452 472 159.0 200
NaviT2I 91.2 91.8 91.4 79.2 9.5 98.9 95.6 71.7 |89.3 ~7

Table 2. The accuracy (ACC) of detection against the mainstream T2I backdoor attacks on MS-COCO. We highlight key results as Tab. 1.
Since these values represent the ACC of a binary classification task, even “random guessing” achieves an ACC of 50.0%.

Iter./Sample Time-cost (in seconds) / Sample

T2IShieldprr 50 7.445 £+ 0.045
T2IShieldcpa 50 7.467 £ 0.045
UFID 200 33.041 £ 0.783
NaviT2I ~7 1.242 + 0.003

Table 3. Time cost analysis of different methods. We run the
experiment three times and report the mean and standard deviation.
Best results are marked in bold.

RickBKDrta4 [63] (which modifies the style), BadT2I [80]
(which alters part of the image), and EvilEdit [66] and Per-
sonalBKD [29] (which change specific objects), do not
satisfy this assumption. This causes T2IShield [68] and
UFID [20] degrade to near-random guessing against such
attacks. In comparison, due to the generalizability of Early-
step Activation Variation phenomenon, our method pro-
vides broader defense capabilities, achieving a 20%-30%
improvement in AUROC/ACC over the baselines on average.

It is important to note that although our method identi-
fies malicious samples by sequentially masking tokens and
detecting activation changes, the backdoors we can defend
against are not limited to those with single-token triggers.
We believe it is because: (1) Even when a trigger consists
of multiple tokens, its influence remains concentrated; (2)
To maintain stealthiness and preserve model utility on be-
nign samples, backdoor attacks typically require all trigger
tokens to co-occur when triggering the backdoor [66], which
inherently supports the effectiveness of our method. We
additionally validate this by conducting potential adaptive
attacks in Sec. 5.4.

5.3. Efficiency Evaluation

In this part, we evaluate the computational overhead of dif-
ferent methods through theoretical and empirical analysis.

Let 2 denote the time cost of processing one sample. For the
T2I synthesis, the overhead mainly comes from three compo-
nents: the text encoder 7 converting text into embeddings,
the UNet denoising process, and the VAE decoding latent
embeddings into physical images. We denote these as T,
Ty, and T}, respectively. We set the number of diffusion
generation steps uniformly to 50. T2IShieldgrr [68] requires
computing the attention map throughout the iterative process
for each sample. Hence, its time-cost is:

Q (T2IShieldgrr) = The + 507y (10)

Considering T2IShieldcpa [68] additionally introduces co-
variance discriminative analysis, we denote its time-cost as
Teovm- So we have:

Q (T2IShieldcpa) = The + 50Ty + Tooem.  (11)

The pipeline of UFID [20] requires generating four images
per sample, extracting features, and performing Graph Den-
sity Calculation. Ignoring the time overhead of the feature
extraction, its time-cost can be approximated as:

Q (UFID) = 4T} + 2007y + 4Tyec + Tope,  (12)

where Tz pc denotes the computational time for the graph
density calculating. Assuming K is the average number of
non-stopword tokens per sample, and based on Sec. 4.3, the
average time-cost of NaviT2I is:

Q (NaviT2l) = (K + 1) x Tpe + (K + 1) x Ty, (13)

Since the parameter size of the UNet is much larger than
that of the text encoder, the computational overhead ratio
among methods is mainly determined by the coefficient of
Ty, i.e., the diffusion iterations, which we report in Tab. 3.
For the MS-COCO dataset, each sample contains an average

15188



Backdoor Evaluation Defense Evaluation

ASR 1 FAR | AUROC 1
One-token Trigger 97.8 0 97.0
Sentence Trigger 100 7.0 89.7
Style Trigger 28.5 16.3 -

Table 4. Evaluation of potential adaptive attacks. We construct
different types of backdoor triggers based on BadT2I [80]. Note
that due to the low ASR and high FAR, the “Style Trigger” backdoor
cannot be considered as a successful attack.

of 6 non-stopword tokens, i.e., K ~ 6. Given that T2I
models like Stable Diffusion [55] have an input limit of
77 tokens, the worst-case computational overhead of our
method is comparable to generating a single image’. We
conduct different detection methods on RTX 3090 GPU for
100 samples with a uniform batch size of 1, and calculate
the average processing time per sample in Tab. 3. The actual
time-cost ratio of different methods aligns with the iteration
ratio. Our method shows excellent efficiency, with only
16.7 % time cost of T2IShield [68] and 3.8% time cost of
UFID [20].

5.4. Analyses of Potential Adaptive Attacks

In this section, we explore the existence of potential adaptive
attacks. Given that NaviT2I detects malicious samples by
masking tokens in the input, possible adaptive attacks can
be categorized into two strategies: @ The attacker attempts
to design a multiple-token trigger so that a single token does
not involve significant variation. @ The attacker attempts to
inject an implicit trigger into the diffusion model.

For the first strategy, we have evaluated two-token triggers
(VillanBKD,,,;) and sentence triggers (BadT2Igey) in Tab. 1,
where our method remains effective.

For the second strategy, we consider two classic implicit
triggers of NLP tasks: syntax-based triggers (SynBKD) [49]
and style-based triggers (StyleBKD) [48]. Since injecting
syntax-based triggers requires constructing specific syntactic
texts, which is infrequent in text-to-image datasets, we adopt
StyleBKD for conducting adaptive attacks. Following the
StyleBKD framework [49], we use STRAP [33] to generate
Bible-style text and inject backdoors into the diffusion pro-
cess utilizing BadT2I [80] pipeline. In Tab. 4, we compare
three methods: BadT2lIt.k, BadT2lIgey, and StyleBKD on
T2I models. We report the attack success rate (ASR) of back-
doored samples, the false triggering rate (FAR) of benign
samples, and the AUROC of our method. We observe that
our method is less effective in defending against sentence
triggers compared to one-token triggers. However, since
the sentence trigger backdoor exhibits a higher FAR value,

3Such long inputs consisting entirely of non-stopwords are unrealistic
in real-world scenarios.

RickBKDrpa RickBKD1as
Methods

AUROC ACC AUROC ACC
T2IShield N/A N/A N/A N/A
UFID 48.3F 50.0f 54.5 51.0
NaviT2I 99.9 88.7 82.8 74.3

T We find that the SDv3.5 is sensitive to perturbations, rendering UFID
almost ineffective even against RickBKDrpa.

Table 5. Detection performance on Diffusion Transformer models.
Our method shows strong generalizability in various T2I models.

this indicates that their stealthiness is insufficient, potentially
limiting their practicality in real-world applications. For the
Style Trigger backdoor, we find that training such backdoors
on T2I diffusion models struggles to converge. Even after
sufficient training steps, it only achieves an ASR of 28.5%
while exhibiting an FAR of 16.3% on benign samples, sig-
nificantly degrading the model’s utility. Given that no prior
work has explored injecting implicit triggers into the diffu-
sion process, we hypothesize that the U-shaped network [56]
in T2I models integrates textual semantics through simple
cross-attention mechanisms [55], making it less capable of
capturing such textual features. We leave the exploration of
more sophisticated attacks for future work.

Additionally, inspired by [76], we further design a more
advanced adaptive attack against our method by adding a
regularization term that enforces consistency constraints on
activation variation. Experiment shows that NaviT2I re-
mains effective even under such attacks (see Appendix E).

5.5. Expanding NaviT2I to DiT Structure

Although all existing backdoor attacks and defenses are de-
signed for U-Net based T2I models, to demonstrate the gen-
eralizability of our method, we additionally deploy back-
door attacks (RickBKD [63]) on Diffusion Transformer
(DiT) [3, 44] and evaluate the defense methods. We use
Stable Diffusion v3.5 [61] that employs a DiT structure as
its denoising module. In Tab. 5, T2IShield [68] cannot be
extended to the DiT because it requires computing the at-
tention map of U-Net. Meanwhile, UFID [20] degrades
to random guessing. In contrast, NaviT2I still maintains
relatively significant detection performance.

6. Conclusion

In this paper, we identify the Early-step Activation Varia-
tion phenomenon and then propose NaviT2I, an input-level
backdoor defense framework by calculating the neuron ac-
tivation variation of input tokens at the first step of the T2I
generation process. Experimental results demonstrate that
NaviT?2I significantly surpasses baselines against various
backdoor attacks and has much lower computational over-
head.
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