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Abstract

Existing continual deepfake detection methods typically
treat stability (retaining previously learned forgery knowl-
edge) and plasticity (adapting to novel forgeries) as con-
flicting properties, emphasizing an inherent trade-off be-
tween them, while regarding generalization to unseen forg-
eries as secondary. In contrast, we reframe the problem:
stability and plasticity can coexist and be jointly improved
through the model’s inherent generalization. Specifically,
we propose Generalization-Preserved Learning (GPL), a
novel framework consisting of two key components: (1) Hy-
perbolic Visual Alignment, which introduces learnable wa-
termarks to align incremental data with the base set in hy-
perbolic space, alleviating inter-task distribution shifts; (2)
Generalized Gradient Projection, which prevents parame-
ter updates that conflict with generalization constraints, en-
suring new knowledge learning does not interfere with pre-
viously acquired knowledge. Notably, GPL requires nei-
ther backbone retraining nor historical data storage. Ex-
periments conducted on four mainstream datasets (FF++,
Celeb-DF v2, DFD, and DFDCP) demonstrate that GPL
achieves an accuracy of 92.14%, outperforming replay-
based state-of-the-art methods by 2.15%, while reducing
forgetting by 2.66%. Moreover, GPL achieves an 18.38%
improvement on unseen forgeries using only 1% of baseline
parameters, thus presenting an efficient adaptation to con-
tinuously evolving forgery techniques.

1. Introduction

The rapid evolution of generative technologies has led to a
greater variety and sophistication in facial forgery methods
[4, 16, 25, 38, 52], posing significant challenges to conven-
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Figure 1. Comparison of inter-task data distributions between pre-
vious methods and our method in continual deepfake detection.

tional static detection methods. Continual forgery detection
has emerged as a promising strategy, incrementally adjust-
ing models to new forgery methods while preserving ac-
quired knowledge. However, existing approaches are prone
to catastrophic forgetting due to incremental distribution
shifts, resulting in task recency bias—models tend to per-
form well on recent tasks but progressively lose their ability
to detect earlier forgery types.

Traditional continual deepfake detection methods [21,
36, 41] typically rely on replay-based strategies, storing
limited historical data to mitigate forgetting, raising addi-
tional storage costs and privacy risks [7, 8, 19, 40]. As illus-
trated in Fig. 1, combining limited replay data with current-
task samples tends to form a long-tailed distribution, lead-
ing to incremental shifts in decision boundaries. These
shifts progressively cause accumulative forgetting and over-
fitting to task-specific forgery patterns, significantly weak-
ening the model’s capacity to generalize to new forgery do-
mains.

To this end, we propose Generalization-Preserved Learn-
ing (GPL), a framework designed from a novel perspective
to simultaneously enhance model plasticity and stability.
GPL comprises two key components: (1) Hyperbolic Visual
Alignment (HVA) and (2) Generalized Gradient Projection
(GGP). Notably, GPL requires neither retraining the back-
bone nor storage of historical data.
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Specifically, data distribution drift in incremental learn-
ing [29, 45, 49, 50] tends to bias models toward new tasks,
causing the forgetting of prior task knowledge. Inspired
by Visual Reprogramming [2, 3, 28], the first component
HVA in our method introduces a lightweight watermark
generator, optimizing only watermark patterns while keep-
ing the backbone model frozen, to align incremental data
visually with the base-class data. Moreover, leveraging
the hierarchical embedding capabilities of hyperbolic space
[15, 34], we map watermark-enhanced incremental data
into the Poincaré ball, designing a contrastive loss based
on hyperbolic distance to preserve geometric stability be-
tween data from both previous and current tasks. This
approach mitigates data drift and exploits the exponential
growth property of hyperbolic space to achieve tighter hi-
erarchical alignment between incremental and base-class
data, thereby preserving inter-task alignment and improv-
ing model generalization.

However, relying solely on data alignment is insufficient
to prevent interference with previously learned parameters
during incremental updates. Therefore, Generalized Gra-
dient Projection selectively restricts parameter updates that
conflict with predefined generalization boundaries in gradi-
ent optimization. Specifically, we compute the angle be-
tween gradients of the new task and base-class tasks. Gra-
dients forming acute or right angles with base-class gradi-
ents are updated directly, whereas gradients forming obtuse
angles are orthogonally projected along the base-class gra-
dient direction. This approach prevents new-task learning
from disturbing established generalization boundaries.

Our study employs backbone and incremental protocols
consistent with DFIL [36] and DMP [44], conducting exper-
iments on four mainstream datasets: FaceForensics++ [37],
Celeb-DF v2 [26], DeepFake Detection [37], and DFDC-
Preview [12]. Compared to state-of-the-art replay-based
methods, the GPL framework achieves an average accu-
racy of 92.14%, surpassing current methods by 2.15%, and
reduces average forgetting rate to 1.42%, a reduction of
2.66%. Furthermore, GPL utilizes only 1% of the learnable
parameters compared to baseline methods, yet improves av-
erage accuracy on unseen forgery domains by 18.38%. This
groundbreaking performance validates the dual advantages
of the GPL framework in terms of model continual learning
and generalization capability.

• Contribution. We propose a new perspective on contin-
ual deepfake detection, reframing stability and plasticity
as mutually reinforcing rather than competing objectives.
1. We propose Hyperbolic Visual Alignment, a

lightweight watermark-based method for aligning in-
cremental and base-class data distributions in hyper-
bolic space, effectively mitigating distribution shifts.

2. We develop Generalized Gradient Projection, selec-
tively blocking gradient updates that interfere with es-

tablished generalization boundaries, significantly en-
hancing generalization to unseen forgery domains.

3. Extensive experiments verify the state-of-the-art per-
formance of GPL, significantly outperforming replay-
based methods with fewer parameters, while markedly
boosting generalization to unseen forgery domains.

2. Related Works
2.1. Generalizable Deepfake Detection
The rapid advancement of deepfake generation techniques
has made detecting forgeries increasingly challenging.
Early detection methods [53] relied on biological artifacts
such as eye blinking and facial asymmetry, but these ap-
proaches quickly became ineffective as generative models
improved. Recent works have shifted towards data-driven
learning to enhance generalization. Some approaches
capture domain-invariant forgery cues by disentangling
forgery-specific and common features [30, 47], while others
use contrastive learning to enforce robust feature represen-
tations [5, 18]. Frequency-based methods leverage spatial-
frequency correlations to detect artifacts beyond dataset bi-
ases [43, 46], and latent space augmentation has been ex-
plored to expand the forgery space and mitigate overfit-
ting [48]. However, these methods still rely on limited seen
data, making them susceptible to novel deepfake techniques
[9, 42]. To address this, recent research explores continual
learning paradigms as a more practical solution for adapt-
ing to evolving deepfake manipulations [13, 19].

2.2. Continual Deepfake Detection
Research on continual deepfake detection remains limited.
CoReD [21] introduces knowledge distillation [22, 23, 51]
for continual representation learning, while DFIL [36] em-
ploys hard and center sample replay to retain forgery pat-
terns. HDP [41] leverages universal adversarial perturba-
tions (UAP) [33] to approximate historical forgery distribu-
tions, reducing storage requirements. DMP [44] proposes
a dynamic prototype-based replay strategy, where multiple
prototypes represent real and fake categories for incremen-
tal adaptation. SUR-LID [6] focuses on aligned feature
isolation by incrementally constructing feature distributions
to reduce task interference. While these methods mitigate
catastrophic forgetting to some extent, they still rely on ex-
plicit replay and construct independent decision boundaries
for sequential tasks, leading to accumulative forgetting as
new distributions override previous ones. Moreover, the
lack of effective feature unification across tasks weakens
generalization to unseen forgeries.

3. Preliminaries
Deepfake detection is traditionally a binary classification
Task, distinguishing real from fake samples. The rapid evo-
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Figure 2. Overview of the Generalization-Preserved Learning framework. GPL integrates Hyperbolic Visual Alignment to align incremen-
tal data distributions with base-class data in hyperbolic space, and Generalized Gradient Projection to selectively mitigate interference with
previously learned parameters during incremental updates

lution of deepfake techniques introduces novel forgery pat-
terns, which poses a challenge to the generalization ability
of pre-trained detection models on unseen data. Continual
deepfake learning addresses this by incrementally training
on new forgery methods, allowing adaptation to evolving
distributions while retaining past knowledge.

We consider a general continual deepfake detection
setup, where an incremental dataset sequence is given as
S = {D1, D2, . . . , DK}, where K denotes the total num-
ber of datasets. For each dataset Dt,

Dt = {X train
t , Y train

t , X test
t , Y test

t }, (1)

represents its corresponding training and test set partitions.
Let {x, y} ∈ Dt denote a sample in the dataset, where x
represents the input image data, typically expressed as a
three-dimensional tensor x ∈ RH×W×3, and y ∈ {0, 1}
indicates whether the sample is real or fake. The model is
trained sequentially across different stages.

We define the first training stage (t = 1) as the base-set
stage, where D1 serves as the base dataset, and subsequent
stages (t > 1) as incremental-set stages. In real-world sce-
narios, the model is initially trained on a large-scale dataset
in the base-set stage, representing the pre-deployment pre-
training Task. However, in the following incremental-set
stages, the number of available labeled deepfake samples
is limited, meaning that the amount of training data in
the base-set stage is significantly larger than that in the

incremental-set stages:

|X train
t | ≪ |X train

1 |, (t > 1). (2)

After training at each stage, the model is evaluated on
a test set that includes samples from both the current and
previous stages.

4. Generalization-Preserved Learning

In this paper, we propose the Generalization-Preserved
Learning framework, integrating a lightweight watermark
generator with Hyperbolic Visual Alignment and General-
ized Gradient Projection, as illustrated in Fig. 2.

4.1. Base-Set Training

In continual deepfake detection tasks, base-set training
serves as the foundation for the entire model learning pro-
cess. The primary objective is to construct a robust initial
classification model, initialize watermark parameters, and
enable the model to learn fundamental deepfake patterns.
This task is trained using the base dataset, denoted as X train

1

and Y train
1 . The forward process involves enhancing images

using a watermark generator, followed by a feature extrac-
tor. The extracted features are then processed by the classi-
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Figure 3. Visualization of the training process of the water-
mark generator. The raw input image is first passed through a
lightweight generator G, guided by sample-specific attention maps
attnxi , and modulated with a sample-shared watermark θw to form
a perturbation. The reprogrammed image xw

i is obtained by over-
laying the watermark and passed into the frozen backbone F for
deepfake classification.

fier to obtain probabilities, as formulated below:

xw = G(x, θ1g), (3)

z = F(xw, θf ), (4)
p = Softmax(C(z, θc)). (5)

Specifically, θf represents the pre-trained parameters of
the Xception network [10] on ImageNet [11], which serve
as the initialization for the feature extractor. The param-
eters of the watermark generator θ1g and the classification
head θc are randomly initialized. The raw image and the
reprogrammed image are denoted as x, xw ∈ RH×W×3,
while the feature extractor outputs z ∈ Rd, where d is
the feature dimension. The class probability p ∈ R2 is a
one-dimensional vector of length equal to the number of
classes. Subsequently, cross-entropy loss is used to opti-
mize the classification task. The loss function Lcls for N
samples is defined as:

Lcls = −
N∑
i=1

[yi log pi + (1− yi) log(1− pi)]. (6)

The lightweight watermark generator overlays learnable
perturbations on images to encourage the feature distribu-
tion of incremental data to align with that of the base-class
data. This mechanism effectively mitigates the issue of
inter-task data distribution drift. The watermark generator
G consists of a convolutional network and a globally shared
watermark, with the computation process as follows:

fx = Conv(x, θConv), (7)
attnx = U(fx, size), (8)

xw = x+ λwattnx ⊙ θW . (9)

In the above formulation, ⊙ denotes element-wise
multiplication, size and λw is a tunable hyperparame-
ter. Conv(x, θConv) represents a lightweight convolu-
tional neural network, with its detailed architecture pro-
vided in Appendix A. The final watermark is obtained
through element-wise multiplication of the sample-specific
attention map attnx ∈ RH×W×3 and a trainable inter-task
shared watermark θW ∈ RH×W×3. The sample-specific
attention attnx adapts to different inputs to optimize wa-
termarking for individual forged instances, while the inter-
task shared watermark θW is optimized across incremen-
tal tasks to ensure distributional consistency between incre-
mental and base set forgeries. The raw image is first pro-
cessed by a convolutional network to extract feature maps
fx ∈ RH

s ×W
s ×3. Then, a spatial nearest-neighbor upsam-

pling operation U(fx, s) enlarges the feature map by a fac-
tor of size = s, generating the attention map attnx so that
the watermark shares the same attention weights at the patch
size s level.

After training the feature extractor on the base set
dataset, we extract feature vectors from all training images,
denoted as Z train

1 = F(G(X train
1 , θ1g), θf ). The feature sets

for real and forged samples are defined as Ztrain
1,real = {zi ∈

Z train
1 | yi = 0} and Ztrain

1,fake = {zi ∈ Z train
1 | yi = 1}, re-

spectively. Using the K-means [1], we compute Nc cluster
centers for both real and forged samples to preserve rep-
resentative distributions for contrastive learning in incre-
mental tasks: Creal = Kmeans(Ztrain

1,real, Nc) and Cfake =

Kmeans(Ztrain
1,fake, Nc). Upon completing base set training,

we obtain the pretrained parameters of the feature extractor,
classifier, and watermark generator (θf , θc, θ1g), along with
the cluster centers Creal, Cfake ∈ RNc×d. To balance with
the number of incremental task samples, we set Nc = 25.

4.2. Incremental-Set Learning

To mitigate forgetting accumulation caused by inter-task
domain bias, we propose hyperbolic visual alignment and
generalized gradient projection. During incremental train-
ing, the feature extractor and classifier parameters remain
frozen, while the watermark generator follows a two-step
process: first, the previously learned generator from task
t−1 is frozen (θt,fixg = θt−1,learn

g ), and then a copy is made
(θt,learng = θt−1,learn

g ) for further learning. The learning
process is illustrated in Fig. 3. Specifically, for the first
incremental task, θ2,learng = θ2,fixg = θ1g . Each incremen-
tal task sample x is processed by both θt,fixg and θt,learng ,
yielding feature representations zfix and zlearn, along with
class probabilities pfix and plearn. Forward propagation
computes the loss based on hyperbolic visual alignment and
cross-entropy, while backward propagation applies gradient
projection to remove gradients conflicting with the estab-
lished decision boundary. Further details are provided in
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Figure 4. Hyperbolic Visual Alignment for Mitigating Domain
Bias in Incremental Learning. The figure illustrates how domain
bias arises between base and incremental tasks, causing misalign-
ment in decision boundaries. By leveraging a hyperbolic space
(Poincaré Ball), our method aligns features across tasks, preserv-
ing structured representations while reducing domain shifts.

the following sections.

4.2.1. Hyperbolic Visual Alignment

Forgery patterns exhibit a natural hierarchical structure
based on manipulation location and extent. Traditional Eu-
clidean space, relying on linear metrics, struggles to capture
these hierarchical relationships effectively. To address this,
we propose hyperbolic visual alignment as shown in Fig. 4,
leveraging hyperbolic geometry on Riemannian manifolds
to implicitly model hierarchical features [34]. We replace
conventional Euclidean distance with hyperbolic distance
dH(z1, z2) [14, 31], ensuring tighter feature alignment in a
hierarchical space.

dH(z1, z2) = acosh
(
1 + 2

∥z1 − z2∥2

(1− ∥z1∥2)(1− ∥z2∥2)

)
.

(10)
In this formulation, the inverse hyperbolic cosine function
is defined as acosh(x) = ln(x+

√
x2 − 1), and the L2 norm

is given by ∥z∥2 =
√∑

i z
2
i . The hyperbolic space implic-

itly models the hierarchical relationships among different
forgery methods.

To guide the watermark generator in producing pertur-
bations that facilitate inter-task alignment while preserving
distinctions among different forgery types, we incorporate
contrastive learning [20, 35] using precomputed cluster cen-
ters from the base set. Specifically, the real-class cluster
centers Creal and fake-class cluster centers Cfake serve as
positive and negative samples. For a sample feature zlearn

from the learnable watermark generator in incremental task
t, we encourage proximity to the nearest of the 25 same-
class cluster centers while pushing it away from all the 25
opposite-class centers. Based on this, we define the con-

trastive loss in hyperbolic space as follows:

Lnce = − log
exp(−dH(z

learn, Cy)/τ)∑
Cj∈{Cy,C¬y} exp(−dH(zlearn, Cj)/τ)

,

(11)
where Cy denotes the nearest same-class cluster center to
zlearn, while C¬y represents the set of opposite-class clus-
ter centers. The parameter τ serves as a temperature scaling
factor.

The final training objective combines classification loss
and contrastive loss:

Ltotal = Lcls + λnceLnce,

where Lcls is the cross-entropy-based classification loss, and
λnce balances the contribution of contrastive loss in the over-
all optimization.

4.2.2. Generalized Gradient Projection
Relying solely on hyperbolic visual alignment is insuffi-
cient to prevent interference with previously learned param-
eters during incremental updates. To further address this,
we introduce the Gradient Projection strategy, which con-
strains the direction and magnitude of gradient updates, en-
suring the model adapts to new data without disrupting the
established generalization boundary. Base-Aligned Gradi-
ent Gbase is computed using pfix and plearn via Kullback-
Leibler (KL) divergence [17], as illustrated in Fig. 2

LKL =
∑
j

pfix(yj |x) log
plearn(yj |x)
pfix(yj |x)

, (12)

Gbase = ∇θk,learn
g

LKL. (13)

Incremental Raw Gradient is given as follows：

Gtask = ∇θk,learn
g

Ltotal. (14)

Directly updating the model with Gtask may result in catas-
trophic forgetting. To address this, we adjust the gradient
direction by projecting it to better align with Gbase, thereby
preserving learned representations from previous tasks. In-
cremental Final Gradient is given as follows：

Galign = Gtask − λg
Gtask ·Gbase

∥Gbase∥2
Gbase, (15)

where λg represents the Gradient Projection intensity coef-
ficient. When the angle between Gtask and Gbase is ≤ 90◦,
the update is applied directly. If the angle exceeds 90◦, gra-
dient components conflicting with Gbase are suppressed.
The final parameter update for the watermark generator is
formulated as:

θk,learng = θk,learng − ηGalign,
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where η is the learning rate. This approach effectively reg-
ulates the magnitude of model updates, ensuring that incre-
mental tasks do not cause severe disruptions to previously
learned representations, thereby mitigating catastrophic for-
getting under a replay-free mechanism.

5. Experiment
5.1. Experimental Settings
Datasets.We conduct experiments on a diverse set of widely
used deepfake detection datasets, covering multiple forgery
techniques to comprehensively evaluate continual learning
performance. Specifically, we employ FaceForensics++
(FF++) [37], Celeb-DF v2 (CDF) [26], DeepFake Detec-
tion (DFD) [37], and DFDC-Preview (DFDCP) [12]. These
datasets include various manipulation methods, spanning
both face-swapping and reenactment techniques. We design
three incremental task sequences:

S1 = {FF++,DFDCP,DFD,CDF},
S2 = {FF++,DFDCP,CDF,DFD},
S3 = {FF++,DFD,DFDCP,CDF}.

Implementation Details. For preprocessing, we follow
DFIL, using RetinaFace for face detection, alignment, and
cropping. All face images are resized to 299 × 299. The
model undergoes base-set training on FF++ for 20 epochs
using Adam with a learning rate of 5×10−4, decayed by 0.5
every 5 epochs. During incremental learning, our method
trains for 10 epochs per dataset, decaying the learning rate
every 3 epochs. We freeze the backbone and classifier, op-
timizing only the watermark generator (G). Training is con-
ducted with 25 real and 25 fake videos per dataset, without
replay. For frame sampling, we extract 20 frames per train-
ing video and 10 per testing video.
Evaluation Protocol. To evaluate continual deepfake de-
tection, we conduct a four-phase training process, where
the model is incrementally trained on new datasets. Af-
ter each phase, it is tested on the current and all previous
test sets. We use three metrics: accuracy (ACC), average
accuracy (AA), and average forgetting (AF). AA evaluates
the overall classification performance across tasks: AA =
1
N

∑N
i=1 ACCi, where ACCi is the accuracy of task i and

N is the total number of tasks. AF quantifies forgetting
during incremental learning: AF = 1

N

∑N
i=1(ACCfirst

i −
ACC last

i ), where ACCfirst
i is the accuracy of task i after ini-

tial training, and ACC last
i is its accuracy in the final phase.

5.2. Comparisons with Existing Methods for Con-
tinual Deepfake Detection

To comprehensively evaluate the effectiveness of our
method, we compare it with two general incremental learn-
ing approaches (LwF and DGR) and three continual deep-
fake detection methods (DFIL, CoReD, and DMP). All

Table 1. Performance comparisons (ACC, AA, and AF) among
existing continual deepfake detection methods. All methods use
Xception as the backbone to ensure fair comparisons. The best
results are highlighted in bold, while the second-best results are
underlined.

Method Dataset
Test Set ACC (%)

AA (%) ↑ AF (%) ↓
FF++ DFDCP DFD CDF

DGR [39]

FF++ 88.86 - - - 88.86 -
DFDCP 78.81 83.89 - - 81.35 10.05
DFD 64.31 73.31 89.69 - 75.77 17.56
CDF 67.33 79.65 78.35 76.50 75.45 12.37

LWF [27]

FF++ 95.52 - - - 95.52 -
DFDCP 87.83 81.57 - - 84.70 7.69
DFD 76.16 41.78 96.36 - 71.43 19.89
CDF 67.34 67.43 84.05 87.90 76.68 14.44

CoReD [21]

FF++ 95.50 - - - 95.50 -
DFDCP 92.94 87.61 - - 90.28 2.56
DFD 86.84 81.07 95.22 - 87.71 7.60
CDF 74.08 76.59 93.41 80.78 81.21 11.42

DFIL [36]

FF++ 95.67 - - - 95.67 -
DFDCP 93.15 88.87 - - 91.01 2.52
DFD 90.83 85.42 94.67 - 90.31 4.41
CDF 86.28 79.53 92.36 83.81 85.49 7.01

DMP [44]

FF++ 95.96 - - - 95.96 -
DFDCP 92.71 89.72 - - 91.22 3.25
DFD 92.64 86.09 94.84 - 91.19 3.48
CDF 91.61 84.86 91.81 91.67 89.99 4.08

Ours

FF++ 95.67 - - - 95.67 -
DFDCP 94.06 89.85 - - 91.95 1.61
DFD 94.11 87.69 95.16 - 92.32 1.86
CDF 94.19 87.32 94.90 92.16 92.14 1.42

methods adopt Xception as the backbone to ensure fair
comparisons. As shown in Tab. 1, we report the test accu-
racy (ACC), average accuracy (AA), and average forgetting
(AF) across different datasets. Our approach achieves the
highest average accuracy of 92.14% and the lowest forget-
ting rate of 1.42% across all three datasets, highlighting its
superior adaptation to incremental deepfake detection tasks.

5.3. Ablation Study

5.3.1. Overall Ablation.
To systematically analyze the effectiveness of our proposed
method in continual deepfake learning, we conduct an abla-
tion study focusing on the impact of gradient-guided prun-
ing (GGP), hyperbolic visual alignment (HVA), and the re-
play set. The results shown in Tab. 2. Baseline represents
training the watermark generator G using only the classifi-
cation loss, without HVA and GGP.

The experimental results show that the Baseline model
suffers from severe catastrophic forgetting, especially in
later incremental stages, leading to significant loss of early-
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Table 2. Ablation study on the effects of GGP, HVA, and replay
in continual deepfake detection. We report classification accuracy
(%) on each test set and two summary metrics: AA (Average Ac-
curacy, ↑) and AF (Accuracy Forgetting, ↓). Removing GGP or
HVA degrades performance.

Method Dataset
Test Set ACC (%)

AA (%) ↑ AF (%) ↓
FF++ DFDCP DFD CDF

Baseline

FF++ 95.67 - - - 95.67 -
DFDCP 92.68 77.11 - - 84.895 2.99
DFD 91.66 69.51 85.60 - 82.25 5.80
CDF 92.30 67.07 80.96 75.22 78.88 6.01

w/o GGP

FF++ 95.67 - - - 95.67 -
DFDCP 86.80 88.73 - - 87.76 8.87
DFD 86.89 73.45 94.47 - 84.93 12.03
CDF 85.47 77.64 80.39 90.91 83.60 11.79

w/o HVA

FF++ 95.67 - - - 95.67 -
DFDCP 92.55 80.48 - - 86.51 3.12
DFD 91.06 79.49 88.64 - 86.39 2.80
CDF 90.30 77.92 83.72 79.29 82.80 4.28

Ours

FF++ 95.67 - - - 95.67 -
DFDCP 94.06 89.85 - - 91.95 1.61
DFD 94.06 87.69 95.16 - 92.32 1.86
CDF 94.19 87.32 94.90 92.16 92.14 1.42

w/ replay

FF++ 95.67 - - - 95.67 -
DFDCP 94.96 89.94 - - 92.45 0.71
DFD 94.23 89.80 95.39 - 92.80 1.29
CDF 94.20 87.24 95.18 92.04 92.16 1.46

learned forgery features. This indicates that classification
supervision alone is insufficient for continual deepfake de-
tection, as the model overfits new tasks while forgetting
prior knowledge.

w/o GGP adapts more rapidly to new data in early in-
cremental stages. However, as more incremental tasks are
introduced, the accumulated parameter updates exacerbate
forgetting, leading to performance degradation. In con-
trast, w/o HVA maintains relatively stable performance over
long-term learning, exhibiting a lower forgetting rate on
previous tasks. Nevertheless, the absence of contrastive
learning prevents effective feature alignment across incre-
mental tasks, resulting in reduced recognition performance
for newly introduced forgeries.

The full method (Ours) that integrates HVA and GGP
achieves better performance. The additional benefits of the
replay in this setting are limited, further confirming that our
method can completely abandon replay while maintaining
excellent plasticity for new tasks and stability for previous
tasks.

5.3.2. Hyperbolic Space vs. Euclidean Space
By replacing hyperbolic space with Euclidean space, the re-
sults in Tab. 3 show a decrease in AA and an increase in

Table 3. Comparison of hyperbolic and Euclidean representation
learning.

Method Dataset
Test Set ACC (%)

AA (%) ↑ AF (%) ↓
FF++ DFDCP DFD CDF

Hyperbolic

FF++ 95.67 - - - 95.67 -
DFDCP 94.06 89.85 - - 91.95 1.61
DFD 94.11 87.69 95.16 - 92.32 1.86
CDF 94.19 87.32 94.90 92.16 92.14 1.42

Euclidean

FF++ 95.67 - - - 95.67 -
DFDCP 92.16 88.57 - - 90.36 3.51
DFD 91.98 87.11 91.36 - 90.15 2.575
CDF 91.59 85.92 89.47 88.25 88.80 2.87

Table 4. Comparison of model performance under different train-
ing orders S1, S2, and S3.

Method Training Order
Test Set ACC (%)

AA (%) ↑ AF (%) ↓
D1 D2 D3 D4

DFIL
S1 86.28 79.53 92.36 83.81 85.49 7.01
S2 88.95 83.62 86.26 92.51 87.10 4.24
S3 89.61 95.08 85.81 84.14 88.66 1.70

Ours
S1 94.19 87.32 94.90 92.16 92.14 1.42
S2 89.91 88.02 88.24 93.59 89.94 3.41
S3 89.76 95.70 90.11 88.92 91.12 1.76

AF. This is becaise that hyperbolic space provides a natural
geometric structure for capturing hierarchical relationships,
making it more suitable for modeling data distributions.

5.3.3. Impact of Training Order

We alter the sequence of incremental datasets and analyze
its effect. Tab. 4 shows that while performance varies across
different training orders, our proposed method consistently
achieves the highest accuracy across all sequences.

5.3.4. Evaluation on Unseen Deepfake Datasets

To further evaluate the generalization capability of our
method, we train only on base set and the first incremental
dataset (DFDCP) and directly test on unseen datasets (DFD
and CDF). As shown in Tab. 5, our method significantly
outperforms DFIL in unseen datasets testing, improving ac-
curacy by 18.96% on DFD and 17.80% on CDF. Notably,
during the incremental phase, our approach requires only
1% of the trainable parameters compared to DFIL.

To further analyze the impact of each component, we
conduct an ablation study by removing GGP and HVA. The
results indicate that removing GGP results in a 6.02% drop
in average accuracy, while removing HVA leads to a 8.36%
reduction. This demonstrates that GGP plays a crucial role
in preventing catastrophic forgetting, while HVA effectively
aligns feature distributions, enhancing generalization to un-
seen deepfake datasets.

3804



Table 5. Comparison of generalization performance between
DFIL and our method on unseen deepfake datasets.

Method
Unseen Datasets Test ACC (%)

Avg. ACC (%)
DFD CDF

DFIL 61.71 67.21 64.46
Ours 80.67 85.01 82.84
w/o GGP 73.76 79.89 76.82
w/o HVA 72.11 76.85 74.48

(a) UMAP of Feature with Hyperbolic Visual Alignment (b) UMAP of Feature w/o Hyperbolic Visual Alignment

Figure 5. UMAP latent-space visualization illustrating the impact
of Hyperbolic Visual Alignment G on incremental data distribu-
tions

5.4. Visualization and Qualitative Analysis
UMAP latent-space visualization. We randomly sample
200 real and 200 fake face images from the FF++, DFDCP,
DFD, and CDF datasets and use UMAP [32] to visualize
their feature representations in a lower-dimensional space
after incremental training. As shown in Fig. 5, the re-
sults demonstrate the impact of hyperbolic visual alignment
(HVA) on the watermark generator G in shaping data distri-
butions. Without HVA, the distributions of deepfake sam-
ples from incremental datasets exhibit noticeable deviations
from the base-set dataset, leading to domain misalignment.
In contrast, applying HVA to G enables incremental samples
to align more effectively with the base-set distribution. This
alignment suggests that the watermarking strategy guided
by G preserves decision boundaries across tasks, reducing
domain shifts and minimizing catastrophic forgetting while
maintaining detection efficacy for novel forgeries.
Visualization of Loss Landscape. Previous studies [24]
have demonstrated that the flatness of the loss landscape
reflects a model’s sensitivity to noise. Flat minima often
correspond to improved generalization performance, as they
indicate a larger region in parameter space where the loss re-
mains consistently low. This characteristic allows the model
to better tolerate distribution shifts or minor perturbations
in unseen domains. Conversely, sharp minima suggest high
sensitivity to parameter perturbations, indicating that while
the model may achieve low loss on training data, it is less
robust to distributional changes, such as domain shifts or
noise. In the Appendix C, we provide a detailed explana-
tion of the loss landscape.

As shown in Fig. 6, we compare the loss landscapes of

View (a) View (b)

Figure 6. Loss Landscapes visualization comparing DFIL and our
method. The X and Y axes represent small perturbations in the
model parameter space, while the Z axis denotes the loss value,
measuring the model’s error at each point. To visualize the loss
landscape, we select the optimized parameter θ∗ as the reference
and sample two orthogonal direction vectors d1 and d2 in the high-
dimensional parameter space. The new parameter points are then
defined as θ(x, y) = θ∗+xd1+yd2, and their corresponding loss
values L(x, y) = L(θ∗ + xd1 + yd2) are computed, forming the
loss surface representation.

DFIL (blue) and our method (red). The fluctuating loss sur-
face of DFIL indicates lower robustness to noise and distri-
bution shifts. In contrast, our method exhibits a flatter loss
surface, suggesting greater resilience to parameter perturba-
tions and variations in data distribution.

6. Conclusion
In this paper, we propose Generalization-Preserved Learn-
ing, a novel continual deepfake detection framework that
simultaneously enhances stability and plasticity through
model generalization. GPL eliminates the need for back-
bone retraining or historical data storage. By integrating
Hyperbolic Visual Alignment to mitigate incremental dis-
tribution shifts and Generalized Gradient Projection to pre-
vent interference with existing generalization boundaries,
GPL not only surpasses current replay-based methods in
terms of accuracy and forgetting rate but also achieves out-
standing detection performance on unseen forgery domains
while utilizing significantly fewer parameters. Our findings
highlight the crucial role of generalization preservation in
continual deepfake detection.
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