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Abstract

Recent studies have shown that deep learning models are
vulnerable to membership inference attacks (MIAs), which
aim to infer whether a data record was used to train a tar-
get model or not. To analyze and study these vulnerabilities,
various MIA methods have been proposed. Despite the sig-
nificance and popularity of MIAs, existing works on MIAs
are limited in providing guarantees on the false discovery
rate (FDR), which refers to the expected proportion of false
discoveries among the identified positive discoveries. How-
ever, it is very challenging to ensure the false discovery rate
guarantees, because the underlying distribution is usually
unknown, and the estimated non-member probabilities of-
ten exhibit interdependence. To tackle the above challenges,
in this paper, we design a novel membership inference at-
tack method, which can provide the guarantees on the false
discovery rate. Additionally, we show that our method can
also provide the marginal probability guarantee on label-
ing true non-member data as member data. Notably, our
method can work as a wrapper that can be seamlessly in-
tegrated with existing MIA methods in a post-hoc manner,
while also providing the FDR control. We perform the the-
oretical analysis for our method. Extensive experiments in
various settings (e.g., the black-box setting and the lifelong
learning setting) are also conducted to verify the desirable
performance of our method.

1. Introduction

Deep neural networks (DNNs) have been successfully
adopted in various computer vision tasks [18, 22, 25, 32, 40,
42, 68, 84, 85]. Due to the high sample complexity of such
models, they require large amounts of training data. How-
ever, recent research highlights privacy risks and vulnera-
bilities of DNNs to membership inference attacks (MIAs)
[37]. MIAs on DNNs aim to infer whether a specific data
record was used to train a target model or not, thus posing
severe privacy risks to individuals. For instance, if attackers
infer that a clinical record has been used to train a model as-
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sociated with a certain disease, they can infer that the owner
of the record has that disease with high probability. A recent
report [64] published by the National Institute of Standards
and Technology (NIST) specifically highlights that an MIA
revealing that an individual was included in the dataset used
to train the target model is a confidentiality violation.

On the other hand, beyond traditional privacy attacks,
MIAs have diverse applications and play a crucial role in
fields such as machine unlearning [17, 65] and lifelong
learning [71]. For example, in the context of machine un-
learning, MIA methods are used to evaluate the effective-
ness of unlearning methods and help verify that specific
samples have been successfully unlearned, thus respecting
individuals’ rights to have their data removed. Note that ma-
chine unlearning refers to the process of selectively remov-
ing the influence of specific samples from trained models
[11, 15,29, 53, 72, 83]. Additionally, in lifelong learning,
where a model aims to learn continuously from new data
over time while retaining previously acquired knowledge,
MIAs can be used to gauge the degree of memorization for
certain data. This allows us to assess how well the model
retains specific information and preserves prior knowledge.

Currently, various MIA methods have been proposed.
Based on the differentiation principles, existing MIA meth-
ods can be generally divided into: classifier-based, metric-
based, likelihood ratio-based, and quantile regression-
based. Specifically, classifier-based MIAs [16, 34, 61] usu-
ally train a binary membership classifier indicator to distin-
guish the behavior of training members from that of non-
training members. Metric-based MIAs [20, 23, 41] involve
defining a specific metric on model outputs to distinguish
training members from non-members. Likelihood ratio-
based MIAs [12, 78] utilize parametric techniques to model
the loss distributions of models that have been trained or
not trained on the target test example. Quantile regression-
based MIAs [10] utilize quantile regression on non-member
distributions without training surrogate models.

Despite the significance and popularity of MIAs, exist-
ing MIA methods cannot provide guarantees on the false
discovery rate (FDR), which is defined as the expected



proportion of instances classified as training data (mem-
bers) but are, in reality, not part of the training data (non-
members) among total instances classified as training data.
Traditional MIA works usually focus on empirical com-
parisons, and fail to provide the theoretical guarantees for
member and non-member decisions. Although [10, 75]
consider the ratio of non-members incorrectly identified as
members, they cannot provide the guarantees on the false
discovery rate. In practice, the false discovery rate provides
a more precise indication of the error rate [5, 8, 9, 39], and
is crucial in settings involving simultaneous evaluations. By
managing the FDR, we can mitigate the risks associated
with evaluating the reliability of positive discoveries and
make more informed decisions under conditions of uncer-
tainty [7, 27, 47, 49, 50]. Additionally, existing MIAs also
fail to provide the marginal probability guarantee on label-
ing true non-member data as member data.

Our goal in this paper is to provide the guarantees on the
false discovery rate for MIAs, which refers to the propor-
tion of false discoveries among total positive discoveries in
the overall testing procedure. Note that existing works on
MIAs are typically framed as a hypothesis testing problem,
with the alternative hypothesis asserting that the test data is
from the training dataset and the null hypothesis positing it
is not. However, managing the false discovery rate in the
context of MIAs presents unique challenges. First, the dis-
tribution of scores for non-training data remains unknown
and challenging to model accurately, which complicates the
derivation of the membership indicators. Additionally, the
estimated non-member probabilities usually exhibit interde-
pendence. However, traditional multiple hypothesis testing
techniques usually assume that inputs must either be inde-
pendent or adhere to certain conditions of dependency. This
assumption is hard to be satisfied in practice, which com-
plicates the process of accurately controlling the FDR and
makes it difficult to ensure that the proportion of false dis-
coveries remains within acceptable limits.

To address the above challenges, in this paper, we pro-
pose MIAFdR, a novel membership inference attack that
can provide the false discovery rate guarantees. Specifi-
cally, in our method, given that the underlying true distribu-
tion of the member data and that of the non-member data are
hard to know, we first design a novel conformity score func-
tion, which can reflect the conformity degree of test data
to the non-member data. Next, based on estimated point-
wise conformity scores, we present a non-member relative
probability estimation strategy, which essentially reflects
the likelihood of not making discoveries. We also show that
based on these estimated non-member probabilities, we can
provide the marginal probability guarantee on labeling true
non-member data as member data. However, these gener-
ated point-wise non-member relative probabilities exhibit
interdependence, making it challenging to provide the false
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discovery rate control. To address this, we then present
an adjustment method that corrects these calculated non-
member probabilities by accounting for their interdepen-
dencies and employing a weighted correction scheme. We
also show that these adjusted non-member probabilities al-
low for controlling the false discovery rate at a predeter-
mined significance level for prediction results. Notably, our
method can be seamlessly integrated with existing MIAs to
provide FDR control while preserving their attack perfor-
mance. We conduct the theoretical analysis for our method.
Our extensive experiments verify the effectiveness of our
method. We also empirically show that our method can help
data memorization-based machine learning (ML) tasks, in-
cluding machine unlearning and lifelong learning.

2. Related Work

Membership inference attacks (MIAs) are designed to de-
termine whether a given data sample has been used to train
a particular model. The concept of MIAs is first pro-
posed by [36], which aims to detect sensitive and private
information leakage. Specifically, this work trains multi-
ple shadow models to mimic the behavior of the victim
model to distinguish between training samples from the
training dataset and test samples. Since their inception,
MIAs have gained significant attention in the research com-
munity, leading to the development of numerous MIA meth-
ods [10, 12, 20, 23, 34, 41, 48, 55, 81]. Notably, numerous
studies have sought to elucidate mechanisms behind MIAs,
primarily attributing their operations to model memoriza-
tion [2, 13, 26, 31, 55, 59], a phenomenon linked to overfit-
ting. Due to memorization in DNNSs, prediction confidence
tends to be higher for data used for training. This difference
in prediction confidence helps MIA methods to determine
which image data were used for training. In [76], the au-
thors theoretically analyze the relationship between overfit-
ting and MIAs. Therefore, beyond detecting sensitive infor-
mation leakage, MIAs can also offer valuable insights into
the extent of memorization in the victim model.

Currently, MIAs have been successfully achieved in
many domains and problems, including semantic image
segmentation [35, 79], healthcare [30, 74], image classifica-
tion [37, 55], and recommendation systems [ 19, 80]. For ex-
ample, [35] shows that such membership inference attacks
can be successfully carried out on state-of-the-art models
for semantic segmentation. However, existing MIAs cannot
guarantee the false discovery rate, which refers to the pro-
portion of false discoveries among total discoveries during
the attack procedure. This oversight is particularly problem-
atic when the proportion of actual members within the test
data is high. In this work, we build upon conformal infer-
ence [6,7, 14, 28,44, 46, 51, 54, 66, 67, 69, 77], which aims
to quantify the uncertainty in predictions with a specified
coverage probability. However, traditional conformal infer-
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Figure 1. Overview of our proposed membership inference attacks with the false discovery rate guarantee.

ence works cannot be directly applied to provide the false
discovery rate guarantees for MIAs. As aforementioned,
this limitation arises because calculated non-member proba-
bilities for test data are conditional on the shared calibration
dataset and exhibit interdependence, making it challenging
to provide the false discovery rate control. In contrast, our
method can provide the false discovery rate guarantee, even
under existing defenses against MIAs [1, 52, 60].

3. Threat Model

We consider a threat model that includes a model holder
and an adversary. The model holder owns a well-trained
DNN classifier f(6*), which is trained over its training data
Dy, = {(w;,y;)}, using the loss function £ (e.g., cross-
entropy loss), where z; € R is a d-dimensional feature
vector and y; € [Y] denotes its associated label. For a given
input z, we can generate its softmax probability vector as

f(@;0%) = [fu(2;07), fa(z;07), -, fy (2;07)]. (1)
For the given input data z, we can determine its class label
as y(v) = argmaxyey fy(z;6), where a label y € [Y]
with the largest probability is assigned to this given data x.

The adversary aims to distinguish the training (mem-
bers) and test data (non-members) of the victim model. Let
Dys = {z'}]_, denote the test dataset available to the ad-
versary. As shown in Definition 1, for each at € Dy,
the adversary’s goal of determining whether x¢ € Dj, or
x' ¢ Dy, can be formulated as a Hypothesis Testing, where
the null hypothesis (i.e., Hy) represents non-membership,
while the alternative hypothesis H; represents membership.

Definition 1 (Hypothesis Testing for MIA). Let xt denote
the test data. Let 6% denote the pre-trained model trained
on its private training dataset D,,.. Then we can establish a
hypothesis test where the null hypothesis posits that x* was
not part of the private training dataset Dy, for the target
victim model 0%, as outlined below

Hy:2' ¢ Dy, Hy:2' € Dy,

where Dy, is the private training dataset for (6

2
*)‘
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For the adversary’s knowledge, we consider two realistic
attack settings: grey-box and black-box.
¢ Inthe grey-box setting, we assume that the adversary does
not have access to the exact private training dataset Dy,
and has no knowledge of the victim model parameters.
We consider that the adversary is aware of the knowledge
of the owner’s learning algorithm and architecture.
In the black-box setting, we assume that the adversary
does not have any prior knowledge about the private train-
ing dataset, the learning algorithm, or the target pre-
trained model, including its architecture and parameters.
This setting produces a realistic threat model in real-
world applications, where adversaries typically operate
with minimal information.
In the above two settings, we consider a realistic adversary
who has limited knowledge and does not have access to the
private training dataset D;.. However, we allow the ad-
versary to have access to an auxiliary dataset D,,,, distinct
from the private dataset, sampled from the same distribu-
tion. This assumption is reasonable given the widespread
availability of public data, and has been a common as-
sumption for black-box attacks in existing literature [38].
Notably, our proposed MIAFdR builds upon existing MIA
methods, serving as a wrapper to ensure FDR control. Since
existing MIAs [10, 12, 34, 61, 82] typically leverage on
auxiliary data for training surrogate models or regression
models, we similarly integrate auxiliary data into MIAFdR,
aligning with the established practices. By exploring these
two settings, we aim to gain comprehensive insights into
the different levels of threats posed by attackers with vary-
ing degrees of knowledge about the target model.

4. Methodology

In this section, we utilize the classifier-based setting to
present our method. Note that our method serves as a wrap-
per for existing MIAs with FDR control. Discussions on
other settings are deferred to the full version of the paper.
Overview. Figure | shows the overall framework of our
proposed method, which can ensure control over the false



discovery rate. Specifically, our method involves three es-
sential components: non-member conformity score calcula-
tion, where we design a novel conformity score function to
assess the degree to which each test sample conforms to the
non-member data distribution; non-member relative proba-
bility estimation, where we utilize the previously calculated
non-member conformity score to estimate the non-member
relative probability for each test data, which can reflect the
likelihood of this given test data being non-training data;
and adjustment-based membership decision, where we ad-
just the previously estimated related probabilities for these
test data samples and then compare them against a prede-
fined significance level to make membership decisions. Be-
low, we will detail each of the three essential components.

Non-member Conformity Score Calculation. Note
that based on Definition 1, to determine whether 2! comes
from Dy,, we can establish the following hypothesis test:
the null hypothesis (i.e., Hy) posits that z* is not from the
private training dataset Dy, (non-members) for the victim
model f(6*), and the alternative hypothesis (i.e., H1) posits
that it is from the private dataset. By leveraging the infor-
mation of the target victim model f(6*), we can reduce this
hypothesis testing to the problem of determining whether
the output (i.e., f(x!; 6*)) of the test data z* belongs to the
final softmax output distribution of the victim model 6*.
However, in practice, it is very difficult to obtain its un-
derlying true final output distribution. To address this, we
will estimate the empirical output distribution by consid-
ering the private training samples’ final output predictions
(i.e., {f(z:;0%) : x; € Dy, }Y.}). Then we can estimate the
empirical probability distribution f ~n (v) via the average of
delta functions, where v is any real number. Thus, we can
construct the below null hypothesis testing

N25

where 0 is the Dirac delta function, which returns oo if the
condition f(x;;0*) = v is true, and 0 otherwise.

However, in practice, the attacker usually does not have
access to the private training dataset Dy, for the victim
model f(6*), which makes it difficult to characterize the
population of non-members. Therefore, it is intractable to
directly adopt the hypothesis testing constructed in Eqn.
(3). To address this, we first train K surrogate models
(denoted as {f(6%)}/ ) and collect their predictions to
estimate the empirical score distribution of non-members.
Specifically, as shown in Figure 1, to obtain K surrogate
models, we first divide the auxiliary dataset D,,, into two
disjoint subsets, i.e., D}, and D?w, where D}, N D2, =
and D!, UD? = Dau " From D}, we will create K sub-
sets (i.e., {DLFIE ) by sampling a fraction 7 of the data
without replacement. Then, we can optimize the k-th surro-
gate model as §% < arg ming Z(zi,yi)eDi’u"” L((zi,v:);6),

Ho: f(2"50%) # fn( f(x:6%), (3)
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where L is the victim model’s loss assumed in the grey-
box setting. Thus, we can train K surrogate models (i.e.,
{f(6%)}E_)), which can approximate the behavior of the
victim model f(6*).

Based on these K surrogate models (i.e., { f(0%)}1 ),
for all samples within Dau , we can obtain their predictions
YIk = (2 9’“)}'7;:({“ , where 6% is the k-th surrogate
model trained on DL*. We then split the D2, into two
disjoint sets D2 and D2, where D%!™ N D% = (),
and D%I" U D% = D2 . Similarly, for each sam-
ple z; € D2!" and z; € D2 @ we can obtain )%?

auw

{f(xs;0%) Y and Y27 = {f(2;;0%)}1|. Thus, we have

Vi = UL Vak, YR = U2 )
and V2 = U2 2

where D" U D2, = D2 C D,,,. Based on this, we will

construct the below membership dataset

Die = {(yi,0) 1 yi € yiu} U{(yi,+1) 1 yi € ygutr}
The above constructed membership dataset D,,. can effec-
tively capture the member distribution using the member
samples labeled as 0 and the non-member prediction using
the non-member samples labeled as +1.

Based on the constructed membership dataset D,,. =
{zi = (y;,1 )}lya“Hly‘“ |, where I; € {0, +1}, we will
train the following binary classiﬁer fve(Obe) to distinguish
between members and non-members

0pe = arg max Z Lype(zi = (yi, 1:); 0),

2i€Dme

®)

where Ly, is the loss for training this classifier. Note that for

= (Yi,l;) € Die, itiseitherlabeled [; = 0 (members) or
ll = +1 (non-members). Then, for the given test data z¢, to
reflect how typical it is with respect to the calibration data,
we define the below non-member conformity score function

fbc(yt;ebc) t.
1 _fbc(yt§9bc))+ (1 )‘)fb(‘(y 70bc)7
(6)
where y' = f(2%;0%), foc(0p.) denotes the trained binary
classifier based on Eqn. (5) and A is a hyper-parameter to
control the weight between the logit-transformed probabil-
ity and raw probability. Note that for the test data z¢, a
larger non-member conformity score S(y*; 05.) € R means
that it is coming from the non-member prediction; other-
wise, it is more likely to be from the member distribution.
Non-member Relative Probability Estimation. Based
on the above conformity score function S(-; 0.), for all the
samples within the set Y2:ca e can calculate their confor-

au

S(y"; 0pe) = Aog(

yguca}|yauw|_

mity scores as C2% = {S(yi;0pc) :
Then, we define P}, as the true distrlbutron of these con-
}\y{f;f‘ll

formity scores C%* = {S(yi;0pe) };2%* . To determine



whether the given test data 2* is from the private dataset
Dy, we reformulate the hypothesis test in Eqn. (3) into

Hy S(y ebc) nm’Hl . S(y ebc) 74 nm’ @)
where P, is the underlying true distribution of these con-
formity scores C2,¢* = {S(yi; Ope) : y; € ygga}g"?ff“‘.

However, the underlying true distribution P, is usu-
ally unknown, which presents significant challenges for per-
forming the hypothesis testing procedure in Eqn. (7). On
the other hand, directly adopting existing empirical distri-
bution estimation methods cannot provide theoretical guar-
antees for the false discovery rate control, and they also usu-
ally require the assumption of underlying distributions. To
address this, as demonstrated in Figure 1, instead of esti-
mating underlying distributions, we propose to calculate the
below non-member relative probability for the test data z*

¢ |Sk € Cg;fa U {S(yf ebc)} : Sk < S(yfv ebc)l
p(x) = 2,ca
1+ |Cau

)

®)
where C0% = {S(yl,Gbc)}ly““ syt = f(ah 0*), and
S(yt; Hbc) is the conformity score for the test data x*. The
calculated non-member relative probability p(z') is essen-
tially the proportion of the calibration samples with con-
formity scores smaller than or equal to that of x!. This
can reflect the conformity degree of z* to the non-member
calibration scores. Thus, we can use the calculated non-
member probability p(x?) to assess the likelihood that !
was not used to train the target victim model f(6*).

Theorem 1. Let G denote the sequence containing all the
samples from dataset D*°* and the given test data z', i.e.,
G = (a!, 2%, ... aPu & ,z! P Ca‘“) where | D%%| is the
number of samples in D?“fa, and P55 L s the extra term
represented by x'. Note that D% is a subset of the auxil-
iary dataset D,,. Assume that thzs sequence is exchange-
able. Then, for significance level o € (0,1), we have

P(p(z') < a|a* ¢ Dy) < o, 9)

where p(xt) is the calculated non-member probability for
test data xt, and Dy, represents the private training dataset.

In Theorem 1, we show that for a true non-member test
data z?, the probability that its non-member relative prob-
ability p(x!) is not larger than « is at most .. For this
true non-member data =%, it does not come from the private
dataset Dy, (i.e., z* ¢ Dy,.). This ensures that the error rate
for labeling true non-member data as member data does not
exceed the predefined threshold «, providing a guarantee
on the reliability of the membership labeling process. Note
that the exchangeability assumption in Theorem [ is much
less restrictive than the traditional independent and identi-
cally distributed (i.i.d.) assumption [4, 7, 21]. The proof for
Theorem 1, and more discussions of our method on other
MIA settings are deferred to the full version of the paper.
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Adjustment-based Membership Decision. Next, we
discuss how to provide the false discovery rate control for
the test dataset Dy, = {z'}L ;, based on the above esti-
mated non-member relative probabilities. From Definition
2, we can see that the false discovery rate is the expected
proportion of false discoveries among all discoveries. How-
ever, these calculated p-values (i.e., non-member probabil-
ities {p(«')}I_,) for the test data D are conditional on
the calibration dataset D%°%; specifically, it applies uni-
formly across all test data, as each calculation involves the
identical calibration dataset. Consequently, the p-values ob-
tained for the membership inference attack exhibit interde-
pendence, which makes it challenging to provide the false
discovery rate control. To control the number of false dis-
coveries among total discoveries in the overall testing pro-
cedure, we will adjust the calculation of the original p-value
in Eqn. (8). Specifically, we first arrange these calculated
{p(z*)}L_, in ascending order, and obtain the ranked set
{p®WYL_ |, where p*) is the non-member probability ranked
at position ¢. Subsequently, for p(*), as illustrated in Fig-
ure 1, we calculate its adjusted non-member probability as

(t)

Dadj = min (10)

min{1,
me{t,t+1,...,n}

n
2 p(m)

{2,

where p("™) € {p(t)}f=1 ranks at position m.

Definition 2 (False Discovery Rate (FDR)). Let A denote
the MIA attack algorithm, where A(z*) € {0,1}, with 0 in-
dicating that x* is a member of the private training dataset
Dy, of the target victim model and 1 indicating it is not.
Let D,y denote the test dataset. Then we can define the
false discovery rate as £ = |vypp|/(|vpp| + |vipl), where

= {z' € Dis | A(a') = 0, andz® ¢ Dy} and

= {z' € Dys | A(z') =0, and x* € Dy, }.

Based on these adjusted probabilities, for each test data
z®) € D,,, we can obtain its null hypothesis Hy, 1, ie.,
Hy ) : () ¢ D,,.. Then, for z(*), we can determine

lfpdd; < a, Hy,y does not hold, an
lfpadj > a, Hp, ) holds,

where szd]) is the adjusted non-member probability calcu-

lated by Eqn. (10) and « is a pre-defined value for determin-

ing the significance level for the multiple hypothesis testing.

(®)

In the above equation, if p,;

< a, we should reject the null

hypothesis, suggesting that the test data z(*) does not belong
to the non-members and comes from the training data Dy,
of the victim model 6*; otherwise, we should accept the null
hypothesis, indicating that 2(*) ¢ D,,.. Based on the above,
for test dataset D;,, we can obtain following decisions

R(Dys) = {t: t € [T], and pll] < a},
(t)

where p,q; is the adjusted non-member probability for the
sample ranked at position (¢) and « is the significance level.

12)



Note that R(D;,) is the set of indices of test data within the
test dataset D;; for which the null hypothesis is rejected.
This indicates that these test samples are likely members of
the private training dataset Dy,..

Theorem 2. Let H(Dys) {t t €
[T),and Hy ,is true} denote the subset of true non-
members in the test data D;s, where Hg’(t) is the ground
truth. Let m denote the proportion of true non-members,
e, mo = H§(Dis)/T. Then we can control the false

discovery rate (FDR) at level o - H(Dys) /T as follows

|R(Dyts) NHE(Dys)| CH5(Dis) “
max{1, R} 1= =

13
2 <a, (13)
where R(Dys) is the obtained positive discovery results,
and « is the significance level in Eqn. (12).

Theorem 2 states that our method allows for control-
ling the false discovery rate at a predetermined level for the
generated positive discovery results (i.e., R(Dys) for test
dataset D), thereby limiting the proportion of false dis-
coveries among the total discoveries [7]. The proof for The-
orem 2, and more discussions of our method on other MIA
settings are deferred to the full version of the paper.

Discussion. Note that in the above, we focus on the
grey-box setting. For the threat of MIAs, we also consider
the black-box setting, where attackers have no prior knowl-
edge of the target model, including its private training data
and model architecture. In this black-box setting, attack-
ers can utilize varying architectures to train on the auxiliary
dataset to approximate the target model’s behavior and ob-
tain score distributions. This strategy leverages the transfer-
ability property that arises from shared decision boundaries
across different models [45, 58, 70]. In this way, attackers
can effectively conduct MIAs in the black-box scenario.
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Figure 2. Statistical validity and running time.

5. Experiments

In this section, we conduct extensive experiments to evalu-
ate the effectiveness of our proposed MIAFdR. More exper-
imental details and results (e.g., Quantile Regression-based
MIAs and differential privacy-based MIA defenses) are de-
ferred to the full version of the paper.

Datasets and Models. In the experiments, we adopt
the following popular benchmark image datasets: Tiny-
ImageNet [24], CIFAR-100 [43], and CIFAR-10 [43]. Ad-
ditionally, our experimental evaluations are also conducted
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on various deep learning models, including ResNet-50,
ResNet-18 [33], VGG-16 [62], MobileNetV2 [57], and a
multi-layer perception (MLP) network.

Baselines. In experiments, we compare our method
with the following popular MIAs: classifier-based method
such as shadow training [61]; metric-based methods, in-
cluding Softmax [56], Modified Entropy (Entropy) [63],
Loss [76], and Difficulty Calibration (Calibration) [73];
likelihood ratio-based method represented by Likelihood
Ratio Attack (LiRA) [12]; and quantile regression-based
method like Quantile Regression Attack [10].

Attack Setup. In experiments, we split the avail-
able dataset into: a private set used for training a target
model, accessible only to the model holder, and a public
set employed for training a surrogate model and query-
ing conformity scores for attackers. In likelihood ratio-
based and quantile regression-based methods, the public set
serves as an auxiliary set for computing conformity scores.
In classified-based and metric-based methods, we allocate
40% of data for calibration and 60% for training the dis-
criminative model using MLP. The evaluation is repeated
10 times, with the mean and standard deviation reported.

5.1. Attack Performance

First, we perform experiments to validate the Theorem 1,
which establishes the validity of p-values generated by Eqn.
(8). We employ our proposed method with the shadow
training technique [61] from classifier-based MIAs, utiliz-
ing the ResNet-18 model on the CIFAR-10 dataset. Initially,
we partition 30% of the auxiliary dataset Dg,, to form D},
allocating the remaining 70% to D?,,. From D2, we then
sample a fraction 7 = 3/7 to obtain {D.;*}. For each test
data, we classify it as a member if its non-member prob-
ability is less than or equal to a predefined threshold a.
As shown in Figure 2a, our approach ensures that the ex-
pected error rate for false discoveries among non-training
data does not exceed «, thereby guaranteeing the reliability
of the membership labeling process.

In addition, we aim to demonstrate the computation ef-
ficiency of our proposed method and the effectiveness of
the adjusted non-member probabilities in managing the fi-
nal membership decisions with respect to FDR. We follow
the same experimental setup in Figure 2a. Notably, our MI-
AFdR serves as a wrapper for existing MIAs and maintains
the same training time. In Figure 2b, we present an analysis
of the inference runtime for the baseline method and our ap-
proach. The experimental results in Figure 2b show that our
approach requires only a minimal additional running time
compared to the baseline. For instance, with 7,000 test sam-
ples, the traditional classifier-based MIA takes 137.84 sec-
onds, while our method adds only 0.01 seconds to the over-
all running time. In Figure 3, we present the results of the
FDR against varying significance level o for mp = 0.25 and
mo = 0.5 in both classifier-based and metric-based (Soft-
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Figure 3. FDR control of classifier-based and metric-based MIAFdR.

max) settings, where 7 is the proportion of non-members
in the test dataset. From this figure, we can see that the FDR
is mostly bounded by «, indicating that our method can ef-
fectively produce membership decisions with FDR control.

Next, we examine the effectiveness of our method in the
presence of existing MIA defenses. We first evaluate the
MIAFdR performance against the knowledge distillation-
based (KD) defense. Specifically, we first train a teacher
model and use its soft outputs with temperature 7' = 20
alongside the hard labels to train the student via a com-
bined cross-entropy and KL divergence objective. The re-
sults are presented in Figure 4. From Figure 4a, we can see
that our method successfully maintains control over FDR
even under MIA defenses. This underscores the validity
of our estimated non-member relative probability and the
adjustment-based membership decision, confirming their
robustness even under defenses. Additionally, Figure 4b il-
lustrates that our method can preserve MIA prediction ac-
curacy and AUROC under MIA defenses. More experimen-
tal results on MIAFdR against existing differential privacy-
based defenses can be found in the full version of the paper.
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Figure 4. MIAFdR against KD defense.

Moreover, we investigate the attack effectiveness of MI-
AFdR with classifier-based MIAs, extending our analysis
beyond the FDR control. Our assessment contrasts the
baseline classifier-based MIA [61] with an enhanced ver-
sion that incorporates our proposed MIAFdR across multi-
ple datasets. The experimental results, presented in Table 1,
further demonstrate that our MIAFdR achieves compara-
ble or even superior attack performance than the baseline
classifier-based MIA in terms of attack accuracy and the
AUROC score. For instance, on the CIFAR-100 dataset,
our MIAFdR method attains an attack accuracy of ap-
proximately 78.2%, outperforming the baseline accuracy
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of 76.8%. These outcomes underscore the effectiveness of
our classifier-based MIAFdR in accurately identifying data
membership across member and non-member distributions.

Dataset Method Accuracy (%) AUROC (%)
Classifier 76.81 £ 1.01 84.35 £ 0.98
CIFAR-100 Classifier MIAFdR) 78.19 +0.79 84.46 +0.93
Classifier 69.67 +0.85 76.99 + 1.63

Tiny-ImageNet

Classifier (MIAFdR) 71.18 £1.53 77.06 £+ 1.52

Table 1. Attack performance of classifier-based MIAFdR.

Further, we examine the performance of our proposed
MIAFdR with likelihood ratio-based MIAs. Specifically,
we evaluate the performance of the original LiRA [12]
framework, which incorporates 64 shadow models, in com-
parison to its modified iteration, which integrates our MI-
AFdR approach. Figure 5a depicts the ROC curves of our
proposed attacks and LiRA on CIFAR-10 using log scales.
As we can see, our MIAFdR with LiRA approach yields
superior log-scale ROC curves, exhibiting a higher True
Positive Rate (TPR) at a lower False Positive Rate (FPR).
Additionally, our MIAFdR with LiRA approach effectively
manages FDR, as evidenced in Figure 5b. For instance, with
mo = 0.5 and @ = 0.15, we achieve an empirical FDR of
0.145, which closely aligns with the analytical guarantee.
Hence, our proposed attacks can be effectively integrated
with likelihood ratio-based membership inference attacks to
achieve both controlled FDR and good attack precision.
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Figure 5. Attack performance of LiRA-based MIAFdR.

At last, we conduct experiments in the black-box set-
ting, where the attacker lacks any prior knowledge about
the private training dataset or the target pre-trained model,
including its architecture and parameters. Here, we train
the surrogate model in MIAFdR using an architecture that
differs from the target model’s. Figure 6a shows the attack
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Figure 6. Black-box setting and ablation study of MIAFdR on CIFAR-10.

accuracy for various model architectures on Entropy-based
MIAFdR. The reported experimental results in this figure
demonstrate that our MIAFdR maintains robust attack per-
formance across various model architectures, underscoring
the effectiveness of our method in the black-box setting.

5.2. Ablation Study

We first perform an ablation study to explore the effective-
ness of MIAFdR over calibration set size and the ratio of
member to non-member data. We first investigate the im-
pact of calibration set size on metric-based MIAFdR. As
shown in Figure 6b, with a larger calibration set size, the
attack accuracy tends to increase. This is because the inclu-
sion of additional calibration data enhances the reliability
of the non-member relative probability estimation, leading
to more stable predictions in our MIAFdR. Next, we exam-
ine the impact of the evaluation set on MIAFdR. Figure 6¢
presents the AUROC score of MIAFdR across various ratios
of member to non-member data. Remarkably, our method
consistently exhibits a robust AUROC score irrespective of
the ratio of member to non-member data in the evaluation
set, thereby underscoring its consistent effectiveness.
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Figure 7. Machine unlearning with MIAFdR.

Additionally, we conduct ablation experiments to show
the impact of our MIAFdR in enhancing traditional data
memorization-based ML tasks. First, in Figure 7a, we re-
port the obtained expected proportion results of instances
erroneously identified as not unlearned in the context of
machine unlearning. The results demonstrate that this pro-
portion is effectively controlled across different significance
levels. Here, we utilize a widely adopted popular unlearn-
ing method, i.e., SISA [11]. Figure 7b highlights that our
method significantly outperforms the baselines in accuracy.

At last, we also evaluate our method in the lifelong learn-
ing task and adopt the fine tuning-based lifelong learning
method [3]. For this lifelong learning setting, we report the
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derived experimental results in Figure 8a and Figure 8b.
Specifically, Figure 8a indicates the effectiveness of our
method in controlling the expected proportion of samples
incorrectly reported to be memorized when they have ac-
tually been forgotten. Figure 8b presents the evaluation
results regarding the effectiveness of lifelong learning in
terms of memorizing data from previous tasks, as compared
to evaluation based on accuracy. All of these experimen-
tal results verify the desired performance in traditional data
memorization-based ML tasks with our proposed MIAFdR.
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Figure 8. Lifelong learning with MIAFdR.

6. Conclusion

In this paper, we design a novel membership inference at-
tack method, which can provide the false discovery rate
guarantees. Notably, our proposed MIAFdR can work as
a wrapper that can be seamlessly integrated with existing
MIA methods in a post-hoc manner. Specifically, in our
method, given the typically unknown true distributions of
member and non-member data, we first design a novel con-
formity score function, which can reflect the conformity de-
gree of test data to the non-member data. Then, based on
the obtained point-wise conformity scores, we develop a
non-member relative probability estimation strategy to as-
sess the likelihood of not making discoveries. Following
this, we introduce a novel adjustment method that modifies
the initially estimated non-member relative probabilities to
ensure the false discovery rate control, effectively address-
ing the challenges posed by interdependent non-member
relative probabilities. We conduct the theoretical analysis
for our method. Extensive experiments are conducted to
verify the desired performance of our method. In partic-
ular, we also empirically show that our method can help
data memorization-based ML tasks, including the unlearn-
ing verification task and the lifelong learning task.
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