SpecGuard: Spectral Projection-based Advanced Invisible Watermarking
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Figure 1. Comparison of SOTA watermarking methods in terms
of average TPR@0.1%FPR (90% of watermarked images are cor-
rectly detected at 0.1% false positive rate) under different attacks.

1. Summary of Notations

To ensure clarity in understanding SpecGuard’s mathemat-
ical formulation, we summarize the key notations used
throughout the methodology (Sec. 3) of the main paper. The
complete set of notations is presented in Tab. 1.

2. Impact of Parseval’s Theorem in Message
Extraction

To achieve robust and efficient decoding as detailed in Sec.
3.2 of the main paper, SpecGuard leverages Parseval’s theo-
rem [4], a fundamental principle in signal processing, which
establishes energy equivalence between spatial and spectral
domains. Formally, Parseval’s theorem is defined as fol-

lows:
@y = 1w 0)P, (1)
x,y u,v

where I(x,y) denotes spatial-domain pixel intensities, and
((u, v) represent their corresponding spectral-domain coef-
ficients.

In SpecGuard, watermark embedding modifies selected
spectral coefficients, introducing subtle local energy varia-
tions. The embedding process employs a strength factor s,
adjusting spectral energy differences as follows:

Cembedded(ua U) = C(uv U) + s W(u, 1}), )

where Cembedded (4, v) denotes modified coefficients and
W (u,v) is the spectral-domain watermark signal. Although
local energy distribution is altered, the overall signal en-
ergy remains constant as guaranteed by Parseval’s theorem
as follows:

Z |I(:n,y)|2 = Z | Cembedded (4, V)| ®)
T,y u,v

)

During decoding, these local spectral energy variations,
preserved due to total energy constancy, allow stable water-
mark extraction. Specifically, the decoder computes spec-
tral projections via FFT approximation to isolate embedded
spectral energy patterns as follows:

S¥ . = SpectralProjectionFFT(Sp%" ). “4)

The decoder subsequently employs a dynamically opti-
mized threshold 6 to differentiate watermark signals from
noise as follows:

1 ifSP [i] >0,
DM[Z.:{ Bl

0 otherwise.
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The adaptive threshold 6 is optimized via gradient de-
scent during training, adapting to spectral energy distribu-
tions as follows:
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where Lge. is the decoding loss, and 7 is the learning rate.
Thus, Parseval’s theorem critically supports SpecGuard by
preserving total spectral energy, enabling stable differentia-
tion of watermark bits and reliable decoding even under di-
verse real-world image distortions and adversarial attacks.

3. Mathematical Proof
3.1. Proof for Syy Band of Wavelet Projection.

Here we presented a proof of one of the wavelet projections
S from Eq. (4) based on the Eq. (6) of the main paper.
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Cover image

Watermarked image

Watermark message

Number of channels (e.g., RGB has ¢ = 3)

Height and width of the image

Wavelet transform of signal f(X)

Scaling and translation parameters in wavelet transform
Mother wavelet function

Direction of each wavelet components derived from
Every directional scaling and wavelet basis components
Wavelet sub-bands (low and high frequency components)
Feature set capturing frequency and spatial details
Decomposition level determined by image complexity
Pixel intensity in high-frequency sub-band SHH
Spectral projection coefficients

Strength factor controlling embedding intensity

Center coordinates of the image

Euclidean distance from the center

Radius of embedding region

Selected watermark channel for embedding

Learnable threshold for watermark extraction

2D Fast Fourier Transform (FFT) of the extended signal
Encoder and decoder loss functions

Table 1. Description of the notations we used in the Sec. 3 (main paper) to describe our proposed SpecGuard.
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3.2. Maximum Theoretical Watermark Capacity

To determine the maximum theoretical watermark capac-
ity of SpecGuard, we analyze the SpecGuard’s embedding
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Activation Function = Radius (r) PSNR" SSIM™ BRA"
r(50) 39.54 0.93 0.97
ReLU r(75) 38.64 091 0.93
r(100) 37.96 0.91 0.95
r(50) 37.18 0.89 0.82
Tanh r(75) 35.33 0.85 0.78
r(100) 37.66 0.90 0.80
r(50) 39.77 0.96 0.98
LeakyReLU r(75) 40.28 0.97 0.98
r(100) 42.89 0.99 0.99

Table 2. Performance evaluation of SpecGuard for different radius

size and activation functions while the Strenth Factor is 20.

pipeline, which integrates wavelet projection and spectral

projection.
stages: ‘wavelet projection,’

The capacity derivation considers three key
‘spectral projection,” and ‘wa-

termark distribution,” with each stage affecting the number

of available coefficients for embedding.

into sub-bands.

Impact of Wavelet Projection. SpecGuard applies wavelet
projection at decomposition level L, dividing the image
The watermark is embedded in the high-



Activation Function Strength Factor (s) PSNR" SSIM" BRA"

LeakyReLU s(5) 40.79 0.98 0.97
LeakyReLU s(10) 39.51 0.96 0.97
LeakyReLU s(15) 38.14 0.95 0.99
LeakyReLU s(20) 42.89 0.99 0.99

Table 3. Impact of Strength Factor for the best combination of the
activation function (LeakyReLU) and radius r(100).

frequency sub-band, which retains fine image details and
ensures robustness against low-frequency distortions. The
spatial dimensions of the wavelet sub-band are reduced by
a factor of 2” along both height and width, resulting in a
down-sampling effect.

The number of available coefficients after wavelet de-
composition is as follows:

Nwp = —5— (7
where H and W are the image height and width, respec-
tively. Including all image channels c, the total number of
wavelet coefficients available for embedding is as follows:

HxW xe

7 ®)

Nwpotal =

Thus, increasing the decomposition level L reduces the
available spatial coefficients exponentially, limiting embed-
ding capacity.
Impact of Spectral Project. SpecGuard employs spec-
tral projection using FFT to distribute the watermark in the
spectral domain. The spectral coefficients are selectively
utilized based on an adaptive mask that prioritizes mid-to-
high-frequency components while avoiding low frequencies
(which contain most perceptual information) and extremely
high frequencies (which are prone to compression loss).

The fraction of spectral coefficients selected for water-
marking is denoted as fspecirat Where spectral coefficients are
used in between 20% and 50% as follows:

0.2 S fspectral S 0.5. (9)

After spectral projection following Eq. (8), the number
of coefficients available for embedding is as follows:

HxW xc
NSP = fspectral X NWP,totaI = fspeclral X T: (10)

A higher fopecra increases embedding capacity but may re-
duce robustness to compression and noise, while a lower
fspeciral focuses on the most resilient coefficients but limits
capacity.

Watermark Distribution and Final Capacity. The water-
mark is distributed across the selected spectral coefficients
fspeciral Using a weighting scheme, where each coefficient

can embed multiple bits. Let NV}, represent the number of
watermark bits per selected coefficient fypecra. The total
embedded bits are then as follows:

Ciotal = Ny X Ngp. (11)

Substituting Ngp, the final maximum theoretical water-
mark capacity of SpecGuard is as follows:

HxW xc
Crmax(H; Wi ¢; L; Fopectrals Nb) = T

X fspectral X Np:
12)

The watermark capacity scales proportionally with the
image dimensions H x W and the number of channels
¢, ensuring that larger images provide greater embedding
space. However, higher wavelet decomposition levels L
reduce the available capacity exponentially due to the 4%
down-sampling effect. The fraction of spectral coefficients
selected for embedding, denoted as fypeciral, cOntrols how
much of the frequency domain is utilized, balancing capac-
ity and robustness. Additionally, the bit depth N, deter-
mines the number of bits embedded per coefficient, directly
influencing the total watermark payload.

Thus, SpecGuard achieves a flexible balance between ca-
pacity and robustness by leveraging adaptive spectral selec-
tion and wavelet decomposition, ensuring resilience under
various transformations and attacks.

4. Impact of Hyperparamters

The performance of SpecGuard is influenced by several key
hyperparameters, including the activation function, radius
size (1), and strength factor (s). Each parameter plays a vi-
tal role in balancing the trade-off between perceptual qual-
ity, robustness, and watermark recovery accuracy. In addi-
tion to the ablation studies shown in Section 4.5 in the main
paper, here we analyze the effect of the hyperparameters in-
dividually by conducting experiments under controlled con-
ditions and report the findings in Tab. 2 and Tab. 3. All the
experiments presented here were conducted using a 128-bit
watermark message.

4.1. Activation Function and Radius

Table 2 highlights the performance of SpecGuard with var-
ious activation functions, including ReLU [2], Tanh [8],
and LeakyReLU [12], while keeping the strength factor s
fixed at 20. Among these, LeakyReL U outperforms others
in terms of PSNR, SSIM, and bit recovery accuracy values
across different radius sizes. Notably, with a radius 7 of 100,
LeakyReLU achieves a PSNR and SSIM of 42.89 and 0.99,
respectively, with a bit recovery accuracy of 0.99. Over-
all, the results indicate the effectiveness of LeakyReLU for
robust and invisible watermarking compared to ReLU and
Tanh. While testing with different 7, such as 50 and 75, we
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Figure 2. Visualization of the watermarking process using SpecGuard. The first row shows the original image, the watermarked image,
and their spatial difference. The spatial difference highlights the minimal perceptual change between the original and watermarked images,
ensuring imperceptibility. The second row presents the frequency spectrum of the original and watermarked images, along with their
frequency difference, emphasizing the subtle embedding of the watermark in the high-frequency components. The comparison confirms
that SpecGuard achieves invisible watermarking while maintaining robust frequency-domain characteristics for effective bit recovery.
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Figure 3. Effect of style transfer severity on bit recovery accuracy. 0 10 --o-eemer 20 30 255

As style intensity increases, bit accuracy decreases, showing the

: . i Figure 4. Pixel difference distribution between the original and
impact of major transformations.

watermarked images. The x-axis represents the pixel intensity
difference, and the y-axis indicates the density. Most pixel dif-
ferences remain close to zero, highlighting SpecGuard’s minimal
perceptual loss and superior imperceptibility of the embedded wa-
observed a slightly lower perceptual quality and bit recov- termark.

ery accuracy. Therefore, we propose the SpecGuard with a

combination of LeakyReLU, r of 100 and s of 20.
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