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Supplementary Material

1. The implementation details of compared
methods

In this paper, we mainly compare the performance of the
proposed methods with 8 state-of-the-art watermarking:
DwtDctSvD[2], RivaGAN[9], MBRS[4], StegaStamp[6],
RoSteALS[ 1], Stable Signature[3], LaWa[5], Tree-Rings[7]
and Gaussian Shading (GauShad)[8]. For DwtDctSvd [2]
and RivaGAN [9], we utilize the code'. Note that DwtD-
ctSvd is set with a watermarking length 64 bits, and Riva-
GAN maintains a maximum capacity of 32 bits, we retain
this setting. For MBRS, StegaStamp and RoSteALS, we
utilize their official code >**.

For Stable-Signature and LaWa we use their officially
released code ° © with 48 bits capacity and the model fine-
tuned with combined noise.

For GauShad, we use the open-sourced code’ with an
actual watermark capacity of 64 bits. The key used in GS
to encrypt the message is randomly sampled and fixed in
the following experiments. All the true positive rates and
extraction accuracy are calculated based on the selected pa-
rameters. For Tree-Rings, we use the code®. The detailed
parameters of Tree-Rings are w_channel = 0, w_pattern =
“ring”, w_radius = 10, with only 1-bit watermark. The true
positive rates are calculated based on these parameters.

2. TPR calculation with multi-bits methods

To calculate the TPR of multi-bits methods, we adopt the
same TPR calculation method proposed by [3] and [8],
which can be described as follows: Assume the watermark
to be embedded is s € {0,1}* where k is the length. For
the image to be detected x, we can extract the watermark
s, from the x and calculate the bit accuracy of s,, noted as
Acc(sg, s). Then a threshold 7 is applied to make a deci-
sion: if
Acc(sg, 8) > T,

x is regarded as watermarked. In this form, 7 is set based
on a required estimated false positive rate (FPR), which

Uhttps://github.com/ShieldMnt/invisible-watermark
Zhttps://github.com/jzyustc/MBRS
3https://github.com/tancik/StegaStamp
“https://github.com/TuBui/RoSte ALS
Shttps://github.com/facebookresearch/stable_signature
Shttps:/developer.huaweicloud.com/develop/aigallery/notebook/detail ?%id
=03ccae2a-4fa8-4739-a75b-659a3abcc690
7https://github.com/bsmhmmlf/Gaussian-Shading/
8https://github.com/YuxinWenRick/tree-ring-watermark

is defined as the probability that Acc(s,,s) of a non-
watermarked image ' exceeds the threshold 7. Such a
probability can be further calculated with regularized in-
complete beta function By (a; b)[3]:

k
FPR(7) = P (Acc(8yr,8) > 7) = 2% Z (k> W
:Bl/2(7+17k/’_7).

Detailed analysis of the TPR calculation can be found in
[3] and [8].

Shortly, to calculate the TPR, we first set an FPR (e.g.
10~C in this paper). Then according to the set FPR, we
can determine a threshold 7 with the embedded watermark
length k. The image with extraction bit accuracy larger than
T is regarded as watermarked.

3. The detailed TPR/bit acc. results

In robustness experiments, we tested two kinds of dis-
tortions including 5 geometric distortions (Rotation 30°,
Translation 50 pixels, Scale 0.75x&pad, Scale 1.25x&crop,
shear mapping 5 pixels) and 6 non-geometric-distortions
(JPEG compression, QF=15, Gaussian noise, 0 = 0.05,
Median filtering, & = 11, Dropout, » = 30%, Cropout,
r = 70%, Brightness, factor = 6). Here, we give an ex-
ample to visually illustrate the influence of these distortions,
as shown in Fig. I.

Besides, we provide detailed results of true positive re-
sults and bit accuracy results for each distortion in Table |
and Table 2. The values in Table | and Table 2 indicate the
results test with SD-v1.4/v2.1.

We can see from Table | and 2 that for geometric distor-
tion cases, SynTag can improve the robustness of inversion-
based frameworks, where GauShad-SynTag achieve the
highest value of detection TPR and bit accuracy. Especially
in the case of rotational attacks, almost all the schemes
are not effective in maintaining robustness, but GauShad-
SynTag can well guarantee an extraction accuracy of more
than 0.94.

4. The influence of purification attacks

In Section 5.3, we discuss the purification attack, where the
attacker introduces random noise in the watermarked image
and conducts the diffusion denoising process on the noise
image. The denoising process can potentially remove the
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(b) Rotation-30°

(c) Translation-50 (d) Scale-0.75x&pad(e) Scale-1.25x&crop

(f) Shear-5

(1) Brightness-6

(g) JPEG-15 (h) GauNoise-0.05 (i) MedFilter-11 (j) Dropout-30% (k) Cropout-30%
Figure 1. The visual influence of 11 tested distortions.
Table 1. The detailed results of detection TPR of each method.
Method | DetDWiSVD ~ RivaGAN ~ MBRS  SiegaStamp RoSteALS  w@ole LaWa Tree-  TreeRings- 5, gp,q ~ CauShad-
Signature Rings SynTag SynTag

Rotation 0.00/0.00 0.00/0.00 0.10/0.08 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.46/0.48 0.86/0.84 0.00/0.00 0.96/0.98

Scale 0.75x 0.00/0.00 0.96/0.98 1.00/1.00 0.00/0.00 0.00/0.00 0.80/0.80 0.94/0.92 0.50/0.52 0.90/0.88 0.00/0.00 0.94/0.96

Scale 1.25x 0.00/0.00 0.98/0.98 1.00/1.00 0.00/0.00 0.00/0.00 1.00/1.00 0.88/0.88 0.22/0.20 0.94/0.96 0.00/0.00 1.00/1.00

Translation 0.02/0.02 1.00/1.00 0.72/0.74 0.20/0.18 0.02/0.04 1.00/0.98 1.00/1.00 0.56/0.56 0.96/0.96 0.00/0.00 1.00/1.00

Shear 0.00/0.02 1.00/1.00 0.90/0.90 1.00/1.00 0.78/0.82 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 0.08/0.10 1.00/1.00
Average ‘ 0.004/0.008  0.788/0.792  0.744/0.744  0.240/0.236  0.160/0.172  0.760/0.756  0.764/0.760  0.548/0.552  0.928/0.932 0.016/0.020  0.980/0.988

JPEG 0.00/0.00 0.06/0.04 0.00/0.00 1.00/1.00 1.00/1.00 0.14/0.12 0.88/0.90 0.92/0.94 0.92/0.94 0.98/1.00 1.00/1.00

GauNoise 0.00/0.00 0.02/0.04 0.10/0.08 1.00/1.00 1.00/1.00 0.88/0.90 0.98/1.00 1.00/1.00 1.00/0.98 0.98/0.96 0.98/0.98

MedFilter 0.00/0.00 0.86/0.88 0.36/0.40 1.00/1.00 1.00/1.00 0.00/0.00 0.98/0.96 0.80/0.78 0.82/0.80 1.00/1.00 1.00/1.00

Brightness 0.00/0.00 0.78/0.76 0.62/0.64 0.44/0.48 0.66/0.68 0.70/0.74 0.98/0.96 1.00/1.00 1.00/1.00 0.94/0.92 0.94/0.94

Dropout 0.00/0.00 0.18/0.20 0.00/0.00 0.96/0.94 0.92/0.94 0.08/0.06 0.74/0.76 0.96/0.94 0.94/0.94 0.88/0.90 0.88/0.90

Cropout 0.00/0.00 1.00/1.00 1.00/1.00 0.98/0.98 0.92/0.90 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00 1.00/1.00
Average ‘ 0.000/0.000  0.483/0.487 0.347/0.353  0.897/0.900 0.917/0.920 0.467/0.470 0.927/0.930 0.947/0.943  0.950/0.940 0.963/0.963  0.967/0.970

watermark signal so as to influence the extraction. Our ex-
periments show that GauShad-SynTag is robust to such at-
tacks with s < 0.3, but got a performance decrease in the
face of stronger intensity. Here, we give the visual results
of the purification attack, as shown in Fig. 2. It can be seen
that when f is small (e.g. f = 0.1), the attacked image
maintains a high similarity to the original image. However,
with the increase of f, the appearance of the attacked im-
ages changes a lot, especially when f = 0.7, both the detail
and the structure of the image change a lot. We believe that
in addition to the purpose of removing the watermark from
the watermarked images, there is another requirement for a
successful attack, that is the attacked image should main-
tain high visual similarity to the original image. In the case
of f = 0.7, although such a purification process can erase
the watermark, it fails to meet the requirements of visual
consistency. Besides, from Table 2 in submitted papers we
can see that, even under f = 0.3, the watermark can still be
detected/extracted, which indicates the good robustness of

GauShad-SynTag against purification attack.

5. The performance of prediction network

In SynTag, a prediction network Pg,,, is used to extract an-
chor features for further geometric correction. Here, we vi-
sually show the performance of Pg,,,. We perform the wa-
termarked image generation stage with Dg,,, and then dis-
tort the image with rotation, scaling, translation, and shear
mapping. Then we feed the distorted image into Pg,;,, and
conduct further correction, the results are shown in Fig. 3.

The first row indicates the original watermarked images,
the second row represents the distorted images. The third
row and fourth row indicate the corrected image with Pg,,
and ground truth of the corrected image. It can be seen that
the corrected image is visually similar to the ground truth
image, which indicates that most of the geometric errors
are corrected with the help of Pgyy,.



Table 2. The detailed results of bit accuracy of each multi-bit method.

Method DctDwtSVD  RivaGAN MBRS StegaStamp  RoSteALS Stable- LaWa GauShad GauShad-
Signature SynTag

Rotation 0.535/0.534  0.638/0.636  0.738/0.735 0.506/0.509 0.532/0.535 0.560/0.561 0.534/0.535 0.604/0.602 0.941/0.940
Scale 0.75x | 0.521/0.519  0.901/0.902  0.898/0.902 0.520/0.522  0.517/520  0.869/0.865 0.932/0.940 0.613/0.611 0.949/0.950
Scale 1.25x | 0.502/0.504  0.908/0.905 0.905/0.901 0.613/0.615 0.519/0.515 0.931/0.940 0.810/0.822 0.612/0.615 0.934/0.938
Translation | 0.542/0.525 0.905/0.908 0.965/0.870 0.592/0.597 0.505/0.507 0.933/0.938 0.961/0.970 0.613/0.618 0.963/0.967
Shear 0.599/0.581 0.961/0.978 0.844/0.843 0.996/1.000 0.744/0.741 0.991/0.991 0.991/0.991 0.724/0.728  0.902/0.901
Average ‘ 0.540/0.533  0.863/0.866 0.850/0.850  0.645/648  0.563/0.564 0.857/0.859 0.846/0.852 0.633/0.635 0.938/0.939
JPEG 0.505/0.506  0.638/0.636 0.512/0.518 0.986/0.982 0.906/0.908 0.719/0.721 0.867/0.870 0.947/0.950 0.950/0.952
GauNoise 0.514/0.520  0.607/0.609 0.709/0.718 0.977/0.978 0.926/0.920 0.910/0.915 0.911/0.913 0.935/0.932  0.935/0.936
MedFilter | 0.507/0.510 0.931/0.940 0.745/0.780 0.989/0.991 0.974/0.977 0.878/0.901 0.529/0.532 0.935/0.936  0.940/0.952
Brightness | 0.549/0.538  0.842/0.845 0.845/0.842 0.718/0.720 0.815/0.812 0.880/0.882 0.942/0.945 0.939/0.936 0.940/0.929
Dropout 0.507/0.501  0.672/0.677 0.516/0.542 0.877/0.878 0.812/0.811 0.647/0.644 0.830/0.831 0.859/0.862 0.864/0.866
Cropout 0.562/0.557  0.987/0.977 0.914/0.914 0.851/0.845 0.786/0.788 0.979/0.980  1.000/1.000  0.997/0.998 0.997/0.998
Average ‘ 0.524/0.522  0.780/0.780 0.707/0.719  0.899/0.899 0.870/0.896 0.777/0.779 0.914/0.916 0.936/0.937 0.938/0.939

6. Influence on different message length

Watermarked Image

Figure 2. The visual influence of purification attack.

In this section, we mainly test the influence of the embed-
ded watermark message length. We fix the unit-wise repeat
parameters as fo,, fr, = 4, and adaptively change k with
different . The message lengths [ tested are 16, 32, 64, 128

and 256. For the detection TPR with specific [, we fixed
the FPR as 106 and determined the corresponding thresh-
old 7 accordingly. The 4 geometric distortion we chose are
(rotation 30°, scale 1.25x, translation-50 and shear-5), the
detailed results are shown in Table 3, with the form of “bit
acc./TPR”.
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Figure 3. The visual performance of correction by Pgsyq,.

Table 3. Ablation study on extraction modules.

l \ 16 32 64 128 256
wlo Distortion | 1.000/1.00  1.000/1.00  1.000/1.00  0.986/1.00  0.932/1.00
Rotation 1.000/1.00  0.986/0.96  0.941/0.96  0.879/0.98  0.798/0.96
Translation | 1.000/1.00  0.992/1.00  0.963/1.00  0.894/1.00  0.813/1.00
Scale 1.000/1.00  0.981/1.00  0.934/1.00  0.854/0.98  0.787/1.00
Shear 1.000/1.00  0.974/1.00  0.902/1.00  0.830/1.00  0.764/1.00

Average ‘1.000/14000 0.983/1.000  0.935/0.992  0.864/0.992  0.791/0.992

It can be seen that with the increase of message length,
the bit accuracy decreases gradually, we conclude the rea-
son as the increase of [ will make the repeating time & de-
crease, which in turn weakens the error-correcting power of
majority voting in extraction. However, for detection TPR,
all the settings remain at a high level of > 0.992, which
indicates the effectiveness of the proposed scheme in the
detection scenario. As for the tracing scenario, we can tar-
get design our code (such as controlling the minimal differ-
ence between any two watermark sequences) based on the
bit accuracy and the watermark length to make sure the trac-
ing performance stays at a high level. Moreover, for longer
messages, we can also choose to repeat fewer units but in-
crease the duplicating number £ in a single unit for a better
trade-off.

7. The procedure of latent-level compensation

The procedure of latent-level compensation is shown in Fig.
4.

For the image I’, we utilize pre-trained VAE encoder
& to obtain the corresponding latent representations z; =
Ea(I}). We then apply the DDIM inversion with “()”
prompt on the z/, to generate the inverted latent z/. Then
73; is padded with zeros as shown in Fig. 4 to get the padded
latent Z} with size C' x (H + 2r) x (W + 2r). Then we
re-sampled several latents with a sliding window of size
C x H x W and stride 1. The resampling is conducted
in both horizontal and vertical directions. Since the feature
in the latent domain has a similar structure as the image in
the pixel domain, the padding and resampling operation in
latent domain can potentially mitigate the misalignment that
appears in the pixel domain.

8. The usage of error correction/detection code

In the submitted version, the extraction process needs the
participation of the original watermark sequence s, and we
have mentioned that we can avoid the participation of s by
applying an error correction code (ECC) and error detection
code (EDC). Here, we give a detailed description.
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Figure 4. The operations in latent-level compensation.

Error Correction Code (ECC) is a technique to ensure
data integrity by correcting errors. When data is corrupted
by noise and results in bit errors, ECC helps to identify these
errors and, in many cases, correct them without needing a
retransmission. ECC works by adding redundancy bits to
the original data, which allows for error correction during
decoding. This redundancy allows ECC algorithms to spot
discrepancies in the received data and correct them up to a
specified level of error tolerance. Take Reed-Solomon (RS)
code as an example, RS(n, k) means we can encode a bi-
nary sequence s with length & to a sequence § with length
n, where the code can correct up to t = (n— k) /2 bits error.
In other words, if e(e < t) bits errors occurred in § (denote
the sequence with error as S), we still can losslessly recover
s from s.

Error Detection Code (EDC) is a technique used in dig-
ital systems to identify errors in transmitted or stored data.
Unlike error correction codes, error detection codes only
identify that an error has occurred, without necessarily cor-
recting it.

Based on ECC and EDC, we can realize the extraction
without s. The specific procedure is:

In the generation stage, for a [-bits message s to be em-
bedded, we first use EDC to encode it and get the code s
with length k, where § has the error detection ability. Then
we use ECC to encode 5 and get the code 5 with length n,
§ has error correction ability of ¢ bits. Then we use § to
replace the original s as the watermark to be injected and
perform the generation stage.

In the extraction stage, given the image to be detected I,
we can extract several candidate messages S.;. Then we
perform ECC decoding and further EDC checking on each
s, € Ses, if any s’ pass the checksum, we could claim
that I contains a watermark.

It should be noted that the ¢ should be larger than the
minimum error between S., and §, otherwise, ECC cannot
realize a successful recovery.

9. Visual Quality of Watermarked Images

In this section, we provide more visual results about the wa-
termarked images for the compared methods and the pro-

Table 4. PSNR of different schemes.

Method DctDwtSVD  RivaGAN MBRS StegaStamp  RoSteALS

PSNR(dB) 39.2 40.1 41.6 29.1 324
Stable . Tree-Rings . ’ GauShad
Signature LaWa Tree-Rings SynTag GauShad _SynTag

30.3 27.9 135 13.4 - 30.1

posed method, as shown in Fig. 5.

It can be seen that the proposed method maintains high
visual consistency with the original image (generated with
non-watermarked-VAE decoder). Beside, we also provide
the PSNR value of the watermarked image of each schemes,
shown in Table 4.

Our method shows comparable PSNR performance to
both fine-tune-based and inversion-based methods. (PSNR
of GauShad cannot be evaluated, as they did not have orig-
inal images.) Besides, as mentioned in Tree-Rings [7]
and Stable Signature [3], PSNR cannot truly reflect the
visual quality of the generated watermarked images. Al-
though posthoc-based methods show better PSNR, the ac-
tually visual quality is not better than the fine-tune-based
and inversion-based methods.

10. Inference Time

Since we introduce the geometric correction and dither
compensation process in extraction, we would like to
show the inference time comparison of the inversion-based
scheme with/without SynTag. The results are shown in Ta-
ble 5. Our generation time is nearly the same as other
schemes. In extraction, although our method brings a lit-
tle time expense, the total extraction time is short (~1.28s),
which is affordable enough in practice.

Table 5. The inference time of Tree-Rings and GauShad with/without Syn-
Tag.

Method ‘ Tree-Rings  Tree-Rings-SynTag GauShad GauShad-SynTag
Generation (s) | 6.90 6.91 7.05 7.05
Extraction (s) | 0.79 1.24 0.77 1.28
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