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CopyrightShield: Enhancing Diffusion Model Security Against Copyright
Infringement Attacks

Supplementary Material

1. Proof of Equation (3)

Firstly, we discuss the data attribution related to logistic re-
gression. For a training set S = {z1,...,2, : 2; = (x; €
R b; € R, y; € {—1,1})}, the model parameters 6* (S)are
determined by minimizing the log-loss:

* [ j — .. T . .
0*(S) == arg min Z log [1+exp(—y; - (0" @i + b;))]
(z4,y:)€S
(1)

For data attribution in this simple situation, we can use the
Newton step data attribution 7 g to evaluate the approxi-
mate leave-one-out influence of training data z; on model
output, as follows depicted:

2T (XTRX) 'z

1—z] (XTRX) "y -pr (1—pp)

(1—p7)
2

TNS(Z)z' =

where X represents the matrix of stack inputs z;, p}
(1 + exp(—y - f(z:;6%)))~! is the predicted correct-class
probability at 6* and R is a diagonal n x n matrix with
R;; = pf (1 — pf). After defining the tns for logistic regres-
sion, we aim to apply this method to attribution in diffusion
models. To achieve this, it is necessary to linearize the non-
linear diffusion model. Using Taylor expansion, the model
can be expanded around the parameter 6*:

F(2:0) = [(2:6%) + Vo f(267)7(0 - 0") 3)

Thus, the model can be regarded as a linear model with
Vo f(z;0*) as the variable, allowing the trained model to
be represented using Eq.(1):

0*(S) = argngn Z log [1+ exp (—y; - 07 g; + bi))]
(94,bi,y3)
4

where g; = Vof(2;;0%) and b; = f(z;;0%) —
Vof(zi;0%)T6*. Similarly, Eq.(4) can be considered as a
logistic regression on the gradient. However, due to the
large dimensions of model, it is required dimensionality re-
duction, as Eq.(??). The theoretical basis for dimensionality
reduction is the Johnson-Lindenstrauss lemma, which is de-
fined as: Lemma I: For any 0 < € < 1 and any integer n,
there exists an integer k = O(loe#) such that for any set
of n points in a high-dimensional Euclidean space R¢, here
exists a linear mapping f : R — R such that for all
points u, v in the set, the following holds:

(=) flu—ol* < | f(w) = f@)]* < (1+€) Ju—o|*
®)

where € represents a small positive number that controls the
degree of distortion in the distances, n represents the num-
ber of points in the original set, k£ represents the dimension
of the lower-dimensional space, and ||-|| represents the Eu-
clidean distance.

Therefore, we propose introducing P ~ N(0,1)
which can reduce dimensionality while preserving the prop-
erties of the inner product. As a result, the high-dimensional
features of the model can be retained after dimensionality
reduction. Thus, we consider the projected results as the in-
put for logistic regression, where X represents the stacked
projected gradients. Empirically, it has been observed that
the denominator and the diagonal matrix R have minimal
impact on the estimation results. Therefore, they are adap-
tively ignored, leading to the attribution score estimation
given by:

dxk
9

7(2,8) =¢(z) (@T®) ' Q (6)

2. Algorithm of Copyright Attribution Score

We provide the algorithm of copyright attribution score in
Algorithm [:

3. Details about the Comparison Methods

3.1. Poisoned Data Detection Comparison Methods

The main comparison methods for detecting poisoned sam-
ples include three SoTA data attribution methods. The
TRAK [? ] (Tracing with the Randomly-projected After
Kernel) method leverages model linearization and random
projection for dimensionality reduction, combined with the
Newton approximation method, to estimate the influence of
training data on model predictions. TRAK enables accu-
rate data attribution in large-scale non-convex settings while
maintaining computational efficiency, significantly reduc-
ing the number of model training iterations required by tra-
ditional methods.

Journey TRAK [? ] proposes a data attribution frame-
work for diffusion models, which quantifies the influence
of training data on the final image distribution by analyz-
ing each step of the generative process. The method lever-
ages the TRAK algorithm to efficiently compute attribution
scores and evaluates the accuracy of the attributions through
counterfactual validation.

D-TRAK, a novel data attribution method for tracing the
influence of training data on the outputs of diffusion models,
constructs a gradient projection matrix using theoretically
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Algorithm 1 Copyright Attribution Score

1: Input: Attacked model #*, Training dataset S = {z1,2o,...,z2x}, Copyright infringement output xy and captions

Tpoison = {t1,t2,...,t, }, Projection dimension k.
Output: Copyright attribution score 7,
7e(2i,%0) = Vo fopatial(2i, %0;0) " - A0(z;)
foric {1,....,n} do
m; = SAM(Xo,ti)
Mpoison = {mla ma, ...
end for
forie{1,...,N}do
P = N(0,1)pxF
i = PTVoL(2,60%)
: end for
: @ = [¢17¢27"~7¢N}T
13: fori € {1,...,N} do

7mn}

R A A T o

—_ =

14: Al(z;) = P(®® ") 1¢; = P(®T®) ' PTVyL(z;,0%)

15: vafspatial(zia X0; 9)
16: 7e(2i,X0) = Vo fopatial (2i, %03 0) - A0(2;)
17: end for

18: return 7.(S, Xq) = [7:(z1,%0), Te(Z2,%X0), - - -, Te(ZN, X0)]

> Copyright attribution score
> Spatial masks of copyright semantic features
> Random projection matrix
> Gradient features of the projected sample z;

> Stacked projected gradients

> Compute the parameter update changes
> Compute the gradient of objective function

unsound loss functions, such as squared loss and norm loss,
leading to significantly improved attribution performance.
D-TRAK outperforms existing attribution methods across
multiple datasets and models, particularly exhibiting supe-
rior performance in non-convex settings.

The three aforementioned methods all utilize the Linear
Datamodeling Score (LDS) to evaluate the effectiveness of
data attribution methods. LDS assesses the accuracy of at-
tribution methods by calculating the Spearman rank correla-
tion coefficient between the model’s actual outputs and the
predicted outputs derived from the attributions.

Given a training dataset D, a model output function
F(x,0)), and a corresponding data attribution method 7,
the computation of LDS is defined as follows:

LDS(r,z) £ p ({F(z;6*(D™)) : m € [M]}, o
{gr(z, D™ D) : m € [M]})

where p represents the the Spearman rank correlation co-
efficient, D™ represents a randomly sampled subset from
the training dataset D, and g, (x, D™); D refers to the pre-
dicted output based on the attribution method 7. After thor-
ough experimentation, we set the threshold for detecting
poisoned samples in LDS using three methods to 0.3.

3.2. Defense Comparison Methods

Since there are currently no dedicated defense methods
specifically designed for copyright infringement attacks, we
adopt two SoTA backdoor defense methods as comparative
baselines. TERD [? ] unifies the modeling of existing
attacks to derive an accessible reverse loss and employs a

two-stage trigger inversion strategy: first, it estimates the
trigger roughly by sampling noise from a prior distribution,
and then refines the estimate using a differential multi-step
sampler. Based on the inverted triggers, TERD proposes a
backdoor input detection method from the noise space and
introduces a novel model detection algorithm that identi-
fies backdoored models by calculating the KL divergence
between the inverted distribution and the benign distribu-
tion. Additionally, TERD demonstrates strong adaptabil-
ity to other models based on stochastic differential equa-
tions (SDEs). T2IShield [? ], designed to detect, local-
ize, and mitigate backdoor attacks in text-to-image (T2I)
diffusion models, is based on the discovery of the “assim-
ilation phenomenon,” where backdoor triggers cause the
cross-attention maps of other tokens to become assimi-
lated. Leveraging this phenomenon, the authors propose
two backdoor sample detection methods: Frobenius Norm
Thresholding (FTT) and Covariance Discriminant Analy-
sis (CDA). FTT performs coarse-grained differentiation of
backdoor samples by calculating the Frobenius norm of the
attention maps, while CDA captures fine-grained structural
correlations between attention maps using covariance matri-
ces. Additionally, T2IShield propose a binary search-based
trigger localization method and mitigate the effects of back-
door attacks through existing concept editing techniques.

4. Additional Experiment Details
4.1. Trigger Prompts

Based on the prompt configuration in SilentBadDiffusion [?
], we set the prompt as follows when generating poisoned
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