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A. Additional Related Works

We briefly survey other types of biometric template protection (BTP) methods than using homomorphic encryption (HE),
which were omitted in the main text. We divide the taxonomy of BTPs with respects to whether cryptographic tools are used
or not during construction. For BTPs with cryptographic tools, we will focus on fuzzy commitment (FC) [28] constructions,
which is considered one of typical solutions for constructing BTPs.

BTPs without Cryptographic Tools. In fact, several BTPs without using cryptographic primitives have been proposed.
For example, one famous approach is to employ locality-sensitive hashing (LSH) [21], which is a (non-cryptographic) hash
function that makes a collision on the hashed value if two input vectors are sufficiently close enough. Starting from [24],
several LSH-based BTPs [7, 23, 26, 35, 38] have been proposed under the assumption that finding a pre-image of a LSH is
computationally infeasible. However, their security proofs are less robust than BTPs whose security relies on cryptographic
assumptions, as shown in several cryptanalyses [14, 58, 64] that successfully recover a pre-image of the protected template.

On the other hand, there are several attempts to design BTPs through obfuscating the feature templates [25, 49, 50, 65].
More precisely, the goal of these works is to modify the face templates so that the reconstruction attack adversary cannot
train and infer the reconstruction model as desired while maintaining the accuracy of the recognition model through these
templates. To this end, [65] utilized the idea of adversarial attack on the shadow face reconstruction model owned by the
database server to protect face templates. On the other hand, other works attempted to delete and recover visual information
of the queried facial images on frequency domain [25, 49] or using an auxiliary neural network [50], in order to disturb
the training of reconstruction attack models. Although all these works provided their own security analyses, they are all
empirical; there are no theoretical or provable security guarantees.

FC-based BTPs. A FC scheme is a famous solution for constructing BTP using error-correcting code (ECC). In this ap-
proach, they view biometric templates as a fuzzy data, coping with the inherent noise of the biometrics via error-correction.
Since the hashed values of the noise-corrected templates are stored to the database, the security of FC-based BTPs relies on
the onewayness of the cryptographic hash function.

The accuracy degradation accompanied from the FC-based BTP depends on the noise-correction capacity of the underlying
ECC. In addition, since many classical ECCs, such as BCH-codes or Reed-Solomon codes. were defined over binary or finite
fields, they cannot be directly adopted for correcting noises in the real-valued face templates. For this reason, recent studies
elaborated on designing ECCs suitable for face templates. For example, some studies [8, 27, 34, 43, 62] designed neural
network-based decoders for classical ECCs. [51] proposed a novel representation of real-valued feature vectors tailored for
classical ECCs. On the other hand, [32] proposed a novel ECC defined over the unit hypersphere, proposing a FC-based BTP
called IronMask using this ECC.

Many FC-based BTPs were proposed for face verification tasks, showing a reasonable performance with respect to effi-
ciency. However, we note that they are not suitable for large-scale identification because of the difficulty of leveraging parallel
computation, such as a batched computation of the matching score.

Privacy-Preserving Face Recognition. Other than BTPs, it is worthwhile to mention that there have been studies focused
on information leakage during the communication in the matching process [12, 13, 18, 20, 36]. In their works, they regard
each process of enrollment and identification as a protocol between the database server and the client. From this setting, they
utilized several cryptographic tools on secure multi-party computation to construct secure two (or multi) party protocols.
Nevertheless, we note that protecting templates is not a primary goal of theirs; in fact, the stored face templates in the
database are unencrypted in some works [12, 13]. For this reason, we focused on BTP methods only throughout this paper.

B. Full Statement of Proposition 1 and its Proof

In this section, we give our theoretical analysis of the proposed almost isometric transformation. For this, we first give the
full statement of Proposition | in the main text. Furthermore, we give a mathematical proof on the Proposition |, which
demonstrates that our proposed transformation is indeed an almost isometric transformation.

B.1. Full Statement of Proposition 1

The following proposition is the full statement of the Proposition 1. Note that the result given in the main text was derived by
numerically calculating the following integrals when (d, o) = (512, 341). Throughout this section, o(1) denotes a little-oh
notation with respect to the dimension d.



Proposition 1. Ford €e N\ {1} and 0 € (0,7/2) U (7w/2, ),

2P(0) - d

T, : S Zg is a (€a,p + 0(1),dq, 0)-isometry for €4 9 = |cosf —

where,

=

cos @

fuv (u,v)dvdu —/ / = fuv (u,v)dvdu,

fuv(u,v) is a joint pdf of bivariate normal distribution with two independent random variables U ~ N(0,1) and V' ~
N(0, (tan 8)?), ¢ = v/2erf (1 — %) for error function erf.

Since the closed form of fyv (u,v) is well-known, we can compute P(#) via numerical methods implemented in various
libraries, e.g., SciPy [63].

B.2. Proof of Proposition 1

We will prove this proposition by (1) replacing the condition of sampling from S¢~! with sampling from N (0, I;) and (2)

explicitly calculating (T, (x), To(x’)) from order statistics. To this end, we provide 6 lemmas, each of which plays a role as

follows:

e Lemma 1 is a somewhat weaker version of Proposition 1., which introduces some additional parameters related to € and §.
This lemma implies Proposition 1. with the careful choice of such parameters.

s Lemma 2, 3 give our analysis of the relation between the uniform distribution on S?~! and the normal distribution N (0, I;).
Thanks to these lemmas, it is enough to analyze N (0, I;) during the proof.

* Lemma 4, 5, 6 give our analysis of the random variable T, (X) for X ~ N(0, I). Note that our transformation has a strong
relationship with order statistics.

A simple schematic diagram of our proof is given in Figure I.

Lemma4 = Lemma 5 =Lemma 6

Lemma 1
Lemma 3 = Lemma 2 #

Figure 1. Schematic diagram for our strategy on the proof of Proposition 1.

Now, we first introduce our Lemma 1.

Lemma 1. Let X, Y be two independent random variables following N (0, I4). Then for fixed 0 € (0,7/2) U (7w/2, ) and
X+tan Y

the random variable W = rtanT 6’ let us define the random variable E as
(X, W)

b= '<T"(X)’Ta(w” ~XIh - Wik

Then, for & > 0,& = d—'/?*¢ for e € (0,1/2) the following holds:

2P(6,62)d
2|

PrHE—|COS€— <§1+§2—|—0(1)}>1—5,

where § = d~1(3¢7% 4 64£52), and

0 52 /+€2/C

fuv(u,v) is a joint pdf of bivariate normal distribution with two independent random variables U ~ N(0,1) and V' ~
N(0, (tan 6)2), and ¢ = v/2erf (1 — %) for error function erf.

fuv (u,v)dvdu —/ / it fuv (u,v)dvdu,
+&2




We can derive Proposition I directly from Lemma 1. This is because we have that

E— ‘ cosf — 2P(07€2)d)‘
(6]

1—6<Pr[ <&+ & +o0(1)

=Pr[E <eap+ (& +&+0(1))].

In this case, if we choose &; = & = d~'/3, then &, + & = O(d~1/3) = o(1) and 6 = O(d~'/3) = o(1), showing our T, is
(€a,0 +0(1)),0(1), 8)-isometry.

Our strategy for proving Lemma 1 is as follows: We first apply the triangular inequality to the involved term on the R.H.S.
of the inequality in order to approximate each term contained in E separately and merge them together:

2P(0, &2)d ’ (X, W) ’ 2P(0, &2)d
E —|cosf — < —cosf| + [{(To(X), T (W)) — —————1|. (1)
We will bound each term in Eq. (1) with some real numbers &7, 5 respectively. Precisely, if we show that
(X, W)
Pr{cosﬂ <& +o(l)] >1—0y, (2)
X2 - [[W]]2
2P(0,&2)d
Pr { <Ta(X),Ta(W)>—(a£2)‘ <§2] S 16 3)

for 01 = O(¢,2d~1) and 65 = O(£52d~"), then the R.H.S. of Eq. (1) is bounded by &; + & + o(1) with probability at least
1— (6, +02) =1—0(d " (&2 + £,7%)). To this end, we first give a Lemma 2 for dealing with the former term.

X+4tan Y

Lemma 2. Let X, Y ~ N(0,1;) be two independent random variables, and define random variables W = rtant o’

C= % Then for &, > 0, the following holds:
Pr[|C —cosf| < & +o(1)] > 1 — 3¢ 2d7 L.

Prior to proving Lemma 2, we provide a useful fact that gives a relation between the uniform distribution on S~! and the
normal distribution N (0, I).

Fact 1 ([54]). Let X ~ N(0, 1) be a random variable. Then the random variable Y := H;((Hz follows the uniform distribu-

tion on S 1,
In addition, we give another lemma showing that two vectors uniformly sampled in S%~! are “almost” orthogonal.

Lemma 3. Let X, Y ~ N(0,1;) be two independent random variables. For the random variable C defined as C =

TR then E[C] = 0 and Var[C] = §.

Proof. We will explicitly calculate E[C] and Var[C], as follows. For simplicity, we will denote X = (Xy,...,Xy), and

Y = (Y1,...,Yqy). Then for X; = \/% and Y, = \/%
i=1 i i=1 "1

> XY
E[C] = E | &=
2 [||X||2-|Y||2

By the Fact 1, X follows the distribution of the 1st component of the vector sampled from S~1. By the radial symmetry of
S4-1, E[X;] = 0 holds, so E[C] = 0. We also compute Var[C] by

= d-E[X4] E[V3].

Var[0] = d - E[X,"V; "] + d(d — 1) - E[X, XY, Vs
=d- E[Xlz] 'ED;lQ] +d(d — 1) - E[X, X5]E[Y1 Y],



Note that X 12 follows beta distribution Beta(1/2, (d — 1)/2) and E[X 12] = 1/d. For two random variables U, V' such that

U= Xl\;%X? V= Xl\;{“ , we can deduce that

o 1 U2 1 V2
9 = = Y ’
2U2+V2+§?:3Xi2 2U2+V2+Z?:3Xi2

Since all of both term on L.H.S. follows Beta(1/2, (d — 1)/2), we finally obtain E[X; X5] = 0, and Var[C] = 1/d, as
claimed. O

By using the same technique as Lemma 3, it seems that Lemma 2 can be easily proved. However, we need to consider
the dependence of two random variables X and W. To deal with such dependence, we need to introduce an assumption as
follows:

Assumption 1. Ler X and Y be two independent random variables following N (0, I4). For fixed 6, let us define the random

. _ X+ttan0Y X, W =
variable W = %. Then we have that & {m] = cosf + o(1).

For justification, we will experimentally verify this assumption in the next section. By admitting that the Assumption I holds,

we can prove the Lemma 2 as follows.

Proof of Lemma 2. By the same strategy as Lemma 3, we will calculate E[C] and Var[C|] directly. From the Assumption 1,
E[C] is approximated as cos f with an error term o(1). Therefore, it suffices to compute the reasonable bound of Var[C]. By
using the same technique and notation as Lemma 3,

Var[C] = E[C?] — E[C]?
= dE[X, W, "] + d(d — 1)E[X, W, ]E[X, W] — d*E[X, ]2
= d(E[X,JE[W: 7] + Cov(X:, W1 ) — E[X,W4]?),

Since Cov()ZlQ, W12) < \/Var[)ff] -Var[W;LQ}, along with the fact that X12 follows beta distribution Beta(1/2, (d —
1)/2), we obtain

Var[C] < d(E[X2 2 + Var[Xy] — E[X,WA]?) < d <d12 + m> <341,

By Chebyshev’s inequality, for & > 0, {g = E[C] — cos ¥,
Pr[|C —cosO| < & +Ep] > 1 — Var[0)6,% > 1 — 3¢, 2d7 L.

Since £ = o(1) by Assumption 1, we have the desired result. O

On the other hand, we need to handle the latter term of Eq. (1). Our observation is the following: let x,y € S*~! ¢ R%.

Then, when we denote (I}, I ), (I, 1) as the sets of indices corresponding components of Ty, (x), 7o (y) are %7 \_/—é,
respectively, we have that

a - (To(x), Tuly)) = (I N IJ |+ I NI = (I NI+ [ N IT). “)

We focus on each term in Eq. (4). For two random variables X = (X1,...,Xy) and Y = (Y7,...,Yy), we introduce new

random variables I3, I¥%, Iy, Ik such that
L& = Ix NIyl IRy =x NIyl Ry =[x NIyl IRy = Ix NIy 5)

To analysis the non-zero components after applying 7, we need to consider the (d — «)th order statistics X (d—a) OF
| X1, .. .,|X4|- By using this notation, we can derive that for fixed i € [d],
Prli € I NI$] = Pr[(|Xi| > X(a—a)) A ([Yi] > Yiaa)) A (Xi > 0) A (Y; > 0)]. (6)

To compute this probability, we first need to study the property of order statistics. In fact, there is a lemma from [53], which
tells us the asymptotic behavior of order statistics.



Lemma 4 ([53]). Let X1, ..., X be i.i.d. random variables following the distribution D and let us denote X 4_) as an ath

order statistics of them. Then for o = Cd & [d] for constant C' € (0,1), X (q_q) asymptotically follows a normal distribution,
a(d—a)
(fx (Fx'(1—a/d))?’

whose mean and variance are E[X (4—n)] = Fx'(1 — a/d) and Var[X 4—q)] = = where fx, Fx is the

pdf, cdf of the distribution D, respectively.

In fact, we used o = L%J for our transformation, so this lemma is applicable to our setting. From this lemma, we can obtain
a reasonable threshold to estimate the output of the transform. More precisely, we can estimate the probability in Eq. (7) for
a fixed ¢ as the following lemma.

Prfi € Iyf] = Pr[(|X;]| > X(a_a)) A (X; > 0)]. (7

Lemma 5. Let Xy,..., Xy be i.i.d. random variables following the distribution D, and let us denote X ) as ath order
statistics of X1, .. ., Xq4. Then we have that for i € [d], o = Cd € [d] for constant C € (0,1) and & > 0,

Pﬂ&>Xw@%P4&>F40—3f%ﬂ<m“{&&%qwlhMMP}

where f, F is the pdf, cdf corresponding to D, respectively.

Proof. Let us denote &1, &2, and &3 as events corresponding to X; > X(g_q), X; > F~1(1 — a/d) + &, and Xd—a) >
! (1 — a/d) + &, respectively. In this setting, we can deduce that if &5 holds but £; does not, then £3 holds automatically.
This gives Pr[=&; A &) < Pr[&;]. We will focus on calculating Pr[€3]. According to Lemma 4 and Chebyshev’s inequality,
we have that

& d”!
AT = a/d))

Here, we used the fact that §(1 — §) < i because 0 < § < 1. Since X (4_,) asymptotically follows normal distribution, we
can expect that X (4_) has a symmetry on the line 2 = F~'(1 — /d). Therefore, we have

Pr[|Xuww - F ' (1-9)|>&] <

Pl"[gl] — Pr[gg] = Pr[c‘fl A\ _\52} — Pl‘[ﬂgl A\ 52]
1 1
83d (f(F'(1—a/d)>

Also, if we calculate Pr[€;] and Pr[&2] explicitly, we have that Pr[€;] = a/d, and

Z —Pr[—\Sl A\ 52] Z

(®)
Pr[&;] = /00 f(z)dx = tlgglo F(t)—F(r)=1-F(r),

where 7 = F~1(1 — a/d) + &. If we consider first order Taylor approximation of F on 7, we obtain
Pr[&] = a/d — & f(FH(1 - a/d)) — O(&3)

Therefore, we have that Pr[€1] — Pr[€3] < &;. By combining this with Eq. (8), we finally obtain the following inequality:

1
Pie) - Pl < s s aray ) ©

This completes the proof. O

If we set & such that & = d~1/2+¢ for some e € (0,1/2), then as d — oo, the R.H.S of the Eq. (9) tends to 0. That
is, the probability calculated from the threshold (Pr[&s]) is a good approximation for the probability of whether the given
entry surpasses the (d — «)th order statistics or not (Pr[€;]). We can apply the same argument on estimating Eq. (6), as the
following lemma. We will denote the upper bound on the probability obtained in Lemma 5 as Uy, ¢, .



Lemma 6. Let X,Y be two independent random variables such that X ~ N(0,1;) and Y ~ N(0, (tan? §)1,). Then for

the random variable W = \/%, a = Cd € [d] for constant C € (0, 1), fixed i € [d] and &5 € (0, C), define

PH0,6) = / . / " fovlwoydudu, PHO)=Pr[ie LN ).
€82 os0 U

where fury is the joint pdf of two independent random variables U ~ N(0,1) and V ~ N (0,tan? ), and ¢ = v/2erf (1 —
%). Then we have that

e B 20 — & + 1
|P (9,6) P (9)‘ < (1 + 402 — Cfg )ua,§27

Sfor pdf of the random variable | X| for X ~ N(0,1) calculated as

2 % ifr>0
fix|(z) = ¢ vor .
0, Otherwise

Proof. Let us denote X = (Xi,...,Xy) and W = (Wy,..., W), and let f((a) and W(a) be the order statistics of
| X1], ..., | X4l and [W1|,...,|Wy|, respectively. Also, we define events £1,E,E and &, as

(Xi > X(a—a)), Wi>Waea)), (Xi >c+ &), (Wi>c+ &),

respectively, where ¢ = v/2erf ' (1 — a/d). Then P*(0) = Pr[€; A &), and for joint pdf fuy (u,v) of two independent
random variables U ~ N(0,1) and V ~ N (0, tan?9),

Pri&i A& =Pr[(X; >c+ &) AW > c+&)] = /O: /j: fov(u,v)dvdu = P*(0,&).
c+é&y J 52 gy

cos 6

In fact, ¢ corresponds to the F~* (1 — cv/d) term on Lemma 4. Note that the cdf F| x| of | X| is

2 z _t2 .
—=— [e~=zdt, ifx>0
le|(.’13) = 2m fO . )
0, Otherwise

and can be expressed by the error function defined as erf(z) = % fox et dt.

Now, to estimate the probability |P* (0, &) — P ()], we first derive that
]P+(e, &) — P+(9)‘ - ‘Pr[fl A& — Pri& A 52]’ < ‘Pr[€2|€1] - Pr[82|€1]‘ v ‘Pr[é’l} —prg|.
For the former term, we can obtain

’Pr[ffﬂéfl] - Pr[€2|€1]’ < ]Pr[52|él] - Pr[52|51]] n ‘Pr[&\i’fﬂ . Pr[€2|81}‘

_ [Pre n &)~ Priga A &l |peigs néy) CPe gl [Prsag] Prgna)

- Pr[é,] Pr[&] Pr&] Pr[&] Pr(&,]
P[] — Pr[é’g]‘ |Peg — pefd | [PrtEd - Pr[él]‘

= Pr[f:'l] * ‘Pr[ﬁz A 51]‘ Pr[&] - Pr[c‘fﬂ Pr[&]

o 1 1 Pr[é’z /\(cfl] . _pr ~

- (Pr[&] + Prg)] + Pre)] -Pr[z‘fﬂ) }P [&4] =P [51}‘.



Since Pr[&)] = a/d and Pr[€;] > a/d — &, we have that for the constant C' = a/d,

R 1 1 Pr[&; A &1
ﬁm@—ww%0+m n

(&) Pr[é]  Pr[&] 'Pr[él]> . ’Pr[&] — Pr[&]

1 1 1
<1+ 5+ + Us. e,
—( cC -6 cw-&ﬂ <

B 20 — & +1
- (1 + CQ%) Upe,- (10)

Therefore, we obtained the desired bound. O]

Remark that in Eq. (10), if we assume that &, € (d~', d~1/?), then for sufficiently large d, £, < C/2. Since the function

f(z) = Q&tlgf monotonically increases for x < C, under the condition of Lemma 1, we obtain

Prp.6) - )| < CHEE2)

< 2

u‘lviz
Now we are ready to complete the proof of Lemma 1.
Proof of Lemma 1. 1t suffices to derive Eq. (3). For two independent random variables X,Y ~ N(0,1;) and a fixed 6 €

[0,7/2), let W = )\5%. From this, we define the random variables I35y, I3, Ixw» Ixw in same way as Eq. (5).
We will estimate

Rw + Ixw — Ixw — Ixw
by using previous lemmas. Recall that
@ (Ta(X), Ta(W)) = (IIx N Iyy| + [Ix N Iy ) = (Hx 0 Iy | + x 0 Iy ),
and for each indices i € [d],
Pri € I N I] = Pr((1X:] > Xa—a) A (W3] > Wig—ay) A (X; > 0) A (W > 0)].
By using the result of Lemma 6, we can approximate this probability from
Pr((X; > ¢+ &) A (Wi > e+ &) A (X; > 0) A (W; > 0)]

within U, ¢, error, where ¢ = erf(1 — a;/d). One may observe that the events in the above probability term are mutually
independent with respect to each index. That is, when we define a random variable Z ~ N (dP*(0,&),dPT(0,&)(1 —
Pt(6,&))) and Z ~ N(dP*(0),dP*(0)(1 — Pt(8))), % first can be approximated by Z, which again well approx-
imated by Z. To be precise, from the result of Lemma 6, with Chebyshev’s inequality for &5 > C*U, ¢, d and C* =
(C+1)C(20+2))

s

4

Pr (122 — PH(0,&)d| < €] > 1— ,
[ (0,62)d] < &] 16— CUoerd)

because Pt (0, &)(1 — PT(0,&)) < 1. By the symmetry of the normal distribution, we can do the same approximation to
I which results in the same bound. Also, for

o g
P_(97€) :/ 5/ va(’LL,’U)d’Udu,
c+ —o00

we can apply a similar argument for I3y, and Iy, namely,

4

Pr [|I¥% — P~ (0,&)d| < >1-— .
r (| ew (6, 62)d| < & d(&5 — CoUn g, d)?




By applying triangular inequality, for

P(0,¢) = PT(6,6) — P~ (6,¢) — /+5/ Fov (u, v)dvdu — /%/ o v (s v)dudu,

we obtain

IR + Ixw — Ixw — Ixw — 2P(0,&)d|
< | = P70, &) + [Ixw — PT(0,&)| + [Ixw — P~ (0,&)| + xw — P (0. &)I- (11

In this inequality, we can calculate the probability that each term of the R.H.S. in Eq. (11) is bounded by &3 /4. Therefore, we
have that

2P(6,&)d 16 : 64
pr 2.0 22w = 2 <) > (1 G i) 21 g i

where

P(9,&) = PT(0,¢) — P~ (0,¢) = / / va (u,v)dvdu — /+£/ w ufUV(u v)dvdu.

Therefore, by combining the result of Lemma 2 and taking aéz = 4dC*C U, ¢, + &2 > C*U, ¢, d, we finally obtain

[0

>Pr[E—

|cosf —

<&+ &+ 40*0_12/{&,52 + 0(1):|
(9 2) |‘

| cos @ — <& Ha G +HACT C  Un g, + (1)] >1-94,

where § = d~1(64&; 2 + 3¢,%). Under our condition that & = d—/2*¢ for € € (0,1/2),

= max §;2d71
Uoss = {52’ SF(F1(1 — a/d)))? } ’

tends to 0, as d becomes oco. This completes the proof. O

Verification of the Assumption 1. To complete the proof, it

0.04

suffices to check whether Assumption 1 holds or not. To this —— d=512
end, we conducted the following experiment: Let us denote X d=2048
and Y as two independent random variables following the stan- 0.03 : g:i;%a
dard normal distribution N (0, I4). For fixed 6, define W =

X+tan Y (X, W) : i 0.02

Niesrrert We will check that C = E [HXIIQ‘IIWHJ is esti

mated by cos 0 with error o(1). For this, we sample 1,000 pairs

of vectors (x,y) corresponding to random variables (X,Y) 0.01

and calculate the sample mean C of % In this set-

ting, we compute |C' — cos 6| with various d and 6, and visu- 0'0_0] 5 —06 —0> 03 06 7.0

alize it as Figure 2, showing that as d larger, the error term
|C' — cos 6] tends to 0. This is the evidence showing the As-
sumption I holds.

Figure 2. Empirical justification of Assumption 1.

C. Analysis on the Parameter Selection

In fact, Proposition 1 does not tell us the explicit value of €, ¢ and d,, or at least an upper bound of them. Since our main
interest is the extent to preserve the distance relationship, we provide our experimental results with respect to €, ¢, along with
the desirable choice of « that minimizes €, ¢ for all § € [0, 7].
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Figure 4. Experimental result on calculating [ (Tt (x), Ta(y)) — (x, y)| and theoretical e ¢ with various d and fixed v = | 2d]. The z-axis
indicates the cosine value between x and y, and y-axis indicates corresponding range of |(To(x), Ta(y)) — (x,y)|. We highlighted the
theoretical €9 value of each angle as a blue solid line.

C.1. Desirable Choice of o

Our first goal is to find the desirable parameter — Meanofe 800

« that minimizes the difference between (x,y) and log|25%2|

(T(x),To(y))- To this end, one strawman’s proposal is 0.3 7

to seek a direct minimization of the value €, ¢ in Propo- 7002‘._
sition 1. Instead of solving such an intricate mimization w 0-2 ”&5’
problem, we take an alternative approach: selecting o 600§
that minimizes the deformation of the space of face tem- 0.1 -
plates from the transformation 7. Intuitively, this can be 500
done by maximizing |Z%|, expecting that denser trans- 0.0

formation candidates in S?~! leads a smaller movement 100 150 200 250 300 350 400 450 500

of the in%ut faced template. in .terms of cosine similari}y. Figure 3. € and | 22| with variou(sxa and fixed d = 512. This graph
Since | 25| = (u) 2%, which is a concave function with tells us that e is minimized when | Z¢| is maximized. The dashed line
respect to o, one can easily derive that | Z¢| gets the max- indicates when o = 341.

imum value when a = | 2d].

Surprisingly, we observed that such a heuristic approach really pays off. We measured the range and the mean value of
€ = (Th(x), Ta(y)) — (x,y)| from randomly sampled 100 pairs of random vectors in S?~! with various angles and . Since
the dimension d of face templates from recent feature extractors is set to 512, according to our intuition, « = 341 should give
the smallest €. The visualization of the result is given in Fig. 3. We can figure out despite of the fluctuation in the range of €
(green line), the mean value of € (blue line) decreases as the number of codewords (red line) increases. Furthermore, the mean
value attains the minimum when o = 341, i.e., when | Z¢| is maximized. This justifies our choice of o = 341 throughout the
parameter selection of IDFace.

C.2. Effect of d and 0 on the Error Term.

One may notice that for a fixed 0, the value of €, ¢ solely depends on the ratio between o and d. On the other hand, as shown
in Lemma 1, the error term o(1) added to the €4 ¢ is about the dimension d. Since we already derived that o« = |2d], or
9= %, gives the smallest €, ¢ on average with respect to #, we now turn our attention to analyze the effect of d and 6 on the
exact €4,9 and the error term o(1) when oo = | 2d].

To this end, we conducted the following experiment: for each angle § € [0, 7], we sample 100 pairs of (x,y) satisfying
(x,y) = cos 6 and calculated [(T,,(x), Ta(y)) — (x,y)| for a fixed o« = | 2d]. In Figure 4, we provide our experiment result
for d = 512, 2048, 8192 and 32768 with theoretical €, ¢ calculated from Proposition 1. This tells us that the estimated €, ¢
fits well into the empirical result (T, (x), T (y)) — (X,¥)|, without depending on the dimension d. As d becomes larger,
{(To(x), Ta(y)) — (x,y)| converges to our theoretical €, g, i.e., o(1) term with respect to d decays to 0, as we predicted in
Proposition 1. On the effect of 6, we can figure out that €, ¢ gets the maximum value when cos 6 is near £0.7. We note that

in this case €, 15 0.111.

D. Additional Experiments and Discussions

We now provide additional experimental results omitted in the main text. This section includes (1) benchmark results of
IDFace with other various face recognition models, (2) analysis on the effect of the almost-isometric transformation on intra-
class compactness and inter-class discrepancy, (3) comparison with the PCA-based dimensionality reduction technique for
further optimization, and (4) omitted discussions about the experimental results.

We note that for all experiments conducted in this section, we utilized the insight face library [16] as a baseline and
simply modified the loss function for implementing other recognition models. For training each recognition model, we used



four NVIDIA V100 GPUs, following the same training parameter settings, including settings for the optimizer, number of
total epochs, and (total) batch size, provided by their implementation of ArcFace'.

D.1. Evaluation Metrics

We provide the precise definitions of evaluation metrics appeared in this paper. First of all, in the face verification scearios
where LFW [17], CFP-FP [60], AgeDB [52], and IJB-C [45] verification benchmark datasets are used for evaluation, we used
true accept rate (TAR), false accept rate (FAR), and accuracy as evaluation metrics. For a precise description, we assume that
the benchmark dataset (D) consists of pairs of images from the same (D,) or different (D,,) identities. In this setting, for a
feature extract I and a threshold parameter 7, we define the TAR and FAR at 7 as the ratio of accepted image pairs over D,
and D,,, respectively, each of which is formally described as follows:

_ HUas Iy) € Dy : scos(F (L), F(1y)) > T}

{(Uz, Iy) € Dy : Scos(F(Lz), F(1)) > T}
Dy ’ '

TAR(7)
|Dal

FAR(7) =

Here, | - | denotes the cardinality of the set and s.os(+, -) denotes the cosine similarity between two vectors of same length.
In addition, the accuracy at the threshold 7 is defined as the ratio of correctly decided image pairs, i.e., over the whole
dataset. That is,

Lo, 1y) € Dy : Scos(F(La), F(1y)) > 7} + {(Las L) € Dn : Scos(F(L), F(1y)) < 7}
Dyl + [Dal '

ACC(r) = it

We note that the accuracy is in fact one of the standard evaluation metrics for the LFW, CFP-FP, and AgeDB datasets. This
is the reason why we provided the accuracy on the benchmark results.

On the other hand, for the identification scenario in IJB-C dataset [45], we used a different evaluation metric called
true positive identification rate (TPIR) and false positive identification rate (FPIR). For evaluating the accuracy of face
identification, we consider two sets of facial images called galleries, say G; and G5, whose identities are non-overlap each
other. In addition, we also consider a larger mixed set G,ixeq that contains all identities in G; and Go. We divide Gpjxeq to two
subsets, GL. . and G2, .. with respect to the identity. If identities in G are enrolled to the database, the accuracy evaluation
were done by measuring (1) the ratio of the images in G that are well-identified, i.e., the identity corresponindg to the highest
similarity score is identical to the queried one, and (2) the ratio of the images in G2, __, that are recognized as beloning to the
enrolled identities. Each ratio corresponds to the TPIR and FPIR, respectively.

With the identification threshold 7 for determining whether the queried templates belongs to the enrolled identities or not,
we formally describe the TPIR and FPIR as follows:

B H{(I,id) € GLi oq: (I*,id*) := arg max (s jayeg, {Scos(F (1), F(I'))}iid = id' A seos(F(I), F(I')) > T}
- [%1 ’
o ‘{I € g?nixed : maX(I'7id’)Eg1{SCOS(F(I)aF(I/))} > T}|
B |g12nixed‘ ’

assuming that the identities in Gy are enrolled. We can evaluate the TPIR and FPIR for G5 in the same manner. Throughout
this paper, we reported the average value of TPIR for both cases when G; and G, are enrolled, respectively.

TPIR(7)

FPIR(r)

D.2. Statistics of the Benchmark Datasets

We remark that all the benchmark datasets we used, including LFW, CFP-FP, AgeDB, and IJB-C datasets, are publicly
available and already frequently utilizd in the literature of face recognition. For reproducibility, we provide the detailed
statistics of each dataset in Table 1.

D.3. Result on Various Face Recognition Models

Our theoretical results on Proposition | seem independent of the choice of face recognition model because we did not specify
it at that moment. However, we note that the definition of (¢, J, #)-isometry assumes the distribution of the unit feature vectors.
Since the distribution of face features is quite far from uniform, to be honest, our theoretical analysis may or may not fit with
reality.

IFor more information, we refer to the following code in the insight face library: https://github.com/deepinsight /insight face/
blob/master/recognition/arcface_torch/configs/mslmv3_r100.py


https://github.com/deepinsight/insightface/blob/master/recognition/arcface_torch/configs/ms1mv3_r100.py
https://github.com/deepinsight/insightface/blob/master/recognition/arcface_torch/configs/ms1mv3_r100.py

Dataset LFW CFP-FP AgeDB IJB-C (V)
Imgs/IDs | 13,233/5,749 | 7,000 /500 16,488 /568 | 138,836 + 11,779 + 10,040/ 3,531
T/F Pairs | 3,000/3,000 | 3,500/3,500 | 3,000/ 3,000 19,557 / 15,638,932

Dataset 1JB-C (ID)
Imgs in G1/G2 5,588/6,011
IDs in G1/G2 1,772/ 1,759

Mixed IDs / Imgs ‘ 3,531/127,152

Table 1. The statistics of various benchmark datasets. We note that IJB-C dataset consists of facial images (138,836), videos (11,779), and
non-facial images (10,040). For the IJB-C identification dataset, we provide the statistics of each gallery set.

Dataset Metric Plain IDFace, Parameters: («, )
(FAR/FPIR) (512,512) (341, 341) (127,127 (63,63) (341, 127) (341, 63)
LEW Accuracy 99.83% 99.87% 99.80% 99.78% 99.67% 99.79% 99.72%
TAR@FAR | 99.73%@0.03% | 99.77%@0.03% | 99.77%@0.07% | 99.63% @0.03% | 99.57%@0.13% | 99.67%@0.02% | 99.57% @0.05%
CEP-FP Accuracy 99.04% 98.57% 98.83% 98.76% 97.66% 98.79% 98.46%
TAR@FAR | 98.40%@0.14% | 97.83%@0.63% | 98.37%@0.54% | 97.89% @0.26% | 96.83%@1.51% | 98.16%@0.43% | 97.77%@0.73%
AGE-DB Accuracy 98.38% 98.02% 98.35% 98.02% 97.07% 97.98% 97.91%
TAR@FAR | 96.97%@0.20% | 96.47%@0.37% | 97.13%@0.43% | 96.60% @0.57% | 95.83%@1.70% | 96.53%@0.37% | 96.52% @0.67%
IJB-C(V) | TAR (le-3) 98.02% 97.27% 97.71% 97.34% 95.95% 97.50% 97.12%
TPIR(1e-2) 95.35% 94.23% 95.04% 94.00% 91.16% 94.59% 93.71%
IJB-C(ID) | TPIR(le-3) 88.96% 87.80% 89.18% 87.58% 83.85% 87.12% 87.14%
TPIR(1e-4) 64.71% 70.69% 66.27% 54.71% 52.91% 61.34% 58.96%
(a) ArcFace
Dataset Metric Plain IDFace, Parameters: («, 3)
(FAR/FPIR) (512,512) (341, 341) (127,127 (63, 63) (341, 127) (341, 63)
LFW Accuracy 99.80% 99.63% 99.75% 99.65% 99.55% 99.63% 99.68%
TAR@FAR | 99.67%@0.03% | 99.43%@0.07% | 99.63%@0.10% | 99.40%@0.10% | 99.30% @0.20% | 99.43%@0.02% | 99.45% @0.05%
CEP-EP Accuracy 98.91% 98.27% 98.43% 98.37% 97.21% 98.53% 98.21%
TAR@FAR | 98.26% @0.26% | 97.34%@0.80% | 97.69% @0.60% | 97.26%@0.51% | 95.31%@0.89% | 97.53% @0.41% | 97.29% @0.79%
AGE-DB Accuracy 98.15% 97.77% 98.15% 97.78% 96.37% 97.92% 97.53%
TAR@FAR | 97.03%@0.50% | 95.90%@0.27% | 97.17%@0.70% | 96.43%@0.80% | 95.20%@2.07% | 96.25% @0.37% | 96.12% @0.90%
IJB-C(V) | TAR (le-3) 97.04% 96.14% 96.66% 96.27% 94.53% 96.50% 95.91%
TPIR(1e-2) 94.00% 91.94% 93.34% 92.19% 89.01% 92.95% 91.95%
IIB-C(ID) | TPIR(le-3) 85.63% 85.00% 86.73% 85.32% 81.32% 84.24% 84.49%
TPIR(1e-4) 58.34% 57.25% 55.13% 51.85% 48.18% 55.63% 64.60%
(b) MagFace
Dataset Metric Plain IDFace, Parameters: (a, 3)
FAR(FPIR) (512,512) (341, 341) (127,127 (63, 63) (341, 127) (341, 63)
LEW Accuracy 99.78% 99.75% 99.78% 99.78% 99.72% 99.81% 99.79%
TAR@FAR | 99.67%@0.00% | 99.67% @0.10% | 99.73%@0.07% | 99.67% @0.03% | 99.47%@0.03% | 99.70% @0.00% | 99.70% @0.03%
CEP-EP Accuracy 99.06% 98.67% 99.07% 98.70% 97.83% 98.96% 98.63%
TAR@FAR | 98.49%@0.29% | 97.89% @0.46% | 98.34% @0.14% | 98.26% @0.71% | 96.29% @0.63% | 98.19% @0.23% | 97.87% @0.54%
AGE-DB Accuracy 98.55% 98.12% 98.45% 98.18% 97.32% 98.34% 97.90%
TAR@FAR | 97.80%@0.53% | 96.80% @0.40% | 97.10%@0.20% | 96.97% @0.43% | 95.87%@0.43% | 97.35%@0.55% | 96.65% @0.68%
1JB-C(V) | TAR (le-3) 97.98% 97.54% 97.83% 97.55% 96.76% 97.68% 97.41%
TPIR(le-2) 95.06% 94.08% 94.73% 93.92% 91.16% 94.35% 93.75%
[JB-C(ID) | TPIR(1e-3) 88.40% 85.83% 86.55% 87.42% 86.53% 87.51% 86.06%
TPIR(1e-4) 52.04% 50.13% 48.43% 53.79% 47.55% 50.75% 55.13%
(c) SphereFace2
Dataset Metric Plain IDFace, Parameters: (a, 3)
FAR(FPIR) (512,512) (341, 341) (127,127 (63, 63) (341, 127) (341, 63)
LEW Accuracy 99.82% 99.80% 99.82% 99.83% 99.65% 99.82% 99.80%
TAR@FAR | 99.67%@0.00% | 99.63% @0.00% | 99.67%@0.00% | 99.67% @0.00% | 99.67%@0.17% | 99.70% @0.03% | 99.67% @0.00%
CEP-EP Accuracy 99.09% 98.67% 99.01% 98.81% 98.20% 99.03% 98.79%
TAR@FAR | 98.49%@0.17% | 97.86% @0.34% | 98.26%@0.17% | 98.31%@0.66% | 97.46%@1.06% | 98.41%@0.29% | 97.99% @0.36%
AGE-DB Accuracy 98.45% 98.00% 98.23% 98.25% 97.53% 98.26% 98.10%
TAR@FAR | 97.33%@0.23% | 96.90% @0.70% | 96.93%@0.17% | 97.30%@0.80% | 95.83%@0.77% | 96.98% @0.32% | 97.12% @0.85%
IJB-C(V) | TAR (le-3) 97.93% 97.31% 97.68% 97.48% 96.36% 97.56% 97.20%
TPIR(le-2) 94.99% 93.83% 94.51% 93.76% 91.17% 94.42% 93.60%
JB-C(ID) | TPIR(1e-3) 89.56% 87.83% 88.45% 87.45% 82.90% 88.54% 87.54%
TPIR(1e-4) 60.18% 60.45% 59.88% 62.10% 45.43% 62.55% 56.36%
(d) ElasticFace

Figure 5. Various Face Recognition Benchmark results on non-protected template extractor (Plain) and IDFace with various («, 3).

For this

reason, we conducted extensive experiments to evaluate the effectiveness of IDFace on other recently pro-
posed face recognition models. We select ElasticFace [5], MagFace [48], SphereFace2 [66], AdaFace [30], and AdaFace-
KPRPE [31]. We implemented the first three FR models by following their official source codes ([47], [4], and [40] for



Dataset Metric Plain IDFace, Parameters: (a, 3)
FAR(FPIR) (512,512 (341, 341) (127,127 (63, 63) (341, 127) (341, 63)
LFW Accuracy 99.82% 99.77% 99.78% 99.83% 99.73% 99.80% 99.82%
TAR@FAR | 99.67%@0.03% | 99.57% @0.03% | 99.63%@0.07% | 99.67% @0.00% | 99.57%@0.10% | 99.65%@0.05% | 99.68% @0.03%
CEP-EP Accuracy 99.24% 98.96% 99.24% 99.09% 98.20% 99.19% 98.99%
TAR@FAR | 98.66%@0.17% | 98.14%@0.23% | 98.71%@0.23% | 98.51%@0.34% | 96.94% @0.54% | 98.53% @0.16% | 98.24% @0.26%
AGE-DB Accuracy 98.00% 97.67% 97.97% 97.55% 96.48% 97.80% 97.23%
TAR@FAR | 96.73%@0.73% | 96.37%@1.03% | 96.50%@0.57% | 96.23% @1.13% | 94.17%@1.20% | 96.65%@1.05% | 95.62%@1.15%
1JB-C(V) | TAR (le-3) 98.39% 97.93% 98.27% 97.90% 96.94% 98.14% 97.78%
TPIR(1e-2) 96.42% 95.15% 95.95% 95.32% 92.87% 95.72% 95.19%
JB-C(D) | TPIR(1e-3) 85.81% 85.83% 85.11% 85.40% 86.21% 86.59% 85.96%
TPIR(1e-4) 65.60% 63.88% 68.38% 62.38% 61.39% 63.45% 64.66%
(a) AdaFace-IR101
Dataset Metric Plain IDFace, Parameters: (a, 3)
FAR(FPIR) (512,512 (341, 341) (127,127) (63, 63) (341, 127) (341, 63)
LFW Accuracy 99.82% 99.70% 99.82% 99.78% 99.70% 99.81% 99.78%
TAR@FAR | 99.63%@0.00% | 99.53% @0.13% | 99.63% @0.00% | 99.60% @0.03% | 99.53%@0.13% | 99.63%@0.02% | 99.60% @0.03%
CEP-EP Accuracy 99.30% 98.77% 99.11% 99.17% 98.19% 99.11% 98.78%
TAR@FAR | 98.66%@0.06% | 97.91%@0.37% | 98.51%@0.29% | 98.51%@0.17% | 97.00% @0.63% | 98.37%@0.16% | 98.04% @0.49%
AGE-DB Accuracy 98.10% 97.30% 97.67% 97.65% 96.23% 97.55% 97.32%
TAR@FAR | 97.10%@0.90% | 95.67%@1.07% | 96.77%@1.43% | 96.17% @0.87% | 94.97%@2.50% | 96.22% @1.12% | 95.72% @1.08%
1JB-C(V) | TAR (le-3) 98.40% 97.92% 98.20% 97.98% 96.67% 98.07% 97.77%
TPIR(1e-2) 96.46% 95.27% 96.00% 95.35% 92.10% 95.74% 94.80%
[JB-C(D) | TPIR(1e-3) 90.52% 90.55% 89.79% 87.45% 85.06% 89.54% 86.84%
TPIR(1e-4) 60.87% 57.59% 60.94% 62.14% 64.17% 65.31% 61.61%

(b) AdaFace-KPRPE
Figure 6. Various Face Recognition Benchmark results on non-protected template extractor (Plain) and IDFace with various («, 3).

ElasticFace, MagFace, and SphereFace2, respectively). Here, we used ResNet100 as a backbone and trained each model with
the MS1MV3 dataset. In addition, for AdaFace and AdaFace-KPRPE, we exploited the pre-trained models provided in the
CVLFace library [29] that is maintained by the authors of AdaFace. For each model, we used TR101 and ViT-KPRPE
architectures trained by the WebFace12M dataset [70], respectively. The benchmark results are given in Figure 5, 6, which
indicates that our IDFace can harmonize well with various recognition systems without significant accuracy degradation.

In particular, to visualize the trade-off relationship between TAR and FAR, we also evaluated the receiver operating
characteristic (ROC) and detection error trade-off (DET) curves for IJB-C verification and identification benchmarks, re-
spectively. We tested the IDFace with the same feature extractors in Figure 5, 6 on the parameter settings in o« = 341 and
B = 341,127,63. The results are given in Figure 7, 8. For ROC curves in the verification task, one may observe that a slight
accuracy degradation when IDFace is applied. Nevertheless, in terms of area under the curve (AUC) score, the amount of
accuracy drop seems insignificant. On the other hand, in the identification task which is our main interest, we can observe
that the differences between DET curves from IDFace and the plain model seems negligible. These results indicate that our
IDFace can be applied to various face recognition models and various levels of FAR, without significant accuracy degradation.

D.4. Effect of our Transformation on Intra and Inter Class Variations

We also analyzed the effect of our transformation in terms of intra-class compactness and inter-class discrepancy on various
transformation parameters. To this end, we measured the distribution of the cosine distance between positive and negative
pairs on the LFW dataset, respectively. We note that when 8 < «, the range of the inner product value between transformed
vectors becomes narrower. Concretely, when we choose («, 5) = (341, 63), then the range of all possible cosine values is
(-85, /8% ~ 0.4298) .

To compensate for such a range mismatch, we multiply an appropriate constant to fit the range of the cosine value into
[—1, 1]. We note that such re-scaling itself does not affect the accuracy of the recognition system. The result of each distri-
bution after re-scaling is provided in Figure 9. We can figure out that the distribution of negative pairs is more widespread
than the result from Plain due to the effect of re-scaling. However, the distributions of cosine values from positive pairs and
negative pairs, respectively, are still well distinguished. This result explains the reason for the small accuracy degradation of
IDFace even when 8 < «.

D.5. Comparison with PCA-based Dimensionality Reduction

Recall that lots of previous HE-based face template protections [1, 3, 11] employed dimensionality reduction techniques for a
good trade-off between efficiency and accuracy. However, as reported in their previous works, the amount of accuracy degra-
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Figure 7. IJB-C verification/identification benchmark results for non-protected feature extractor (Plain) and IDFace with various («, 3).
We also reported AUC-ROC curves and DET curves for each task, respectively.

dation from PCA [1, 3] or neural network-based approach [11] is at most 13.5%, which is quite large compared to that from
IDFace. Of course, the amount of degradation depends on the experimental setting, such as the accuracy of an unprotected
face recognition model or the dimension of face templates before dimensionality reduction. Hence, for a fair comparison
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Figure 8. IIB-C verification/identification benchmark results for non-protected feature extractor (Plain) and IDFace with various (a, ).

We also reported AUC-ROC curves and DET curves for each task, respectively.
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Figure 9. The distribution of the rescaled cosine value from each positive, negative pairs on LFW, CFP-FP, AgeDB benchmark datasets. We
applied our proposed transform with parameter «, 8, by varying 8 = 63, 127, 341 while « is fixed to 341. We used ArcFace as a feature
extractor.



between IDFace and previous works in terms of accuracy degradation, we provide the result of accuracy degradation when
PCA is applied to the templates extracted by the recognition model in our experimental setting.

For training the PCA matrix, we exploited the same
dataset (MS1MV3) that was used for training ArcFace.

Dataset Metric (FAR) Plain 128D 64D 32D

. . LFW 99.83% || 99.66% 99.16% 99.31%
We selecteq the Qutput dlme.nsmns as 32, .64, and 128 “CFP-FP | Accuracy 99.04% | 98.02% 96.15% 96.11%
for comparison with the previous methods in Table | in ~AgeDB | 08.38% || 97.46% 95.90% 95.71%
main text. After training the PCA matrix, we evaluated IUB-C(V) | TAR (le-3) | 98.01% | 96.43% 93.29% 93.27%
the accuracy by running benchmarks as if the PCA ma- TPIR (1e-0) | 97.38% || 95.77% 91.75% 91.72%

TPIR (le-1) | 96.68% | 94.83% 89.32% 89.27%

trix were added to the final layer of the feature extractor.
1JB-C(D) | TPIR (le-2) | 95.35% || 93.40% 85.61% 85.48%

The result is given in Table 2, which tells us that the ac- TPIR (1e-3) | 88.96% | 8645% 78.66% 79.23%
curacy degradation from PCA is around 0.17%-4.67%, TPIR (le-4) | 64.71% | 60.04% 53.41% 53.17%
0.67%-11.30%, and 0.52%—-11.54% for 128D, 64D and

N g Table 2. Benchmark results of ArcFace on evaluation datasets with
32D, respectively. We note that even in the fastest param- PCA on various dimensions.

eter setting in IDFace (8 = 63), the accuracy loss from

IDFace is smaller than that from PCA with almost all benchmarks we tested. This result indicates that (1) the proposed
IDFace is even better than previous methods with PCA of 128D in terms of not only efficiency but also accuracy, and (2)
applying PCA to our IDFace would show a larger accuracy degradation than this result.

D.6. Discussion on the Accuracy Drop

Through experiments, we showed that the tendency of accuracy degradation with respect to the transformation parameters,
giving intuition that the reason for accuracy degradation is strongly tied to the extent how the transformation preserves the
distance relationship. However, we found that such an interpretation is still insufficient for fully explaining the accuracy
degradation of IDFace. For example, we can observe an odd phenomenon that was commonly observed regardless of the
choice of the feature extractor: the accuracy increases after employing the IDFace. To clarify these aspects, we further
investigate how IDFace, especially our almost isometric transformation, yields accuracy degradation.

On the Distance Preservation Property With Respect to Inputs. According to our analyses, the change in inner product
value from ours is at most 0.111 under the suggested parameter. However, the upper bound 0.111 is too high to explain the
small accuracy drop of IDFace, so more analysis for our transformation is necessary.

In fact, the bound 0.111 is about the worst case, and the change of the inner product value is also affected by that value
before transformation. As we can observe in Figure 4, the difference in the inner product value becomes the largest when the
inner product before the transformation is near 0.7 and becomes narrower when the inner product value of inputs tends to 0.
We note that the best threshold for each recognition model we evaluated is near 0.15—0.25 for all datasets. This implies that
the difference in inner product value near the threshold is relatively small (less than 0.05) compared to the upper bound we
derived. We can expect that the inner product values nearby the threshold are relatively less changed than the upper bound,
where pairs of faces whose inner product value is nearby here are subject to changing the decision of the model.

It is also worthwhile to mention that the distribution of feature vectors is quite different from uniform, which is in fact
a gap between theory and reality. More precisely, in the definition of (e, d, #)-isometry, we calculated € by considering a
uniformly sampled unit vector = and another unit vector y uniformly sampled from vectors whose angles from z are 6. Along
with the ease of proof, we intended to construct a data-agnostic distance-preserving transformation via this definition; we
note that if some part of the BTP relies on the specific distribution derived from the input dataset, then this BTP cannot be
deployed in an open-set face recognition scenario. In fact, our experimental results show that (1) the accuracy degradation
carried by IDFace is admissible in various face recognition models, and (2) the almost-isometric transformation would not
harm both intra-class compactness and inter-class discrepancy. Nevertheless, from a theoretical perspective, there is still a
gap that needs to be further investigated. We leave this as an interesting future work.

Investigating an Odd Phenomenon: Observing Changes on the Decision of the FR Model. Although the above-mentioned
analysis gives an insight about the effect of the transformation nearby the threshold, still this does not give a direct explanation
on the accuracy drop and is insufficient to explain an unexpected and rather odd phenomenon across Tab. 5,6, and Tab. 3 in
the main text: IDFace achieved slightly better accuracy than the plain model for some settings, and the amount of accuracy
change becomes larger for low FPIR settings, e.g., FPIR-1e-3 or le-4. To complement this, we investigated the occurrence
of the “bad” events that would change the decision of the FR model after transformation. More precisely, we can consider
two cases, (1) the pairs of faces from the same identity are no longer recognized as the same person, or (2) those pairs from
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Figure 10. Score distribution in the IJB-C identification task on AdaFace-IResNet101 [30] with non-protected feature extractor (Plain)
and |IDFace. Each point represents an image pair, with scores from Plain (x-axis) and IDFace. Vertical and horizontal lines indicate the
thresholds for each setting.

different identities become recognized as the same person.

To this end, we tracked the cosine similarity scores from each pair of faces before and after transformation. We considered
all the pairs of facial images that appeared during IJB-C identification benchmark procedure for each gallery (G1 and G2).
The total numbers of pairs made from each gallery are 34,718,796 and 34,464,087, respectively. We used the AdaFace-
IResNet101 [30] as a feature extractor and tested IDFace with parameters («, ) = (341, 341) and (63, 63), where we can



FPIR | Settings | TPIR(%) | Thres. FPIR | Settings | TPIR(%) | Thres.
le2 Plain 97.05 0.3649 len Plain 97.05 0.3649
Gl IDFe?ce 96.69 0.3079 Gl IDFa.Ice 93.80 0.2381
led Plain 51.68 0.7888 le3 Plain 80.00 0.6578
IDFace 58.13 0.6539 IDFace 84.56 0.3333
le2 Plain 95.78 0.3389 le Plain 95.78 0.3389
@ IDFe?ce 95.22 0.2962 & IDFe?ce 91.95 0.2222
led Plain 79.52 0.6282 le3 Plain 91.63 0.4756
IDFace 78.63 0.5249 IDFace 87.86 0.2698
12 | ipfoce | 9598 12 | iface | 9387
ace . ace .
Ave. loq | Plain_| 6560 NIA Ave. lo3 | Plain | 858I NIA
IDFace 68.38 IDFace 86.21
(a) Plain vs. IDFace, (a, 8) = (341, 341). (b) Plain vs. IDFace, (o, 3) = (63, 63).

Table 3. Evaluation results of IJB-C identification benchmark with respect to galleries. We reported results from the same setting as in
Fig. 10. G1, G2, and Avg. indicate gallery 1, gallery 2, and average value of TPIR from each gallery, respectively.

observe that both the increase and decrease of accuracy at the same parameter but different levels of FPIRs.

We visualized the data through the scatter plot about the scores of pairs after transformation (y-axis) over those before
transformation (z-axis), and the result is provided in Fig. 10. We also depict the threshold from the benchmark before/after
transformation by drawing horizontal and vertical solid lines. From this figure, we can observe that the points in the 2nd
and 4th quadrants correspond to the case that the FR model gives a different decision because of the transformation. More
precisely, points in the 2nd quadrant were recognized as the different person but not after transformation, and vice versa.
Since FPIR is fixed for each threshold, we can ensure that points in the 2nd quadrant contribute to increasing the accuracy
after transformation, and vice versa.

From these figures, first we can observe that at the left hand side (Gallery 1) of Fig. 10a, we can observe that more samples
lie in the 2nd quadrant than the 4th quadrant when FPIR=1e-4, whereas these quantities are almost the same in FPIR=1e-
2. On the other hand, on the right hand side (Gallery 2), the number of samples in the 2nd and 4th quadrants is similar
when FPIR=1e-4, whereas there are more samples in 4th quadrant when FPIR=1e-2. We figured out that this corresponds to
the benchmark result provided in Tab. 3. We can observe that in gallery 1, there is a huge increase on TPIR (6.45%) after
transformation when FPIR=1e-4, whereas there is a slight degradation on TPIR (0.36%) when FPIR=1e-2. Both results were
expected from Fig. 10a. We can interpret the result in («, 5) = (63, 63) in a similar way.

Along with the above-mentioned analysis based on “bad” events, we can also observe that larger variations of the accu-
racy appear when FPIR is low. We guess that this coincides with our analysis on the distance preservation property of the
proposed transformation. More precisely, the acceptance threshold in low FPIR settings becomes tighter, i.e., becomes larger
in our setting compared to relatively high FPIR settings, and as we observed in Figure 4, IDFace would affect the distance
relationship more at this region. Concretely, in the [JB-C benchmark for identification, the threshold for FRIR=1e-4 is set
to 0.7888, whereas that for FPIR=1e-2 is set to 0.3649 in gallery 1 without transformation. Thus, we can expect that the
accuracy more fluctuates in a stochastic way as the threshold becomes tighter, and this coincides with our analysis results.

We remark that although our analysis provides details about how the proposed transformation affects the accuracy of the
FR model, this does not tell us why such a phenomenon should occur. At this moment, we guess that our results are merely
(un)fortunate coincidences on “bad” events. We leave detailed investigations about the phenomenon, e.g., clarifying what
conditions make “bad” events happen, as interesting future work.

E. Viewing Almost-Isometric Transformation as a Ternary Quantization Method

As mentioned in Section 4, one may regard our almost-isometric transformation as a ternary quantization tailored for real-
valued unit vectors. In fact, the quantization methods themselves are frequently appearing in several realms of deep learning
literature, especially for reducing the computational cost of doing expensive operations [19, 37, 41, 69], e.g., matrix multipli-
cation. For this reason, employing quantization methods for improving efficiency would seem to be rather natural. Neverthe-
less, we found that many previous HE-based BTP constructions [1, 3, 10, 11, 18, 42, 46, 57] regarded quantization methods
as a way of fitting the real-valued templates to discrete spaces where the cryptographic tools are defined, e.g., finite fields. In
addition, analysis of quantization methods in terms of distance preservation has not been considered in their works. To our
knowledge, ours is the first attempt to exploit the ternary quantization method for designing an efficient HE-based BTP, along



with a theoretical guarantee on the distance preservation.

Of course, the proposed almost-isometric transformation may be replaced to other ternary quantization methods. However,
when considering our application scenario, we found that the quantization method would satisfy some desirable properties
tailored for IDFace. First, it would be beneficial if the quantization method is independent of the distribution of the input
data. If not the quantization method does depend on the distribution of the face templates, which is determined by the choice
of feature extractor, then the resulting BTP scheme becomes no longer applicable in a plug-and-play manner; additional
processes such as training would be required for the quantization method. In fact, several quantization methods, e.g., product
quantization [22], entropy-based quantization [33], or quantization methods for the weight of neural networks [19, 37,41, 69],
exploit the distribution of input data or require additional training; so they do not satisfy this property.

In addition, to ensure the correct computation of the cosine similarity, we recommend that the nonzero elements of each
quantized vector would not depend on the input vector. Recall that when we compute the cosine similarity between two
quantized vectors Ty, (x) and T3(y), we omitted the normalization of each vector. In our almost-isometric transformation,
this does not affect the correctness of the cosine similarity value because the {2 norm of T, (x) and Ts(y) are always /o
and +/[3, respectively, regardless of the input vectors x and y. That is, the cosine similarity between T, (x) and T3(y) can
be viewed as the inner product (T, (x), T3(y)) with a constant factor ﬁ Of course, one may mitigate this issue by post-
processing the output of the quantization method or slightly tweak the proposed IDFace. Nevertheless, ternary quantization
methods without this property, e.g., setting intervals for assigning the corresponding value for each component such as equal-
width or equal-probability quantization methods [9, 39], would not be employed for IDFace as is.

By reflecting these properties, few quantization methods remain. Especially, these methods can be classified via the number
of nonzero elements that appeared in the quantized vector. At this moment, we now introduce our rationale to select our
almost-isometric transformation. Recall that to minimize the change of cosine similarity carried by the quantization, as seen
in Section C, it is beneficial to make the number of possible quantization results as large as possible. Since the proposed
transformation fully utilizes the space of Z,, along with a mathematical proof that it is indeed almost-isometric regardless of
the input data, we selected it for our IDFace. We leave investigations and analyses on other quantization methods satisfying
those two requirements as future work.

F. Omitted Algorithms and Full Description of IDFace
In this section, we provide full descriptions of omitted algorithms and the proposed IDFace for the sake of completeness.

F.1. Omitted Algorithms

We first provide the full algorithms of the almost-isometric transformation (7, in Section 4.1) and the space-efficient encod-
ing (Encode and Decode in Section 4.2), each of which is described in Algorithm 1, 2 and 3, respectively. Recall that Z¢ is
a set of ternary vectors of length d with o nonzero components whose components are one of {0, +1}.

Algorithm 1 Transformation Ty,

Functionality: 7, : S~ — 24

Require: x = (z1,...,24) € S¥ ! and a € [d],
1: Find aset J C [d] of « indices such that for any j € J and k & J, |z;| > |z
‘ ohoifjeJ
2: Forall j € [d], set z; = { ‘O]l it
3: return z = (z1,...,24) € Z4

Algorithm 2 Encode

Require: xi,...,X,, € Z¢and p € N such that p > «a
1: Fori € [m], compute x;” = (|x;| + x;)/2 and x; = (|x;| — x;)/2
m=1 ;1 .

2: Forx € {+,—}, compute x* = """ " p x}
3: return (xT,x7).

In addition, we provide the full algorithms of our improved database encryption scheme (IDFace.ENCpg, IDFace.IPpg) in
Algorithm 4 and 5, respectively, which were introduced in Section 4.3.



Algorithm 3 Decode

Require: (x*,x7) e N?Yx Néandp e N
1: For ¢ from 1 to m do:

2 For x € {+, —}, compute s} + x* (mod p)
3 Compute s; < sz'-" -8,
4 For * € {+, —}, update x* ¢ X =5
5. return (s1,...,S;)
Algorithm 4 IDFace.ENCpp Algorithm 5 IDFace.|Ppg
Require: X € R™V*d o ¢ [d], and pk Require: y € R%, asetC,and 3 € [d]
1: Parse X as [x1,...,Xmn]T 1. z€{-1,0,1} < Ts(y)
2: Fori € [mN], compute z; = T,,(x;) 2: Compute z+ = (|z| + z)/2
3: For i € [N], compute and z~ = (|z| — z)/2.
(x;,x; )+ Encode(z(i—1)m+1 - - Zim) 3. Parse (CT,C™) as C and compute
4 PForx € {+,—},set X* = [x],...,x%]T. ct™ = IPpg(z",CT) & IPpg(z—,C7),
5. For x € {4+, —}, set C* = ENCpp(X*, pk) ct™ = IPpg(z",C7) & IPpg(z—,C™)
6: return C=(C",C™) 4: return (ct™,ct™)

F.2. Full Description of IDFace

We now provide the full description of IDFace. Recall that IDFace is an instantiation of the biometric identification scheme
from the proposed database encryption scheme (IDFace.ENCpy, IDFace.IPpg). Although its generic construction was already
given in Section 4.3, we give a detailed description for the sake of completeness. Here, DEC denotes the decryption algorithm
of the underlying AHE, and (pk, sk) is a pair of the public key and secret key of it. In addition, we consider the database DB
as a list, which is initialized as an emptyset. The description of IDFace is given in Fig. 11.

G. Secure Two-Party Computation-based Variant of IDFace

Recall that the proposed transformation is independent of the HE, so that it can be utilized to speed up secure face identifica-
tion protocols from other cryptographic tools. As an example of this, we provide another face identification protocol called
2PCFace from a two-party computation-based approach.

The basic idea of designing 2PCFace is as follows: For two binary vectors x,y € {0,1}%, their inner product can be
computed as (x,y) = HW(xAy), where HW denotes the Hamming weight of the given binary vector, and A is a component-
wise AND operation. If we consider an additive share (x1, x2) of =, which means x; ® x2 = x for component-wise XOR
operator @, we have that (x,y) = HW((x1 Ay)® (x2 Ay)). From this, we can construct an identification protocol with two
servers, S and S, where each server stores the enrolled templates after transformation in the form of an additive share. After
receiving the transformed template y, the matching score between the enrolled templates can be obtained by first calculating
x3 Ay and x5 Ay locally for each server, sharing the result between servers, and finally calculating HW((x1 Ay) ® (x2 AY))
using the shared value. Although the output of almost-isometric transformation is a ternary vector comprised of {—1,0, 1},
we can decompose it into the subtraction of two binary vectors by the sign of each component, as we did in the space-efficient
encoding.

For a precise description, we introduce a helper algorithm called GenShare, which will be a subroutine of 2PCFace.
GenShare takes a template x € R™"*4 and a transformation parameter « as inputs, returning additive shares of the positive
components and negative components of T, (x), respectively. The formal description of Share is provided in Algorithm 6.
Using GenShare with the above idea to compute matching scores, we describe the full protocol of 2PCFace in Figure 12.

Since component-wise AND operations can be seen as look-up operations, we can utilize the same efficiency-accuracy
trade-off trick in 2PCFace by employing different transformation parameters (v, 3) in Enroll and ldentify, respectively. More
precisely, during identification, we can treat zT A\y* for t,* € {+, —} as look-up components of zJr on the positions where

corresponding components in y* are nonzero. Thus if we denote zT [y | as a subvector of zJr by collectmg the positions

where corresponding y*’s components are nonzero, then we can optlmlze the ldentify in terms. of both communication cost

and computational cost by replacing each pz{j), pfj), mEJ»), 7(3) to Zi,j y*) 2,0y~ zij [y, z; ;[y "], respectively. Note

that the remaining operations are still well-defined because each corresponding binary vector computed by each server would



Enroll

Parameter: « € [d] and a bound p > a.

Siocar’s input: X € R™V*4 1p DB, and pk

: C < IDFace.ENCp(X, o, pk)

: Add (ID, C) on the bottom row of DB

Identify

Parameter: 3 € [d], a threshold 7, and a bound p.
Siocar’s input: y € R? and DB of size D

Skey’s input: secret key sk

: For (ID;,C;) € DB, compute (ct;, ct;) < IDFace.lPpg(y,C;, )

St = 5] end et

:Fori € [D] and * € {4, —} do:

pt; DECsk(ct;‘)lD:l

:For i € [D] do:
For x € {4, —}, parse pt; as (s};)1_,.
For j € [N], compute (s;;,)7, < Decode(s;’;,s;j,p).
If max; j p{sijr} > 7
Setidx < (i,mj +k — 1).
Otherwise, Set idz < L.

I ide £ L

Parse idz — (r, s) and return ID,[s].
Otherwise, return reject”.

Figure 11. Full description of IDFace

be the same length.

Compared to HE-based approaches, including IDFace, 2PCFace has some advantages in computational efficiency and
the underlying security assumption. For the former, we note that each server in 2PCFace stores bit strings of the same
length as the transformed template, thus preventing the storage overhead from the encryption. In addition, the unit operation
conducted by each server becomes bit-wise operations, which are considerably cheaper than homomorphic addition and
(scalar) multiplication. For the latter, 2P CFace does not require an assumption for securing the secret key, which is an essential
requirement in HE-based approaches. In fact, the attacker cannot distinguish between the shares of enrolled templates and
a random string of equal length unless the attacker steals the whole databases of both servers. Moreover, under the same



Algorithm 6 GenShare

Require: A template x € R?, and a parameter o

Ensure: z,z; ', z],2; € {0,1}% such that (z] ©z5) — (z] D z;) = Ta(x)
1: Compute z + T, (x) and set z* < (|z| + z)/2 and z~ + (|z| — z)/2.

_ 8 - -
2. Sample z|,z; < {0,1}%and setz] <+ z] @zt andz, « zJ ®z".
3. return (z],z3,2,2;).

attacker, one can easily check that 2PCFace satisfies all standard security requirements for BTP: irreversibility, revocability,
and unlinkability. We also remark that the amount of accuracy degradation in 2PCFace is identical to that of IDFace, under
the same transformation parameters (c, 3).

However, compared to IDFace, 2PCFace has some downsides on (1) its communication cost and (2) extension to the
scenario with mulitple devices and servers, which is presented in Appendix H.

Comparison on the Communication Cost. In IDFace, the ciphertext of whole inner product values can be computed lo-
cally, but this is impossible in 2PCFace; In this case, each server calculates only a partial part of inner product values and
communicates with each other to obtain the full inner product value. That is, for one execution of Identify, the server S,
in 2PCFace should send the bit string of the same length as the entire database in one server, whereas IDFace suffices to
send the encryption/decryption of the inner product value corresponding to each stored identity between servers Sjocq; and
Sey- Although the cost of the former can be reduced by sending subvectors rather than the entire one, we figure out that the
communication cost of IDFace is cheaper than 2PCFace under the same transformation parameters.

For a concrete comparison, we provide the formula for the measuring communication cost of each protocol as follows:
For simplicity, we assume that the transformation parameters are («, 3), the dimension of the template is d, and the number
of enrolled identities is D.

Communication Cost of IDFace. We can figure out that the communication occurs when (1) Sjocq; sends (ctj, ct; )?:1 to

Skey and (2) Siey sends idz t0 Sjocqr, Where D= (#] for the number of slots IV in underlying AHE and the number

of templates ., encoded at once. More precisely, 2D ciphertexts and 1 string representing the index are communicated.
Since [log D] bits suffice for representing all D identities, the total communication cost is 2D - S¢; 4 log D, where S,; stands
for the size of ciphertext.

Communication Cost of 2PCFace. We can figure out that the communication occurs when (1) S; sends (y ™,y ™) to S and
(2) S, sends subvectors (z;fz Yt 25y, z;f2 [y~ 25 [y*])E, to S;. The former takes 2d bits of communication. For
the latter, we can observe that since the number of nonzero entries in y is /3, the concatenation of these 4 vectors in the index
7 has length 2/3. Hence, the latter requires 2N 3 bits of communication, and the total cost is 2D/ + 2d bits.

By following these formulae, we compute the exact communication cost of IDFace instantiated by CKKS and Paillier
Cryptosystem (PC), and 2P CFace. For simplicity, we denote IDFaceckks and IDFacepc for the instantiation of IDFace using
CKKS and PC, respectively. The number of enrolled identities D is set to 1 M. The corresponding N, Ney,. and S¢; in
the parameter settings of CKKS and PC used in IDFace’, along with the comparison result on the communication cost, are
provided in Table 4. According to the table, the communication cost of IDFaceckks (IDFacepc, resp.) is about 1.84X ~
6.28X (5.13X ~ 18.44X, resp.) cheaper than 2PCFace. Thus, for circumstances where the bandwidth of the communication
channel is limited (e.g., 100MB/s or 1GB/s), deploying IDFace would be more favorable than 2PCFace.

(o, B) IDFaceckks IDFacepc | 2PCFace

Protocols | N Nene Set (341,341) | 12.94MB __ 441MB | 81.30MB
IDFacecrrs | 4096 8.7.3) 132KB

e L 341 295297 0.5KB (341,127) | 924MB  343MB | 30.28MB

PC » 292, : (341,63) | 8.18MB  293MB | 15.02MB

Table 4. N, Nepe, and Se: for IDFaceckks and IDFacepc (Left), and comparison of communication cost required for one identification in
each protocol (Right). In the column of Ney,., the tuple indicates Ney values for 5 = 63, 127, 341, respectively. The number of identities
is set to 1M.

2The detailed parameter settings of each scheme were already provided in Section 5.



Enroll
Parameter: o € [d]
Si’s input: x € R?, id, DB,

Sa’s input: DBy

: (21,27 ,2] ,25 ) < GenShare(x, ).

: Send (z5 , 25 )

: Add (id, z]",z; ) on the bottom row of DB; for i € {1,2}

Identify
Parameter: § € [d], threshold 7.
Si’s input: y € R? and DB of size D

Sy’s input: DBy of size D

tSet ¥« Tp(y). y* « (I71+¥)/2andy~ « (|§| - ¥)/2.
:Send (y+,”)
: For (id;, z; ;,2; ;) € DBj do (j € {1,2}):

1
pgj)ez”/\y ,pfj)ez”/\y ,

m(l) <—zz]/\y andm(Q) —z; /\y

825 51]: Send (0, %, m(Z, m)2,
: For ¢ e

Set s; (HW(pZ Yaopl)) +Hwe? @ pl))

W) & mY)) + HWm? & m?))
If max;{s;} > 7

return the corresponding id;.
Otherwise, return L

Figure 12. Full description of 2PCFace.
H. Application of IDFace for Scenarios with Multiple Devices and Servers

Recall that both IDFace and 2PCFace regard the scenario in which there is only a single device for recognition. We now con-
sider an extension for this: The large-scale identification scenario where multiple recognition devices are involved. Although
it is possible for a single server to deal with multiple devices, its computational burden becomes extremely severe if we con-
sider lots of devices, e.g. more than a hundred, or 1K. As shown in some real-world applications [15, 61], the computational
burden for the server in this circumstance can be alleviated by employing multiple servers to distribute the Identify requests



(w4, v)-IDFace.Enroll

0;; — Si|: Send (x,id, “enroll”)

S; — S fork #£14 ‘ : Send (x, id)

Sy, for k € [p] |: Run IDFace.Enroll(x, id, DBy, pk)

(1, v)-IDFace.ldentify

0i; — S;|: Send (y, “identify”)

S;, Skey | : Run IDFace.ldentify(y, DB;; sk) — “result”

S; — 04 |: Send “result”

Figure 13. Description of (u, v)-IDFace

from the whole device. We assume that these multiple servers are well-synchronized, holding the same enrolled templates in
the form of encrypted ones. Note that the stored data on each server is not necessarily identical. In fact, it is desirable to ensure
that they are (computationally) indistinguishable from the random string for the sake of unlinkability. In this paragraph, we
will show that IDFace can be naturally extended with a negligible overhead on communication cost, whereas the extension
of 2PCFace requires relatively larger communication cost overhead proportional to the number of servers.

For a precise comparison, let us consider the case where there are 1 servers, denoted by Sy, ..., S, that store enrolled
templates and assume that each server handles the requests from v devices, denoted by ?; 1, ...,0;, for the server S;. We
denote DB; as the database of each server, which is initialized to an empty list. In particular, for extending IDFace, we assume
that there is only one key server Sy.,, in order to minimize the threat of the leakage of the secret key. We will call the extension
of IDFace (2PCFace, resp.) as (u, v)-IDFace ((i, v)-MPCFace, resp.). For ease of description, we assume that the device d;
initially provides the input (x, id, “enroll”) or (y, ’identify”) to the associated server S; for Enroll and Identify, respectively.
In addition, we omit the threshold parameter 7 for Identify and transformation parameters «, /3, which are used for Enroll and
Identify, respectively.

Description of (1, )-IDFace. We denote (pk, sk) as the public key and secret key pair of the underlying AHE scheme. In
addition, we will utilize IDFace.Enroll and IDFace.ldentify as subroutines. Using them, we formally describe (u, v)-IDFace
as Figure 13:

Description of (u,7)-MPCFace. For designing the extension, a naive approach is to divide each sever S; into sub-servers
(Si1,S;2) and follow the construction of (u,v)-IDFace, using 2PCFace as a subroutine. We will not consider this ap-
proach because, in this case, the adversary can recover the whole enrolled template by compromising only two sub-servers
Si1, Sia- Rather, we extend 2PCFace by the computation with p-parties by the following observation: For an additive share
(X1,...,%,) of x, i.e., B x; = x, we have that (x,y) = HW(®!_,(x; A'y)). From this, we extend the phase of broad-
casting x; A 'y in 2PCFace.ldentify to p parties.

We will denote GenShare(x; /1) as an extension of the original GenShare algorithm to make an additive share (z!, . . ., zL)TE{Jﬁ,}
D

1=

of transformed x for y parties. In addition, we denote DBAND as an algorithm that takes a database DB = (id;, zj, z; )ilq
and two binary strings y*,y~ € {0, 1} as inputs and returning tuples of sub-vectors of each z;” and z; : (z; [y*], z; [y ],
+

z; [y, z; [y"])2,. Using them as subroutines, we formally describe (u, v)-MPCFace as Figure 14:



(w4, v)-MPCFace.Enroll

: Send (x, id, “enroll”).

: Run GenShare(x; s1) — (21, . .. VB ) te{+—

‘Sz- — S fork # i ‘: Send (id, z; , z;, ).

Sk for k € [u] | Add (id, z,z; ) to the last row of DBy,

(4, v)-MPCFace.ldentify

: Send (y, “identify”).

‘Sl- — Sk fork#i‘:Sendy*,y*.

Sk for k € [p] |: Run DBAND(DBg,y ™,y ™) — (p,(:l), p,(ﬁ%l),m,g%l), m}fl))l’;l

‘Sk — S fork #i ‘: Sends (p,(:l), p,(jl), m,(cl_l), m,(fl))l’;l.

: Compute for [ € [D],

st (HW(@_ D) + HW (@l p))) — (HW(el_ m{)) + HW(el_ m))).

If maxiepy{si} > 7

Send corresponding id; to 9; ;,
Otherwise: Send L to 95 ;.

Figure 14. Description of (u, v)-MPCFace.

Communication Overheads From Extensions. For each construction, the advantage of (u, )-IDFace over (i, v)-MPCFace
is that the former can run IDFace.ldentify “locally”. That is, the remaining servers do nothing during the protocol. For
this reason, additional communication on the former occurs only for broadcasting (x,id) during Enroll. Concretely, with
transformation before sending, the communication cost for this is (u — 1)(2d + |id|), where |id| is the bit length of id.
We note that |id| = [log, D] suffices to distinguish all enrolled identities, so that the asymptotic communication overhead
with respect to p and D is O(ulog D). For our experimental setting where d = 512 and the database of size D = 1M,
lid| = 20 > log D sulffices, so (2d + |id|) ~ 0.26KB.

But in the latter, communication occurs between servers in both Enroll and Identify: In Enroll, the additive share of input
x with id is sent to other servers, and in ldentify the output of DBAND is merged to a single server. Although the size of
the former is identical to that from (u, v)-IDFace, the latter is quite large. According to the communication cost formula
of 2PCFace, we have that the latter carries (¢ — 1)(2DS + 2d), or asymptotically O(uD), communication overhead. As
we can infer from the result in Table 4, for the dataset with 1M enrolled identities, this overhead becomes extremely large
(from 285MB to 1544MB) even when p = 21. The communication cost overhead with respect to various parameters and the



i | Parameters (a, 8) Enroll Identify
A 2PCFace MPCFace Overhead | 2PCFace MPCFace Overhead
(341,341) 81.30MB  162.60MB +81.30MB
3 (341,127) 0.13KB 0.26KB +0.13KB | 30.28MB  60.56MB +30.28MB
(341,63) 15.02MB  30.04MB +15.02MB
(341,341) 81.30MB  406.50MB  +325.20MB
6 (341,127) 0.13KB 0.64KB +0.51KB | 30.28MB  151.39MB  +121.11MB
(341,63) 15.02MB  75.10MB +60.08MB
(341,341) 81.30MB  813.01lMB  +731.71MB
11 (341,127) 0.13KB 1.28KB +1.15KB | 30.28MB  302.79MB  +272.51MB
(341,63) 15.02MB  150.20MB  +135.18MB
(341,341) 81.30MB 1626.02MB  +1544.72MB
21 (341,127) 0.13KB 2.55KB +2.42KB | 30.28MB  605.59MB  +575.31MB
(341,63) 15.02MB  300.4IMB  +285.39MB

Table 5. Communication cost of (u, v)-MPCFace with various number of servers and parameters, along with the overhead compared
to 2PCFace under the same parameters. The number of identities is set to 1M. We note that the communication cost overhead of
(¢, v)-MPCFace in Enroll is identical to (u, v)-IDFace

number of servers p are summarized in Table 5.

I. Extending IDFace to Other Types of Biometrics

Although we focused on protecting face templates in IDFace, we note that the core contribution of our work is to accelerate
the computation of inner products in an encrypted domain while preserving the inner product value as much as possible.
That is, our work can be adapted to other biometric authentication systems using different types of biometrics where cosine
similarity is used for measuring the matching score, such as fingerprint recognition or speaker recognition. In this section, we
investigate the extensibility of IDFace to these tasks.

I.1. Extension 1: Speaker Recognition

We conducted experiments on evaluating the accuracy of three publicly available speaker recognition models with IDFace,
including RawNet3 [67], MR-RawNet [2], and ReDimNet [68]. The source codes and pre-trained parameters of all these
models are disclosed by the authors. In particular, for ReDimNet, we utilized the (b6, finetuned) version in their paper,
which showed the best performance among the versions disclosed by the authors. We used the cleaned version of VoxCeleb1
test dataset [55], which is widely used for evaluation in speaker recognition tasks. We used full utterances of each audio
sample in the benchmark dataset for feature extraction. For the evaluation metrics, we used Error Equal Rate (EER) and
minimum Detection Cost Function (MinDCF). We note that the latter is used for the annual speaker recognition challenge
held by NIST [56]. According to the official evaluation plan, we selected the parameter setting id: 1 in the audio track,
which is Pigrget = 0.01, Craiseaiarm = Cuiss = 1. EER and MinDCF can be represented in terms of FAR and FRR,
where FRR(7) = 1 — TAR(7), as follows:

FRR(7) + FAR(7)

2
MinDCF = HEH (Cmiss . FRR(T) : (1 - Rarget) + CFalseAlarm FAR(T) : Ptarget) .

EER = , where 7 = arg min |[FAR(7) — FRR(7)|.

As can be inferred from the definitions, smaller EER and MinDCF imply means the model has more discrimination power,
i.e., having a better performance.

For parameter selection of IDFace, we followed the same strategy as our analysis in face recognition task. We checked
that the RawNet3 and MR-RawNet models output 256-dimensional templates, whereas 192-dimensinoal for ReDimNet. By
following our analysis, we select « = | 2d |, which is 170 and 127 for the former two feature extractors and and the latter one,
respectively. In addition, we also select 3 in accordance with a and our accuracy-efficiency trade-off trick: 5 = 170, 127,63
for the former, and 5 = 127, 63, 31 for the latter.

The evaluation results can be found in Tab. 6. From this table, we can observe that the accuracy drops in EER for all cases
are less than 1%, so does in MinDCF except for the case of 3 = 31 on ReDimNet. This demonstrates that our IDFace can be
employed for protecting voice templates in large-scale identification tasks without significant accuracy degradation, allowing
faster identification even than the case of protecting face templates.



IDFace, Parameters: (o = 170)

Model | Metric | Plain == 157 T 5 — 63 viodel | mewie | prain | IDFace, Parameters: (o = 127)
RawNes | FER(%) | 083 [ 1.19 122 130 ode etrie A T 19T [5=63 | B=31
MinDCF | 0.105 | 0.151 | 0.135 | 0.158 ReDimNe( | FER(%) | 040 | 0.69 0.75 .15
MERawnet | EER() | 138 | 156 1.59 1.89 MinDCF | 0.033 | 0.089 | 0.107 | 0.146
MinDCF | 0.131 | 0.159 | 0175 | 0.183

Table 6. Various speaker verification benchmark results of non-protected template extractor (Plain) and IDFace for various («, ().

I.2. Extension 2: Fingerprint Recognition

We also conducted experiments on evaluating the accuracy of fingerprint recognition models, DeepPrint [10], for IDFace
using FVC2004 dataset [44]. The pre-trained model is publicly available in github by the authors of [59]. The evaluation
result can be found in Tab 7. Although the baseline performance (Plain) is significantly lower compared to face and speaker
recognition models, it is noteworthy that the accuracy drops in EER are still less than 1%. Note that there are no publicly
available large-scale datasets on fingerprint recognition, unlike face recognition or speaker recognition. Therefore, our pre-
trained model is trained by synthetic fingerprints data generated by SFinGE [6].

Model Metric | Plain | (o, 8) = (341,63) | (a, B) = (341,127) | (a, B) = (341, 341)
DeepPrint [10] | EER(%) | 5.295 5919 5.621 5617

Table 7. Performance comparison between non-protected fingerprint template extractor (Plain) and IDFace for various 3 using DeepPrint.

1.3. Discussion on Accuracy Drop

We briefly share our discussions about the tendency of accuracy drops appeared in each task. First of all, in contrast of
face recognition and fingerprint recognition tasks, we can observe that the speaker recognition models used in our analysis
produces smaller dimension of templates than 512. Since the error term in €, g becomes larger as d becomes smaller according
to Proposition 1, one may expect that the accuracy drop in speaker recognition tasks would be larger than that from the other
tasks. However, we observed that the accuracy drop in speaker recognition models is comparable with that of both face and
fingerprint recognition tasks. We suspect that this is because the amount of the change of cosine similarity value from our
transformation is solely determined by the ratio between the number of nonzeros («) and the dimension d. Here, if we assume
that the error term randomly contributes to the inner product value in terms of whether the decision of the recognition model
is changed or not due to the transformation, then for a large number of sample pairs, we can expect that the effect of our
transformation on the accuracy would be determined by the average error ¢, ¢ in a macroscopic viewpoint. We leave a more
thorough analysis on this phenomenon as future work.

We also address another non-trivial phenomenon that appeared in Tab. 6: the amount of accuracy drop in MinDCEF is
slightly larger than that of EER. To this end, we compared the thresholds corresponding to EER and MinDCEF for each speaker
recognition model, including RawNet3, MR-RawNet, and ReDimNet, obtaining (0.3376, 0.3383, 0.3519) and (0.4720,
0.4944, 0.4339) for each model in EER and MinDCEF, respectively. Since the variation of the cosine similarity at the lat-
ter is larger than the former according to Fig. 4, we can conclude that this phenomenon does in fact coincide with our
theoretical analysis.

J. Additional Figures

In this section, we provide additional figures that were omitted in the main text due to space constraints. In Figure 15, we
visualize how the proposed space-efficient encoding technique works, as introduced in Section 4.2. The left hand side shows
the procedure Encode to encode m transformed templates z1, ..., z,, into two vectors z and x~. The right side shows
how we can compute the inner product value between each m template and query with Encode at once, along with the
decoding procedure Decode to retrieve the inner product results. With additive homomorphic encryption, we can process the
above computation with the encoded vector ' encrypted for ¥ € {+, —}, as described in IDFace.IPps. For more detailed
information, we recommend the reader refer to Section 4.2.

We also provide the visualization of the application scenario of IDFace. Recall that IDFace enables securing a face identifi-
cation system through encrypting the template database, without accompanying significant accuracy or efficiency degradation
compared to the identification system without protection. For this reason, we expect that our IDFace can be used for any face
identification system where the user physically presents his/her biometrics into the system, such as face identification sys-
tems for airports or entrances of the building. We remark that there already have been several real-world use cases, such as
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Figure 15. The overview of space efficient encoding technique. More details are provided in Section 4.2.
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Figure 16. Target application scenario of IDFace.

several airports in Europe participating in Star Alliance Biometrics® and securing building entrances in several facilities, e.g.,
public schools in the United States*:” and casinos®:’. For more details about the application scenario and the threat model, we
recommend the reader refer to Section 2.1 (biometric identification system) and Section 3.2 (biometric identification system
with database encryption). In addition, the threat model we considered in IDFace is also described in Section 5.3.
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