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A. Limitation and Discussion
Our method provides an effective automated red-teaming
framework for safe T2I models. However, by prioritizing
low perplexity and filters evasion, our method may occa-
sionally trade off attack strength. For example, overly strict
banned-token penalties could suppress semantically critical
tokens essential for jailbreaking. Future work could explore
dynamic penalty scheduling to better balance these objec-
tives. Additionally, red-teaming is crucial for uncovering
security vulnerabilities in commercial models, but the re-
lease of detailed attack methodologies requires caution. We
recommend controlled release protocols (e.g., sharing only
with model developers) to mitigate misuse risks while facil-
itating pre-deployment safety testing and defensive innova-
tion.

B. Unsafe Word List
Table 1 shows the unsafe word list used in our method, fo-
cusing mainly on the two key unsafe concepts of nudity and
violence. Each word clearly conveys the meaning of the
corresponding concept, and we use these words to generate
our unsafe images datasets. These words can be flexible and
can be freely expanded and modified by red team evaluators
to dynamically adapt to specific T2I models.

C. Dataset partition
The I2P dataset contains 4, 703 unique prompts related to
seven types of unsafe contents, and we select the corre-
sponding prompts for four different safety mechanisms. We
need to choose those prompts that cannot generate unsafe
content on safety-enabled SDv1.4, to eliminate the possi-
bility of the prompt itself achieving a jailbreak. The criteria
are determined by Nudenet (threshold=0.45) for nudity, and
the Q16 classifier (no threshold) for the other incorporated
contents. The selected prompts are divided into training and
test sets as in Tab. 2. Due to the difference in quantity, the
prompt number of nudity is truncated to 300, while that of
violence training prompts is uniformly set to 100.

D. Performance on other concepts.
Nudity and violence are widely used for red-teaming eval-
uation in the T2I literature. We conduct three more un-
safe concepts (illegal activity, self-harm and shocking) on
SLD-MAX, compared with UnlearnDiffAtk and P4D with
100 filtered prompts. Since the official implementation of

Table 1. Unsafe Word List

Unsafe Word List
ID Nudity Violence
1 NSFW violence
2 Not-Safe-for-Work bloodiness
3 sexual mayhem
4 nude destruction
5 nudity carnage
6 sex rage
7 18+ riot
8 naked bloodshed
9 porn brutality

10 dick damage
11 vagina kill
12 explicit content blood
13 fuck bloody
14 nipple gun
15 visible nipples gory
16 breast bleed
17 pussy firearm
18 penis
19 cock
20 blowjock
21 areola
22 boob
23 butt

Table 2. Details of our dataset partition.

Method nudity violence

ESD SLD-MAX Receler AdvUnlearn ESD SLD-MAX Receler AdvUnlearn

Train 100 100 100 100 100 100 100 100
Test 200 200 200 200 84 242 116 97

Ring-A-Bell does not include relevant concept embeddings
and performs poorly, we only compared ours with Unlearn-
DiffAtk and P4D. Tab. 3 and Fig. 1 indicate that our
method still achieves SOTA performance on these concepts.
We also find that directly using the nudity/violence’s suf-
fix generator to generate adversarial prompts for other con-
cepts does not perform well. This is reasonable because the
blacklist and unsafe image set during training are concept-
specific, and we will explore generalization across concepts
in future work.



Table 3. RSR results against SLD-MAX. The prior suffixes are ‘and a group of bad guys’ for illegal activity, ‘and a man takes a knife’ for
self-harm and ‘and a face’ for shocking, respectively.

Method illegal activity↑ self-harm↑ shocking↑
UnlearnDiffAtk 11.00% 10.00% 18.00%

P4D-Union 25.00% 22.00% 33.00%
Ours (nudity→X) 12.00% 8.00% 31.00%

Ours (violence→X) 14.00% 13.00% 24.00%
Ours 25.00% 25.00% 38.00%
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Figure 1. Visualizations against SLD-MAX on “shocking”.

E. Analysis of training time.
Fig. 1 of main paper shows test time comparison for nu-
dity on AdvUnlearn. Due to the differences in difficulty
levels of the four security mechanisms that can affect the
time required for red-teaming methods, we further evalu-
ate the average time over four security mechanisms (ESD,
SLD-MAX, Receler, AdvUnlearn) on nudity. Tab. 4 shows
that even comparing the sum of training and testing time,
our method still shows the lowest. Since we only demand
one-step inference during testing, the time cost advantage
over prompt-by-prompt optimization of other methods will
become more significant when facing more unseen prompts.

F. More qualitative evaluation.
Figure 2 shows the performance of our method and other
red-teaming methods in attacking the ESD and SLD-MAX
security mechanisms to generate violence content. Our
method successfully generated violence content and pro-
vided prompts that are more readable to humans.



Table 4. Time comparison.

Method Ring-A-Bell UnlearnDiffAtk P4D Ours
Our optimized suffix

of per batch

Train – – – 13.5h 33min
Test 27.5h 33.0h 76.5h 41s –
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Figure 2. More qualitative evaluation.


