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Towards a 3D Transfer-based Black-box Attack via Critical Feature Guidance

Supplementary Material

In the supplementary material, we provide additional ex-
periments and results about our proposed CFG. First, more
experimental results are provided by choosing more models
as source models (Section A). Second, we show more visu-
alization samples of our observations (Section B). Finally,
we upload code as part of our supplementary material, and
provide some brief explanations of the code file (Section C).

A. Additional Experiments

A.1. Transfer-based Attack on state-of-the-art mod-
els with multiple source models on Model-
Net40

To better validate the performance of our attack method,
we use multiple models as source models to generate the
adversarial point clouds. After selecting the source model,
we apply our attack algorithm to it, aiming at generating
adversarial point clouds. The generated adversarial point
clouds would be used to attack state-of-the-art models (e.g.,
PointConv [1], PointCNN [2], CurveNet [3], PCT [4], PT
[5] and Point-PN [6]).

As shown in Table 1, PointNet, PointNet++ (MSG), Point-
Net++ (MSG), and DGCNN as the source models to gener-
ate the adversarial point clouds. Overall, our attack method
maintains the leading performance relative to the compara-
tive attack methods against these state-of-the-art models. We
can find that for these state-of-the-art models, the adversarial
point clouds generated by traditional 3D-Adv and GeoA3
attack methods have struggled to exhibit transferability, and
the attack success rate has dropped to single digits. In such a
difficult scenario, our attack method can still remain a strong
threat.

A.2. Transfer-based attack on classical models and
state-of-the-art models with multiple source
models on ScanObjectNN

To better validate the generality of our attack method, we do
the same experiments under the harder real dataset ScanOb-
jectNN. As shown in Table 2, 3, we selected 3D-adv, GeoA3,
and PF-Attack as baseline attack methods, and in general,
our method outperforms all baseline attack methods in im-
proving the transferability of the adversarial point clouds for
all these classical and state-of-the-art classification models.

B. Visualization Results of Point Cloud Impor-
tance Maps

To better validate our observations, as shown in Fig. 1 and
Fig. 2, we provide additional visualization results on Model-

Net40 and ScanObjectNN datasets, respectively.
C. Code

The code we provide is complete, and you can run it di-
rectly after configuring your environment. The code file
contains some core runtime files, i.e., first is the attack code
(attack.py), you can run this code to generate the correspond-
ing adversarial point clouds; second is the evaluation code
(evaluate.py), you can run this code to evaluate the effect
of the adversarial point clouds among different models; and
finally is the defense code (defense.py), which you can run
to evaluate how well the adversarial point clouds resists the
defense.
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Table 1. Transfer-based attack on state-of-the-art models on ModelNet40. Measure performance in terms of attack success rate (%).
Adbversarial point clouds are generated on multiple source models.

Source Model Attack - - =018 - - - =045 -

Method PointConv PointCNN CurveNet PCT PT Point-PN PointConv PointCNN CurveNet PCT PT Point-PN

3D-Adv [7] 0.8 1.0 1.8 0 0.2 1.2 0.8 0.1 1.8 0 1.0 0.7

PointNet GeoA3 [8] 103 2.1 5.5 33 18.3 55 14.9 5.5 6.7 7.5 19.6 10.2

PF-Attack [9] 50.3 29.5 227 234 49.9 26.1 532 334 24.8 28.7 52.3 40.8

Ours 68.1 327 29.2 304 65.6 4.5 81.3 434 475 48.6 84.7 61.5

3D-Adv [7] 13 1.0 2.6 1.8 1.4 5.7 13 0.5 2.6 1.8 1.8 8.7

PointNet++ GeoA3 [8] 3.8 4.4 0.9 0 72 6.9 4.1 4.7 1.7 0 7.1 42

(MSG) PF-Attack [9] 50.4 222 23.1 16.6 50.0 289 526 255 229 16.0 577 353

Ours 56.9 21.0 26.5 264 66.0 35.1 71.6 26.2 46.8 47.5 77.6 61.3

3D-Adv [7] 1.2 1.3 0.8 0 0.8 42 1.7 13 0.8 0 29 55

PointNet++ GeoA3 [8] 4.1 6.0 34 0.4 25 7.6 33 5.6 29 0.4 3.8 72

(SSG) PF-Attack [9] 38.8 21.8 20.2 17.2 433 26.7 43.6 24.0 203 19.4 50.2 337

Ours 61.8 255 31.2 275 73.3 39.0 80.6 39.6 49.5 50.5 84.8 58.4

3D-Adv [7] 2.9 3.0 55 0.4 4.6 8.9 2.9 34 59 1.3 83 5.9

DGCNN GeoA3 [8] 9.1 8.1 38 0 27.5 10.6 11.2 7.7 38 0 27.5 11.0

PF-Attack [9] 62.4 29.7 23.6 26.7 61.7 349 69.9 34.1 35.7 378 74.8 529

Ours 70.1 452 354 335 75.5 48.4 76.5 62.1 47.8 444 85.1 62.9

Table 2. Transfer-based attack on classical models on ScanObjectNN. Measure performance in terms of attack success rate (%). The number
in bold indicates the best.

Source Model Attack €=0.18 =045
Method PointNet PointNet++ PointNet++ DGCNN PointNet PointNet++ PointNet++ DGCNN
(MSG) (SSG) (MSG) (55G)
3D-Adv [7] 100 7.5 7.5 9.0 100 7.3 7.5 9.0
PointNet GeoA3 [8] 100 18.3 20.1 18.2 100 17.8 19.5 17.8
PF-Attack [9] 100 50.4 54.6 40.3 100 51.4 54.2 40.8
Ours 100 66.5 68.0 58.3 100 69.1 70.3 58.4
3D-Adv [7] 5.4 100 33.0 18.0 4.8 100 332 16.9
PointNet++ GeoA3 [8] 11.1 100 41.9 27.3 11.0 100 40.8 26.6
(MSG) PF-Attack [9] 38.3 100 63.2 44.8 40.0 100 64.3 44.7
Ours 432 100 73.9 529 47.6 100 744 558
3D-Adv [7] 37 22.1 100 15.0 4.0 22.1 100 15.1
PointNet++ GeoA3 [8] 6.3 29.8 100 23.1 6.1 29.1 100 22.7
(SSG) PF-Attack [9] 37.7 55.2 100 42.5 39.5 55.0 100 425
Ours 40.9 69.7 100 56.0 452 714 100 58.3
3D-Adv [7] 5.3 14.3 16.5 100 5.3 14.3 16.6 100
DGCNN GeoA3 [8] 6.4 19.8 24.9 100 6.0 19.9 24.7 100
PF-Attack [9] 38.6 53.5 57.7 100 40.5 55.5 58.9 100
Ours 419 60.1 63.9 100 49.9 67.1 68.1 100

Table 3. Transfer-based attack on state-of-the-art models on ScanObjectNN. Measure performance in terms of attack success rate (%).
Adversarial point clouds are generated on multiple source models.

Source Model Attack e=0.18 e=045

Method PointConv PointCNN CurveNet PCT PT Point-PN PointConv PointCNN CurveNet PCT PT Point-PN

3D-Adv [7] 9.3 10.6 10.0 8.6 12.8 27.3 9.2 2.1 10.0 9.0 13.2 272

PointNet GeoA3 [8] 21.7 20.6 18.8 17.3 27.3 40.4 21.4 20.8 18.3 16.7 27.0 419

PF-Attack [9] 50.1 45.0 47.1 45.6 51.9 68.8 479 45.5 46.4 47.1 51.8 69.5

Ours 61.7 50.9 64.5 63.6 67.0 80.0 63.8 53.7 66.5 66.8 68.9 81.8

3D-Adv [7] 17.4 14.2 17.7 16.4 25.8 41.6 17.2 14.6 17.6 16.2 25.0 41.3

PointNet++ GeoA3 [8] 30.1 24.7 232 24.5 37.3 48.8 29.6 229 229 24.0 37.0 50.5

(MSG) PF-Attack [9] 54.7 483 51.7 50.6 56.0 72.1 54.9 49.4 52.6 523 55.7 72.0

Ours 60.5 48.8 579 59.7 66.6 75.9 63.1 50.3 594 633 67.2 76.0

3D-Adv [7] 15.4 12.7 15.6 14.6 225 382 15.0 12.4 153 14.1 222 38.8

PointNet++ GeoA3 [8] 26.2 20.3 19.0 21.0 31.3 48.1 26.5 20.8 19.0 21.6 30.3 47.8

(SSG) PF-Attack [9] 52.3 46.3 49.7 50.8 53.7 70.3 52.1 46.9 49.3 50.8 55.5 71.9

Ours 61.3 47.7 55.5 61.1 64.8 73.5 63.1 50.1 574 62.5 67.8 74.1

3D-Adv [7] 24.1 16.8 17.2 17.8 283 46.3 24.0 15.6 17.2 17.6 284 455

DGCNN GeoA3 [8] 29.4 23.2 20.0 21.2 32.6 50.8 29.6 21.5 19.9 21.5 336 52.0

PF-Attack [9] 54.4 49.8 50.3 50.4 57.7 70.3 54.6 51.4 50.2 529 57.6 70.9

Ours 60.4 52.8 58.9 62.1 63.5 75.8 64.7 56.6 63.9 65.9 67.8 76.7
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Figure 1. Visualization results of point cloud importance maps obtained from different 3D models on ModelNet40. Red color represents

important and blue color represents unimportant.
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Figure 2. Visualization results of point cloud importance maps obtained from different 3D models on ScanObjectNN. The red color represents

important, and blue color represents unimportant.
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